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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-36: Testing and measurement techniques —
IEMI immunity test methods for equipment and systems

FOREWORD

1) Thel International Electrotechnical Commission (IEC) is a worldwide organization for/sta izati prising
all |national electrotechnical i i i i romote
intefnational co-operation on all questions concerning standardlzatlon in the elgctical and el iglds. To
this| end and in addition to other act|V|t|es I § itations,
Technical Reports, © as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; &py IE ati 3 interested
in the subject dealt with may participate in this preparatory work iong D d non-
governmental organizations liaising with the IEC also part|C|pate ig thi e ion. closely
with the International Organization for Standardization (ISO) i ! i )] ned by
agregement between the two organizations.

2) The|formal decisions or agreements of IEC on technical matfers ¢ ; 3 3 ible, an i ational
congensus of opinion on the relevant subjects since gea i i rom all
intefested IEC National Committees

3) IEC] Publications have the form of recomfgendation i bj ational
Committees in that sense. While all reasona y i of IEC
Publications is accurate, \ e vey i i or any
mis|nterpretation by any end user

4) In grder to promote international unlforml i G i cations
transparently to the maxi | \ i icati . ivgrgence
betyeen any IEC Publication andthg pondi i 4 i icati indi¢ated in
the Jatter.

5) IEC]|itself does not proyideNar i 9 . ificati i i formity
asspssment servige d, i e 8 t i for any
seryices carried «.@ ine

6) All ¢isers should enSuyé tha

7) No liability shall g C rts and
merbers of its teghni i i i injury, hage or
othgr damage~af any 2 , i indi , i i s) and
expepnses atising™Naut igation, , i , thi icati er I[EC
Publicatians.

8) Attgntioq i i i i i ication. icafions is
indigpensat

9) Attgntion is.drawn to the possibility that some of the elements of this IEC Publication may be the supject of
patent rights|EC shall'nhot be held responsible for identifying any or all such patent rights.

Internptional Standard IEC 61000-4-36 has been prepared by subcommittee 77C: High-power
transient phenomena, of IEC technical commitiee 77 Electromagnetic compatibility.

It forms part 4-36 of IEC 61000. It has the status of a basic EMC publication in accordance
with IEC Guide 107.

The text of this standard is based on the following documents:

CDV Report on voting
77C/231/CDV 77C/236/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61000 series, published under the general title Electromagnetic
compatibility (EMC), can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch"” in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.
N
IMPOQRTANT - The 'colour inside' logo on the cover ates
that | it contains colours which are consider Frect

undgrstanding of its contents. Users should therefore hg a
colopr printer.

&
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INTRODUCTION

IEC 61000 is published in separate parts according to the following structure:

Part 1: General
General considerations (introduction, fundamental principles)

Definitions, terminology

Part 2T Environment
Descr|ption of the environment
Classiffication of the environment
Comphtibility levels

Part 3: Limits

Emissfion limits

ImmuTity limits (in so far as they
commiittees)

Testin
Part §:
Install

Mitigalti

Part 9:-\Miscellaneous

esponsibility of the p

roduct

Each part is further subdivided into several parts, published either as International Standards
or as technical specifications or technical reports, some of which have already been published
as sections. Others will be published with the part number followed by a dash and a second

number identifying the subdivision (example: IEC 61000-6-1).
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-36: Testing and measurement techniques —
IEMI immunity test methods for equipment and systems

1 Scope

This of the
immunity of equipment and systems to intentional electromagnetic [EMI)
sourc tion ¢f test

limits pnd summarises practical test methods.

2 Nprmative references

The fqllowing documents, in whole or in part, are normative S i nt and
are inflispensable for its application. For dated refereiices, y s. For
undateéd references, the Ilatest edition of the : any
amendiments) applies.

IEC 6
techn

ement

IEC 6
techn

ement

IEC 6
techn

ement

3 Te
For th ges S ent, the following terms, definitions and abbreviations apply.

3.1

3.1.1

attenuiation
reduclion inymagnitude (as a result of absorption and/or scattering) of an electric or magnetic
field gr<acurrent or voltage, usually expressed in decibels

3.1.2

bandratio

br

ratio of the high and low frequencies between which there is 90 % of the energy

Note 1 to entry: If the spectrum has a large dc content, the lower limit is nominally defined as 1 Hz (see
IEC 61000-2-13 for further details).

3.1.3

bandratio decades

brd

bandratio expressed in decades as: brd = log10(br)
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314
burst
time frame in which a series of pulses occurs with a given repetition rate

Note 1 to entry: When multiple bursts occur, the time between bursts is usually defined.

3.1.5

conducted HPEM environment

high-power electromagnetic currents and voltages that are either coupled or directly injected
to cables and wires with voltage levels that typically exceed 1 kV

3.1.6
contillluous wave
Ccw
time waveform that has a fixed frequency and is continuous

3.1.7
electfomagnetic compatibility
EMC
ability| of an equipment or system to function satisfactoril
withoyt introducing intolerable electromagnetic disturba

etic envirohment
Hat environmnent

3.1.8
electiomagnetic disturbance

any I:ectromagnetic phenomenon
equipfnent or system

performance of a device,

3.1.9
electiomagnetic interfereg
EMI
degraglation of the pe
electrpmagnetic distur

smission channel or system caused [by an

Note 1 fo entry: Dis a 8 S respectively cause and effect.

3.1.10

(electromagneti

electrically cgntin or a facility, area, or component used to attenuate ingident

electric and i oth absorption and reflection

3.1.11
(electromagneti S
inability of-acdevice,.€quipment or system to perform without degradation in the presepce of
an eldgctromagnetic disturbance

Note 1 to entry: Susceptibility is a lack of immunity.

3.1.12

equipment under test

EUT

equipment being subjected to the test

3.1.13

high-altitude electromagnetic pulse

HEMP

electromagnetic pulse produced by a nuclear explosion outside the earth’s atmosphere

Note 1 to entry: Typically above an altitude of 30 km.
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3.1.14

high-power microwaves

HPM

narrowband signals, nominally with peak power in a pulse, in excess of 100 MW at the source

Note 1 to entry: This is a historical definition that depended on the strength of the source. The interest in this
document is mainly on the EM field incident on an electronic system.

3.1.15

hyperband signal

signal or waveform with a pbw (see 3.1.20) value between 163,4 % and 200 % or a
bandratio > 10

3.1.1
hypoband signal
narrowband signal or waveform with a pbw of < 1 % or a bandratio

3.1.17
intenfional electromagnetic interference
IEMI
intentional malicious generation of electromagnetic eperg
electric and electronic systems, thus disrupting, co
terrorist or criminal purposes

Qige or signals into
Ng these systems for

[SOURCE: IEC 61000-2-13:2005, 3.16

3.1.18

L band
radar frequency band betwe and %ﬁ

3.1.19
mesopand signal
signall or wavef

and 3

1 % and 100 % or a bandratio betweenf 1,01

3.1.20
percentage band
pbw
bandwidth xpressed as a percentage of the centre frequency of that waveform

Note 1 o entry™\\The"pbw has“a maximum value of 200 % when the centre frequency is the mean of the hjgh and
low frequencies, \IT oes not apply to signals with a large dc content (e.g., HEMP) for which the bgdndratio
decadep is uséd-

3.1.21
port-of-entry
PoE

physical location (point) on an electromagnetic barrier, where EM energy may enter or exit a
topological volume, unless an adequate PoE protective device is provided

Note 1 to entry: A PoE is not limited to a geometrical point.

Note 2 to entry: PoEs are classified as aperture PoEs or conductive PoEs according to the type of penetration.
They are also classified as architectural, mechanical, structural or electrical PoEs according to the functions they
serve.

3.1.22

pulse

transient waveform that usually rises to a peak value and then decays, or a similar waveform
that is an envelope of an oscillating waveform
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3.1.23

pulse repetition frequency

prf

number of pulses per unit time, measured in Hz (per second)

3.1.24
radiated HPEM environment

high-power electromagnetic fields with peak electric field levels that typically exceed 100 V/m

3.1.25
rE¢,,

electrrﬁm—mnaﬁsedmﬁﬁmm—oﬁwﬁm—ﬂmreﬁm—m
measyrement at a given distance in the far-field

3.1.26
sub-hlyperband signal

signallor a waveform with a pbw value between 100 % and 16
and 10

3.1.27
transient
pertaiping to or designating a phenomenon or(a (@
consegutive steady states during a time interva

of intgrest

Note 1 [to entry: A transient can be a unidirectioha
the firs{ peak occurring in either polarity.

3.1.28
ultrawideband
uwB
signal|that has a perc

3.2 Abbrevia@

E-field

een 3

h two
-scale

e with

DS Damped sinusoid

EMI Electromagnetic interference
ESD Electrostatic discharge

HEMH High-altitude electromagnetic pulse
HIRF High-intensity radiated fields
HPD Horizontally polarized dipole
HPEM High-power electromagnetic
HPM High-power microwave

LEMP Lightning electromagnetic pulse
LLSF Low level swept field

LLSC Low level swept current

NEMP Nuclear electromagnetic pulse
SE Shielding effectiveness

uwB Ultra wideband
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VPD Vertically polarized dipole

4 General

The use of electromagnetic sources to generate intentional electromagnetic interference
(IEMI) is of increasing concern as the reliance of society on technology increases
significantly. Many technical papers have been published that show the effects of IEMI are
cause for concern; they are summarised in [1]1. A summary of failure mechanisms at
equipment level is provided in Annex A.

The g
electr
fields
and ¢lectrostatic discharge (ESD).
chara¢
non-m
and s

The IE
energ
confu$i

Within| this definition it is possible to also i i i brload
antenpa receiver circuits (front doors Sera uency
of opgration. Jammers typically require lo 3 rs are
desigI sue of
jamm

This |document complen
electromagnetic pulse (F

5 IBMI envir@e

5.1 General

2], which deals with high-ajtitude
ds for equipment and systems.

There * s that can generate electromagnetic environments that can
potenii entional electromagnetic interference (IEMI). IEC 61000-2-13
[3] digcu i anvironments that can be generated and categorises them in|terms
of tim ' gquency range and bandratio. Further details and actual examples

are in¢

A key réquirement of developing IEMI test methods and test levels is to achieve a] good
under‘fnnr‘ling of the environment in which the victim equipment or system will he required to
operate. Within this document specific focus is provided for victim equipment that is integrated
within a site or other fixed installation and it is generally assumed that such equipment is
housed within a building.

IEMI phenomena are unlike other EMC standardised phenomena where assumptions can be
made about the general or average disturbance level arriving at victim equipment ports.
Important parameters related to the IEMI interaction with victim systems which will affect the
test level include:

a) IEMI source parameters

1) frequency range of the source,

1 Numbers in square brackets refer to the Bibliography in Clause 8.
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amplitude of the source vs. distance to the victim system,

pulse width, pulse repetition frequency, burst length of the source,

source mobility,

technical capability of the source user/designer.

e protection level of the fixed installation

the range or distance between the IEMI Source and the victim electronics,

2) the propagation channel loss including the properties of the intervening barriers

(attenuation and absorption).

Once thUOU UhalaUtUI;Ot;UO Uf thU :E:‘V‘I: QUUTUU (JIIGI UIIV;IUIImUIIt arc VVU” uIIdUIOtUUd then

appropriate test methods and test levels for ports on the victim equipment/€an~bhe deternjined.

One dpproach would be to take all of the IEMI source parameter mbine

them puch that one set of test levels is derived. The disadvantag $ that,

should effects be observed, it would be difficult to assign the meter

set. Ih addition the combination of widely varying waveform characte result

in an gxtreme set of test levels.

Some| IEMI sources generate waveforms/enwrnmen similar to |other

electrpmagnetic (EM) environments, for example ightning

electrpmagnetic pulse (LEMP). Analytical method? unt of

similafity between IEMI environmentsa € in partlcular through the

use of waveform norms (see IEC 6100Q-4- could

be made up through increasing the d| tronic

systems of interest or by undertaking t

5.2 |IEMI environment

5.2.1

IEMI bources v ionship

betwen this co efines

three |evels:

a) Ngvice — Indi

b) SKilled evant
technolog

c) Speciali ss to
supstanti

When| considering thle IEMI sources of interest it is important to consider the deployment

scena[io.

5.2.2

IEMI deployment scenarios

IEMI sources can be packaged and deployed in different ways, although this generally
depends on the technical capability of the designer and the available resources. A set of
potential scenarios for deployment of IEMI generators is given in Table 1.
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Table 1 — Possible IEMI Deployment Scenarios

Deployment Example use Victim interaction Technical
scenarios capability group
Man portable Carried to the victim and used while in Direct Novice
possession of the adversary. Could be ) )
assembled in place. Radiated Skilled
Conducted
Hand delivered Carried to the victim and concealed, Direct Novice
perhaps remotely activated. Could be ) )
assembled in place. Radiated Skilled
Conducted
Fixed|installation | Set-up in a space adjacent to the victim, i.e. Radiated Novice
djoini building.
an adjoining room or building Conducted RS
/\ lis
Autonjotive / Mounted inside a pick-up truck or on the Radjate ill
maring delivered | after deck of a marine vessel.
Coqduct cialis
Air dejivered Installed inside an aircraft bay, carried as a diate pecialis
pod, or dropped (i.e., E-bomb).
\‘>
5.2.3 Radiated IEMI environment summary

Table
term
derive

2 provides a summary of thred
YE:, describes the electric field
d from an E-field measurement e

SOUXC

envikonm ntsQef ed by capability group. The

of 1 m from the antenna as
. It is equivalent to

equivalent isotropic radiated power (EIRP) ived from the power density at a|given
distance in the far field.
Table 2 — Sum y of ra e output (rEg,,) by capability group
Category ouxce sou eWor technology type rEgar (V) Near/far
distarce
(apprgx.)
Novice D gun 5000 1m
I-}ygoﬁqn}\ jcrowave oven magnetron 2 000 1m
Skilled "Ma @%mercially available solid state pulser 60 000 1m
N (€.g. pockels cell driver)
WW Commercially available pulser 120 000 2m
Hypobsmd Typical radar 450 000 5
Spdcialist HyMand Military demonstrator (e.g. jolt) 5 300 000 50 n
Mesoband Military mesoband demonstrator 500 000 5
Hypoband Military hypoband demonstrator 30 000 000 50 m
5.2.4 Published conducted IEMI environments

Unlike the situation with radiated IEMI sources, examples of conducted IEMI sources are less
common. However, it has been shown that many conducted EMC tests exist within published

civilian EMC standards such as IEC 61000-4-18 [5],

IEC 61000-4-4 [6] and IEC 61000-4-25

[7] and that the sources that generate these test waveforms can be uprated or applied to
equipment ports in a different way or otherwise used for malicious effect. There are also
various military standards that contain relevant conducted tests such as Mil-Std-461 [8] and

Defence Standard 59-411 [9].
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5.3 Interaction with fixed installations
5.3.1 General

The magnitude of the IEMI environment impinging on a victim system is primarily dependent

upon two factors:

1) The range or distance between the IEMI source and the victim electronics.

2) The propagation channel loss, including the properties of intervening barriers (attenuation
and absorption).

It is important to note that radiated IEMI interacts not only with apertures and structures, but
also cables. The total EM disturbance presented to the victim electronics ipside is therefore a

function of the direct radiated IEMI and the coupling of this IEMI to EM(conductors.sych as
cableg, pipe-work and ducting. When determining an appropriate tes : ticular
radiated IEMI environment of concern, an assessment of the transfe -‘ victim
electrpnics inside the building is required and this should include any i rded by
the bdiilding material, propagation loss and any other aspects ulting
currents or voltages presented to the equipment.

Figurg 1 shows a typical radiated and conducted IEM| V4 a vehigle mounted IEMI
source illuminating a building and separately injgcting fields
generpted by the radiating source penetrate through( apert ple to
condulctors (both outside and inside the building tages

Thé¢

that g¢an affect the victim electronj -
ing(it\to pr

conducted source is coupled to the cow
potenfially affect electronic equipment.

ent/voltage generated Hy the
opagate inside the building and

IEMI generator

Antenna

Power sourcq
amplifier
modulator

Power and/or communications cable

Common mode or
differential mode coupling

IEC

Figure 1 — Example of radiated and conducted
IEMI interaction with a building

It should be noted that cable attenuation and attenuation afforded by lumped components
(such as transformers) should be considered when determining the currents and voltages
presented at the electronic equipment. It should also be noted that different coupling modes
(i.e. common mode or differential mode) may result in very different path losses during the
propagation.
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5.3.2 Protection level

Given the discussion above it can be implied that victim electronic equipment located inside a
fixed installation will have a ‘protection level’ which is a function of the physical distance
between the IEMI source and the victim electronics and the loss in the propagation channel. A
discussion on the radiated and conducted interaction of IEMI sources within buildings is
provided in Annex C.

Example protection levels are indicated in Table 3. These levels have been identified using
the information in Annex C. However, it is highly important that the actual protection level is
quantified through measurements, possibly as part of a site survey. Test methods which can
be used to assess the barrier attenuation/propagation loss are discussed in Clause 6

Table 3 — Example protection levels

A (AN
Example Assumed range to Path loss Assumed dar '}t\ tal 5
profection level victim attenuation
(EfPL) rating (m) (dB) /(NEB\)\ (dB)
EPLO 2 6 \O \ 6

EPL1 10 20 \\\ > 20
EPL2 12 22 \/ RN 26

EPL3 18 25 } 7 32
A

EPL4 30 28\ \ 0y 1> 39
EPL5 30 g\ )18 46
34

EPL6 35 29 60

)

NOTE

The HPL should be cansi i heters

discugsed in CIa{;?. 2 d.

6 Test methods

6.1 Derivat

A detdiled™discussion.on test thods
summ’F d the
immunity testlgvel fo

As IEMI falls*into 2 main categories, namely radiated and conducted, the methods for testing
againstEMI fall broadly into the same categories.

Testing against radiated IEMI can be undertaken with the IEMI source of interest, a simulated
environment such as those shown in IEC TR 61000-4-35 [11], or by injecting the signal
expected to be induced into conductors by exposure to the IEMI radiated environment. The
latter relies on knowledge of the transfer function2 of each conductor of concern (typically
these conductors are cable bundles that carry power and/or data that is vital to the continuing
function of the equipment or system).

Testing against conducted IEMI is typically undertaken with either the IEMI source directly or
with a conducted simulator. Although it is possible to use a radiated method to assess against
the effects of conducted IEMI, it is not commonplace.

2 A measure of internally induced current or electromagnetic field as a result of an externally illuminating
electromagnetic environment.
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Once the preferred test methodology has been agreed, it is possible to determine the required
test levels.

Figure 2 shows the options available when undertaking assessment of the effects of IEMI on
equipment or systems.

[ Understand IEMI environment ]

Radiated Conducted
— —
¢ A ¢ ¢ 3 / A N\ ¢
~ N N aYa N ™
IEMI source} IEMI simulator Transfer Transfer IEMI @X IEMK st Iah\
illumination (radiated) functions functions injectign \({()n ct
. I\ J o\ AN /d\ 0 J

A 4

NI
e ~

\ X
e v QA X \\ e ~
Predict _Predlct N Ma X\) Cable
. ; induged N L
internal fields i ection injection
\ J &M en)§\/ \ >\ J

equipmert
at predicted

IEQ

It is gssential t Qa representative configuration and that dareful
consideration is givép the test set-up that can have a significant imppct on
test results, for examp ~Mf the requirement is for equipment to be immuine to
IEMI when in a<po ’ figuration then testing with the equipment powered |off is
applicpble. esting with the equipment powered and functionjng is
essential. R hat transient effects can be significantly enhanced whe¢n the
equipmenmtN functionally, for example with computer equipment that is
drive operations or memory intensive functions.

A summary_oftest methods that can be used for the assessment of equipment or systgms to
the effects of IEMI is”provided below.

6.2 Derivation of transfer functions

Transfer functions are essential for any equipment or system that is to be tested against the
effects of a radiated IEMI source using conducted methods and can also be used to evaluate
the protection level of a victim installation.

Transfer functions can either be measured (using techniques such as those discussed in
IEC TS 61000-5-9 [10]) or generated analytically using some understanding of relevant
geometry.

Transfer functions provide the means of estimating induced currents or voltages on
conductors as a result of an EM field illuminating the conductor or from an EM source injected
onto external cabling. Transfer functions are generally measured over a broad frequency
range (~1 MHz to ~1 GHz) and enable predictions to be computed for any IEMI environment
with similar frequency content. Transfer functions can be extended to tens of GHz by
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measuring internally induced EM fields and reflecting the change in dominance of the
interaction mechanism from cable coupling to aperture coupling.

For applicable test methods and test set-up see IEC TS 61000-5-9 [10].

6.3 Radiated tests using IEMI simulator

IEMI simulators are becoming increasingly available as the threat of IEMI is understood and
accepted to pose real risk to the continuing operation of electronic equipment.
IEC TR 61000-4-35 [11] contains details on IEMI simulators and their respective parameters.
The equipment under test (EUT) shall be set-up in a representative condition of its intended
use fo e 3 Fre 5o when—F d—Fhe—tse IEMI
simulgtors to assess the protection level of a fixed installation is not reg nended\s|nce it
may present a significant interference risk.

For applicable test methods and test set-up see IEC TR 61000-4-3

6.4 |Radiated tests using a reverberation chamber

IEC TR 61000-4-35 [11] also provides some example vetbergtion chambers.
Reverperation chambers can be used to produce the hig or equipmen{ level
testing and are useful for testing of a material’'s shieldir ‘ ¢ in accordancg with
IEC 6]1000-4-21 [12].

Care |should be taken to understand how % s asurements made within a
reverferation chamber compare with theXealisti : nteraction which is closgr to a
plane \wave phenomena. This differencg

For agplicable test method

6.5 |Complex wavefiorn

This method ta s/from transfer functions and injects them onto
condufctors one-by~on for effects. The injected waveforms are a funcfion of
the reponances meas fer function and the environment itself and are complex
in natpre, i.e. the \nta nanywfregdencies. Further details on this method can be found in
Annex E.

6.6 Damped\sik

This method yses single frequency damped sinusoidal waveforms and is generally required to
be repeated across many frequencies to give an indication of how an EUT may respond to an
IEMI ¢nvironment. For applicable test methods and test set-up see IEC 61000-4-12 [18] and
IEC 6]1000-4-18 [5].

6.7 Electrostatic discharge (ESD)

Testing to IEC 61000-4-2 [14] provides confidence of the continuing operation of the EUT as a
result of ESD. ESD is generally a fast transient with a rise-time of the order of hundreds of
picoseconds and pulse-width of tens of nanoseconds. This information may be used to inform
likely susceptibility to certain IEMI environments via the generation of radiated fields.

For applicable test methods and test set-up see IEC 61000-4-2 [14].

6.8 Electrically fast transient (EFT)

The EFT test has parameters that compare favourably with certain IEMI conducted
environments, and data from the test defined in IEC 61000-4-4 [6] may be used to indicate the
response of an EUT to IEMI.
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For applicable test methods and test set-up see IEC 61000-4-4 [6].

6.9 Antenna port injection

This type of test provides valuable information on the response of transceiver systems to the
effect of IEMI including jammers which are discussed in Annex G. The IEMI environment of
interest shall either be used directly to inject signals into the antenna port or to determine
(through the use of transfer functions) those signals that would exist at the associated
electronics. Figure 3 shows a typical EUT with various ports including an antenna port.

EUT

AC mains power nart
t t

Optical fibre port

Enclosure port

RF modulator output

DC network power por
port pQ

Broadcast receiver
tuner port

Wired etwor!

Antenna

Antenna port

R al/cantrol port

IEC

r 6.7,
[EMI

In general, antenna port
this ig likely to provid
envirgnments.

For applicable t&@

7 Test parame

7.1 Deyi

>t the
ection

The key to~deridng \Nmn
immu;[)lty requirement of the equipment or system that is to be assessed and the prot
level flor a given scepdrio.

For example, if the equipment or system is to be located within a secure facility (assuming
20 dB of attenuation for physical barriers) and such that an IEMI source cannot be any closer
than 50 m (distance) away, this provides a useful bound on the test level. It may be prudent
to consider some margin to deal with issues such as measurement uncertainty or
measurement limitation to ensure that the test results carry a high level of confidence. This
gives a solid foundation for developing the required test level. Once this is understood, the
test levels can be derived using a radiated IEMI source or simulator or with the use of transfer
functions as discussed in 6.2.

Subclause 7.2 indicates generic test parameters based on the skilled category using the
environment levels derived in Table 2 and the example protection levels indicated in Table 3.
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7.2 Radiated test parameters

7.21 Generic hyperband test parameters (skilled capability group)

Subclause 7.2.1 defines the immunity test levels for hyperband IEMI environments (i.e. those
with a band ratio = 10). This is summarised in Table 4.

Table 4 — Generic hyperband test parameters (skilled capability group)

EPL Amplitude Risetime Pulse width Pulse Pulse
repetition length/burst
frequency duration

V) sy sy H=Y sy

EPLO 30 000

EPL1 6 000 Q

FPL2 3 000

FPL3 1 500 100 to 500 0,2to 5 to\1 0Q0 o 1p

FPL4 675

FPLS 300 Q

FPL6 60

NOTH Any combination of waveform parameters in Table tin a ffquuency spectrum [of the
wavefprm applied during the test. In some ca es, this will r s in/a t is less severe when consiflering
the oVerall content or the associated maximu rlvatl ft app |ed eforp.

All combinations of the parameter ranges given i ble™ are simultaneously achievable with
existing IEMI test sources, Once a esI [ cted, some parameter variatjon is
ithi ranges, .if

recomimended within the gtat ssible.
An example of a hyperpa igure 4
AR
6 000 /\\ \
000
X \
20 k\
) \
-2 000
-4 000
-6 OOO Ll Ll Ll L
0 4 8 12 16 20
Time (ns)
IEC

7.2.2

Figure 4 — Typical hyperband waveform

Generic mesoband test parameters (skilled capability group)

These types of IEMI environment are characterised by a damped sinusoidal waveform. Table
5 contains the test levels and associated parameters. It should be noted that any combination
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of waveform parameters in Table 5 will result in a different frequency spectrum of the
waveform applied during the test. In some cases, this will result in a test that is less strenuous
when considering the overall content or the associated maximum time derivative of the
applied waveform.

Table 5 — Generic mesoband test parameters (skilled capability group)

EPL Amplitude, E. Centre Damping PRF Pulse
frequency, f. factor, 0 length/surst
duration
(V/m) (MHz) (Hz) (s)

EPLO 60 000

EPL1 12 000

FPL2 6000

FPL3 3 000 80 to 500 5to 20 140 0 Q 1% 1P

FPL4 1 350

EPL5 600

EPL6 120 <\ \

The wWaveforms are well described by damped sjng . own i Equation (1) with the
charagteristics E., f, and Q found in Table 5. The Maljizi ant k is defined so that the
maximum value of E. will be eq information can be found in

IEC 6]1000-2-10.

(1)
Immunity data frora r st standa -4-18, 5r, Mil-
Std-461 [5]) ma i juikemients in Table 5 or assist in the identificafion of
frequgncies that require fv i igation.
It sho nations of the parameter ranges given in Table|5 are
simult ,|some

paran

An ex
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15 000
10 000
E 5000
2
2 0
=
-E_ \
S
<< .5000
-10 000
-15 000
350 400
IEC
7.2.3 Generic hypoband/narrowbgnd (skilled capability group)
Table|6 gives the test | ‘ ' hich are characterised by low r¢lative
bandwidth, centre frequenci z.and an gssociated pulse repetition frequency (PRF)
of < 1P0 Hz.

ypoband/narrowband
3 (skilled capability group)

EPL mplitude Pulse width PRF Pulse length/purst
duration
(Vi) (Ms) (Hz) (s)

EPN 2T\ \45 000

EPL2 > 22 550

EP(3 11 300 0,01 to 10 Single shot to 1 000 110 10
EPL4 5 050

EPL5 2 250

EPL6 450

NOTE Any combination of waveform parameters in Table 6 will result in a different frequency spectrum of the
waveform applied during the test. In some cases, this will result in a test that is less severe when considering
the overall content or the associated maximum derivative of the applied waveform.

All combinations of the parameter ranges given in Table 6 are simultaneously achievable with
existing IEMI test sources. Once a test level is selected, some parameter variation is
recommended within the stated parameter ranges, if possible.

An example of a hypoband/narrowband waveform is shown in Figure 6.
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IEC

NOTE

band’'waveform

7.3

7.3.1

This evels in Table 7. The user shall define specific
test I¢ ment by following the process in Clause 6.

ducted IEMI test levels

Waveform Basic standand
Damped sinusoids? IEC 61000-4-18
Damped sinusoids? IEC 61000-4-1|8
Damped sinusoids? IEC 61000-4-1|8
1 000 20 Damped sinusoids? IEC 61000-4-1|8
2°000 40 Damped sinusaids? IEC 61000-4-118
4 000 80 Damped sinusoids? IEC 61000-4-18
4 000 80 5/50 ns IEC 61000-4-4
8 000 160 5/50 ns IEC 61000-4-4
16 000 320 5/50 ns IEC 61000-4-4
NOTE 1 Voltage and current levels shown in the table are for common mode values.
NOTE 2 For the two highest immunity test levels, it is sufficient to test with a single pulse.
a8 |EC 61000-4-18 defines the following test frequencies: 3 MHz, 10 MHz and 30 MHz. Depending on the
characteristics of the incident IEMI electric field, tests may be recommended for damped sinusoids with
frequencies of 100 MHz or 300 MHz using the waveshape defined in [IEC 61000-4-18.
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7.3.2 Characteristics and performance of the fast damped oscillatory wave generator

Subclause 7.3.2 details the characteristics and performance requirements of the fast damped
oscillatory wave generator required to undertake the testing referred to in Table 7, footnote a.

The waveform of the fast damped oscillatory wave is given in Figure 7.

Pkq T

100 % —
90 % —:N
Pks
A

IEC

Open

n circuit specifications

N\
Voltade rise time (T(n\{}}{re}\ > 5ns+30%

Voltade oscinwé@e\giéa\ 3 MHz, 10 MHz and 30 MHz £ 10 %
Repef] tion)@te\ \ \ \/ 5000/s + 10 %
Decaying(see kigure Pk shall be > 50 % of the Pk, value

and Pk, shall be < 50 % of the Pk, value
Burst duration \/ 3 MHz: 50 ms + 20 %

Burst period 300 ms + 20 %

Outputimpeteance 50-6+26%

Open circuit voltage Pk, value, 100 V to 4 kV + 10 % (see Figure 7)
Phase relationship with the power frequency No requirement

Polarity of the first half-period Positive and negative

a8 Oscillation frequency is defined as the reciprocal of the period between the first and third zero crossings

after the initial peak. This period is shown as 7T in Figure 7.

Short circuit specifications associated with Figure 7 are given in Table 9:
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Table 9 — Short Circuit Specifications

Current rise time (7, in Figure 7): 3 MHz: < 330 ns
10 MHz: <100 ns
30 MHz: <33 ns

Current oscillation frequencies? 3 MHz, 10 MHz and 30 MHz + 30 %

Decaying (see Figure 7) Pkg shall be > 25 % of the Pk, value and Pk, shall be
< 25 % of the Pk, value

Short circuit current (Pk, value) 5Ato80A*20%

a8 QOscillation frequency is defined as the reciprocal of the period between the first and third zero crossings
affer the initial peak. This period is shown as 7 in Figure T.

7.4 |Tailored test level derivation

The tgst levels defined within 7.2 and 7.3 are provided to allg eneric
IEMI IEMI
envirg

pf the
path

For s
asses
using
a) un
b) m

1)

2)| measure
c) predict induced curre ms
d) envelope predictio
e) agsess imm

1)| inject predicté

7.5

to the

S L nents.
A rigorous matiematical approach utilising waveform norms should be used as the basgis for
such assessments~Edrther information on the application of waveform norms can be folind in
IEC 6]1000-4-33 [4].

Immu

Measurement uncertainties, whose quantitative calculations are possible, e.g., intensity of
projected electric field, discharge voltage of static electric test facilities, current induced in
cables, etc., shall be included in any test report. It may be necessary to consider the use of
additional test margins to take account of limitations in test methods; further details on this
subject can be found in Annex F. Additionally, any test reports shall include the statement that
test results are dependent on the test conditions and configuration of the tested equipment,
and the note that the test results are, therefore, only valid for the cases specifically under
identical test conditions, test methods and equipment configuration.

Information and determination of measurement uncertainty for EMC testing can be found in
CISPR TR 16-4-1 [16], CISPR 16-4-2 [17] , CISPR 16 4-3 [18] and CISPR16-4-4 [19] and are
equally applicable to the determination of measurement uncertainty for IEMI test results.
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A1

Annex A
(informative)

Failure mechanisms and performance criteria

General

Electronic components and subsystems are essential parts of modern systems like airplanes,

comm

electronic components have begun to control safety critical functions, concern is growin
the vdlnerability of electronic systems. Therefore the susceptibility of criti

unication, IT infrastructure, traffic management or safety systems. Since

cal systemsg

these
over
is of

vital ipterest since an upset or failure in these systems could cause majo accidepts or
econogmic disasters. As a consequence, the investigation of the su ~ tronic
systems as well as their protection and hardening against IEMI threg S integegt [1]3,
[2], [3], [4] and [5]

There| have been several documented cases, where high PEM)
envirgnments caused unwanted action or failure. In add| on lessed
worldyide numerous |EMI susceptibility investigati gports of | such
investjgations document a variety of observed effects’such as

— di
— di
- co
- fal
— un
— de
- ha
- re
- de

Due tp the large 0

the dgvelopm ion measures require a classification of the effect
the faflure m€chanisms\wh ymmarize the essential information.

A.2 |Fa

A.2.1 General

If the [observed effects are analysed with regard to the underlying failure mechanism,

gturbed screens (flickering of screens, dist
gplay of wrong data,

Ing up of software

hoot of dig@
struction of o

main categories can be extracted:

1) noise

2) parameter offset and drifts

3) corruption of information

4) sy
5) co

stem upset or breakdown

mponent destruction

3 Numbers in square brackets refer to the references in Clause A.5.

ell as

s and

five
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Any of these mechanisms can occur on a system as a result of an incident EM environment,
sometimes with disastrous consequences. Further details are given for each of the categories

below.

A.2.2 Noise

Electromagnetic disturbances can raise the noise level on signal and power lines, which

results in flashing of displays or reduced data rates.

In a particular case of jamming the IEMI source (jammer) operates at or close to the
frequency of operatlon and the induced noise level overloads the receiver cwcwts Due to the

S | P~ - 4 ] Ll [l
faCt tlat TCoTTVOCTS arv UUOIHIIUU |3y upUlcuU atr voTy TOUwW OIBIIGI TCVTTS, JGIIIIIIIIIH

requirgs less radiated power.

A.2.3 Parameter offset and drifts

Paranjeters of analogue circuits are subject to changes (e.g. o
signals. According to the application, these parameter change
signals and/or false control signals and affect control circyH

This i$ shown in Figure A.1:

[Sourcq: e for Protective Technologies and NBC-Protection, WIS.]

— IEMI induced offset of sensor output —
Corruption of information

wrong sensor readings, and movements of actuators. This is shown in Figure A.2:

‘.Y

pically
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Voltage (V)

-500,0 n 0,0 500,0 n 1,0 u 1,5 1

A.2.4 System upset or breakdown

A sysfem upset or breakdown is the inability of a physicall g 3 ; rm its
desirgd function. Upsets and breakdowns are caused bysele ic Wisturbances that
are capable of affecting the logic state of an electper No triggering (digital
devicgs, by changing counters or altering the sta ic 'Citcui After a reset| (self,

exterrjal, or power reset), the system will return to_jts usual capaliliti

A.2.5 Component destruction

Insulafting layers of printed circuit boards or\con \ .g. integrated circuits) cpn be
sensit[ve to interfering disturbances. diele ulation is too thin, induced vpltage
signals can cause an electyical breakdwn% Itigg component destructions rangé from
flasho W tion (see Figure A.3).

Figure A.3 — Examples of destruction on a chip [2]

The identification of which destruction mechanism occurs requires additional detailed
examinations of the system (e.g. opening of ICs and detailed on-chip investigation). As the
destructive effects are of a permanent nature, usually the time consumption of such additional
examination is not a problem. In contrast, the temporary nature of interferences requires a
real-time measurement of signals and additional measurements, which enable observation,
storage and analysis of the internal stages of the system under investigation.
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A.3 Effect of pulse width

Electronic equipment generally responds to either the peak power or the average power of the
incident IEMI environment. Much data has been collected to determine the relationship
between peak and average effects [6], [7], [8], [9], [10], [11], and the trend from this data is

summarised in Figure A.4.

\
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Increasing circuit response speed
| N N\

\\ \A:,:v \

Peak magnitude required for effeqt

™R
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U 1000 10 000
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Figurg A. ‘ e Hure for a typical circuit will decrease as the|pulse
width | , S di 2 ge power failure mode. At the transition point the
circuit a i i age power and appears to depend only ¢n the
peak 3

A comparison be odes of typical older analogue equipment and hewer

digitall equip of the references. Most modern equipment cannot be
defingd as v ; wholly digital in nature, and the assumption that a [single
mechanism_is\re 3] e equipment susceptibility is a simplification. Howevef, it is
clear frofq thees that for many systems there is a dependency on pulse width apd the

A.4 | Performance criteria

Determination of a system under test either passing or failing a test requires classification of
the test results in terms of the loss of function or the degradation of performance of the
system under test, relative to a performance level defined by its manufacturer or specified in

the test plan.

Recommended performance criteria are shown in Table A.1.
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Table A.1 — Recommended performance criteria

Performance Description
Normal Normal performance within specified limits.
Tolerable interference Appearing disturbances can be tolerated or do not influence the main
function.
Performance degradation Thetappearing disturbance reduces the efficiency and capability of the
system.

Temporary loss of function

recovers its normal performance, without operator intervention.

Temporary loss of function or degradation of performance which ceases
after the disturbance ceases, and from which the equipment under test

Persis

tent loss of function Temporary loss of function or degradation of perfor e, the corred
of which requires operator intervention. ?a'n\

tion

Permas

nent loss of main function Loss of function or degradation of performanc wh\éh S ot resoverap
owing to damage to hardware or software, o ss.of d

e,

The
with T

A.5

[1]

(2]

(3]

[4]

(5]

anufacturer shall define the performance criteria of the.system u etemaccor

able A.1.
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B.1

Annex B
(informative)

Developments in IEMI source environments

General

The use of electromagnetic sources [1]4 to generate intentional electromagnetic interference
(IEMI) is becoming an increasing concern as the reliance of society on technology increases
significantly. Many technical papers have been published that show the effects of IEMI are

cause

The {4
electr
fields
fields
chara

for concern [2], [3].

they gre not used for malicious use. However, it is possi

qualifi
IEMI.

Recer

cation of equipment and systems to these envirgnme

tly two new terms have arisen i

electrpmagnetic interference (IEMI) [8]. e scientific communi
decided to accept the more generic teriq_IE Y terrorism. In February
at a workshop held at the Zurich EMC S S accepted definition for IEM
suggefsted: “Intentional malicious genérat nagnetic energy introducing no
signals into electric and electronic s pting, confusing or damaging
systems for terrorist or cr

Figurg B.1 qualitativel res€ electromagnetic environments, alon
the ngrrowband @w eban eatls that are the subject of this document [6].
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Figure B.1 — A comparison of HPEM and IEMI spectra [6]

4 Numbers in square brackets refer to the references in Clause B.6.
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In August 1999 the problem of IEMI was recognized by the International Radio Scientific
Union (URSI) during a special session that resulted in an URSI resolution. The URSI
“Resolution of Criminal Activities using Electromagnetic Tools” [7] was intended to make
people aware of the following:

e The existence of criminal activities using electromagnetic tools and associated
phenomena.

e The fact that criminal activities using electromagnetic tools can be undertaken covertly
and anonymously and that physical boundaries such as fences and walls can be
penetrated by electromagnetic fields.

e The potentially serious nature of the effects of criminal activities using electromagnetic

togls on the infrastructure and important functions in society such transportation,
communication, security, and medicine.
e That the possible disruptions of the health and economic activiti have
major consequences.
The WRSI Council recommended to the scientific community Tr_¥ EMC
commjunity in particular, to take account of this threat and tound , ‘ jons:
— | Perform additional research pertaining to criminalactivities\ysin i¢ tools
in order to establish appropriate levels of vulngrabilit
— | Investigate techniques for appropriate j using
electromagnetic tools and to proyide met public
from the damage that can be dfneMo t
— | Develop high-quality testing and s hance
in these special electromagneti
— | Provide data regarding the ipport
standardization wq
It sho IEMI
threat
B.2
In ord d C ferent
types : i onments that can be produced and that can affect exposed
equip P s will
be su

system e
malfunctlons observed in testmg equment W|th narrowband waveforms are those of
permanent damage. Available test facilities using the narrowband or hypoband waveforms can
be found in an article by Sabath et al. in [8].

The wideband threat is somewhat different. Since a time domain pulse produces energy over
many frequencies at the same time, the energy density at any single frequency is
considerably less. Therefore damage is not as likely as in the narrowband case; however, it is
easier to find a system’s vulnerability since many frequencies are applied to the system
simultaneously. Sources that have been built in the past typically produce repetitive pulses
that can continue for many seconds, thereby increasing the probability of producing a system
upset. Test facilities producing these types of waveforms are described in an article by
Prather, et al. [9].
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While the waveform characteristics are defined above, there are two primary ways that they
may be delivered to a system. One is through the application of radiated fields, and the other
is through injection along cables and wires. These two methods of delivery are consistent with
the general treatment of electromagnetic disturbances in the field of electromagnetic
compatibility (EMC) where nearly all environments and tests are defined in terms of radiated
or injected environments [10].

For radiated fields, it seems clear that frequencies above 100 MHz are of primary concern in
that they are able to penetrate unshielded or poorly protected buildings very well and yet
couple efficiently to the equipment inside of the building. In addition, they have the advantage
that antennas designed to radiate efficiently at these frequencies are small. Figure B.2

illustrates_a qnnlifnfi\/n view of how radiated fields may iHuminate and r\nllpln tosystem

electrpnics through apertures (e.g., windows) and through building wiriw\

! N .
nt w0

Communication et s i
d data lines I OESON

‘3 ER

Mobile EM
transmitter

O
\> IEC

wre B.2 —Representation of typical IEMI
ation and coupling onto systems [3]

For injegtedh\valtages~and currents, there are some differences in terms of the frequency
range|of iSN\welb established that if common-mode conducted signals are injected
into tHe powe or felecom cables outside of a building, frequencies below 10 MHg (and

pulsewidths.~wide han 50 ns) propagate more efficiently than higher frequencies.
Exper|ments by Parfenov et al. have shown that these “lower” frequencies can disrupt the
operatien,of equipment inside a building [11].

B.3 IEMI sources

The nature of IEMI sources [1] varies from very sophisticated sources being developed in
research laboratories and industry to threats hastily assembled by novices. The sophisticated
sources, termed directed energy weapons (DEWSs), occupy a parameter space that is
illustrated in Figure B.3 [1]. Note that the UWB (hyperband) sources tend to be at lower
frequencies and contain much less energy per pulse than the HPM (hypoband or narrowband)
sources (see Figure B.3). The sophisticated IEMI sources are increasingly higher power,
increasingly more compact, and can be operated repetitively. Recent advances at the Institute
of High Current Electronics, Siberian Branch of the Russian Academy of Sciences have taken
advantage of phase coherence to demonstrate a roughly N? scaling in output power when N-
separate HPM sources are operated with phase coherence within 25 %. An example is shown
in Figure B.7 [12].
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Figure B.4 — Peak power and energy from continuous and pulsed
(durations shown) microwave sources, narrowband and wideband

Further, for hypoband or narowband sources worldwide surveys of typical source power levels
have been conducted, see Figure B.4 [16]. Figure B.5 and Figure B.6 demonstrate the
achieved power levels.
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Figure B.6 — Peak vs. average power for microwave
sources with duty factors indicated

The duty factor for IEMI sources is the product of the pulse length and the pulse repetition
rate, and is of the order of 10-¢ (10-5 at most).

A prominent example of a mesoband type of UWB source is the Diehl-Rheinmetall briefcase
sources, shown in Figure B.8 [3].
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Multi-channel HPM systems?

pl’OjeCt Generation frequency 10 GHz
Microwave pulse duration 0,8 ns
Peak pulse power 4x1,5GW
HVG type - Tesla transformer
FL impedance 25 Ohm
Max FL charging voltage 700 kv

HV pulse length

Time of continuous operation ug
Solenoids power supply stored energy’3

- controllable tuning of the RF phase in each channe
biased ferrites;
- enhancement of power density and number of

IEC

NOTE | The system depicted is capable of radiating 6,0 GW at X-band [12].

Figure B.7 — Phase
source witk

IEC]
Figure B:8.~ Briefecase mesoband UWB source sold by Diehl-Rheinmetall [3]

The narrowband and”UWB HPM sources just described are examples of sophisticated squrces
that tgok/considerable resources to design and develop. On the other extreme are squrces
that dar—be—ecoen Heted—by—hrevHees—usira—microwave—evenrs—and—othe eadih—avdilable
components (such as from radar systems). An example is shown in Figure B.9. Although such
devices radiated considerably lower powers than the sophisticated devices, at close range
they can have effects on exposed electronic systems.
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Figure B.9 — A do-it-yourself elec:
weapon made from an oven ma

An ex i e RANETS-E, [which
was 3 i ; adeN RANETS-E has gopls of
achie ) 2An X-band, with 45 dB to 50
dB ga|n antenna [1].

B.4

B.4.1 IEC 61000-2-13

IEC 61000-2-13 presents Sevxera
IEMI threat. The s
ironments from IEC 61000-2-13

Name an Typical operating Electric field Source type
frequency
Phasqr N H%ob dor 1,1 GHz 2,3kV/m at3 m Magnetron
Mwb nd
~

applicable to the

Dispajcher I\hle\soband 500 MHz 100 kV/m at 1 m Marx generatofr

Disrupter \%erband 200 MHz to 2 GHz 500 kV/m at 1 m Impulse radiat|ng
(instantaneous antenna-baseq
bandwidth) system

B.4.2 Mil-Std-464C

Mil-Std-464C [16] contains a list of multiple HPMS5 threats with an overall compilation of these
threats.

Table B.2 and Table B.3 are taken from Mil-Std-464C. Table B.2 provides field strengths that
exist at one kilometre for the hypoband/narrowband threat high-power microwave (HPM)
environment. HPM is a military term used to describe a class of IEMI systems which can be

5  The Mil-Std uses HPM to define a threat, which radiates high peak power electromagnetic pulses intended to
disrupt or damage electronic systems. This part of IEC 61000 uses the more accurate term, IEMI, as not all
IEMI sources operate in the microwave part of the radio frequency spectrum.
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used in military scenarios. Table B.3 provides a spectral magnitude description for wideband
HPM at a distance of 100 meters.

Table B.2 — Hypoband/narrowband HPM environment

B.4.3

The
electr
publis

B.4.4

An elg
syster
closer
that a

Frequency range (MHz) Electric field (kV/m at 1 km)
2 000 to 2 700 18,0
3600 to 4 000 22,0
4 000 to 5 400 35,0
8 500 to 11 000 69,0
14 000 to 18 000 12,0 RN
28 000 to 40 000 75 A

Table B.3 — Hyperband/wideband HPM environmen

SR

Frequency range (MHz)

Broad-band electxic fieh\gst 'but\i‘o{l/
(mW at 400

than 100 m

varia

30 to 150 N330080 \ O\
150 to 225 /A~ 008,
225 to 400 N\ / n 7000
400 to 700 /\ N\ } ( O '1«@97
700 to 790 NoVNL 140
790101000 1050
1000102000 \  (NLN\_ /840
IO T NG IO M
12 7000 3 000~ ) 80
al Télecom \nm;on Union (ITU)
Union (ITU) has published a ‘High-

power
ntains

g be installed within a facility with a secure perimeter such t
m away from any insecure location (i.e. the IEMI source cannpt get
the system of interest). The facility operator has been tasked to gnsure
mesoband IEMI source radiating 60 MHz with an electric field of 10 kV/m at 10

at the

and

There are 4 ways to approach this problem.

le prf (< 1kH7) cannaot dierupf the system

1) The maximum field that can be generated at the system is 1 kV/m (assuming far field
conditions such that the IEMI source magnitude is inversely proportional to an increase in
distance). An assessment is made of the impedance of all cables that are connected to
the system and the lowest value is used to determine the highest current that could be
induced. All cables are then tested to the maximum current amplitude with a 60 MHz
mesoband signal with 1 kHz prf and a similar decay factor of the IEMI source whilst being
monitored for effects.

2)

Measurements of the transfer functions of all cables connected to the system of interest

are taken and used to predict the induced currents as a result of the 60 MHz mesoband
source. These predictions can then be either injected directly into the cables or a worst-
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case envelope generated of the predicted norms (the latter methods will result in an over-
test for many cables).

3) Set-up the system of interest within a test facility and use an IEMI simulator (such as the
ones described within IEC TR 61000-4-35) to undertake controlled exposure. Care shall
be taken when considering building attenuation that might be present in the real case.

4) Obtain the IEMI source of interest and illuminate the facility with the system of interest
inside. The testing shall commence at a low level and build up to the normal operating
output to ensure that any effects observed will allow the termination of the testing before
damage is caused. It should be noted that this method is likely to affect other electronic
systems and EM spectrum users and that permission from telecommunication authorities
is likely to be required.

If the |[system shows no effects when tested, it is assessed as immune tg M soJrce of

interest.

B.5 | Summary

IEMI sources are increasingly pervasive. They range frop QS| sources that
can Qe built from directions found on the i W vband
(hypoband) sources that are only found in national S rsities. Regarding
the lajter, they can also be broken up into sources that/fi i t at a time and|those
that c@n fire repetitively in a burst. Figure B.10 ents isal rarige of mass (in k¢) and
power| (in GW) of these two types of squ

Weight as a function’s i ave’power from
ransportable HPM

40 000 -

35 000 -

30 000 - Q

25 000 -

0 0,5 1 1,5 2 2,5 3 3,5 4
Output microwave power (GW) £o

NOTE 1 The black line (lower line) is a trend line for single shot sources and the red line (upper line) is a trend
line for systems that are repetitively pulsed (tens to hundreds of hertz).

NOTE 2 This is representative data relevant for sample land-mobile or land-transportable systems and includes
the weight of the entire hypoband system, from prime power to antenna. This was generated by combining data
from Table 2.1 in [14] for the HPM sources, and models from HEIMDALL [15] for the weight of the hypoband
system components.

Figure B.10 — Plot of entire narrowband system weight as a function of output
microwave power for land-mobile and land-transportable systems

Whether or not the more massive sources can find their way to be used as part of the IEMI
environment remains to be seen. The lighter variants are certainly more likely to be used and
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can be just as effective as the higher power, more massive devices, provided they are brought
closer in range to the victim.
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Annex C
(informative)

Interaction with buildings

C.1 Building attenuation

Buildings and structures provide a level of attenuation against IEMI environments (and other
EM environments). The degree of this attenuation, referred to as shielding effectiveness, is a
function of the material used in construction and the frequency range of the IEMI environment.
Figurd C.1 shows data collected from published sources [1] to [7]6.
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100 ; | j<\
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Mean attenuation (dB)
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0
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E
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NOTE

The trend(lines in Figure C.1 are based upon measurements made on a typical office bdilding

(buildingdypes 3, 3a and 3b relate to office buildings in suburban areas) and are supporfed by
the dmmmmﬁm—mhmm f f fteh end is

that attenuation decreases linearly for frequencies from 10 kHz to 100 MHz and then
increases at a much-reduced rate to 10 GHz.

In [7] further data derived from measurements of rooms within buildings of varying
construction averaged over frequencies between 1 MHz and 3 GHz is provided. This is shown
in Table C.1.

6 Numbers in square brackets refer to the references in Clause C.4.
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Table C.1 — Shielding effectiveness measurements for
various power system buildings and rooms

Description Shielding
(dB)

Wood building 2
Room under wood roof 4
Wood building, room 1 4
Concrete, no re-bar 5
Wood building, room 2 6
Concrete and re-bar, room 1 7
Concrete and re-bar, room 2 11
Concrete and re-bar, room 3 11 /\
Concrete and re-bar, room 4 18 \

Metal building (26 \

Concrete and re-bar, well protected room/ \Zg \

Figurg C.1 and Table C.1 are included here to al ) stimate the shiglding
effectiveness afforded by buildings within whicph /& icfsystems that are required|to be
immune to IEMI environments are lo . f the IEMI environmfent of
intere}t, a reduction to test levels ©a S i e /shielding effectivenesy data
provided. It should be noted that this\typ i plies only to assessmepts of

radiated IEMI. Accurate values of shielding effe 've ess can only be obtained through an

assespment of the specific building and mso

For nfrrowband (hypaoband) ewvi nable
accuracy when utilising\shie |ng e i S ityde of
radiated IEMI. Fo using
a single value n the
assespment proc

C.2

The ¢ bupled to cables depends on the associated wavelength (and
theref ¢ energy and the length of the cable. Cable coupling is strgngest
when equivalent, or proportional, to the cable length. This is shown

simplip
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Figurg C.2 shows coupling efficiency as a fungli ) ere fis the frequepcy of
interest, f| is the lowest frequencyi incCi wironment, f,, is the hjghest
frequgncy in the incident IEMI environ 3 ngth; o is angular freqyency,
2nf. In ssona e region in which the maximum

amount of energy is coupled to the cable frem theyingi IEMI environment. Coupling|either
below du ion/of approximately 20 dB per dgcade.
There ) PNs trend for frequencies above the resonance fegion
where incidence and polarization) can create p less

rapid

C.3

The a One
of the aCte braid
(shielding). A attel cable

is sho
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Standard mains cable attenuation
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Figure C.3 - attenuation profile
At 150 kHz the common-mode attenudtion for a)std d twin and earth low voltage cgble is

approkimately 0,7 dB/m.

At fr
2 dB/
inject
frequs

C.4
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(2]

uencies aroung on-mpde attenuation of the cable approfaches
. Givena 10 m atieh would be 20 dB at this frequency, ile. the

d signal wewld ! de lower by the time it reached the EUT. At
ncies aboO ; i ises logarithmically.
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Annex D
(informative)

Relation between plane wave immunity testing
and immunity testing in a reverberation chamber

D.1 General

The problem in relatlng the outcome of a suscept|b|llty test in a reverberation chamber to free-
er the
pming
inside

field
hbers,
ritical
tenna

[2]8. | <ap>,
is, for

(D.1)
wherel 1 is the wavelength, D is the direstivi § denoted the directive gain), 7 is
the an ching factor, and ¢ is the impedance-
misma (D.1)
illustrates the loss of infg i 3 [ i i i in a
revery

The fgct that thé ) ration
chamber — iIIu ) \E2quati [ — indicates that an immunity test carried out in a

revery bmber
(AC), e and
polariz i.,e. a
meas dlue of
the S an anechoic chamber comprising the worst angle of incidence

, the opposite may also be true, i.e. that the immunity test|in an
anechpic cha ! Be less severe than a test in a reverberation chamber. This happens

if all the test \caSes carried out in the anechoic chamber correspond to small values of|D- p,

i.e. if the langle of incidence and/or the polarization corresponds to a weak coupling fto the
EUT.

The exact relation between the stresses an EUT will face in the two environments depends on
the definition of the electric field used for immunity testing in a reverberation chamber (see
[6]). Usually, in a measurement of shielding effectiveness (see below), the most natural
choice is to use the scalar power density. This yields a value of SE measured in the
reverberation chamber that is equal to the average value, with respect to all aspect angles
and polarizations, of the shielding effectiveness measured in the anechoic chamber.

In an immunity test in a reverberation chamber the relation between the two environments
becomes more complicated. One reason is that the immunity test parameter is given by, with

7 Numbers in square brackets refer to the references in Clause D.5.

8 |t has been shown [18] that good isotropy also prevails at each position of the stirrer.
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respect to all stirrer positions used in the test, the maximum field strength and not by an
average value of some more convenient parameter like the power received by the calibration
antenna. Another reason is that different definitions on the test field strength, the total and a
rectangular component of the electric field respectively, are used in different standards.

D.2 Relation between measurements of shielding effectiveness in the two
environments

In a measurement of the shielding effectiveness (SE) of an EUT, we regard the EUT with its
internal field sensor as an antenna. The receiving cross-section, <ap>, of an antenna is given

by [7]

2 2
op =L~G(9,¢)-p-q=j—”-D(9,¢)~77-p-q

- (D.2)

where 4 : gainand D(¢,¢) is
the di
paran

plane waveg. The
i.e.N Nts the losses pf the

anten atign=matching factor, and ¢ s the
imped % a” consists of a shjelded
struct

” has a’very low efficiency. In| other

words| gh,i.e. n«1.

In areg

(D.3)
wherel S i ength, Z, is the free space wave impedance anfl £ is
the p ¢ ) sless and impedance-matched) antenna in a reverbgration
chambper. The ; indicate the average taken over all (statistically independent) |stirrer
positiq ed \n 1
In a n eht of\shielding effectiveness made in a reverberation chamber the a\erage
power sensor located inside the EUT, <Pr,sensor,RC,test>, is given by (sg¢e the
discugsiolr below Equation (D.1) above):

12
<Pr,sensor,RC4est> :g'ﬂ'q'ssc (D.4)

In a corresponding measurement of SE in an anechoic chamber, i.e. using the same sensor at
the same location inside the EUT, we get:

2

A
Pr,sensor,AC—test = E -D(0,8)-p-11-q-Sac (D.5)
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where SAC=Ein02/ZO is the power density of the incident plane wave, with the field
strength Ej¢ .

If we equate the power densities in the two facilities, i.e. Sgc = Spc, we get:

Pr,sensor, AC-—test

=2D(6,9) - p (D.6)

<Pr,sensor,RC —test >

The rgreivedpower tam thus differ upto 2D between thetwoenvirormmernts; assumnring that

the ppwer density in the anechoic chamber is equal to the scalar ppwer density”'|n the
reverferation chamber. D, denotes the maximum directivity tak angles of

incidence.

Usually, shielding effectiveness is expressed as the ratio betveen\{is trengthy(electric or

magnétic) or of the power densities, outside and inside the~EUX. ion chamber
test this can be achieved by defining an equivalent scalé nside the HUT in
analogy with the definition in Equation (D.3) above y \ guivalent indicates
that tﬁe field conditions inside the EUT do not neceg i il th Nirements for the field
statistics in a reverberation chamber. The introduction ivatent scalar power density

result$ in a shielding effectiveness equ

(D.7)

Equatjon (D.7) repres
reverljeration chambe

y to define shielding effectiveness in a
wer received by the sensor (compensated

for antenna efficigncy vatch) one does not explicitly have to defive a
value |of an int' { which\mvght turn out to be very difficult for narroyw and
complex environments\ * gasonable that the power received by a senjsor is
repregentative for at would\Be picked up by an internal cable or wire. It sha]l also
be nofed that any an he calibration of the field external to the EUT gives the
same [value o Ni at compensation has been made for differences in impedance
mismatch and antenna.efficie ). Thus, a measurement of SE will not depend on the type of
antenn i

For a|measurenient an anechoic chamber the definition of SE is not applicable since a
measyirementrof the power received in the calibration antenna depends on the gain pf the
antenhas Therefore, it is evidently a more natural choice to use the power density (pr the
electrichor magnetic field strength) to characterize the field external to the EUT. If wle use
Equation (D.3) to define an equivalent scalar power density inside the EUT we get:

S Sac -4
SEpc = —AC AC

sc,eq Pr,sensor, AC—test 87

(D.8)

Combining Equations (D.3), (D.7) and (D.8) and assuming Sg; = Sac. we get for the relation
between SEs measured in the two chambers the following:

SE K -
RC _ _“rsensor, AC—test =2D(0,4) p (D.9)
SEac <Pr sensor,RC —test >
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i.e. the same relation as given by Equation (D.6).

An alternative way, in both these environments, to avoid the difficulties associated with the
concept of shielding effectiveness, for example the problem to determine field strengths or
use an equivalent scalar power density in complex and narrow compartments, is to use the
receiving cross-section of the sensor mounted inside the EUT, i.e.:

B .
<Up,RC> _ < r,sens;rS,SC test> (D.10)

_ Pr,sensor,AC—test

0p.AC = D.11)

P Sac
Again| compensation shall be made for the non-ideal properties ntage
of usipg the receiving cross-section instead of the shielding effe ults of

a megsurement in a direct way can be related to the suscéptibiity mRonents insidle the
EUT that are, in one sense or the other, considered to be criti

The relation between the cross-section measured in (iF 1 that
measyred in the anechoic chamber is the same g i (D.9)

eORIVi i les of
to the

incidepce and the polarizations for a
cross{section measured in a is has been supportgd by
measyrement on several real and co nd references in Clausg D.5).
Thesg measurements have also shown i directivity of the order of 10 dB to 15 dB.
Usefu| estimates of the ihaxi S on the spherical wave theory and
assunjing that the spheri g FRiCi axe /independent random variables, chn be
found|in [12], [21].

The dpminant f ¥ sertaj ed’to a shielding effectiveness measurement|is the
number of stirrer posii S idence interval in dB is given by [13]:

1+k/\/;

—_—t D.12)
1= k/\zn
where| £ determm e.confidence level (k=196 for 95 %), z is the number of dimensipns of

the figld data( and nis the number of independent stirrer positions. Assuming that the
powel picked up b e field probe and by the cables follows a chi-squared distribution with
two dtgrees of freedom, it holds that z = 1 (see the discussion below on the choice between
using lthetotal electric field or a rectangular compaonent of the electric field)

If Equation (D.12) is solved for n, we get:

i 2
2 10
n:k7 10d_+1 (D.13)
1010 1

For example, if 4d=2 dB and the desired confidence level is 95% (k=196) we get that
n=75. Thus 75 stirrer positions yield a confidence interval equal to 2 dB, i.e. an uncertainty
of roughly +1 dB (the confidence interval is not entirely symmetric). For n =100 we get an
uncertainty of roughly +0,9 dB.
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D.3 Relation between immunity testing in the two environments

In immunity testing in a reverberation chamber the electric field test level is expressed in
terms of the maximum electric field, with respect to the (assumed statistical independent)
stirrer position used in the test. Depending on the exact definition of the test level, the relation
between a test in a reverberation and an anechoic chamber becomes more complicated than
what was shown above for the average-based measurements of shielding effectiveness. This

becomes clear when studying the expressions in [6] for the maximum of the total

field,

|ET’MaX| and the maximum of a rectangular component of the field, |ER,MaX|. Since the relation

between those two parameters depends on the number of stirrer positions there is no simple

way to derive the value of one of these from the value of the other.

A ‘“generalization” of the scalar power density (see Equatio above), i.e.
SscMax = 2. i i i s for the
measwrements of the shleldlng effectiveness and receiving Crog bove
Howe ensity
leadin
For di br has
been hgular
compo¢nent of the field |ER Max| Differe ds. In
the D r has
been ¢ nt for
choos bmber
followp bdom)
2
as ths Max| ,
and that the same h livered to the load, for example an elegtronic
component, con ed side an EUT. This is of course not surprising
since [the wires gnergy are expected to behave as antennas [18],
[19]. The total ele r hand, may be of interest for example in |direct
heating of the bul nponent (see the discussion in [6])
As wps relations between the maximum responses in the¢ two
envirgnments & soewhat complicated when |ET Max| or |ER Max| are chosen as the test
field the relations, which in the case of determination of the shielding
effectjvenesseq DMaX, will now depend on the number of stirrer positions. The relations,
which|can_be~found.jn [20], show that the expected ratio between the maximum responges in
the amechaoic and reverberation chambers, respectively, varies for different choices pf the
number of stirrer positions, N :

If |ET,MaX| is used to define the test field strength it follows that:

P,

MZZ'DMaX’ for N =1

F Rc,MAX

P,

“TACMEX _ 43 Dyjax , fOr N = 20, and
Pr,RC,Max

B AC,Max

=11- Dyay » for N = 200
P RC,Max
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If |ER‘MaX| is used to define the test field strength (see the discussion in connection to
Equation (D.8) in [14]), it follows that:

R 2 :
_TACMaX 2 . Dyax . for all choices of N .

BRrcMax 3

Obviously, the strong dependency of N when choosing |ET,Max| as the test field strength may

pose problems since the relation between the two environments becomes quite intricate, while
this difficulty essentially does not hold for|ER Max|.

As noted above estimates of the maximum directivity, Dy, . based on \ericall wave
theory can be found in [12], [21].

The r¢lations above point out the risk for under-testing in a re i 2 compared
to a tgst in an anechoic chamber. However, apart from in- rsting
of an in the anéchoic

chamber is in practice never attained. The reason is el require knowledge
beforg { ge number of gspect
angles sgomparison was made,
using al fi i nal probe depicting a ¢ritical
compgnent, between a typical anechdi 2 g, folr aspect angles and two
polari 3 NSINgN\12 stirrer positions. The resu|t was
expre ) i Df the
meas \ that if
the figld strength in the anechoic chambér ™w c ngular
component in the reverbepatiogn chan od error biases became similar in the two
cham ing”inf\edch of the two chambers, with respect to
the id

If a worst case i i ht be
better|to make the/test v ion chamber including a margin corresponding fto the
relatio : ) end the extensive time needed to find the worst angle of
incide f the
fact th 