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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-17: Data-link layer protocol specification — Type 17 elements

FOREWORD
1) Thel International Electrotechnical Commission (IEC) is a worldwide organization for standardization-comprising
all |national electrotechnical committees (IEC National Committees). The object of IEC is~to gromote

intefnational co-operation on all questions concerning standardization in the electrical and electronic figlds. To
this| end and in addition to other activities, IEC publishes International Standards, Technical .Specifi¢ations,
nical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to g4s “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC NationahCommittee interested
in fhe subject dealt with may participate in this preparatory work. Internationalgovernmental arjd non-
governmental organizations liaising with the IEC also participate in this preparatiah<"\EC collaborates|closely
the International Organization for Standardization (ISO) in accordance with “Conditions determined by
agrégement between the two organizations.

2) Theformal decisions or agreements of IEC on technical matters express, ag'hearly as possible, an interpational
congensus of opinion on the relevant subjects since each technical commiittee has representation from all
intefested IEC National Committees.

3) IEC| Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made/to ensure that the technical content|of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
mis|nterpretation by any end user.

rder to promote international uniformity, IEC Natipnal* Committees undertake to apply IEC Publ{cations
sparently to the maximum extent possible in their\national and regional publications. Any divgrgence
betyveen any IEC Publication and the corresponding ndtional or regional publication shall be clearly indi¢ated in
the |latter.

5) IEC]| provides no marking procedure to indicate”its approval and cannot be rendered responsible for any
equjpment declared to be in conformity with an“YEC Publication.

6) All Wisers should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its‘directors, employees, servants or agents including individual expgrts and
members of its technical committees.and IEC National Committees for any personal injury, property dapage or
oth¢r damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feg¢s) and
expenses arising out of the .publication, use of, or reliance upon, this IEC Publication or any otHer IEC
Publications.

8) Attgntion is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

NOTE | Use of some)of'the associated protocol types is restricted by their intellectual-property-right holderg. In all
cases, the commitment to limited release of intellectual-property-rights made by the holders of those rights permits
a parti¢ular datalink layer protocol type to be used with physical layer and application layer protocols in Type
combinptions~ as specified explicitly in the IEC 61784 series. Use of the various protocol types i other
combinptiehs-may require permission from their respective intellectual-property-right holders.

IEC drdwscattention to the fact that it is claimed that compliance with this standard may invaolve the use of batents
as follows, where the [xx] notation indicates the holder of the patent right:

Type 17 and possibly other Types:
PCT Application No. PCT/JP2004/011537 [YEC] Communication control method
PCT Application No. PCT/JP2004/011538 [YEC] Communication control method
IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured IEC that they are willing to negotiate licences under reasonable
and non-discriminatory terms and conditions with applicants throughout the world. In this respect, the statement of
the holders of these patent rights are registered with IEC. Information may be obtained from:

[YEC]: Yokogawa Electric Corporation
2-9-32 Nakacho, Musashino-shi, 180-8750 Tokyo,
180-8750 Tokyo,
Japan
Attention: Intellectual Property & Standardization Center

Attention is drawn to the possibility that some of the elements of this standard may be the subject of patent rights
other than those identified above. IEC shall not be held responsible for identifying any or all such patent rights.
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International Standard IEC 61158-4-17 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, contro

autom

ation.

| and

This first edition and its companion parts of the IEC 61158-4 subseries cancel and replace
IEC 61158-4:2003. This edition of this part constitutes a technical addition. This part and its
Type 17 companion parts also cancel and replace IEC/PAS 62405, published in 2005.

This edition of IEC 61158-4 includes the following significant changes from the previous

edition:
layer, for lack of market relevance;
b) addition of new types of fieldbuses;
c) diyision of this part into multiple parts numbered -4-1, -4-2, ..., -4-19.
This Hilingual version (2013-09) corresponds to the monolingual English version, published in
2007-[12.
The tgxt of this standard is based on the following documents:
FDIS Report onvoting
65C/474/FDIS 65C/485/RVD
Full information on the voting for the approval of this*standard can be found in the repjort on
voting| indicated in the above table.
The Ffench version of this standard has not been voted upon.
This publication has been drafted in accordance with ISO/IEC Directives, Part 2.
The cpmmittee has decided that-the contents of this publication will remain unchangegd until
the mpaintenance result date jndicated on the IEC web site under http://webstore.iec.ch|in the
data related to the specific publication. At this date, the publication will be:
* regonfirmed;
* withdrawn;
+ replaced by a‘revised edition, or
+ amended.
NOTE | The revision of this standard will be synchronized with the other parts of the IEC 61158 series.
The list™of all the parts of the IEC 61158 series, under the general title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.


http://webstore.iec.ch/
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The data-link protocol provides the data-link service by making use of the services available
from the physical layer. The primary aim of this standard is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer data-link
entities (DLEs) at the time of communication. These rules for communication are intended to
provide a sound basis for development in order to serve a variety of purposes:

o

a) as|a guide for implementors and designers;

b) fofuse in the testing and procurement of equipment;

c) as|part of an agreement for the admittance of systems into the open systems environment;
)

as|a refinement to the understanding of time-critical communications within OSI.

This sftandard is concerned, in particular, with the communication and interworking of senhsors,
effectprs and other automation devices. By using this standard together with other standards
positipned within the OSI or fieldbus reference models, otherwise, incompatible systemp may
work fogether in any combination.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-17: Data-link layer protocol specification — Type 17 elements

1 Scope

1.1 General

The dpta-link layer provides basic time-critical messaging communications between devi
an automation environment.

This protocol provides communication opportunities to all participating data-link _entities

a) infa cyclic asynchronous manner, sequentially to each of those data-link entities, ang

b) in|a synchronous manner, either cyclically or acyclically, according’to a pre-estab
schedule.

The gpecified protocol also provides means of changing thé set of participating da
entitigs and of modifying the set of scheduled communications-opportunities. When the
scheduled communications opportunities is null, thel distribution of communi
opporfunities to the participating data-link entities is completely asynchronous.

ces in

lished

a-link
set of
cation

Thus fhis protocol can be characterized as one which provides access asynchronously but

with a|synchronous overlay.

1.2 §pecifications
This sftandard specifies

a) procedures for the timely transfer of data and control information from one data-lin
entity to a peer user entity,«and among the data-link entities forming the distributed
link service provider;

b) the structure of the fieldbus DLPDUs used for the transfer of data and control inforn
by|the protocol of thig'standard, and their representation as physical interface data u

1.3 Brocedures

The pfocedurés)are defined in terms of

user
data-

hation
nits.

a) the jnteractions between peer DL-entities (DLEs) through the exchange of fiTIdbus

DUPDUYs;

b) the interactions between a DL-service (DLS) provider and a DLS-user in the same s
through the exchange of DLS primitives;

c) the interactions between a DLS-provider and a Ph-service provider in the same s
through the exchange of Ph-service primitives.

1.4 Applicability

These procedures are applicable to instances of communication between systems

ystem

ystem

which

support time-critical communications services within the data-link layer of the OSI or fieldbus

reference models, and which require the ability to interconnect in an open sy
interconnection environment.

stems

Profiles provide a simple multi-attribute means of summarizing an implementation’s

capabilities, and thus its applicability to various time-critical communications needs.
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1.5 Conformance

This standard also specifies conformance requirements for systems implementing these
procedures. This standard does not contain tests to demonstrate compliance with such
requirements.

2 Normative reference

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For all other undated references, the
latest edition of the referenced document (including any amendments) applies.

IEC 6]1158-3-17, Industrial communication networks — Fieldbus specifications —cRart| 3-17:
Data-link layer service definition — Type 17 elements

ISO/IEC 7498 (all parts), Information technology — Open Systems Interconnection —|Basic
Refergnce Model

ISO/IEC 8802-3, Information technology — Telecommunications ahd “information exchange
betwegen systems — Local and metropolitan area networks - Specific requirements — Rart 3:
Carrigr sense multiple access with collision detection (CSMA/CD) access method and
physigal layer specifications

ISO/IEC 10731, Information technology — Open Systems. Interconnection — Basic Refgrence
Mode| - Conventions for the definition of OSI services

IEEE [Std 802.3ab, Information technology — Telecommunications and information exchange
between systems - Local and metropolitanarea networks — Specific requirements -
Supplement to Carrier Sense Multiple Access with Collision Detection (CSMA/CD) 4ccess
methdd and physical layer specifications;~' Physical layer parameters and specifications for
1000 Mb/s operation over 4-pair of category 5 balanced copper cabling, type 1000BASE}T

Internpt Engineering Task Force (IETF), Request for Comments (RFC):

HFC 768 User Datagram Protocol
(available at <http://www.ietf.org/rfc/rfc0768.txt>)
RFC 791 Internet.Rrotocol
(available at <http://www.ietf.org/rfc/rfc0791.txt>)
RFC 792 Internet Control Message Protocol
(available at <http://www.ietf.org/rfc/rfc0792.txt>)
RFC 826 Ethernet Address Resolution Protocol
(available at <http://www.ietf.org/rfc/rfc0826.txt>)
RFC 894 A standard for the Transmission of IP Datagrams over Ethernet Networks
(available at <http://www.ietf.org/rfc/rfc0894.txt>)
RFC1112 Host Extensions for IP Multicasting

(available at <Nip:/TWWW.ietf.org/ric/Tic T T T2.IXt>)
RFC 2236 Internet Group Management Protocol Version 2
(available at <http://www.ietf.org/rfc/rfc2236.txt>)

3 Definitions
For the purposes of this document, the following terms and definitions apply.

3.1 Terms and definitions

3.1.1 ISOJ/IEC 10731 terms
a) (N)-connection

b) (N)-entity

c) (N)-layer
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d) (N)-service

e) (N)-service-access-point

f) confirm (primitive)

g) deliver (primitive)

h) indication (primitive)

i) re
i) re
3.1.2

3.1.2.
bridg

quest (primitive)

sponse (primitive)

Other terms and definitions

t

intermediate equipment that connects two or more segments using a Data Link|layern

functi

3.1.2.

N

p

domajn
part of the RTE network consisting of one or two subnetwork(s)

NOTE

Two subnetworks are required to compose a dual-redundant RTE, network, and each end nod¢g

domain|is connected to both of the subnetworks.

3.1.2.

B

doma’r‘n master

statio

which performs diagnosis of routes to all other’domains, distribution of network t

nodes| inside the domain, acquisition of absolutextime from the network time mastg
notification of status of the domain

3.1.2.

domarn number

nume

3.1.2.

ic identifier which indicates a domain

b

external bridge
bridgg to which neither internal’bridges nor RTE stations are connected directly

3.1.2.

I

D

interface port
physi¢al connection point of an end node, which has an independent DL-address

3.1.2.

y

internal bridge
bridgd to‘which no routers, external bridges or nodes non-compliant with this specificati
connected directly

3.1.2.

relay

in the

me to
r and

bN are

8

junction bridge
bridge to which at least one router, external bridge or node non-compliant with this
specification, and to which at least one internal bridge or RTE station is connected

3.1.2.
link

9

physical communication channel between two nodes

3.1.2.

10

network time master

statio

n which distributes network time to domain masters
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11
edundant interface node

node whch has a single interface port

3.1.2.
non-r

12
edundant station

station that consists of a single end node

NOTE

3.1.2.
path

“non-redundant station” is synonymous with “end node”.

13

logical] communication channel between two nodes, which consists of one or two link(s)

3.1.2.14
redundant interface node

node

ith two interface ports one of which is connected to a primary netwark, ‘while the

is conhected to a secondary network

3.1.2.15
redundant station
station that consists of a pair of end nodes

NOTE

3.1.2.
route
logica

3.1.2.

router

Each end node of a redundant station has the same station number, but has a different DL-address.

16

] communication channel between two communication end nodes

17

intermediate equipment that connects two*or more subnetworks using a network layef

functi

3.1.2.

N

18

RTE Tation

statio

3.1.2.
segm

with real-time capability

19

nt
commﬁnication chiannel that connects two nodes directly without intervening bridges

3.1.2.
stati

PO
n

end npdé.or a pair of end nodes that perform a specific application function

3.1.2.21
station number
numeric identifier which indicates a RTE station

3.1.2.22

subnetwork
part of a network that does not contain any routers. A subnetwork consists of end nodes,
bridges and segments

NOTE

Every end node included in a subnetwork has the same IP network address.

other

relay
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3.2 Abbreviations and symbols

3.21

ISO/IEC 10731 abbreviations
osli

Open Systems Interconnection

3.2.2 Other abbreviations and symbols
ASS
AUS
DL-
DLE

acknowledged sequence of unitdata transfer service
acknowledged unitdata transfer service

Data-link layer (as a prefix)

DL-entity (the local active instance of the data-link layer)

DL
DL
DL
DL
DL
DL
DL
Fl

L

M
MS
PDU

SAP
SDU

re

DL-layer

DL-management

DL-management Service
DL-protocol-data-unit

DL-service

DL-service-access-point
DL-service-data-unit

first-in first-out (queuing method)
identifier

International Electrotechnical Commiission
indication primitive

Internet protocol

International Organization:for Standardization
logical link control

least significant bit

medium access, control

most significant bit

multipoint sequence of unitdata transfer service
multigoint unitdata transfer service
protocol data unit

physical layer (as a prefix)

Ph-layer

quality of service

request primitive

rsp
SAP
SDU
ToS
uus

3.3 Conventions

response primitive

service access point

service data unit

type of dervice

unacknowledged unitdata transfer service

3.3.1 General conventions

This standard uses the descriptive conventions given in ISO/IEC 10731.
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Conventions for DLE protocol procedure definitions

The conventions used for DLE state machine definitions are described in Table 1.

Table 1 — Conventions used for protocol procedure definitions

Event Condition | Procedure

Events that trigger these actions | Conditions | Actions that are taken when the events and conditions are met

4 Overview of the DL-protocol

4.1

The
autom

This p

a) pr
inf
D

b) th
co

The p

a) th

eneral

ata Link Layer provides basic real-time and reliable communications between devi
ation environments.

art of the document specifies

bcedures of the Data Link (DL) protocols for real-time data transfer and ¢

ces in

ontrol

ormation from one Data Link Service user entity to a peer user entity, and among the

ta Link entities forming the distributed Data Link Service/previder;

b structure of the Data Link Protocol Data Units (DLPDUs) used for data transfgr and

ntrol information, and their mapping to the underlying‘tayers.
focedures are defined in terms of

b interactions between peer DL-entities (DLEs) through the exchange of fieldbus

Limk Protocol Data Units;

b) th
th

c) th
Sy

4.2 (

b interactions between a DL-service (DI'S) provider and a DLS-user in the same §
ough the exchange of DLS primitives;

b interactions between a DLS-provider and a Physical Service provider in the
stem through the exchange of\Ph-service primitives.

haracteristics of the protocol

The r¢quirements of continuous process control, e.g. in the Oil and Gas, Petrochemic

Chem
of the

cal, Pharmaceutical'and Power industries, result in the following characteristic fe
Data Link protocol.

The nmpaximum.system size for this protocol is 254 subnetworks of 254 nodes, where
has 254\.DLSAP-addresses. All Data Link entities can communicate with all othels in a

node
cyclic

or acyelic manner with prioritized access, or in a combination of the two.

Data

ystem

same

bl and
ptures

each

This

rotocot provides real-time communication by means of transmission schedutin

. The

minimum cycle-time of scheduling is 10 ms. In addition, it provides a means to maintain clock
synchronization across a subnetwork with a precision better than 1 ms, and across an
extended network with a precision better than 5 ms.

This protocol provides reliable and flexible communications by remotely confirmed acyclic data
transfer with retransmission. In addition, it provides a dual-redundant network with a switchover
time of less than 100 ms, and also provides the facilities for dual-redundant devices.

4.3 Data-link layer architecture

4.3.1

The D

General

LL is modeled as
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a
b

d
e

a real-time data transfer function;
a datagram transfer function;

)
)
c) a network routing function;
) a media access function;
)

a logical link and management function.

With the exception of the real-time data transfer function, each function is implemented
according to the following existing protocols specified in Table 2.

Table 2 — Referenced standards for the layers

4.3.2

The r
Conne

4.3.3

The d
datag

4.3.4

The n
routin

This f
of the
redun

Inad

4.3.5

The |

: : \
Function Compliance r\Q

Datagram transfer function RFC 768 (UDP)

Network routing function RFC 791 (IP)

Media access function ISO/IEC 8802-3, IEEE Std 802.3ab

Real-time data transfer function

bal-time data transfer function is specified in this spécification, and it provide
ctionless-mode Data Link Service specified in IEC 61168-3-17.

Datagram transfer function

atagram transfer function is compliant withnxRFC 768 (UDP definition) and pr
am transfer service for the real-time data_transfer function.

Network routing function

btwork routing function is compliant with RFC 791 (IP definition) and provides dat
j service for the datagram tran'sfer function.

inction also performs fragmentation of a datagram to maintain independence fronj
underlying sublayer.- The function utilizes two logical link functions to realize a
jant network.

Lal-redundant station, two network routing entities are implemented for both end n

Logical link and media access function

s the

pvides

hgram

MTU
dual-

bdes.

bgicallink and media access function is compliant with ISO/IEC 8802-3. It pr

fragm

pvides

ents’transfer service within a subnetwork and a means of accessing the network for the

netwo

rk routing function.

Two entities that execute media access function are implemented in a node to realize a dual-
redundant network.

4.3.6

Management function

The management function is specified in this specification, and it provides the DL-
management Service and DLSAP management Data Link Service. These services are

specif

ied in IEC 61158-3-17.
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4.4 Services provided by the DLL
4.4.1 General

The services provided by the DLL are specified in IEC 61158-3-17.

There are three types of Data Link Service:

a) a Connectionless-mode Data Link Service;
b) a DLSAP management Data Link Service;

c) a DL-management Service.

4.4.2 [Quality of Service (QoS) attributes

QoS attributes specified by the DLS-user select some aspects of the various-Data Link
Servides, and can be specified only when a DLSAP-address is bound tonthe DLS-user’s
DLSAP.

4.4.2.1 Service subtype

This 3ttribute determines a service subtype of data transfer service of DLSAP specified by
DL-BIND request.

Each |service subtype has different data delivery features and different data transfer
relatignships i.e., the point-to-point or multipoint modehk,"Some QoS attributes are limifed by
the type of service subtype.

There|are five service subtypes.

) Unacknowledged Unitdata transfer Service (UUS).

) Agknowledged Unitdata transfer Service (AUS).

c) Agknowledged Sequence of unitdata transfer Service (ASS).
) Multipoint Unitdata transfer Service (MUS).

) Multipoint Sequence of unitdata transfer Service (MSS).

4.4.2.p DLL maximum confirm delay

This dttribute determines the upper bound on the time delay permitted until the DL-UNJTDATA
service is confirmed;, i.e., the maximum permissible delay between the issuing of p DL-
UNITDATA request-primitive and receiving of the corresponding DL-UNITDATA confirm primnitive.

The parameter specifies an interval from 1 ms to 60 s inclusive in units of 1 ms.

4.4.2.3 DLL priority

This attribute specifies an associated DLL priority used in scheduling DLL data transfer
services. The DL-protocol should support four DLL priority levels. The four DLL priorities, from
highest to lowest priority, are as follows.

a) URGENT

b) HIGH

c) NORMAL

d) TIME-AVAILABLE

The priority attribute assigned for each DLSDU is recognized by both of the sending DLE and
receiving DLE, and it may be translated to the underlying service QoS parameter which is
used by lower entities to control the priority of PDU transfer.
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In the sending DLE, DLSDU with higher priority requested by a DL-UNITDATA request primitive
is transmitted in advance of any other DLSDUs with lower priority.

In the receiving DLE, the received DLPUD with higher priority is delivered to the DLS-user in
advance of any other DLPDUs with lower priority.

4.4.2.4 Maximum DLSDU size

The DLS-user data requested by DL-UNITDATA request are conveyed in a single DLPDU. The
Maximum DLSDU size attribute specifies an upper bound on the size (in octets) of DLSDUs
that will be offered for transmission, and an upper bound on the size of DLSDUs that are

aCCep ab:c fUI IUUU'Jt;UII.

The parameter shall be chosen from 256 x N, where 1 < N < 16.

NOTE | The maximum size of DLSDU supported for DLSAP, which is assigned as Acknowledged Unitdata {ransfer
Servicg (AUS) for service subtype, is limited to 2 048.

4.4.2.5 Authentication level

This pttribute specifies the level of authentication for data transfer. The following four
alternative levels are available:
) “np authentication”;
) “upe 64-bit key code”;
c) “upe 128-bit key code”;
) “upe 256-bit key code”.

4.4.2.6 Maximum residual error rate

This parameter specifies upper bound onzacceptable residual error rate of the underlying layer
service.

The IOLL monitors the bit errorirate of the underlying layer service continuously. Under
condiTons where the residualerror rate, calculated from the bit error rate and the| error
detecfion performance, is higher than the maximum residual error rate, the requesteld DL-
UNITDATA request is completed with error.

This fleature supparts‘the DLS-user switching the sending interface to prevent unexgected
loss of data integrity caused by the underlying service.

4.5 Network>sharing with other protocols

Other|TCP-based protocols, such as HTTP and FTP, can work on the same network alofgside
communication of the DLE. In this case, tofal traffic of communication based on other
protocols shall be limited by some means such as switching hubs. The methods for limitation
are outside the scope of this standard.

5 DLPDU-parameter structure and encoding

5.1 Overview

The specification of the transfer syntax combines the specification of the abstract syntax and
their encodings as a set of fixed-format DLPDUs. Each DLPDU contains a DLPDU common
header and a DLPDU body.

The DLPDU body consists of an individual header, which is specified by the service subtype,
and the DLSDU.
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Data type encodings

The following data types, which are specified in Part 3 of this document, are used in DLPDU

definitions.

a) Unsigned8
b) Unsigned16
c) Unsigned32
d) OctetString.

The bit positions in an octet value are defined in Table 3.

5.1.2
Althoy

utilize
specif]

The IR

5.2 [

Table

Table 3 — Bit positions

Bit position | Hex value | Decimal value
8 0x80 128
7 0x40 64
6 0x20 32
5 0x10 16
4 0x08 8
3 0x04 4
2 0x02 2
1 0x01 1

Structure and definition of DL-addresses
gh the DLS conforms formally to the “three-layer” Fieldbus Reference Model, it a

5 the Network Layer Service of the OSl\Basic Reference Model and IP ad
ed by RFC 791.

P unicast and multicast addresses shall be used as the DL-address.

LPDU common header format

4 defines the common heddéer format.

ctually
dress
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Table 4 - Common header format

Parameter Octet Data t Octet D ioti
name offset ata type length escription
DLPUD Version 0 Unsigned8 1 Specifies the Version number of the DLPDU format.
The version number of the DLPDUs specified in this
edition is 1
1 = Version 1
PDU type 1 Unsigned8 1 Indicates DLPDU attribute
Bit 8: 1= Multicast
Bit 7: 1= For external of the domain
Bit 6: 1= Response
Bit 5: 1= Remote confirmation is requested
Bits 4-3: Indicates destination SAP-ID
0= DLS-user (SAP)
1= DL Management
2= Reserved
3= Reserved
Bits 2-1: Indicates destination extension
0= Don’t care
1= On-service end node
2= Standby end node
3= Both
Servicg Subtype 2 Unsigned8 1 Indicates the subtype of service
Bits 8-5:
1= UUS
2= AUS
3= ASS
4= MUS
5= MSS
All other_vdlues are reserved
Bits 4-1: réserved
Option 3 Unsigned8 1 Indicates'the options
Bits 8-5: indicates security option
Q=_No security control
1= 2 octet authentication data, simplified control
2= 2 octet authentication data, full control
3= 4 octet authentication data, simplified control
4= 4 octet authentication data, full control
All other values are reserved
Bits 4-1: indicate safety option
0= No safety control
All other values are reserved
Total Length 4 Unsigned32 4 Indicates octet length of the DLPDU
Authentication 8 Unsigned n Authentication data created according to the securit
Data type
The length is specified by the security option
Integrity Data 8+n Unsigned m Authentication data created according to the securit
type
The length is specified by the safety option
5.3 DLPDU'‘body format
There|are 8’kinds of DLPDU. Table 5 is the list of DLPDUs.

Table 5 — DLPDU types

DLPDU name Description
UuS _DT_PDU This PDU conveys DLSDU of UUS service
AUS DT _PDU This PDU conveys DLSDU of AUS service
AUS _RSP_PDU | This PDU is used to respond to the AUS_DATA_PDU
ASS_DT_PDU This PDU conveys DLSDU of AAS service
ASS_ENQ_PDU | This PDU is used to enquire whether ASS_DTPDUs are received
ASS_RSP_PDU | This PDU is used to respond to the ASS_ENQ_PDU
MUS DT _PDU This PDU conveys DLSDU of MUS service
MSS DT _PDU This PDU conveys DLSDU of MSS service
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Table 6 defines assignment of the Service Subtype and PDU type field of the common header
for each DLPDU.

Table 6 — Service subtype and PDU type of DLPDUs

. PDU type
DLPDU type | Service subtype Multicast | External | Response | Confirm | SAP-ID | Extension
UUS_DATA 1 0 0/1 0 0 DEPND DEPND
AUS_DATA 2 0 0 0 1 DEPND DEPND
AUS_RSP 2 0 0 1 0 DEPND DEPND
ASS_DATA 3 0 0/1 0 0 DEPND DEPND
ASS_ENQ 3 0 0/1 0 1 DEPND DEPND
ASS_RSP 3 0 0/1 1 0 DEPND DEPND
MUS_DATA 4 1 0/1 0 0 DEPND DEPNI[
MBS _DATA 5 1 1/1 0 0 DEPND DERNI

5.3.1 [Common parameter of DLPDU body
The common parameters are defined as follows.

Servige subtype
This parameter is the same as Service Subtype in the common header.

PDU subtype
This parameter specifies the subtype that represents the role‘of the DLPDU.

Status
This parameter indicates the status of the transaction.

Sequénce number
This garameter identifies the DT_PDU, and is,afso used to inform the latest received DT| PDU
in the|RSP_PDUs.

DLS ID
This parameter indicates the DLSAR(dentifier.

DLSD[U length
This parameter indicates the (octet length of the DLSDU.

DLSD
This parameter is the-user data requested by the Unitdata request.

5.3.2 ([DLPDU format for UUS

Table|7 indieates the body format of DLPDU for UUS.

Table 7 - UUS DT PDU

Octet Octet o
Parameter name offset Data type length Description
Service subtype 0 Unsigned8 1 Same as service subtype in common header

Bits 8-5: 1 (UUS)
Bits 4-1: reserved

PDU Subtype 1 Unsigned8 1 Indicates the subtype of DLPDU
Bits 8-5: 1 = DATA
Bits 4-1: reserved

Status 2 Unsigned8 1 Not Used, set to 0

Sequence number 3 Unsigned8 1 Identifies PDU in the sequence of PDUs
DLSAP ID 4 Unsigned16 2 Indicates DLSAP identifier

DLSDU Length 6 Unsigned16 2 Indicates octet length of the DLSDU
DLSDU 8 OctetString - DLSDU requested by DLS-user

The length of DLSDU is specified by the
DLSDU length
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Table 8 and Table 9 indicate body formats of DLPDU for AUS.

Table 8 - AUS_DT_PDU

Parameter name c?f(f::: Data type Ig:;i; Description
Service subtype 0 Unsigned8 1 Same as service subtype in common header
Bits 8-5: 2 (AUS)
Bits 4-1: reserved
Subtype 1 Unsigned8 1 Indicates the subtype of DLPDU
Bits 8-5- 1 = DATA
Bits 4-1: reserved
Status 2 Unsigned8 1 Indicates status of the transaction
Bits 8-5: reserved
Bits 4-1: Retry count
Sequerjce number 3 Unsigned8 1 Identifies PDU in the sequence’of PDUs
DLSAP|ID 4 Unsigned16 2 Indicates DLSAP identifier
DLSDU| Length 6 Unsigned16 2 Indicates octet length of the' DLSDU
DLSDU)| 8 OctetString - DLSDU requested by DLS-user
The length of DLSDU"is specified by the
DLSDU length
Table 9 - AUS_RSP_PDU
Parameter name c?f(f::: Data type Ig:;i; Description
Servicg subtype 0 Unsigned8 1 Same as service subtype in common heade
Bits 8-5: 2 (AUS)
Bits 4-1: reserved
Subtype 1 Unsigned8 1 Indicates the subtype of DLPDU
Bits 8-5: 8 = RESPONSE
Bits 4-1: reserved
Status 2 Unsigned8 1 Indicates the status of response
0= Normal
1= reserved
2= Buffer busy
3= Sequence error
Sequerjce number 3 Unsigned8 1 Identifies Sequence number expected for
next DT_PDU
DLSAP|ID 4 Unsigned16 2 Indicates DLSAP identifier
DLSDU| Length 6 Unsigned16 2 Always set to 0

5.3.4 |DLPDU format for ASS

Table|10, Table’11 and Table 12 indicate body formats of DLPDU for ASS.
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Table 10 - ASS_DT_PDU

Parameter name gf(f:::tt Data type I(e?:;i:l Description
Service subtype 0 Unsigned8 1 Same as service subtype in common header
Bits 8-5: 3 (ASS)
Bits 4-1: reserved
Subtype 1 Unsigned8 1 Indicates the subtype of DLPDU
Bits 8-5: 1 = DATA
Bits 4-1: reserved
Status 2 Unsigned8 1 Indicates status of the transaction
Bit 8: 1= Initial PDU of sequence
Bits 4-1: Retry count
All other bits are reserved
Sequerjce number 3 Unsigned8 1 Identifies PDU in the sequence of PDUS
It is managed for each remote IP address
DLSAP|ID 4 Unsigned16 2 Indicates DLSAP identifier
DLSDU| Length 6 Unsigned16 2 Indicates octet length of the DUSDU
DLSDU 8 OctetString - DLSDU requested by DLS-usef
The length of DLSDU is specified by the
DLSDU length
Table 11 - ASS_ENQ_PDU
Parameter name ;(f:;ztt Data type Igr?tg:; Description
Servicg subtype 0 Unsigned8 1 Sametas service subtype in common heade
Bits/8-5: 3 (ASS)
Bits 4-1: reserved
Subtype 1 Unsigned8 1 Indicates the subtype of DLPDU
Bits 8-5: 4 = ENQ
Bits 4-1: reserved
Status 2 Unsigned8 1 Indicates status of the transaction
Bits 4-1: Retry count
All other bits are reserved
Sequer|ce number 3 Unsigned8 1 Identifies the expected sequence number in
the response PDUs
DLSAP|ID 4 Unsigned16 2 Indicates DLSAP identifier
DLSDU| Length 6 Unsigned16 2 Always set to 0
Table 12 — ASS_RSP_PDU
Parameter name 3?;2: Data type I(e?:;i:l Description
Servicg subtype 0 Unsigned8 1 Same as service subtype in common heade
Bits 8-5: 3 (ASS)
Bits 4-1: reserved
Subtype 1 Unsigned8 1 Indicates the subtype of DLPDU
Bits 8-5: 8 = RESPONSE
BitS 4-1: reserved
Status 2 Unsigned8 1 Indicates the status of response
0= Normal
1= reserved
2= Buffer busy
3= Sequence error
Sequence number 3 Unsigned8 1 Identifies Sequence number expected for
next DT_PDU
DLSAP ID 4 Unsigned16 2 Indicates DLSAP identifier
DLSDU Length 6 Unsigned16 2 Always set to 0

5.3.5 DLPDU format for MUS

Table 13 indicates the body format of DLPDU for MUS.
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Table 13 - MUS_DT_PDU

Octet Octet o
Parameter name offset Data type length Description
Service subtype 0 Unsigned8 1 Same as service subtype in common header

Bits 8-5: 4 (MUS)
Bits 4-1: reserved

Subtype 1 Unsigned8 1 Indicates the subtype of DLPDU
Bits 8-5: 1 = DATA
Bits 4-1: reserved

Status 2 Unsigned8 1 Indicates DLSAP identifier

Sequence number 3 Unsigned8 1 Identifies PDU in the sequence of PDUs
DLSAP ID 4 Unsigned16 2 Not Used, setto 0

DLSDU[TCength 9] Unsigned 16 Z Tndicates octet lengih of the DLSDU
DLSDU)| 8 OctetString - DLSDU requested by DLS-user

The length of DLSDU is specified “by the
DLSDU length

5.3.6 |DLPDU format for MSS

Table|14 indicates the body format of DLPDU for MSS.

Table 14 - MSS_DT_PDU

Octet Octet L
Parameter name offset Data type length Description
Servicg subtype 0 Unsigned8 1 Same‘as service subtype in common heade

Bits"8-5: 5 (MSS)
Bits 4-1: reserved

Subtypé 1 Unsigned8 1 Indicates the subtype of DLPDU

Bits 8-5: 1 = DATA

Bits 4-1: reserved
Status 2 Unsigned8 1 Not Used, set to 0
Sequerjce number 3 Unsigned8 1 Identifies PDU in the sequence of PDUs
DLSAP|ID 4 Unsigned16 2 Indicates DLSAP identifier
DLSDU| Length 6 Unsigned16 2 Indicates octet length of the DLSDU
DLSDU 8 OctetString - DLSDU requested by DLS-user

The length of DLSDU is specified by th
DLSDU length

()

6 Local parameters.-and resources

6.1 eneral
The Diata Link:Layer uses the following local parameters and resources:

e system parameters P(...);

e local variables V(...);
e local timers T(...);

e local counters C(...).
Unless otherwise specified, at the moment of creation of these resources or of DLE activation:

a) all variables shall be initialized to their default value, or to their minimum permitted value
if no default is specified;
b) all counters shall be initialized to zero;

c) all timers shall be initialized to inactive.

DL-management may change the values of configuration variables.
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The following data types, which are specified in IEC 61158-6-17, are used in the definitions of
parameters and resources.

e Boolean

e Integer

e BinaryTime2 (1 ms resolution)

e BinaryTime5 (1 s resolution)

e |Paddress.

6.2 Parameters and resources related to network structure

Table|15 lists the parameters and resources related to the network structure.
Table 15 — Parameters and resources for the network structure
Symbpl Name Description

P(ND) max-domains Maximum number of domains

P(HC) max-hop-count Maximum hop-count of the network

P(NS) max-stations Maximum number of stations in a domain

P(GA1A IP-group-address-1A IP-group-address of the multicast to_all nodes in the domain for|
interface A

P(GAs IP-group-address-1B IP-group-address of the multicast to all nodes in the domain for|
interface B

P(GA2A IP-group-address-2A IP-group-address of the.multicast to all nodes of the network fo
interface A

P(GAz IP-group-address-2B IP-group-addre'ss.of the multicast to all nodes of the network fo
interface B

P(ABpa IP-base-address-domain-A Base subnet-address of domains for interface A

P(ABps IP-base-address-domain-B Base _subnet-address of domains for interface B

V(TD) this-domain Daomain number of this domain
The possible range of values is 1 to P(ND)

V(TS) this-station Station number of this station
The possible range of values is 1 to P(NS)

V(RID) redundant-node-ID End node Identifier of the redundant station
Possible values are “0” and “1”

V(IPa) IP-address-A IP-address for interface A
This variable is assigned according to the P(TD), P(ABpa), P(TY) and
P(RID)
V(IPa) = P(ABpa) + P(TD) + P(TS) x2 + P(RID)

V(IPg) IP-address-B IP-address for interface B
This variable is assigned according to the P(TD), P(ABps), P(T§) and
P(RID)
WP =P AB s+ PSS HE—+PRIBY

Table 16 defines the permissible ranges of the parameters.
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Table 16 — Ranges of parameters for the network structure
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Parameter | Data type Range
P(ND) Integer 110 254
P(HC) Integer 11016
P(NS) Integer 1to 254
P(GA1a) IPaddress | any IPv4 group address
P(GA1g) IPaddress | any IPv4 group address
P(GAz) IPaddress | any IPv4 group address
P(GAzs) IPaddress | any IPv4 group address
P(ABoa) |IPaddress | any IPv4 Class C unicast address
P(ABpg) IPaddress | any IPv4 Class C unicast address
6.3 Rarameters and resources to support real-time data transfer
Table|17 lists the parameters and resources used to support real-time data transfer.
Table 17 — Parameters and resources real-time data transfer
Symbol Name Description
P(MRChus) | max-retry-count-AUS Maximum retry count for AUS
P(MRChss) | max-retry-count-ASS Maximum retry count for ASS
P(MOS max-outstanding-number Maximum outstanding.nUmber of PDUs for ASS before the
ENQ_PDU
P(TNRAus) max-response-time-AUS Expiration time of.no-response-timer for AUS
P(TNR{ss) max-response-time-ASS Expiration time\ef no-response-timer for ASS
P(TWTRus) | wait-time-AUS Wait time between receiving of RSP_PDU with buffer busy stdtus
and successive retransmission of DT_PDU for AUS
P(TWTLss) | wait-time-ASS Waijttime between receiving of RSP_PDU with buffer busy stdtus
and successive retransmission of ENQ_PDU for ASS
P(TIDags) inter-DTPDU-time Interval time value between last ASS_DT_PDU and ENQ_PDU
C(RTauk) transfer-retry counter This counter counts the number of retries
C(RTask) transfer-retry counter This counter counts the number of retries
C(0S) outstanding-counter, This counter counts the number of ASS_DT_PDU before ENQ PDU
T(NRauk) no-response-timer This timer is used to monitor the RSP_PDU
T(NRAi) no-response-timer This timer is used to monitor the RSP_PDU
T(IDass inter-DTPDWU-timer This timer is used to monitor the interval between two successive
ASS_DT_PDUs
V(SQsnp) PDU-Sequence-number- This variable is local to the sequence number that is used for|the
sending next DT_PDU
V(SQrgv) RDU-sequence-number- This variable is local to the sequence number of the latest DT| PDU
received received

Table 18 defines the permissible ranges of the parameters.

Table 18 — Ranges of parameters for real-time data transfer

Parameter | Data type Range

P(MRCaus) | Integer 0 or an odd number out from 1 to 15
P(MRCass) | Integer 0 or an odd number out from 1 to 15
P(MOS) Integer 1 to 255

P(TNRaus) | BinaryTime2 | 1 to 255 ms

P(TNRass) | BinaryTime2 | 1 to 255 ms

P(TWTaus) | BinaryTime2 | 1 to 255 ms

P(TWTass) | BinaryTime2 | 1 to 255 ms

P(TIDass) BinaryTime2 | 10 to 2 047 ms
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6.4 Parameters and resources to support the scheduling function

Table 19 lists the parameters and resources used to support the scheduling function.

Table

Table 19 — Parameters and resources for scheduling function

Symbol Name Description

P(MC) macro-cycle-period | Time period of a macro cycle

P(SDyys) | starting-delay-UUS | List of starting delay time of UUS slots

P(SDaus) | starting-delay-AUS | List of starting delay time of AUS slots

P(SDass) | starting-delay-ASS List of starting delay time of ASS slots

P(SDwus) | starting-delay-MUS_| List of starting delay time of MUS slots

P(SDyss) | starting-delay-MSS | List of starting delay time of MSS slots

P(TDyuys) | time-duration-UUS Time duration UUS slot

P(TDaus) | time-duration-AUS Time duration AUS slot

P(TDass) | time-duration-ASS Time duration ASS slot

P(TDwmys) | time-duration-MUS | Time duration MUS slot

P(TDwss) | time-duration-MSS | Time duration MSS slot

P(TOuyys) | offset-time-UUS Offset time of UUS slot

P(TOaus) | offset-time-AUS Offset time of AUS slot

P(TOass) | offset-time-ASS Offset time of ASS slot

P(TOwmus) | offset-time-MUS Offset time of MUS slot

P(TOwss) | offset-time-MSS Offset time of MSS slot

P(DVuus) | divisor-for-grouping | Divisor value of modulg for the offset grouping of UUS
P(DVaus) | divisor-for-grouping | Divisor value of miodulo for the offset grouping of AUS
P(DVass) | divisor-for-grouping | Divisor value of:modulo for the offset grouping of ASS
P(DVwmuys) | divisor-for-grouping | Divisor valué.of modulo for the offset grouping of MUS
P(DVwmss) | divisor-for-grouping | Divisor.alle of modulo for the offset grouping of MSS
T(SCH) scheduling-timer This timer is used to recognize each slot.

20 defines the permissible ranges of the parameters.
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Table 20 — Ranges of parameters for scheduling

Parameter Data type Range

P(MC) BinaryTime2 10 ms to 1 000ms

P(SDuyus) Array of BinaryTime2 | Each value is in the range from 0 ms to P(MC)
P(SDaus) Array of BinaryTime2 | Each value is in the range from 0 ms to P(MC)
P(SDass) Array of BinaryTime2 | Each value is in the range from 0 ms to P(MC)
P(SDwus) Array of BinaryTime2 | Each value is in the range from 0 ms to P(MC)
P(SDuss) Array of BinaryTime2 | Each value is in the range from 0 ms to P(MC)
P(TDuyus) BinaryTime2 1 ms to (P(MC) — 1 ms)

P(TDays) BinaryTime?2 1 ms to (P(MC) — 1 ms)

P(TDass) BinaryTime2 1 ms to (P(MC) — 1 ms)

P(TDwmus) BinaryTime2 1 ms to (P(MC) — 1 ms)

P(TDuwss) BinaryTime2 1 ms to (P(MC) — 1 ms)

P(TOuus) BinaryTime2 0 ms to P(TDyus)

P(TOaus) BinaryTime2 0 ms to P(TDaus)

P(TOass) BinaryTime2 0 ms to P(TDass)

P(TOwmus) BinaryTime2 0 ms to P(TDmus)

P(TOwss) BinaryTime2 0 ms to P(TDwuss)

P(DVyuys) Integer 1 to 255

P(DVaus) Integer 1 to 255

P(DVass) Integer 1 to 255

P(DVwus) Integer 1 to 255

P(DVumss) Integer 1 to 255

arameters and resources to support the security function

21 lists the parameters and resources used to support the security function.

Table 21 — Parametersiand resources for security function

Symbol Name Description

P(KS) key size Size of the keys in octet

P(AS) authentication field size | Size of the authentication field in octet

P(PN) prime*number Prime number for the key generation

P(BS) base-number Base number for the key generation

P(UD) Key-update-time Time period over which the key is updated
T(UB) key-update-timer This timer generates update timing of the key

22 lists the permissible ranges of the parameters.

lable 22 — Ranges of parameters 1or security function

Parameter | Data type Range
P(KS) Integer 1,2,4,8,16
P(AS) Integer 1,2,4,8,16,32,64
P(PN) Integer 0 to P(KS)
P(BS) Integer 0 to P(PN)
P(UD) BinaryTime5 | 1to 3600 s
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7.1 Unacknowledged unitdata transfer service (UUS)

The procedure of UUS is described in Table 23.

Table 23 — UUS procedure

61158-4-17 © IEC:2007

Event Condition Procedure
DL-UNITDATA 1) Selects a transmit interface and a destination IP
request address, according to the network status table

2) Transmits UUS DT PDU with V(SQsnp)

3) Issues a DL- UNITDATA confirm

Receiving DT_PDU

seqNo <> V(SQgev)

1) Issues a DL-UNITDATA indication primitive\at
DLSAP with DLSDU
2) Updates V(SQgev)

the

seqNo = V(SQgev)

1) No action taken

7.2 A

\cknowledged unitdata transfer service (AUS)

The pfocedure of AUS is described in Table 24.
Table 24 — AUS procedure
Event Condition Procedure
DL-UNITDATA 1) Transmits AUS_DT_PDU for the destination
reques 2) Starts T(NR)
Receivg¢ RSP_PDU Expected RSP_PDU 1) [ssues a DL- UNITDATA confirm with DLSDU
&& status = “normal”
Expected RSP_PDU 1) wait P(TWTaus)
&& status = “buffer busy” 2) Retransmits DT_PDU
&& C(RTAus) < P(MRCAus) 3) Increments C(RTAus)
Expected RSP_PDU 1) Issues a DL-UNITDATA confirm with error status
&& status = “buffer busy”
&& C(RTAus) = P(MRCAus)
T(NRauk) = P(TNRaus) | C(RTaus) < P(MRCaus) 1) Updates network status table accordingly

2) Selects a transmit interface and a destination
address, accordingly
3) Retransmits AUS_DT_PDU

P

C(RTAUS) = P(MRCAus)

1) Issues a DL- UNITDATA confirm with error sta

fus

Receiv

L DT_PDU

sedNo <> V(SQgev)
&&jbuffer is available

1) Issues a DL-UNITDATA indication primitive at
DLSAP with DLSDU

2) Updates V(SQgrcv)

3) Transmits RSP_PDU

the

seqNo <> V(SQgev)
&& buffer is not available

1) Transmits RSP_PDU with “buffer busy” status

seqNo = V(SQrev)

1) Transmits RSP_PDU

7.3 Acknowledged sequence of unitdata transfer service (ASS)

The procedure of ASS is described in Table 25.
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Table 25 — ASS procedure

Event Condition Procedure
DL-UNITDATA wait_flag = “false” 1) Transmits DT_PDU with V(SQsnp)
request 2) Issues a DL- UNITDATA confirm normally

3) Increments C(OS)
4) Starts T(ID)

wait_flag = “true”

1) Waits until wait flag becomes false

C(0S) = P(MOS)

1) Transmits ENQ_PDU
2) Sets wait_flag
3) Starts T(NRass)

T(lDAss) =P(T|DA33)

1) Transmits ENQ_PDU
2) Sets wait_flag

3) Starts T(NRass)

T(NRAs;) = P(TNRAss)

C(RTAss) < P(MRCAss)

1) Retransmits ENQ_PDU
2) Increments C(RTass)
3) Starts T(NRass)

C(RTASS) = P(MRCAss)

1) Clears wait flag
2) Clears V(SQsnp)

Receivg¢ RSP_PDU

seqNo = V(SQsnp)

1) Clears wait_flag

seqNo <> V(SQsnp)
&& C(RTass) < P(MRCass)

1) Retransmit DT_PDUs from/DT_PDU with segN
the RSP_PDU

2) Transmits ENQ_PDUY

3) Increments C(RTg&ss)

4) Starts T(NRass)

o in

seqNo <> V(SQsnp)
&& C(RTass) = P(MRCass)

1) Clears wait_dlag
2) Clears V(SQskb)

status = “buffer busy”
&& C(RTass) < P(MRCass)

1) Retransmit DT_PDUs from DT_PDU with seqN
the RSP)PDU

2) Waits P(TWTass)

3) Ttansmits ENQ_PDU

4)dncrements C(RTass)

5) Starts T(NRass)

o in

status = “buffer busy”
&& C(RTass) < P(MRCass)

1) Clears wait flag
2) Clears V(SQsnp)

Receiv¢ DT_PDU

segNo = “0”
&& buffer is available

1) Issues a DL-UNITDATA indication primitive at
DLSAP with DLSDU

2) Clears busy_flag

3) Update V(SQgcv)

the

seqNo = V(SQgcy) + 1
&& buffer i§ available

1) Issues a DL-UNITDATA indication primitive at
DLSAP with DLSDU
2) Update V(SQRov)

the

segNo =\V(SQrev) + 1
&&buffer is not available

1) Discard the DT_PDU
2) Sets busy_flag

seqNo <> V(SQRC\/) + 1

1) no action taken

Receivg¢ EQ_PDU

busy_flag = “false”

1) Transmits RSP_PUD with V(SQgcv)

busy_flag = “true”

1) Transmits RSP_PUD with V(SQrcv) and
busy” status

buffer

7.4 I\||ultipoint unitdata transfer service (MUS)

The procedure of MUS is described in Table 26.

Table 26 — MUS procedure

Event

Condition

Procedure

DL-UNITDATA request

1) Sends DT_PDU
2) Issues a DL- UNITDATA confirm

Receive DT_DLPDU

1) Issues a DL-UNITDATA indication primitive at the

DLSAP with DLSDU

7.5 Multipoint sequence of unitdata transfer service (MSS)

The procedure of MSS is described in Table 27.
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Table 27 — MSS procedure

Event Condition Procedure
Receipt of a DL- 1) Sends MSS_DT_PDU on both interfaces
UNITDATA request 2) Initiates a DL- UNITDATA confirm
primitive
Receipt of a ENQ_PUD Requested DT-PDU is | 1) Sends MSS_DT_PDUs requested on both
available interfaces again
Receipt of a DT DLPDU seqNo = V(SQrev) + 1 1) Issues a DL-UNITDATA indication primitive at the

DLSAP with DLSDU
2) Updates V(SQgev)
seqNo <> V(SQgev) + 1 1) Issues a DL-UNITDATA indication primitive at the
DLSAP with DLSDU and sequence error status

2y Updates V(SQrcv)

8 DU-support protocol

8.1 Transmission scheduling
8.1.1 |Overview

The tfjansmission timing of each DLPDU is scheduled in one of more time slot(s) within the
macrg-cycle. These time slots are specified by the systemi/parameters according fo the
service subtype and the transmitting station number.

8.1.2 |Macro-cycle

The macro-cycle is a base time period in which transmission is controlled. The duration|of the
macrg-cycle is specified by the parameter macro-cycle-period P(MC). Every nodg¢ has
synchfonized macro-cycle by means of a timessynchronization mechanism.

NOTE | This synchronization mechanism is outside-the scope of this standard.
8.1.3 [Transmission time slot

The transmission time slot for eaeh-service subtype is specified by the following parameiers:

P(SDyxx) starting-delay
P(TDyxx) time-duratian
P(TOsxx) offsetstime
P(DVyxx) divisor-for-grouping
V(TS) this-station.

NOTE | Suffixes of each parameter (“xxx”) indicate the corresponding service subtype.

The s{arf\timing of each slot in the macro-cycle is specified by the following equation:

P(SDxxx) + (V(TS) % P(DVxxx)) X P(TOxxx)
where “%” indicates the modulo operator.

The end timing of each slot in the macro-cycle is specified by the following equation:
P(SDxxx) * (V(TS) % P(DVxxx)) X P(TOxxx) + P(TD xxx)

8.1.4 Transmission scheduling

DT_PDUs are transmitted in the time slot that is selected according to the service subtype of
the DT_PDU, and the other DL_PDUs may be transmitted at any time.
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NOTE As the scheduling is controlled over the UDP service, the actual timing of transmission to medium is
affected by the delay caused by the underlying layer service. Therefore, some considerations are required for
implementation.

8.2 Redundancy
8.2.1 Network redundancy
8.2.1.1 General

The network always has a dual-redundant structure. Both the primary and secondary channels
are diagnosed periodically by the application entities. The information concerning the
consistency of channels is shared among all end nodes of the network and maintained in the
netwofk status table, which is specified in IEC 61158-6-17.

The irfterface to which DLPDU is transmitted is selected according to the network(status|table.

Each thannel is basically used according to the following rules:

a) when both channels are consistent
— Uise the primary channel;
b) when one of channel is inconsistent
— Uise the consistent channel;
c) when both channels are inconsistent
— lise the channel that is likely to be consistent between two endpoints.

8.2.1.2 Channel redundancy for UUS

The DILE selects a transmission channel for YJS DLPDUs and receives them as follows.

a) THe DLE transmits UUS_DT_PDUs te-the channel selected according to the general rule
specified in 8.2.1.1.

b) THe DLE receives every UUS_PDU regardless of the receiving channel.
8.2.1.3 Channel redundancy‘for AUS
The D|LE selects a transmission channel for AUS_DLPDUs and receives them as follows|

a) THe DLE first transmits a DT_PDU to the channel selected according to the general rule
splecified in 8.2.1,1. If errors are detected, the DLL retransmits the DT_PDU to the|same
chiannel. Aftersretransmissions the number of which is half the maximum retry count, the

was

the value of the last received AU_S_DT_PDU from the sending end node, regardless of the
receiving channel.

d) The DLE receives every AUS_RSP_PDU regardless receiving channel.

8.2.1.4 Channel redundancy for ASS

The DLE selects a transmission channel for ASS_DLPDUs and receives them as follows.

a) The DLE transmits a DT_PDU to the channel selected according to the general rule

specified in 8.2.1.1.

b) The DLE transmits an ENQ_PDU to the channel selected according to the general rule
specified in 8.2.1.1.

NOTE The application entity checks the consistency of the channels periodically and updates the network status
table. Consequently, the channel for retransmission is changed to the alternate channel.
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c) The DLE always transmits RSP_PDU to both of the redundant channels.

d) The DLE receives the ASS _DT_PDU the sequence number of which is not the same as

the value of the last received ASS_DT_PDU from the sending end node, regardless
receiving channel.

e) The DLE receives the ASS_ENQ_PDU regardless of the receiving channel.
f) The DLE receives the ASS_RSP_PDU regardless of the receiving channel.

8.2.1.5 Channel redundancy for MUS

The DLE selects the transmission channel for MUS_DLPDUs and receive them as follow

of the

S.

a) THe DLE always transmits DT_PDU for both of the redundant channels. Actually
realized by transmitting to two multicast addresses assigned for the primar
s€lcondary networks.

b) THe DLE receives the MUS_DT_PDU regardless of the receiving channel.
8.2.1.p Channel redundancy for MSS
The D|LE selects the transmission channel for MUS_DLPDUs and receivé them as follow|

a) THe DLE always transmits DT_PDU for both of the redundant channels. Actually
replized by transmitting to two multicast addresses dssigned for the primar
selcondary networks.

b) The DLE receives the MSS_DT_PDU the sequencelnumber of which is not the sa
the value of the last received MSS_DT_PDU from.the sending end node, regardless
receiving channel.

8.2.2 |Station redundancy
8.2.2.1 General

A redilindant station consists of two end\nodes that have different DLSAPs. One end n
in the|on-service state, and the other, end node is in the standby state. Each end nod
accordling to its state. The switchingover mechanism is outside the scope of this standa

8.2.2.2 Actions of peer stations

The DOLE of the station-that communicates with a redundant station selects one end n
the rgdundant station 'as the destination according to the information in the network
table, |as follows.

a) THe DLE transmits UUS_DT_PDU to the end node in on-service state.

, it is
and

S.

, it is
and

me as
of the

bde is
b acts
d.

pde of
Status

b) THe DLE™“first transmits AUS DT PDU to the end node in the on-service state. If

commaumnication fails, it then transmits AUS_DT_PDU to the end node in the standby

state.

n
T Nl - ¢+ + ACC NT DN g bt £ 41 Al Al
C) C ULL udiioltiitio "Aoo_Ul_ T 'UU U UDULT U U1 TIHU TTUUT o.

d) When the DLE user requests communication to the end node in the standby state, the

destination end node is selected accordingly. In this case, the standby side sh
specified in the PDU type field of the DLPDU.

all be

NOTE Consideration of destination end node is not needed for MUS and MSS communication because the
destination address is a multicast address. This means that the DT_PDU is delivered to both end nodes of the

redundant station.
8.2.2.3 Actions of on-service end node
The DLE of the end node in the on-service state acts as follows.

a) The DLE provides every DLE service to the DLS-user.
b) The DLE accepts every DT_PDU, and pass it to DLE-user by indication primitives.
c) The DLE accepts every ENQ_PDU and responds to it.
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d) The DLE accepts every RSP_PDU responding to the ENQ_PDU sent.

8.2.2.4 Actions of standby end node

The DLE of the end node in the standby state acts as follows.

a) The DLE does not provide any DLE services to the DLS-user, except in the case where
the “standby end node” is specified explicitly.

b) The DLE does not accept any DT_PDUSs, except in the case where the “standby end node”

is

specified explicitly.

c) The DLE does not respond to any ENQ_PDUs, except in the case where the “standby end

n

d) THe DLE does not accept any RSP_PDUs, except in the case where the “standb
ngdde” is specified explicitly.

8.3 OLPDU authentication

Authe
ASS

headdr of the DLPDU.

The gending DLE puts authentication data into the DLPDU., The authentication da

gener

secref key shared by both end nodes.

The rgceiving DLE checks the octets of the DLPDU, including the authentication data fiel
the cdmmon secret key.

The n
standard.

The c

Both ¢f the local end nodes genérate a private number (x) for each. The method of the g

key g
gener

follow

All end nodes-are informed of the public key by multicasting. This is realized 4

applic

dal ifiad Laidl
U TS OSP CUIMTTCU " CTAPTIOTITY

ntication of the DLPDUs may be applied for UUS_DT_PDUs, (AUS_DT_PDU
DT PDUs. The authentication is realized by the authentication data field in the co

hted from all octets of the DLPDU except the authenti¢ation data field, and the co

bmmon secret key is shared by-means of the public key exchange method.

leneration is outside the scope of this standard. In addition, the public key
hted from the prime,number (p) and the base number (g) assigned for the netw

D .

y = gX modulo p

ation entity using the MUS DLE service.

y end

5 and
mmon

a are
mmon

d with

hethod for authentication data generation and checking is outside the scope of this

rivate

(y) is
prk as

y the

The common secret Key (z) Is generated irom the privaie humber and the public key of the
peer end node, as follows.

The p

z = yX modulo p

rivate number (x) shall be updated after every period specified by P(UD).
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Partie 4-17: Spécification de protocole de la couche
de liaison de données — Eléments de Type 17
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Commission Electrotechnique Internationale (CEl) est une organisation mondiale /de,Ynormg
posée de l'ensemble des comités électrotechniques nationaux (Comités nationaux de la CEl). L
I objet de favoriser la coopération internationale pour toutes les questions de normalisation d
aines de I'électricité et de I'électronique. A cet effet, la CEl - entre autres activités = publie des

Fnationales, des Spécifications techniques, des Rapports techniques, des Spécifications accessi
ic (PAS) et des Guides (ci-apres dénommés "Publication(s) de la CEI"). Leur lélaboration est confié
ités d'études, aux travaux desquels tout Comité national de la CEl intéressé par le sujet trai
iciper. Les organisations internationales, gouvernementales et non goutérnementales, en liaisg
El, participent également aux travaux. La CEl collabore étroitement ,avec I'Organisation Internatio
malisation (1SO), selon des conditions fixées par accord entre les deux’organisations.

décisions ou accords officiels de la CEl concernant les questions-techniques représentent, dans la
possible, un accord international sur les sujets étudiés, étant‘donné que les Comités nationau
intéressés sont représentés dans chaque comité d'études.

Publications de la CEIl se présentent sous la forme de<‘ecommandations internationales et sont 3
me telles par les Comités nationaux de la CEIl. Tous)es efforts raisonnables sont entrepris afin
s'assure de l'exactitude du contenu technique de ses publications; la CEl ne peut pas étrg
onsable de I'éventuelle mauvaise utilisation ou interprétation qui en est faite par un quelconque uti

s le but d'encourager I'uniformité internationale, les Comités nationaux de la CEl s'engagent, dans
ure possible, a appliquer de fagon trapsparente les Publications de la CEIl dans leurs publ
bnales et régionales. Toutes divergences entre toutes Publications de la CEl et toutes publ
bnales ou régionales correspondantes-doivent étre indiquées en termes clairs dans ces derniéres.

CEIl n'a prévu aucune procéduresde marquage valant indication d'approbation et ne peut pas eng
onsabilité pour les équipements(déclarés conformes a une de ses Publications.

bnvient que tous les utilisateurs s'assurent qu'ils sont en possession de la derniére édition d
ication.

une responsabilité ,nedoit étre imputée ala CEIl, ases administrateurs, employés, auxiliai
dataires, y compris\ses experts particuliers et les membres de ses comités d'études et des ¢
bnaux de la CEl, ‘pour tout préjudice causé en cas de dommages corporels et matériels, ou de to
mage de quelgue ‘nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris |
ustice) et leS)dépenses découlant de la publication ou de I'utilisation de cette Publication de la CH

ention“€st attirée sur les références normatives citées dans cette publication. L'utilisation des publ
rencées est obligatoire pour une application correcte de la présente publication.
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propriété intellectuelle correspondants. Dans tous les cas, I'engagement de renonciation partielle aux droits de
propriété intellectuelle, pris par les détenteurs de ces droits, autorise l'utilisation d'un type de protocole de la
couche de liaison de données particulier avec des protocoles de couche physique et de couche Application dans
les combinaisons de Types explicitement spécifiées dans la série CElI 61784. L'utilisation des divers types de
protocole dans d'autres combinaisons peut nécessiter I'autorisation de leurs détenteurs de droits de propriété
intellectuelle respectifs.

La CEI attire I'attention sur le fait qu'il est déclaré que la conformité a la présente norme peut impliquer I'utilisation
des droits de propriété ci-dessous, la notation [xx] désignant le détenteur du droit associé:

Type 17 et autres (éventuellement):

Demande PCT n° PCT/JP2004/011537 [YEC] Méthode de contrdle de la communication
Demande PCT n° PCT/JP2004/011538 [YEC] Méthode de contrdle de la communication

La CEIl ne prend pas position eu égard a la preuve, la validité et la portée de ces droits de propriété.
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Les détenteurs de ces droits de propriété ont donné I'assurance a la CEI qu'ils consentent a négocier des licences
avec des demandeurs du monde entier, en des termes et a des conditions raisonnables et non discriminatoires. A
ce propos, la déclaration des détenteurs de ces droits de propriété est enregistrée a la CEIl. Des informations
peuvent étre obtenues auprés de:

[YEC]: Yokogawa Electric Corporation
2-9-32 Nakacho, Musashino-shi, 180-8750 Tokyo,
180-8750 Tokyo,
Japon
Attn: Intellectual Property & Standardization Center

L'attention est attirée sur le fait que certains des éléments de la présente norme peuvent faire I'objet de droits de
propriété autres que ceux mentionnés ci-dessus. La CEIl ne doit pas étre tenue pour responsable de ne pas avoir
identifié de tels droits de propriété et de ne pas avoir signalé leur existence.

indusfriels, du comité d'études 65 de la CEl. Mesure, commande et automation_dans les
procegsus industriels.

Cette [premiére édition et les parties de la sous-série CEl 61158-4 complémentaires anhulent
et remplacent la CEIl 61158-4:2003. L'édition de la présente partie coenstitue un| ajout
technique. La présente partie et les parties consacrées au Type 17 complémentaires anpulent
et remplacent également la CEI/PAS 62405 publiée en 2005.

Cette [édition de la CEI 61158-4 comporte les modifications impertantes suivantes par rapport
a I'édition précédente:

a) suppression de l'ancien bus de terrain de Type 6 et du paramétre fictif applicablg a la
cduche de liaison de données d'un bus de terrain de.Type 5, pour défaut de pertinence de
commercialisation;

b) ajput de nouveaux types de bus de terrain;

c) diyision de la présente partie en plusieurs parties numérotées -4-1, -4-2, ..., -4-19.

La prgsente version bilingue (2013-09) correspond a la version anglaise monolingue publiée
en 2007-12.

Le teXte anglais de cette norme estissu des documents 65C/474/FDIS et 65C/485/RVD.

Le rapport de vote 65C/485/RVD donne toute information sur le vote ayant abguti a
I'apprpbation de cette norme.

La velsion francaise (de Cette norme n’a pas été soumise au vote.

La prgsente publication a été rédigée selon les Directives ISO/CEI, Partie 2.

mitéla)décidé que le contenu de cette publication ne sera pas modifié avant la d
ifédndiquée sur le site web de la CEIl sous http://webstore.iec.ch dans les dohnées

¢ reconduite,

* supprimée,

* remplacée par une édition révisée, ou
* amendée.

NOTE La révision de la présente norme sera synchronisée avec les autres parties de la série CEl 61158.

La liste de toutes les parties de la série CEl 61158, publiée sous le titre général Réseaux de
communication industriels — Spécifications des bus de terrain, peut étre consultée sur le site
web de la CEI.


http://webstore.iec.ch/
https://iecnorm.com/api/?name=40165d7d0a1223c873b286b4407f0fd0

- 38— 61158-4-17 © CEI:2007

INTRODUCTION

La présente partie de la CEI 61158 s'inscrit dans une série créée pour faciliter
I'interconnexion des composants de systémes d'automation. Elle est liée a d'autres normes de
la série définie par le modele de référence des bus de terrain "a trois couches" décrit dans la

CEI/TR 61158-1.

Le protocole de liaison de données fournit le service de liaison de données au moyen des
services disponibles au niveau de la couche physique. Le principal objectif de la présente
norme est de définir un ensemble de régles de communication, exprimées en term

a) gulder les développeurs et les concepteurs;
b) réaliser les essais et acquérir I'équipement;
c) établir un accord d'intégration des systémes dans I'environnement de systémes ouve
d) ampéliorer la compréhension des communications en temps critigue  au sein de I'OSI.

La prgsente norme porte en particulier sur la communicatioh“et I'interfonctionnemer
captelirs, des effecteurs et des autres appareils d'automation. Grace a cette nor
a d'an.]:res normes des modeles de référence OSI ou de bus de terrain, des systémg
ailleurs incompatibles peuvent fonctionner ensemble, quelle que soit leur combinaison.
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RESEAUX DE COMMUNICATION INDUSTRIELS -
SPECIFICATIONS DES BUS DE TERRAIN -

Partie 4-17: Spécification de protocole de la couche
de liaison de données — Eléments de Type 17

1 Domaine d'application

1.1 [Génératités

La coliche de liaison de données assure les communications de messagerie en temps’ cfitique
de base entre les appareils d'un environnement d'automation.

Ce protocole offre des opportunités de communication a toutes les entités de liaispn de
données participantes, des maniéres suivantes:

a) del maniére asynchrone cyclique, de fagon séquentielle pour chacune de ces entifés de
liajson de données; et

b) del maniére synchrone, cyclique ou acyclique, selon un progfamme préétabli.
Le prptocole spécifié permet également de modifier/I'ensemble d'entités de liaispn de
données participantes, ainsi que I'ensemble d'opportunités de communication programmées.
Lorsque l'ensemble d'opportunités de communicatien programmées est vide, la distripution

des gpportunités de communication aux entitéside liaison de données participantgs est
completement asynchrone.

Ce prptocole peut ainsi étre caractérisé camme offrant un accés asynchrone, mais aJec un
recouyrement synchrone.

1.2 |Spécifications

La prgsente norme spécifie les"éléments suivants:

a) leg procédures de transfert opportun des données et des informations de commande entre
une entité utilisateur~de liaison de données et une entité utilisateur homologue, mais| aussi
parmi les entités(de”liaison de données formant le fournisseur de service de liaison de
données distribué;

b) la|structure-des unités DLPDU de bus de terrain utilisées par le protocole de la présente
norme pour/le transfert des données et des informations de commande, ainsi que leur
représentation sous forme d'unités de données d'interface physique.

1.3

Les procédures sont définies en termes
a) d'interactions entre les entités DL (DLE) homologues par I'échange d'unités DLPDU de
bus de terrain;

b) d'interactions entre un fournisseur de service DL (DL-service, DLS) et un utilisateur DLS
au sein du méme systéme par I'échange de primitives DLS;

c) d'interactions entre un fournisseur DLS et un fournisseur de service Ph au sein du méme
systéme par I'échange de primitives de service Ph.

1.4  Applicabilité

Ces procédures s'appliquent aux instances de communication entre des systemes qui
prennent en charge des services de communication en temps critique dans la couche de
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liaison de données des modeles de référence OSI ou de bus de terrain et qui nécessitent de

pouvo

ir &tre connectés dans un environnement d'interconnexion de systémes ouverts.

Les profils constituent un moyen simple a plusieurs attributs de récapituler les capacités
d'une mise en ceuvre et donc son applicabilité en fonction des différents besoins de
communication en temps critique.

1.5

Conformité

La présente norme spécifie également les exigences de conformité relatives aux systémes
mettant en ceuvre ces procédures. La présente norme ne comporte aucun essai visant

adé

2 Rgférences normatives

Les d

document. Pour les références datées, seule I'édition citée s'applique.ORour les référ
non datées, la derniére édition du document de référence s'applique (y‘compris les éve
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ocuments de référence suivants sont indispensables pour l'application du p

lements).

1158-3-17, Industrial communication networks — FieldbuS™ specifications — Par
ink layer service definition — Type 17 elements (disporiible en anglais uniquement)

El 7498 (toutes les parties), Technologies <«de" I'information — Interconnexid
nes ouverts (OSI) — Modéle de référence de base

El 8802-3, Technologies de ['information — Télécommunications et éc
mation entre systemes — Réseaux locaux<ét métropolitains — Prescriptions spécifid
3: Acces multiples par surveillance .du signal et détection de collision (CSMA/(
jcations pour la couche physique

El 10731, Technologies dex'linformation — Interconnexion de systemes ouV
e de Référence de Base — Gonventions pour la définition des services OSI

Std 802.3ab, Information technology — Telecommunications and information exc
en systems — Lacal and metropolitan area networks — Specific requirem
bment to Carrief Sense Multiple Access with Collision Detection (CSMA/CD) g
d and physical_layer specifications — Physical layer parameters and specificatio
\b/s operation over 4-pair of category 5 balanced copper cabling, type 1000BASE

et Engineéring Task Force (IETF), Request for Comments (RFC):

FC/768 User Datagram Protocol

ésent
ences

ntuels

3-17:

n de

hange
ues —
CD) et

erts —

hange
pnts —
ccess
ns for
T

(nliepnhihln aladresse <th'//\A/\Al\A/ ietf nrg/rfn/rfpﬁ7RR 1'\(1'))

RFC 791 Internet Protocol

(disponible a I'adresse <http://www.ietf.org/rfc/rfc0791.txt>)

RFC 792 Internet Control Message Protocol

(disponible a I'adresse <http://www.ietf.org/rfc/rfc0792.txt>)

RFC 826 Ethernet Address Resolution Protocol

(disponible a I'adresse <http://www.ietf.org/rfc/rfc0826.txt>)

RFC 894 A standard for the Transmission of IP Datagrams over Ethernet Networks

(disponible a I'adresse <http://www.ietf.org/rfc/rfc0894.txt>)

RFC 1112 Host Extensions for IP Multicasting

(disponible a I'adresse <http://www.ietf.org/rfc/rfc1112.txt>)

RFC 2236 Internet Group Management Protocol Version 2

(disponible a I'adresse <http://www.ietf.org/rfc/rfc2236.txt>)

3 Définitions

Pour |

es besoins du présent document, les termes et définitions suivants s'appliquent.
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d'extré

3.1.2.

Termes et définitions

Termes de I'|SO/CEI 10731
)-connection (connexion (N))
)-entity (entité (N))
)-layer (couche (N))
)-service (service (N))
)-service-access-point (point d'accés au service (N))

primitive) confirm (confirmation)

imitive) deliver (remise)
imitive) indication
imitive) request (demande)

imitive) response (réponse)

Autres termes et définitions

ment intermédiaire qui permet de connecter au moins” deux segments grace
n de relais de la couche de liaison de données

p
fne
n du réseau RTE composée d'un ou de deux-sous-réseaux

Deux sous-réseaux sont nécessaires pour former un réseau RTE a double redondance et chaqug
nité du domaine est connecté a ces deux sous-réseaux.

B

maitr¢é de domaine

poste

temps

aupreé

3.1.2.
numé
identi

3.1.2.
pont
pont

3.1.2.

chargé du diagnostic des voies menant a tous les autres domaines, de la distribut

5 du maitre de temps réseau et de la notification de I'état du domaine

o de domaine
icateur numérique qui désigne un domaine

xterne
ui{n'est directement connecté a aucun pont interne ni a aucun poste RTE

B une

nceud

on du

réseau aux nceuds situésra l'intérieur du domaine, de l'acquisition du temps absolu

6

port d'interface

point

de connexion physique d'un nceud d'extrémité, qui posséde une adres

indépendante

3.1.2.

7

pont interne
pont qui n'est directement connecté a aucun routeur, pont externe ou nceud non conforme a
la présente spécification

3.1.2.

8

pont de jonction
pont qui est connecté a au moins un routeur, pont externe ou nceud non conforme a la
présente spécification et a au moins un pont interne ou poste RTE

se DL
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3.1.2.9
liaison

canal

de communication physique qui sépare deux nceuds

3.1.2.10
maitre de temps réseau

poste qui distribue le temps réseau aux maitres de domaine

3.1.2.11

nceud d'interface non redondant

nceud qui posséde un seul port d'interface

3.1.2./12

poste|non redondant

poste|composé d'un seul nceud d'extrémité

NOTE | Les expressions “poste non redondant” et “nceud d'extrémité” sont synonymes.
3.1.2.113

chemjn

canal| de communication logique qui sépare deux nceuds et~s€ compose d'une
deux liaisons

3.1.2.14

nceud d'interface redondant

nceud|doté de deux ports d'interface dont I'un est connecté a un réseau primaire et I'a

pu de

utre a

un régeau secondaire

3.1.2.115

poste|redondant

poste|composé d'une paire de nceuds d'extrémité

NOTE |Les nceuds d'extrémité d'un poste redondant possédent tous le méme numéro de poste, mais des
adress¢s DL différentes.

3.1.2.116

voie

canal [de communication.fogique qui sépare deux noceuds d'extrémité de communication
3.1.2.017

routeyr

équipgément intermédiaire qui permet de connecter au moins deux sous-réseaux grace [a une
fonction de-relais de couche Réseau

3.1.2.48

poste RTE

poste capable de fonctionner en temps réel

3.1.2.19

segment

canal de communication qui permet de connecter directement deux nceuds, sans faire
intervenir de pont

3.1.2.20

poste

noeud d'extrémité ou paire de nceuds d'extrémité qui accomplit une fonction d'application

spécif

ique
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3.1.2.21

numéro de poste

identificateur numérique qui désigne un poste RTE

3.1.2.22

sous-réseau

portion d'un réseau qui ne comporte aucun routeur. Un sous-réseau se compose de nceuds
d'extrémité, de ponts et de segments

NOTE Les nceuds d'extrémité inclus dans un sous-réseau possédent tous la méme adresse réseau IP.

3.2  Abréviations et symholes
3.21 Abréviations de I'lSO/CEI 10731

3.2.2 Autres abréviations et symboles

AUS

DL-
DLE

DLL
DLM
DLMS
DLPDU
DLS
DLUSAP
DLSDU
Fl

6

interconnexion de  systemes  ouverts (Open Systems
Interconnection)

séquence acquittée  du service de transfert de dohnées
d'unités (Acknowledged Sequence of unitdata transfer Service)

service de transfert de données d'unités acquitté (Acknowledged Urnitdata
transfer Service)

(comme préfixe) couche de liaison de données (Data-Link layer)

entité DL (DL-Entity - l'instance active* locale de la couche de liaispn de
données)

couche DL (DL-Layer)

gestion DL (DL-Management)

service de gestion DL (DL-Management Service)

unité de données deprotocole DL (DL-Protocol-Data-Unit)
service DL (DL-Sérvice)

point d'accés @u service DL (DL-Service-Access-Point)
unité de dennées de service DL (DL-Service-Data-Unit)

premiersentré, premier sorti (First-In First-Out - méthode de mise ¢n file
d'attente)

identificateur
Commission Electrotechnique Internationale

primitive d'indication

MUS

PDU
Ph-

protocole Internet (Internet Protocol)
a

)
o)

commande de liaison logique (Logical Link Control)
bit de poids faible (least significant bit)

contrdle d'acces au support (Medium Access Control)
bit de poids fort (most significant bit)

séquence multipoint du service de transfert de données d'unités (Multipoint
Sequence of unitdata transfer Service)

service de transfert de données d'unités multipoint (Multipoint Unitdata
transfer Service)

unité de données de protocole (Protocol Data Unit)
(comme préfixe) couche physique
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PhL couche Ph (Ph-Layer)

QoS qualité de service (Quality of Service)

req primitive de demande (request)

rsp primitive de réponse (response)

SAP point d'accés au service (Service Access Point)

SDU unité de données de service (Service Data Unit)

ToS type d'appareil (Type of Device)

uus service de transfert de données d'unités non acquitté (Unacknowledged

Unitdata transfer Service)

3.3 |Conventions

3.3.1 Conventions générales

La prdsente norme utilise les conventions de description énoncées dans I'lSQ/CEI 10731.

3.3.2 Conventions relatives aux définitions de procédure de protocole d'entité OQLE

Le Tgbleau 1 décrit les conventions utilisées pour les définitions de diagramme d'états

d'entité DLE.

Tgdbleau 1 — Conventions utilisées dans les définitions de procédure de protocgle

Evénerpent Condition | Procédure

Evénements déclenchant ces Conditions | Actions effectuées lorsque les événements et les conditions sont

actions réunis

4 Vye d'ensemble du protocole DL

4.1 |[Généralités

La coliche de liaison de données-assure des communications fiables et en temps réel dg base

entre |es appareils des environnements d'automation.

La prdsente partie du document spécifie les éléments suivants:

a) le$ procédures‘des protocoles de liaison de données en ce qui concerne le transfert de
ddnnées et{Ja*fourniture d'informations de commande en temps réel entre une |entité
ut{lisateur(de service de liaison de données et une entité utilisateur homologue,| mais
ayssi parmi les entités de liaison de données formant le fournisseur de service de liaison
dg données distribué;

b) la ‘structuredestmnités—de—donmées—de pluiuuuic detatsonde—données (DLPDU) utilisées
pour le transfert de données et la fourniture d'informations de commande, ainsi que leur

mapping avec les couches sous-jacentes.

Les procédures sont définies en termes

a) d'interactions entre les entités DL (DLE) homologues par I'échange d'unités de données
de protocole de liaison de données de bus de terrain;

b) d'interactions entre un fournisseur de service DL (DLS) et un utilisateur DLS au sein du
méme systéme par I'échange de primitives DLS;

c) d'interactions entre un fournisseur DLS et un fournisseur de service physique au sein du
méme systéme par I'échange de primitives de service Ph.
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4.2

Caractéristiques du protocole

Du fait des exigences en matiére de contrble continu de procédé, en vigueur dans l'industrie
pétroliere et gaziére, l'industrie chimique et pétrochimique, l'industrie pharmaceutique et

I'industrie énergétique, par exemple,

caractéristiques ci-dessous.

le protocole de liaison de données posséde les

La taille maximale du systéme pour ce protocole est de 254 sous-réseaux de 254 nceuds,
dans lesquels chaque nceud dispose de 254 adresses DLSAP. Chaque entité de liaison de
données peut communiquer avec toutes les autres de maniére cyclique ou acyclique avec un

acces

en priorité, ou dans une combinaison des deux modes.

Ce p
transn
perms
celle ¢

Ce pr
acycli

otocole assure une communication en temps réel grace a la programmatio

'un réseau étendu a 5 ms preés.

btocole assure des communications fiables et flexibles grace a un4ransfert de do
que a confirmation a distance avec retransmission. Il fournithen outre un rés

doubII redondance présentant un temps de commutation inférieur_a 100 ms et propo

moye

4.3
4.3.1

s nécessaires a la prise en charge des appareils a doubleredondance.

Architecture de la couche de liaison de données

Généralités

La coliche DLL se compose des fonctions suivantes:

e fonction de transfert de données en temps réel;
e fonction de transfert de datagrammes;

e fonction de routage réseau;

e fonction d'accés aux supports;

e fonction de liaison logiquetet de gestion.

ception de la fonction de/transfert de données en temps réel, chaque fonction es
vre selon les protocoles existants spécifiés dans le Tableau 2.

Tableau 2 — Normes de référence associées aux couches

,\Q~\ Fonction Conformité
Fonection de transfert de datagrammes RFC 768 (UDP)
Fonetion de routage réseau RFC 791 (IP)
Forctiond-acctsatsupperts ISO{GE-8802-31EEE-Std-8623ab

h des

nissions. Le temps de cycle minimal de la programmation est de 10 ms. Cé\profocole
t en outre de maintenir la synchronisation d'horloge d'un sous-réseau a.1.ms pfrés et

hnées
eau a
e les

mise

a) un
b) un
C) un
d) un
e) un
A l'ex
en cey
4.3.2

Fonction de transfert de données en temps réel

La fonction de transfert de données en temps réel est définie dans la présente spécif