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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-9: Application layer protocol specification — Type 9 elements

FOREWORD

1) The |nternational Electrotechnical Commission (IEC) is a worldwide organizatio izati Mmprising

all national electrotechnical committees (IEC National Committees). The{ ob i promote

interpational co-operation on all questions concerning standardization in th i g icAlelds. To

this pnd and in addition to other activities, i i 3 i iffjcations,

Technical Reports, bs “IEC

Publ interested

in th hd non-

gove 4 closely

with ined by
agrep

The national

from all

National

t of IEC

for any

ications

iergence

cated in

for any

erts and

mage or

es) and

her IEC

icptions is

bject of

ers. In all

cases, the commltment to I|m|ted release of mteIIectuaI property rlghts made by the hoIders of those rlghts permits
a particular data-link layer protocol type to be used with physical layer and application layer protocols in Type
combinations as specified explicitly in the IEC 61784 series. Use of the various protocol types in other
combinations may require permission from their respective intellectual-property-right holders.

International Standard IEC 61158-6-9 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This first edition and its companion parts of the IEC 61158-6 subseries cancel and replace
IEC 61158-6:2003. This edition of this part constitutes an editorial revision.

This edition of IEC 61158-6 includes the following significant changes from the previous
edition:

a) deletion of the former Type 6 fieldbus for lack of market relevance;
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b) addition of new types of fieldbuses;
c) partition of part 6 of the third edition into multiple parts numbered -6-2, -6-3, ...

The text of this standard is based on the following documents:

FDIS Report on voting
65C/476/FDIS 65C/487/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

ftod in onnar danecaad th 1O/ C Niractinaa Dort O
T TOUTTE T Dot trve oS, T alt 0

Th 1sblheatian-hbacbean-dea
IS p\ oTTcatoTT oo ot Tt ara

d until

The cgmmittee has decided that the contents of this publication will g
N in the

the mdintenance result date indicated on the IEC web site under h
data rdlated to the specific publication. At this date, the publication

* recpnfirmed,;

* withdrawn;

* replaced by a revised edition, or
* amgnded.

NOTE [The revision of this standard will be synchronized wj

patts of\the IEC 61158 series.
The i u@ the general title Indlustrial

comml s j n’beNound on the IEC web site.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the

“three-

layer” fieldbus reference model described in IEC/TR 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a

variety

e as
o for
e as
e as
This st
effecto
positio
work tg

£
Ul YUTpyUovTo.

A guide for implementors and designers;

use in the testing and procurement of equipment;

andard is concerned, in particular, with the com
rs and other automation devices. By using thig

gether in any combination.

®

hment;

nsors,
rdeards
s may
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-9: Application layer protocol specification — Type 9 elements

1 Scope

1.1 General

The fig
fieldbu
betweq

This 9
messa

Idbus Application Layer (FAL) provides user programs with a
5 communication environment. In this respect, the FAL can be
n corresponding application programs.”

tandard provides common elements for basic time
jing communications between application programs in &

ss the
vindow

{critical

nt and

material specific to type 9 fieldbus. The term “time-critical’ s bsence
of a tine-window, within which one or more specified actiqns™a quired\to be completed
with spme defined level of certainty. Failure to co ctic e time
window risks failure of the applications requestjng {o)s risk to
equipment, plant and possibly human life.

This standard defines in an abstract

9 fieldh
a) the
cor
b) the
con
c) the
bet

This 9

abstract syntax defining the appli
nmunicating applicatien entities,

applicatiom co
ween co i

application r€

tandard® specjfy the protocol of the Type 9 IEC fieldbus application lay

confor
Layer

ance with the OSI| Basic Reference Model (ISO/IEC 7498) and the OSI App

e Type

ptween

ptween

visible

visible

er, in
ication

tructure (ISO/IEC 9545).

1.2 Specifications

The principal objective of this standard is to specify the syntax and behavior of the application

layer p

rotocol that conveys the application layer services defined in IEC 61158-5-9.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in IEC 61158-6.

1.3 Conformance

This standard does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.


https://iecnorm.com/api/?name=6e16b032a61dc513edf7b5ebf4bcb016

61158-6-9 © IEC:2007(E) ~9-

Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60559, Binary floating-point arithmetic for microprocessor systems

IEC 61158-3-1, Industrial communication networks — Fieldbus specificatig | Data-
link layer service definition — Type 1 elements

IEC 61|158-4-1, Industrial communication networks — Fieldbus spec l { H Data-
link layier protocol specification — Type 1 elements

IEC 61/158-5-5, Industrial communication networks — rt 5-5:
Application layer service definition — Type 5 elements

IEC 61[158-5-9, Industrial communication netwg rt 5-9:
Application layer service definition — Ty,

ISO/IEC 7498-1, Information technolog Ren tesConnection — Basic Reference
Model (— Part 1: The Basic Model

ISO/IE tion of
Abstra

ISO/IEC 8825, Basic
Encoding Rules Rules
(DER)

ISO/IE Layer
structu

ISO/IE erence
Model

3 Terms, definitions, symbols, abbreviations and conventions
For the purposes of this document, the following definitions apply.

3.1 Terms and definitions from other ISO/IEC standards

3.1.1 Terms and definitions from ISO/IEC 7498-1

abstract syntax

application entity

application process
application protocol data unit
application service element
application entity invocation

) application process invocation

.
azeooTe
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h) application transaction
i) presentation context
j)  real open system

k) transfer syntax

3.1.2 Terms and definitions from ISO/IEC 9545

a) application-association

b) application-context

c) application context name

d) application-entity-invocation
e) application-entity-type

f) application-process-invocation

g) app“bdt;ulI'plUbUbb'typU
h)| application-service-element
i) | application control service element
3.1.3 Terms and definitions from ISO/IEC 8824
a)| object identifier
b)| type
c)| value
d)| simple type
e)| structured type
f) | component type
g)| tag
h)| Boolean type
i) true
i) | false
k)| integer type
I) | bitstring type
m) octetstring type
n)| null type
0)| sequence type
p)| sequence of type
q)| choice type
r) tagged
s)| any type
t) [ module
u)| productign
3.1.4 from ISO/IEC 8825
a)
b)
c) e singular form is used in this standard)
d) s) (both singular and plural forms are used in this standard)
e) A
3.2 EC/TR 61158-1 terms

The following IEC/TR 61158-1 terms apply.

3.21 application

function or data structure for which data is consumed or produced

3.2.2 application layer interoperability

capability of application entities to perform coordinated and cooperative operations using the
services of the FAL
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3.23 application object

object class that manages and provides the run time exchange of messages across the
network and within the network device

NOTE: Multiple types of application object classes may be defined
3.2.4 application process

part of a distributed application on a network, which is located on one device and
unambiguously addressed

3.2.5 __application process identifier

distinghishes multiple application processes used in a device

3.2.6 application process object

compopent of an application process that is identifiable arfd accessib pgh gn FAL
applicgtion relationship. Application process object definitic IMpP - set of
values|for the attributes of their class (see the definition fo i 9 Class

Definitjon). Application process object definitions
servicgs of the FAL Object Management ASE. FAL
to load or update object definitions, to read obje

delete ppplication objects and their corp
@

cooperfative assogiati $ Qr more>application-entity-invocations for the purpose of
exchange of info@ ¢ ion of/their joint operation. This relationship is aqtivated
either py the exchay otocol-data-units or as a result of preconfiguration
activities

ng the
e used
te and

3.2.7 application process object clz

a clasg of application process objects(defi bssible

attribuiles and services

3.2.8 application rélg

3.29 PNp application service element
applicdti that provides the exclusive means for establishing and
terminating~a jsati elationships

3.2.10| applicationrelationship endpoint

context_and behavior of an application relationship as seen and maintained by onelof the
application processes involved in the application relationship. Each application process
involved in the application relationship maintains its own application relationship endpoint

3.2.11 attribute

description of an externally visible characteristic or feature of an object. The attributes of an
object contain information about variable portions of an object. Typically, they provide status
information or govern the operation of an object. Attributes may also affect the behaviour of
an object. Attributes are divided into class attributes and instance attributes

3.2.12 behaviour

indication of how the object responds to particular events. Its description includes the
relationship between attribute values and services
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3.2.13 class

a set of objects, all of which represent the same kind of system component. A class is a
generalisation of the object; a template for defining variables and methods. All objects in a
class are identical in form and behaviour, but usually contain different data in their attributes

3.2.14 class attributes

an attribute that is shared by all objects within the same class

3.2.15 class code

a unique identifier assigned to each object class

3.2.16| class specific service

a serv|ce defined by a particular object class to perform a requi is not
performed by a common service. A class specific object is ur which
defineg it

3.2.17( client

(a) an pbject which uses the services of another

(b) an oint in
which it issues confirmed service request AP i i [ rver

3.2.18| conveyance path

unidire
3.2.19( cyclic
term uged to de@e

3.2.20

AR use
are tra

. On Dedicated ARs, only the FAL Header and the usger data

3.2.21

a physjcal hardware~¢onnection to the link. A device may contain more than one node

3.2.22 —device profile

a collection of device dependent information and functionality providing consistency between
similar devices of the same device type

3.2.23 dynamic AR

AR that requires the use of the AR establishment procedures to place it into an established
state

3.2.24 endpoint

one of the communicating entities involved in a connection
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error

a discrepancy between a computed, observed or measured value or condition and the
specified or theoretically correct value or condition

3.2.26 error class

general grouping for error definitions. Error codes for specific errors are defined within an
error class

3.2.27 error code

identification of a specific type of error within an error class

3.2.28( FAL subnet

networks composed of one or more data link segments. They arg

but nof routers. FAL subnets are identified by a subset of the né

3.2.29| logical device

specifies a certain FAL class that abstracts a softw, a firmware com

as an autonomous self-contained facility of an auiq

3.2.30

networ
includi

and diagnosing

3.2.31

a serie
betweq

3.2.32

role of

3.2.33

AR en
defineq

management information

ponent

k-accessible information that supports the operation of the fieldbus qystem,

ng the application layer. Managing j : tions such as controlling, mon

network

jtoring,

s of nodn g)type of communication medium. The connection paths

3.2.34

p. Pre-

AR endpoint that is placed in an established state during configuration of the AEs that control

its end

3.2.35

points

publisher

role of an AR endpoint in which it transmits APDUs onto the fieldbus for consumption by one
or more subscribers. The publisher may not be aware of the identity or the number of
subscribers and it may publish its APDUs using a dedicated AR. Two types of publishers are
defined by this standard, Pull Publishers and Push Publishers, each of which is defined

separa

tely
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3.2.36 server

a) role of an AREP in which it returns a confirmed service response APDU to the client that
initiated the request

b) an object which provides services to another (client) object

3.2.37 service

operation or function than an object and/or object class performs upon request from another
object and/or object class. A set of common services is defined and provisions for the
definition_of object-specific_services are provided. Object-specific_services are those which
are defined by a particular object class to perform a required function which~is_not performed

by a cgmmon service
3.2.38( subscriber
role of an AREP in which it receives APDUs produced pes of

subscr
which

3.3

bers are defined by this standard, pull subscribers
s defined separately

Abbreviations and symbols

Application Entity
Application Layer

CEP__Data-link Connection End Point

ach of

DLL Data-link layer

DLM Data-link-management
DLSAP Data-link service Access Point
DLSDU DL-service-data-unit

FAL Fieldbus Application Layer

ID Identifier
IEC International Electrotechnical Commission
Ind Indication
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LME Layer Management Entity

OSlI Open Systems Interconnect

QoS Quality of service

Req Request

Rsp Response

SAP Service Access Point
SDU Service Data Unit

SMIB System Management Information Base

SMK System Management Kernel

VFpP Virtual Field Device

3.4 Conventions

3.4.1 General concept

The FAL is defined as a set of object-oriented ASEs. Eac

subclaise. Each ASE specification is composed of th
servicgs, and its protocol specification. The first two are

The prptocol specification for each of the ASEs is defified in

The class definitions define the attrihutes of

specified in IEC 61158-5 standard.

provided by the ASE.

This standard uses the desgri

3.4.2 Conventions

The data-link la
of a list of attrib

5.

3.4.3

When
each G

3.5

The stTte machines are described in Table 1:

parate
ns, its
series.

bnsists
158-5-

nds to

Table 1 — Conventions used for state machines

Current Eve_n!
# state | condition Next state
=> action

Name of The Events or conditions that trigger this state transaction. The next

this current _ state after

transition. |state to => the actions
which this | The actions that are taken when the above events or in this
state conditions are met. The actions are always indented below transition is
transition | eyents or conditions. taken.
applies.

The conventions used in the state machines are as follows:
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:= Value of an item on the left is replaced by value of an item on the right. If an item on the
right is a parameter, it comes from the primitive shown as an input event.

XXX A parameter name.

Example:
Identifier := reason
means value of a 'reason' parameter is assigned to a parameter called 'ldentifier.’

XXX Indicates fixed value.

Example:
|dentifier -= "ahc"

means value "abc" is assigned to a parameter named 'ldentifier.’

<| A logical condition to indicate an item on the left is less than S ight.

>| A logical condition to indicate an item on the left is gre@ right.
<3 A logical condition to indicate an item on the left i
&& Logical "AND"
[ Logical "OR"

This cinstruct allows the execution of a
The logp is executed for all values frofn sts

right.

nsition.

Example:
for|(Identifier := start_value to end_value)
hctions
endfor
This cgnstruct allows the exe (which
might be the value of j ome of a previous action) within one trgnsition.

Example: Q
If (Fondition)

hctions

elsp
hctions
endif
Readefs 3 tribute
definitipds, the Yoca chines.
It is adsu he > e used

without furtherhexplanations.

4 Abhstract syntax

4.1 FAL-AR PDU abstract syntax
4.1.1 Top level definition

The productions defined here shall be used with the rules for APDU encoding (see 5.1.2).
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APDU ::= CHOICE {
[PRIVATE 0] ConfirmedSend-RequestPDU,
[PRIVATE 1] ConfirmedSend-ResponsePDU,
[PRIVATE 2] UnconfirmedSend-PDU,
[PRIVATE 3] UnconfirmedAcknowledgedSend-CommandPDU,
[PRIVATE 4] Establish-RequestPDU,
[PRIVATE 5] Establish-ResponsePDU,
[PRIVATE 6] Establish-ErrorPDU,
[PRIVATE 7] Abort-PDU,
[PRIVATE 8] DataSendAcknowledge-PDU

}
4.1.2 Confirmed send service

ConfirmedSend-RequestPDU ::= SEQUENCE {

[ARPHEATION O AddressARER;
InvpkelD,
CopfirmedServiceRequest

}

Confirm¢dSend-ResponsePDU ::= SEQUENCE {

[ARPLICATION 1] AddressAREP,

InvpkelD,

pdyBody CHOICE {
ConfirmedServiceResponse,
ConfirmedServiceError

}

}

4.1.3 Unconfirmed send service

UnconfifmedSend-PDU ::= SEQUENCE {
[ARPLICATION 2] AddressAREP,
InvpkelD,

pdyBody CHOICE {
nconfirmedServiceRequest,
UnconfirmedSendPD-PDU

}
4.1.4 Unconfirmed

UnconfifmedAcknowledge 3
[ARPLICATIO Addres
pkelD,

Inv|
UngonfirmedServigeR

}
4.1.5

InvokelD ::

4.1.6

MaxOS{C ::= Unsigned8
MaxOS(sS ~=Unsigned8
MaxUC3C = linsigned8

MaxUCSS ::= Unsigned8
CIU ::= Unsigned32

Establish-RequestPDU ::= SEQUENCE {
[APPLICATION 4] AddressAREP,
ConType,
MaxOSCC,
MaxOSCS,
MAXUCSC,
MAXUCSS,
Clu,
InvokelD,
initiateRequest [PRIVATE 0] IMPLICIT Initiate-RequestPDU
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Establish-ResponsePDU ::= SEQUENCE {
[APPLICATION 5] AddressAREP,
InvokelD,
initiateResponse

}

Establish-ErrorPDU ::= SEQUENCE {
[APPLICATION 6] AddressAREP,
InvokelD,
initiateError

!
4.1.7 ConType

ConType ::= ENUMERATED {

- 18 —

[PRIVATE 0] IMPLICIT Initiate-ResponsePDU

[PRIVATE 0] IMPLICIT Initiate-ErrorPDU

mmaz (0)
}

4.1.8 Data send acknowledge service

DataSer|dAcknowledge-PDU ::= SEQUENCE {

Prqtocol-Code,[APPLICATION 8],Address2ARP,

octet!!!
Blgck-Number,
Blgck-Length,
Prqtocol-Data,

}
419 Protocol-code

ProtocolfCode ::= ENUMERATED {
TCP/IP (1)
}

4.1.10| Block-number

Block-N@imber ::= Unsigned8

4.1.11 Block-l<>th
Block-Lgngth ::= Unsigrie
4.1.12

ProtocolfData::

4.1.13

AddressPARP ="SEQ
Destipation-Address,
Sourde-Address,
Destipation-Node,

--- Protog

--- transparent protocol transfer

Destination-Subnode,
Source-Node,
Source-Subnode

}
4.1.14 Destination-address

Destination-Address ::= OctetString

4.1.15 Source-address

Source-Address ::= OctetString

4.1.16 Destination-node

Destination-Node ::= Unsigned8

--- 3 Octets

--- 3 Octets

61158-6-9 © IEC:2007(E)

f the
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4.1.17 Source-node

Source-Node ::= Unsigned8

4.1.18 Destination-subnode

Destination-Subnode ::= Unsigned8

4.1.19 Source-subnode

Source-Subnode ::= Unsigned8

4.2 Abstract syntax of PDUBody

4.21 Abort service

Abort-PIPU ::= SEQUENCE {
[ARPLICATION 7] AddressAREP,
Identifier,

RepsonCode,
AddlitionalDetail

}
4.2.2 ConfirmedServiceRequest

Confirmg¢dServiceRequest::= CHOICE {
read-Request
write-Request
start-Request
stop-Request
statug-Request
identify-Request
getAt{ributes1-Request
getAt{ributes2-Request
reset{Request
resunje-Request

-- short form
-- long form

}
4.2.3 ConfirmedSe|

Confirmg¢dServiceRe e
read-Response
write-Response
start-Response
stop-Response
statug

0] IMPLICIT Stop-ResponsePDU,
[16] IMPLICIT Status-ResponsePDU,

identi [19] IMPLICIT ldentify-ResponsePDU,
getAt{ri [22] IMPLICIT GetAttributes-ResponsePDU,
reset- [37] IMPLICIT Reset-ResponsePDU,
resun [40] IMPLICIT Resume-ResponsePDU

!

4.2.4 ConfirmedSé&rviceError

Confirmg¢dServiceError ::= CHOICE {
read-Error [2] IMPLICIT ErrorType,
write-Error [5] IMPLICIT ErrorType,
start-Error [8] IMPLICIT ErrorFiType,
stop-Error [11] IMPLICIT ErrorFiType,
status-Error [17] IMPLICIT ErrorType,
identify-Error [20] IMPLICIT ErrorType,
getAttributes-Error [23] IMPLICIT ErrorType,
reset-Error [38] IMPLICIT ErrorFiType,
resume-Error [41] IMPLICIT ErrorFiType

}
4.2.5 Error type

Error type as specified in 4.1.4.6.
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4.2.6 Error Fi type

ErrorFiType ::= SEQUENCE {

errorClass [0] IMPLICIT ErrorClass,
additionalCode [1] IMPLICIT Integer16 OPTIONAL,
fiState [3] IMPLICIT Integer8

}
4.2.7 Error class

Error Class as specified in 4.1.4.7.

4.2.8 Unconfirmed PDUs

Unconfirl’nedServiceRequest ::= CHOICE {
informationReport-Request [12] IMPLICIT InformationReport-RequestPDU,
rejecttRequest [34] IMPLICIT Reject-RequestPDU

}

UnconfifmedSendPD-PDU ::= BIT STRING
4.2.9 Management ASE

4.2.9.1 Get attributes service

GetAttriputes-Request-PDU ::= SEQUENCE {
listOfpttributes [PRIVATE 0] IMPLIC
acce}iSpecification CHOICE {

index
varjiableName
fiNfme
startindex
}
}

GetAttriputes-ResponsePDU ::= $
more
listOfPbjectDefinition

n_MoreFollows,
SEQUENCE OF Gn_ObjectDefinition
}

4.2.10 Applicat':n )
42101 Get st

Status-RequestPDU ¢

Status-ResponsePRU

logicqlStatus [PRIVATE 0] IMPLICIT ENUMERATED {
reddy-far-co icatj (0),
lim|ted i S (2),

|3

physi¢alStatus [PRIVATE 1] IMPLICIT ENUMERATED {
opgrational (0),
paftially-operatioha 1),
inoperable (2),
neg¢dscoOmmissioning (3)

b

localDetail [PRIVATE 2] IMPLICIT BitString OPTIONAL

1
4.2.10.2 Identify service

Identify-RequestPDU ::= NULL

Identify-ResponsePDU ::= SEQUENCE {
vendorName [PRIVATE 0] IMPLICIT VisibleString,
modelldentifier [PRIVATE 1] IMPLICIT VisibleString,
vendorRevision [PRIVATE 2] IMPLICIT VisibleString
}
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4.2.10.3 Initiate service

Initiate-RequestPDU ::= SEQUENCE {
versionObjectDefinitionsCalling
apDescriptorCalling
accessProtectionSupportedCalling
passwordAndAccessGroupsCalling
configuredMaxPduSizeSending
configuredMaxPduSizeReceiving
listOfSupportedServicesCalling

}

Initiate-ResponsePDU ::= SEQUENCE {
versionObjectDefinitionsCalled
apDescriptorCalled

}

Initiate-ErrorPDU ::
errorGode

= SEQUENCE {

malx-fal-pdu-size-insufficient
ice-not-supported
version-obj-def-incompatible
usgr-initiate-denied
pagsword-error
prdfile-number-incompatible
b
maxPdulLengthSendingCalled
maxPgulLengthReceivingCalled
listOfupportedServicesCalled

}

4.2.10/4 Reject service
Reject-HequestPDU ::= SEQUENCE {
originpl-invokelD
rejecttcode
pdu-size
}

}
Functi@«o

4.2.11
42111 Reset

Reset-RpquestPD
keyAttribute
}

Reset-Rp
4.2.11)2

ResumelRequestPDU ::
keyAttribute
}

SEQUENCE {

- 21 -

[PRIVATE 0] IMPLICIT Integer16,

[PRIVATE 1] IMPLICIT OctetString,

[PRIVATE 2] IMPLICIT Ap_AccessProtectionSupported,
[PRIVATE 3] IMPLICIT Ap_AccessControl,

[PRIVATE 4] IMPLICIT Unsigned8,

[PRIVATE 5] IMPLICIT Unsigned8,

[PRIVATE 6] IMPLICIT Mn_PduSupportedMap

[PRIVATE 0] IMPLICIT Integer16,
[PRIVATE 1] IMPLICIT OctetStrlng,

[PRIVATE 3] IMPLICIT Ap_ AccessControI

[PRIVATE 0] IMPLICIT ENUMERATED
(0),
(1),
(2),
(3),
4),
(5),
(6)

[PRIVATE 1] IMP,

NUMERATED {

Gn_KeyAttribute

Gn_KeyAttribute

Resume-ResponsePDU ::= NULL

4.2.11.3 Start service

Start-RequestPDU ::
keyAttribute

}
Start-ResponsePDU ::

4.2.11.4

= SEQUENCE {

= NULL
Stop service

Stop-RequestPDU ::
keyAttribute

}
Stop-ResponsePDU ::

= SEQUENCE {

= NULL

Gn_KeyAttribute

Gn_KeyAttribute
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4.2.12 Variable ASE

4.2.12.1 Information report service

InformationReport-RequestPDU ::= SEQUENCE {
index Gn_NumericlD,
sublindex [PRIVATE 0] IMPLICIT Gn_Sublndex OPTIONAL,
value [PRIVATE 1] IMPLICIT ANY

}

4.2.12.2 Read service

Read-RequestPDU ::= SEQUENCE {

index Gn_NumericlD,
SUbln"‘:“’ {DDI\/ATI: {1] IMPLICIT Gn Suhlndayxy OPTIONAL

}
Read-RgsponsePDU ::= SEQUENCE ({

value [PRIVATE 0] IMPLICIT ANY
}
4.2.12]3 Write service
Write-RgquestPDU ::= SEQUENCE {
index Gn_NumericlD,
sublnfex Gn_Subindex OPTIONA
value [PRIVATE 0] IMPLJL

}

Write-Rg¢sponsePDU ::= NULL

4.3 F'ype definitions for ASEs

4.3.1 AP ASE types

4.3.11 Ap_AccessProtectionSupport

eaRs Kccess Protection is supported.

Ap_AccessProtectionSupported\;

4.3.1.2 Ap_Access

Ap_AccegssControl :tri g assword (Unsigned8) is encoded as a bit string.
password_Bit1
password_Bit2
password_Bit3
password_Bit4
passw
pass
pass
passy
accegs_Gro (16),
accegs_Group
accegs_Groups:3
accegs_Groups-4
accegs_Groups-5 (
accegs ‘Gfoups-6 (
access_Groups-7 (10),
access_Groups-8 9)

!
4.3.2 AR ASE types

4.3.2.1 Reason code and additional detail
4.3.2.1.1 Reason code

ReasonCode ::= Unsigned8

4.3.2.1.2 Additional detail

AdditionalDetaill ::= OctetString
4.3.2.2 AREP

AddressAREP::= Unsigned8 -- Least significant octet of DLCEP address
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4.3.2.3 Abort type identifier
Identifier ::= ENUMERATED {
fal-user (0),
fal-APO-ASE (1),
fal-AR-ASE (2),
dil (3)
}
4.3.3 Function Invocation ASE types
4.3.3.1 Fi_AccessPrivilege

Fi_AccessPrivilege ::= BitString {

rightTeStartRasswerd (243,
rightTpStopPassword (23),
rightTpDeletePassword (22),
rightTpStartAccessGroup (20),
rightTpStopAccessGroup (19),
rightTpDeleteAccessGroup (18),
rightTpStartAllPartner (32),
rightTpStopAllPartner (31),
rightTpDeleteAllPartner (30),
password_Bit1 (8), -- The Password (Unsi
password_Bit2 (7),
password_Bit3 (6),
password_Bit4 (5),
password_Bit5 (4),
password_Bit6 (3),
password_Bit7 (2),
password_Bit8 (1)
accegs_Groups-1 (16))
accegs_Groups-2 (15),
accegs_Groups-3 (14),
accegs_Groups-4 (13)
accegs_Groups-5 (12),

accegs_Groups-6 ),
accegs_Groups-7
accegs_Groups-8 9

Fi_8t<>

Fi_State|::= Unsigned8%{
unrunjnable
idle
runnif
stopp
startir
stopp
resun
resetting

}
4.3.3.2

S5.3Qga@

}

4.3.4 ASE types

4.3.4.1_~"Mn_PduSupportedMap

Mn_PduSupportedMap ::= BIT STRING {
getAttributes-RequestPDU
start-RequestPDU
stop-RequestPDU
resume-RequestPDU
reset-RequestPDU
read-RequestPDU
write-RequestPDU
informationReport-RequestPDU

getAttributes-ResponsePDU (25),
start-ResponsePDU (33),
stop-ResponsePDU (33),
resume-ResponsePDU (33),
reset-ResponsePDU (33),
read-ResponsePDU (35),
write-ResponsePDU (36),
informationReport-ResponsePDU (41)

-- Requester

-- Responder
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4.3.5 Variable ASE types

4.3.5.1 Vr_AccessPrivilege

Vr_AccessPrivilege ::= BitString {
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rightToReadPassword (24),
rightToWritePassword (23),
rightToDeletePassword (22),
rightToReadAccessGroup (20),
rightToWriteAccessGroup (19),
rightToDeleteAccessGroup (18),
rightToReadAllPartners (32),
rightToWriteAllPartners (31),
rightToDeleteAllPartners (30),
passy ord_Bitd (8) Thae Passwaord (I InoignnrlQ\ is—encoded-as—a-bit-stri g

password_Bit2
password_Bit3
password_Bit4
password_Bit5
password_Bit6
password_Bit7
password_Bit8
accegs_Groups-1
accegs_Groups-2
accegs_Groups-3
accegs_Groups-4
accegs_Groups-5
accegs_Groups-6
accegs_Groups-7
accegs_Groups-8

}
4.3.6 General types

4.3.6.1 Gn_Deletable

Gn_Deldtable ::= Boolean

4.3.6.2  Gn_KeyAtt

Gn_KeyApttribute ::
-- When this type is s ifj

numeficlD
name
listName

numeficAddress
symbolicAddgess

}
4.3.6.3
Gn_Length ::=
4.3.6.4

PLICIT Gn_Name,
MPLICIT Gn_Name,
1 IMPLICIT Gn_NumericAddress,
[5] IMPLICIT Gn_SymbolicAddress

®

Gn_Moré&keHew

4.3.6.5 Gn_NumericlD

Gn_NumericlD ::= Unsigned16
4.3.6.6 Gn_Name

Gn_Name ::= OctetString

-- The values of this parameter are unique within an AP.
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4.3.6.7

Gn_ObjectClass

Gn_ObjectClass ::= ENUMERATED {

}

4.3.6.8

Gn_ObjectDefinition ::= OctetString

4.3.6.Tﬁrm_ bte
Gn_Reupable ::= Boolean

4.3.6.10

functionlnvocation
fixedLengthStringDataType
structuredDataType
fixedLengthStringVariable
arrayVariable
dataStructureVariable

(3),
(3),
(6),
(7),
(8),
(9).

Gn_ObjectDefinition

— 25—

-- The semantics of this parameter are application specific.

Gn_Sublindex

Gn_Sub|ndex ::= Unsigned8

4.3.6.11

Gn_Typ¢Description ::=

}

4.3.7
4.3.71

Object-O

}

4.3.7.2

Gn_TypeDescription

CHOICE {
boolepn
integgr8
integgr16
integgr32
unsighed8
unsighed16
unsighed32
float
visiblg¢string
octetdtring
binaryDate
timeQfDay
timeDjifference

bitstripg
Object@' i

ListHeaderv:'= SEQUENCE {

-- True means reusable.
-- False means not reusable.

[1] Gn_Length,

numericld

romRamFlag

maxNamelLength
accessProtectionSupported
versionOfObjectDefinition
localReferenceOfListHeader
numberOfEntriesinDataTypelList
localReferenceOfDataTypelList
firstNumericldOfStaticList
numberOfEntriesInStaticList
localReferenceOfStaticList
firstNumericldOfVariableListDefinition
numberOfEntriesInVariableListDefinition
localReferenceOfVariableListDefinition
firstNumericldOfFunctionlnvocationDefinition

[PRIVATE 0] IMPLICIT Unsigned16,
[PRIVATE 1] IMPLICIT Boolean,
[PRIVATE 2] IMPLICIT Unsigned8,
[PRIVATE 3] IMPLICIT Boolean,
[PRIVATE 4] IMPLICIT Integer16,
[PRIVATE 5] IMPLICIT Unsigned32 OPTIONAL,
[PRIVATE 6] IMPLICIT Unsigned16,
[PRIVATE 7] IMPLICIT Unsigned32 OPTIONAL,
[PRIVATE 8] IMPLICIT Unsigned16,
[PRIVATE 9] IMPLICIT Unsigned16,
[PRIVATE 10] IMPLICIT Unsigned32 OPTIONAL,
[PRIVATE 11] IMPLICIT Unsigned16,

[PRIVATE 12] IMPLICIT Unsigned16,
[PRIVATE 13] IMPLICIT Unsigned32 OPTIONAL,
[PRIVATE 14] IMPLICIT Unsigned16,

numberOfEntriesInFunctionlnvocationDefinition [PRIVATE 15] IMPLICIT Unsigned16,

localReference OfFunctionlnvocationDefinition

[PRIVATE 16] IMPLICIT Unsigned32 OPTIONAL
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4.3.7.3 DataTypelList

DataTypelList ::= CHOICE {
[PRIVATE 0] DataTypeDefinition,
[PRIVATE 1] StructuredDataTypeDefinition

}
DataTypeDefinition ::= SEQUENCE {
numericld Gn_NumericlD,
objectClass Gn_ObjectClass,
dataTypeNameLength Gn_Length,
dataTypeName [PRIVATE 0] IMPLICIT VisibleString OPTIONAL

StructuredDataTypeDefinition ::= SEQUENCE {

numericld Ga—NumericlD,
objec{Class Gn_ObjectClass,
numberOfElements [PRIVATE 0] IMPLICIT Integer8,
recordlList SEQUENCE OF SEQUENCE{
numnericldOfDataTypeDefinition Gn_NumericlD,
datalLength Gn_Length
}

}
4.3.7.A] StaticList

StaticLidt ::= CHOICE {
[PRIVATE 0] VariableDefinition,
[PRIVATE 1] ArrayDefinition,

[PRIVATE 2] StructureDefinition

}

VariablePefinition ::= SEQUENCE {
numeficld
objeciClass
numeficldOfDataTypeDefinition
datalLpngth
accegsPrivilege
localReferenceOfVariable

varialjleName PYICIT VisibleString OPTIONAL,

extengion PLICIT OctetString OPTIONAL

!

ArrayDefinition ::= N
numericld n_NumericlD,
objec{Class Gn_ObjectClass,
numeficldOfDataTyp@De Gn_NumericlD,
datalp Gn_Length,
numbprOfElements [PRIVATE 0] IMPLICIT Unsigned8,
accegsPrivil Vr_AccessPrivilege OPTIONAL,
localReference [PRIVATE 1] IMPLICIT Unsigned32 OPTIONAL,
arrayiNan [PRIVATE 2] IMPLICIT VisibleString OPTIONAL,
extenpion [PRIVATE 3] IMPLICIT OctetString OPTIONAL

!

Structurg¢Definition,
numeficld Gn_NumericlD,
objec{Class Gn_ObjectClass,
numelicldOfDataTypeDefinition Gn_NumericlD,
accessPrivilege Vr_AccessPrivilege OPTIONAL,
structureName [PRIVATE 0] IMPLICIT VisibleString OPTIONAL,
extension [PRIVATE 1] IMPLICIT OctetString OPTIONAL,
localReferenceOfElement [PRIVATE 2] IMPLICIT SEQUENCE OF Unsigned32 OPTIONAL
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4.3.7.5

FunctionlnvocationDefinition ::

numericld

objectClass
numberOfRelatedObjects
accessPrivilege

= SEQUENCE {

— 27 —

FunctioninvocationDefinition

Gn_NumericlD,
Gn ObjectClass

[PRIVATE 0] IMPLICIT Unsigned8,
Fi_AccessPrivilege OPTIONAL,

deletable Gn_Deletable,
reusable Gn_Reusable,
functionlnvocationState F1_State,

numericldOfLoadRegion
functionlnvocationName
extension

SEQUENCE OF Gn_NumericlD,
[PRIVATE 1] IMPLICIT VisibleString OPTIONAL,
[PRIVATE 2] IMPLICIT OctetString OPTIONAL

}

4.4 Abstract syntax of data types

4.4.1 Referenced data types

4.4.2 Notation for the Boolean type

Boolean|::= BOOLEAN -- TRUE if the value is non-zero.
-- FALSE if the value is zero.

4.4.3 Notation for the Integer types

Integer = INTEGER -- any integer

Integer8|::= INTEGER (-128..+127)

Integer1p ::= INTEGER (-32768..+32767)

Integer3R ::= INTEGER

4.4.4 Notation for the Unsigned types

Unsignef ::= INTEGER

Unsignef8 ::= INTEGER (0..255

Unsignef16 ::= INTEGER (0..65535)

Unsignef32 ::= INTEGER

4.4.5 Notation for

FloatingB2 ::= BIT S

4.4.6 Notation

BitString :: =For generic use

BitString8 : -- Fixed eight bits bitstring

BitString1 -- Fixed 16 bits bitstring

BitString3 -- Fixed 32 two bits bitstring

4.4.7 OctetString type

OctetStr|ng : -- For generic use

OctetStr ng2 \ SIZE (2) -- Fixed two-octet octet string

OctetString4 »= OCTET STRING SIZE (4) -- Fixed four-octet octet string

OctetStrl nnR = QOCTET STRING SIZE (R) Eixed six-gctet octet stringa

OctetStrlng? ::= OCTET STRING SIZE (7) -- Fixed seven-octet octet string

OctetString8 ::= OCTET STRING SIZE (8) -- Fixed eight-octet octet string

OctetString16 :

4.4.8

VisibleString2 ::
VisibleString4 ::=
VisibleString8 ::
VisibleString16 ::

449

BinaryDate :

:= OCTET STRING SIZE (16) -- Fixed 16 octet octet string

Notation for VisibleString type

= VisibleString SIZE (2)
VisibleString SIZE (4)
= VisibleString SIZE (8)
= VisibleString SIZE (16)

-- Fixed two-octet visible string
-- Fixed four-octet visible string
-- Fixed eight-octet visible string
-- Fixed 16 octet visible string

Notation for BinaryDate type

= OctetString7

4.4.10 Notation for TimeOfDay type

TimeOfDay ::

= OctetString6
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4.4.11
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Notation for TimeDifference type

TimeDifference ::= OctetString6

4.4.12 Notation for TimeValue type

TimeVal

ue ::= OctetString8

4.4.13 Nortation for DL—Time-offset type

DL-Time-offsetType ::= OctetString
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Figure 1 — Insertion of identification information in the FMS PDU

No ID Info: User Data is identified 4
implicit agreement about the positio
within the PDU

The Identification Information consists of P/C flag, tag and length. The structures and the user
data of the PDU may be identified using this Identification Information.

The semantics of the user data are either known from the context or are universally known
(context specific tags or universal tags). In the syntax description the context specific tags are
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enclosed in rectangular brackets. If the semantics of a parameter are implicitly known from

the position in the PDU, no tag is used.

The following restrictions on the usage of implicitly known components (universal tags) shall

be made:

o the length of the user data shall be fixed,
e the component may not be OPTIONAL,
e the component may not be inside a CHOICE construct.

5.1.3 Structure of the identification information

5.1.3.1 General

The Identification Information (ID Info) consists of P/C flag, tag and
2.

, a8

wnNn

Figure

Tag 0 to 6, Length 0t¢ 14

1 | N
PIC | tag | Iength
b8 b7 b6 b5 b4 b3

T I gg\\
PIC| 1 1 1 length
L AN q

Q

e
(@;‘to%a ngth.0'to g

PIC :Q:\ 1 l }\l\% extende;d Ieng%h

|1 N

RSN i

PIq| 1 : 1 : 1 \/\1\ \4>extend|edtag :

T
! extlended Ien:gth !
[ | |

<\\\ \)Yag 7 to 255, Length 15 to 255

Figure 2 — Identification

The P/
(consti ENCE, SEQUENCE OF).

P/C Flag =0 <=> simple component

ponent

P/C Flag =1 <=> structured component

The tag identifies the semantics of the component.

The length is the length of the component in octets if this component is a simple one or the

number of contained components if this component is structured.

The whole ID Info is coded in one octet, if possible. The octet is divided into 3 parts of

different lengths.

e P/Cflag 1 bit
e tag 3 bits
e length 4 bits
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If the space in the fields for the length or for the tag is not sufficient, an extension is used. For
this all bits of the concerned field are set to one. The information is then encoded in the
following octet. The range of the tag is 0 to 6 and the range of the length is 0 to 14 when no
extension is used. These ranges are preferred for the most frequently occurring messages

because they produce very short PDUs.

If an extension has to be used for both the tag and the length, the tag is encoded in the first

subsequent octet and the length is encoded in the second subsequent octet.

5.1.3.2 Data types
5.1.3.21____ General

User dpta is always a simple (primitive) component. It is encoded as sh

P/IC I tag length
|

If the $emantics of the user data are
length |is fixed and implicitly known,
Figure}4.

O

5.1.3.2.2

Repregentati

\§ \Q/otation: Boolean

ange of values:

Coding: true or false

false is represented by the
value 0, true is represented
by the value FF

ition in the PDU 4
wation is added as sh

one octet as shown in Figure 5 and Figure 6|

nd the
own in

|bits 8|7|6|5|4|3|2|1 | |

octet

1Tt 111 11 1 1

Figure 5 — Representation of the value true


https://iecnorm.com/api/?name=6e16b032a61dc513edf7b5ebf4bcb016

61158-6-9 © IEC:2007(E)

5.1.3.2.3

—-31-—

| bits

8|7|6|5|4|3|2|1

octet

1

0 0 0 0 0O O0 O0 O

Figure 6 — Representation of the value false

Coding for Integer types

|nteger values are cignnri qnanfifine as shownin Figurn Z

5.1.3.2.4

>

Notation: Integer8, Integer16, Integer32 A
Range of Data type range of values eng
Values:

Integer8 -128 <i <127 1o et\

Integer16 -32768 < i 7 g&t s

Integer32 S:te
Coding: nt re reseW/

N
82 RRNs [+ [2 |2

| 1

1 \s)\214\2 212 511 510 9 28

>>26 25 24 23 22 ol 20

igure 7 — Coding of data of data type Integer16

Coding for Unsigned types

Unsigned Values are encoded as shown in Figure 8.
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Notation: Unsigned8, Unsigned16, Unsigned32
Range of [Data type range of values length
Values:
Unsigned8 0<i<255 1 octet
Unsigned16 0<i<65535 2 octets
Unsigned32 0<i< 4 octets
4294967295
Coding |Binary
bits s |7 6 [s [4 |3 |2 |1
octets
1 215 514 513 512 511 510 29 S
2 27 26 25 24 22 2< \29\\

5.1.3.2.5 Coding for Floating Point type

Floating Point values are encoded as sho

Notation: h‘c\}h\g N\t (4 octet)
Range of Values: |see IEé\E Stmsr}x\}«\a@umber (32 bits)
Coding: < ee | IEQ Mhorté&al Number (32 bits)

N \j
LSB
@As s |7 4 3 |2 |1
tek\/\ W(E)
1 N 7 26 25 24 23 22 21
\(i/ Fraction (F)
20 Vo1 22 23 o4 5 6 o7
\ Fraction (F)
2-8 2-9 2-10 2-11 2-12 2-13 2-14 2-15
Fraction (F)
4 2-16  2-17 2-18 219 2-20 2-21 2.2 5.23
SN: sign 0 = positive, 1 = negative

Figure 9 — Coding of data of data type Floating Point

5.1.3.2.6 Coding for Visible String type

Visible String values are encoded as shown in Figure 10.
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Notation:

Visible-String

Range of Values:

see ISO 646 and ISO/IEC 2375: Defining

registration

number 2 + SPACE

5.1.3.2
Octet §

Notatid

Codind:

5.1.3.2.8

The ddta type

Notatid

Coding: see ISO 646
|bits |8 |7 |6 |5 |4 |3 |2 |1
octets
1 first character
2 second character

etc.

Figure 10 — Coding of data of data t

7 Coding for Octet String type
btring values are encoded as s
n: Octet String

Binary

in EigureM 1.

n; Date/Time

Range

of\Values: ms to 99 years

Coding: in 7 octets

re 12.
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Table 2 — Coding for Date type

The time,is_stated i

value Zero«

Parameter | Range of values Meaning of the parameters
ms 0...59 999 milliseconds
min 0...59 minutes
SuU 0,1 0: standard time, 1: summer time
RSV reserve
h 0...23 hours
d. of w. 1.7 day of week: 1 = Monday, 7 =
Sunday
d ofm 1.31
day of month
months 1...12
th
years 0...99 montns
years (without the centuryy\
bits | 8 | 7 [ 6 [ 5] a3 ]2\ WV \
octets \ \/
1 215 514 513 512 511 ?/—\
2 |7 8 5 o4 (‘2\\/2% Ng 999 ms
3 |RSV RSV [,5 &24 &‘2< 21\ 2\9J Mg min
4 SuU

RSV RSV |4 2\3\\2%\21 So—T0..23n

day of week da ruont \) 1...7 d. of w.
S 1...31d. of m.

1...12 months

0 ... 99 years

milliseconds since midnight. At midnight the counting starts W

61158-6-9 © IEC:2007(E)

ith the

The date is stated in days relatively to the first of January 1984. On the first of January 1984
the date starts with the value zero.

Notation:

Range of Values:

Coding:

Time-of-day
0<i<(228-1)ms

0<i<(216-1)days

The time is represented as a 32 bit binary value. The first four (MSB) bits shall have the value

zZero.

The (optional) date is encoded as a 16 bit (2 octets) binary value.
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The Time-of-day is a string of 4 or 6 octets as shown in Figure 13.

5.1.3.2.

The d3
The st
Differe

Notati
Range

bits 8|7|654|3|2|1
octets
1 0 0 0 0 227 926 925 524 [number of
2 223 922 921 220 219 518 517 516 |milliseconds
since
4 27 26 95 24 53 52 o1 50
5 215 214 213 212 211 210 29 28 number of a
since 01 (
6 27 26 5 54 53 52 51 50 |option >

CodinI:
The ti

zero. 7
is a str

he (optio
ng of 4 or

4

[2]2]¢

count.
A Time

&value
ifference

0 227 926 525 524 |number of
2 223 922 521 520 519 518 517 516 | milliseconds
3 215 514 513 512 511 510 59 58
4 o7 26 o5 o4 53 52 o1 50
5 215 214 513 512 511 510 29 58 [number of

days
6 27 26 95 54 53 52 51 5,0 |optional
msb

Figure 14 — Coding of data of data type Time-difference


https://iecnorm.com/api/?name=6e16b032a61dc513edf7b5ebf4bcb016

~ 36— 61158-6-9 © IEC:2007(E)

5.1.3.2.11 Coding for Bit String type

Figure 15 shows the numbering scheme of the bits of the data type Bit String.

Only multiples of eight are legal values of the length (in bits) of the Bit String.

Notation: Bit String
Coding: Binary

bits s|7|e 5|4|3|2|1

octets

1 0 1 2 3 4 5 6 7

2 8 9 10 11 12 13 14 15 <
. etc.
n

A\N

.

Figure 15 — Coding of data of data

5.1.3.2.12 Coding for Time-value type

This d
clock s
a millis
while t

231\230 029 928 227 226 925 524

N

023" 522 521 520 519 18 17 ,16

215 914 513 512 211 510 29 58

signed integer

bits
ockjts
2
\Q\z\sg \2{9237 236 535 34 533 ,32
N
\7/
8

27 26 25 24 53 92 o1 20 | of 8 octets length of
1/32ms unit

msb

Figure 16 — Coding of data of data type Time-value

5.1.3.3 User data definitions
5.1.3.3.1 General

jiréd preC|S|on for appilcat|on

32s of
tation,

User data is always a simple (primitive) component. It is encoded as shown in Figure 16. The

P/C, tag, and length are encoded as shown in Figure 17.
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P/C

tag length Data

If the seman

Figure 17 — Coding of data of user data definitions with identifier

tics of the user data are known implicitly from the position in the PDU and the

length is fixed and implicitly known, then no ldentification Information is added as shown in

Figure 18.

Packed. They are defined below.

5.1.3.3.2

Null hgs the

5.1.3.3.3

Packeq
withou

5.1.3.:]
5.1.3.4.1

User d

The ca
these 9

5.1.3.4.

Data

definitions are used to describe user data iti ull and

Coding for Null

length zero. There are no

Coding for Packed

gether

bnts of

The SEQUENCE structure is comparable with a record. It represents a collection of user data

of the

Info,

which conveys the length not in octets but in number of components. The number of

components

is less than the total length in octets. In most cases an extension is not

necessary due to this length encoding. Components should be encoded in the order of ANS.1.

See Figure 1

9. Neither duplication nor deletion of an item is allowed.

Ieng!th = r|1umb¢!r of
1 tag components

I I L1 I
b8 b7 b6 b5 b4 b3 b2 bi

Figure 19 — Coding of ID info for a SEQUENCE
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A structure may contain user data or further structures as components. Single components
may be OPTIONAL, i.e. they may be omitted. In this case the ID Info is omitted too. A
SEQUENCE shall be counted as a single component even if it contains several components.

Example:

The hexadecimal notation is used for the following example of encoding. The upper case
letter X is used as a fill-in for unknown values, such as the length of the single components or
the tag of the structure. A lower case letter x represents user data.

Syntax Description Code comment

Person [1] IMPLICIT SEQUENCE {94 4 components
[0] Surname, 0OX xx ... tagO
[1][First name, TXxx ... Tag 1
[2]|City, 2X xx ... tag 2
[3]|Street 3X xx ... tag 3

}
5.1.3.4.3 SEQUENCE OF

The SEQUENCE OF structure represents a succession of co le with

an arrdy.

The stfucture may contain one or more components: S y be user data or
structufes.

The cpding is as for the structure/ Sk \CE: tement of the number of
compopents the number of repetition ) i Syntax

Description shall be used for the compyg ; N hay be
coded geveral times in succession.

Example:

employeledata [2] IMPLICIT SEQUN
[0] Pdrson

5.1.3.4.4 C

A CHO
CHOIQ
CHOIC g eted component is encoded. Only one component
be encpded 6 CE. ag has a value specified in ASN.1.

ts of a
of the
should

Example

Data ::=
[0] Employeedata
[1] Cllentdata;
[2] Sypplierdata

}

6 Structure of FAL protocol state machines

Interface to FAL services and protocol machines are specified in this subclause.

NOTE The state machines specified in this subclause and ARPMs defined in the following sections only define the
valid events for each. It is a local matter to handle these invalid events.

The behavior of the FAL is described by three integrated protocol machines. Specific sets of
these protocol machines are defined for different AREP types. The three protocol machines
are: FAL service Protocol Machine (FSPM), the Application Relationship Protocol Machine
(ARPM), and the data-link layer Mapping Protocol Machine (DMPM). The relationship among
these protocol machines as well as primitives exchanged among them are depicted in
Figure 20.
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AP _Context
FA L Se rvice Req/RspP rimiti ves FAL Se rvice Ind/CnfP rimiives
FSPM
FSP M Req/RspP rimitives FSP M Ind/CnfP rimitives
! #n ARPM
#1 ARPM |
ARPM Red/ RspP rimitiv es ARPMiIn d/ riraith >
| DMPM 4 \\\B
DL ReqRsp Primitives DL NN\BS

/}at/@\)b

avli ye

nships a on%o\whines and adjacent layers

the AP-Context and a particular

Figure 20 — Relati

5PM describes
5PM is commo
S responsj

s.g‘ internal primitives from the ARPM and convert them into
ives fox the”AP-Context;

tosdeliverthe FAL service primitives to the AP-Context based on the AREP Id
parameter associated with the primitives.

AREP.

nd does not have any state changgs. The

fo FAL

entifier
to the

service

entifier

The ARPM describes the establishment and release of an AR and exchange of FAL-PDUs
with a remote ARPM(s). The ARPM is responsible for the following activities:

e)

f)

g)

to accept FAL internal primitives from the FSPM and create and send other FAL
internal primitives to either the FSPM or the DMPM, based on the AREP and

primitive types;

to accept FAL internal primitives from the DMPM and send them to the FSP
form of FAL internal primitives;

M as a

if the primitives are for the Establish or Abort service, it shall try to establish or

release the specified AR.

The DMPM describes the mapping between the FAL and the DLL. It is common to all the
AREP types and does not have any state changes. The DMPM is responsible for the following
activities:
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h) to accept FAL internal primitives from the ARPM, prepare DLL service primitives, and
send them to the DLL;

i) to receive DLL indication or confirmation primitives from the DLL and send them to
the ARPM in a form of FAL internal primitives.

7 AP-Context state machines

71 VCR PM structure

This fieldubs defines a single state machine, the the VCR Connection protocol machine. Its
relationship with its user and with the underlying FSPM, as well as primitives exchanged
among[them, are depicted in Figure Z7T.

VCR User Q ]

A
Type 9 Req/Rsp Primitives Type 9 Ind/Cnf Primitiv:

AREP Reqg/Rsp Primitives AREP nd/Cnf.Primitives

The V
operat
The V(

PM state machine that describes the
ed by exchanging Initiate service APDUs.

e rules

7.2

7.2.1 General

The VCR PM state machine, illustrated in Figure 22, describes the VCR endpoint behavior.
For connectionless VCRs, the state machine begins in the OPEN state.
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S3G, S4~S9, S11D~S13D

CONNECTION-
NOT-ESTABLISHED

$16G~S23G
S§25D~S30D

S1G, S2G
S10D
CONNECTION- CONNECTION-
STABHSHING 839;-5467542~845; ESTABHSHING
CALLED S47~853, 855, S56, S59
$60, S62, S63

§24D

CONNECTION-
ESTABLISHED

NOTE | The transaction numbers with “G” suffix are for th

uffix are

for the dalled protocol machine. The transactions wi ix\a e whose

role is yet to be determined.

7.2.2 | AP-VCR states
CONNECTION-NOT-E

The co
and AH

nnection ervice primitives Initiate.req, ASC.ind, Ab

shall be rejected with the Abort service.

CONN
The lo tablish the connection. Only the service primitives ASQ
ASC.c nd are allowed. All other services shall be rejected W

The rgmote \FMS>usger wishes to establish the connection. Only the service pri

ort.req

.cnf(+),
ith the

Mmitives
hall be

Initiate] rsp(+) Initiate.rsp(- ) Abort req and ABT. |nd are allowed. All other services s
rejected-w 5 C 3 > - 3

CONNECTION-ESTABLISHED
The VCR is established. The service primitives Initiate.req, Initiate.rsp(+), Initiate.rsp

ED.

(-) are

not allowed and shall be rejected with the Abort service. The following actions shall be taken

to reset a VCR ( Reset VCR ).

e Set attribute "Outstanding services Counter Sending" and attribute "Outstanding ser
Counter Receiving" of the VCR (dynamic part) to 0.

e Set state of the VCR to "CONNECTION-NOT-ESTABLISHED".
7.2.3 AP-VCR initiation state transitions

Table 3 defines the AP-VCR state transitions.

vices
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Table 3 — AP-VCR state machine transactions

61158-6-9 © IEC:2007(E)

Event or condition

# Current state _ - Next state
=> action

S1G CONNECTION- |[Initiate.req CONNECTION -
NOT- && VCR is valid ESTABLISHING-
ESTABLISHED |&& VCR type = QUB CALLING

=>
ASC.req{
Data := Initiate-RequestPDU
}

S2G CONNECTION- |[Initiate.req CONNECTION -
NOT- && VCR is valid ESTABLISHING-
ESTABLISHED |&& VCR type <> QUB CALLING

=>
ASC.req{
Data := NULL
} A

S3G CONNECTION- |Initiate.req ONNEJTION-
NOT- && VCR is not valid NOY-
ESTABLISHED | => TABLISHED

Abort.ind{

Abortldentifier := FMS,

ReasonCode := VCR error Q\
}

S4 CONNECTION- | Abort.req ) CONNEQTION-
NOT- => NOT-
ESTABLISHED (no actions taken) N (7 ESTABLISHED

S5 CONNECTION- |FMS service.primitive gther than [nitiata. & Abor CONNEQTION-
NOT- => NOT-
EFSTABLISHED Abort.ind{ ESTABLISHED

Abortldentifier :=
ReasonCode := U
}

S6 CONNECTION- |ABT.ind Q \\/ CONNEQTION-
NOT- => NOT-
ESTABLISHED (n@sm . ESTABLISHED

S7 CONNECTION- unknbwn FAS W\lﬁe CONNE(QTION-
NOT- = NOT-
FSTABLISHED ESTABLISHED

O G

S8 CONNECTION, priteitiveather than ASC.ind and ABT.ind CONNE(QTION-
NOT- NOT-
FSTABLISHE ESTABLISHED

ntifier := FMS,
\ ReasonQode := Connection state conflict FAS
}
AN

S9 9 NNE‘S%I\;\\% CONNE(TION-

NOT-= &&.D = not allowed, unknown or faulty FMS PDU NOT-
FSTABL E > ESTABLISHED
ABT.req{
Abortldentifier := FMS,
ReasonCode := FMS PDU error
}

S10D |CONNECTION- |ASC.ind CONNECTION -
NOT- && Data Initiate-RequestPDU ESTABLISHING-
ESTABLISHED |&& VCR is valid CALLED

&& Max FMS PDU length test is positive
&& FmsFeaturesSupported test is positive
=>

Initiate.ind{

}
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Event or condition

# Current state _ . Next state
=> action

S11D |CONNECTION- |ASC.ind CONNECTION-
NOT- && Data = Initiate-RequestPDU NOT-
ESTABLISHED |&& VCR is invalid ESTABLISHED

=>
ABT.req{
Abortldentifier := FMS,
ReasonCode := VCR error
}

S12D |CONNECTION- |ASC.ind CONNECTION-
IOT. & Data = lnitiate anunefpnll NOQT.
FSTABLISHED |&& VCR is valid ESTABLISHED

&& Max FMS PDU length test is negative
=>
ASC.rsp(-){
Data := Initiate-ErrorPDU{
ErrorCode := max-fms-pdu-size-insufficient
} } <\

S13D | CONNECTION- |ASC.ind CONNEQTION-
NOT- && Data = Initiate-RequestPDU NOT-
FSTABLISHED |&& VCR is valid ESTABLISHED

&& Max FMS PDU length test is positivé
&& FmsFeaturesSupported test is nega
=>
ASC.rsp(-){
Data := Initiate¢ErroxPD
ErrorCode := feature-not-suppor
}
}

S14G CONNECTION - | ASC.cnf(+) CONNEdTION-
CALLING

S15G | CONNECTIONA- CONNEJQTION-
FSTABLISHING ESTABLISHED
CALLING N

S16G | CONNECTION\- CONNEJQTION-

NOT-
ESTABLISHED
b
reset VCR

S17G | CONNECTION - TASC.cnf(-) CONNEJTION-

FSTABLISHING | && Data = NULL NOT-
CALLING &8 \CR type = QUU or BNU ESTABLISHED
=>
Initiate.cnf(-){
ErrorCode := Error code in ASC.cnf
b
reset VCR

S18G |CONNECTION - |ABT.ind CONNECTION-
ESTABLISHING |=> NOT-
-CALLING Abort.ind{ ESTABLISHED

Abortldentifier := Abortldentifier of ABT.ind,
ReasonCode := ReasonCode of ABT.ind

h

reset VCR

S19G |CONNECTION - | Abort.req CONNECTION-
ESTABLISHING |=> NOT-
-CALLING ABT.req{ ESTABLISHED

Abortldentifier := Abortldentifier of Abort.req,
ReasonCode := ReasonCode of Abort.req

2

reset VCR
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Event or condition

# Current state _ . Next state
=> action

S20G |CONNECTION - | Faulty or unknown FAS service primitive CONNECTION-
ESTABLISHING |=> NOT-
-CALLING ABT.req{ ESTABLISHED

Abortldentifier := FMS,
ReasonCode := FAS error
2
Abort.ind{
Abortldentifier := FMS,
ReasonCode := FAS error
3
reset VCR

S21G |CONNECTION - | FAS service primitive other than ASC.cnf and ABT.ind ONNEQTION-
ESTABLISHING | => NOT>
CALLING ABT.req{ STABLISHED

Abortldentifier := FMS,
ReasonCode :=Connection state conflict FAS
2
Abort.ind{ >
Abortldentifier := FMS,
ReasonCode :=Connection state conflict' RAS
3
reset VCR /—\

S$22G | ONNECTION - [ASC.cnf \/ CONNEJTION-
FSTABLISHING | && Data = not allowed, unknown orfailty U NOT-
CALLING => ESTABLISHED

ABT.req{

Abortldentifier :

ReasonCode := F e
2
Abort.ind{

Abortldentifier :

easonC S ror

3
Neset\(CR

S23G |LCONNECTION - |F ve. othex thanlnifiate.rsp and Abort.req CONNE(QTION-
EFSTABLISHIN NOT-

CALLING é ESTABLISHED
= S;
< Useft error
;= FMS,
ode := User error
S24D itiate\rsp(+) CONNEJQTION-
=3 ESTABLISHED
ASC.rsp(+){
Data = Initiate-ResponsePDU
}

S25D |CONNECTION - | Initiate.rsp(-) CONNEJQTION-

ESTABLISHING |=> NQT-
-CALLED ASC.rsp(-){ ESTABLISHED
Data = Initiate-ErrorPDU{
ErrorCode = ErrorCode of Initiate.rsp
}
b
reset VCR

S26D |CONNECTION - | Abort.req CONNECTION-
ESTABLISHING |=> NOT-

-CALLED ABT.req{ ESTABLISHED

Abortldentifier := Abortldentifier of Abort.req,
ReasonCode := ReasonCode of Abort.req

h
reset VCR
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Event or condition

# Current state _ . Next state
=> action
S27D |CONNECTION - |ABT.ind CONNECTION-
ESTABLISHING |=> NOT-
-CALLED Abort.ind{ ESTABLISHED
Abortldentifier := Abortldentifier of ABT.ind,
ReasonCode := ReasonCode of ABT.ind
h
reset VCR
S28D |CONNECTION - | Faulty or unknown FAS service primitive CONNECTION-
ESTABLISHING |=> NOT-
CALLED ABT.reqf ESTABLISHED
Abortldentifier := FMS,
ReasonCode := FAS error
3
Abort.ind{
Abortldentifier := FMS,
ReasonCode := FAS error
5
r