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FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization con
ational electrotechnical committees (IEC National Committees). The object of IEC is to prombote interi
peration on all questions concerning standardization in the electrical and electroniccfields. To this ¢
Hdition to other activities, IEC publishes International Standards, Technical Specifications, Technical R

aration is entrusted to technical committees; any IEC National Committee interested in the subject de
participate in this preparatory work. International, governmental and non-governmental organizations

hdardization (1SO) in accordance with conditions determined by agreemént)between the two organiza

formal decisions or agreements of IEC on technical matters expressyas nearly as possible, an inter
Eensus of opinion on the relevant subjects since each technical\committee has representation f
rested IEC National Committees.

Publications have the form of recommendations for interfiational use and are accepted by IEC N
hmittees in that sense. While all reasonable efforts are ‘made to ensure that the technical content
lications is accurate, IEC cannot be held responsiblé\ for the way in which they are used or
nterpretation by any end user.

rder to promote international uniformity, IEC National Committees undertake to apply IEC Publ

IEC Publication and the corresponding national or regional publication shall be clearly indicated in th

itself does not provide any attestation of<conformity. Independent certification bodies provide coff
pssment services and, in some areas, access to IEC marks of conformity. IEC is not responsible
ices carried out by independent certification bodies.

sers should ensure that they hayetthe latest edition of this publication.

iability shall attach to IEC ar its directors, employees, servants or agents including individual exp¢g
hbers of its technical committees and IEC National Committees for any personal injury, property dan
r damage of any natufe_whatsoever, whether direct or indirect, or for costs (including legal feg
enses arising out of~the publication, use of, or reliance upon, this IEC Publication or any oth
lications.

ntion is drawn te the Normative references cited in this publication. Use of the referenced publica
Epensable forythe correct application of this publication.

draws attention to the possibility that the implementation of this document may involve the use of a

to i

information, which may be obtained from the patent database available at https://patents.iec.ch. IEC shal

therFof. As of the date of publication of this document, IEC had received notice of a patent, which may be r|

takes aoyposition concerning the evidence, validity or applicability of any claimed patent rights in

plement this document. However, implementers are cautioned that this may not represent th

licly Available Specifications (PAS) and Guides (hereafter referred to as YEE" Publication(s)").

prising
ational
nd and
eports,
Their
alt with
liaising

the IEC also participate in this preparation. IEC collaborates closely with the International Organizgtion for

ions.

ational
rom all

ational
of IEC
or any

cations
etween
b |atter.

formity
for any

rts and
hage or
s) and
er IEC

tions is

patent.
Fespect
Equired
b latest

not be

held responsible for identifying any or all such patent rights.

IEC 61784-3-19 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1276/CDV 65C/1298/RVC

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.
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The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all parts of the IEC 61784-3 series, published under the general title Industrial
communication networks — Profiles — Functional safety fieldbuses, can be found on the IEC
website.

The committee has decided that the contents of this document will remain unchanged wuntil the
stability date indicated on the IEC website under webstore.iec.ch in the data related fo the
specifijc document. At this date, the document will be

e re¢onfirmed,
e withdrawn, or

e reyised.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indigates
that |t contains colours which are considered to be useful for the correct understanding
of itg contents. Users should therefore print this document using a colour printer
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The IEC 61158 fieldbus standard series together with its companion standards series
IEC 61784-1 and IEC 61784-2 defines a set of communication protocols that enable distributed
control of automation applications. Fieldbus technology is now considered well accepted and
well proven. Thus, fieldbus enhancements continue to emerge, addressing applications for
areas such as real time and safety-related applications.

The IEC 61784-3 series explains the relevant principles for functional safety communications
with reference to the IEC 61508 series and specifies several safety communication layers
(profiles and corresponding protocols) based on the communication profiles and protocol layers

of the[TEC 61784-1T, TEC 61784-Z and IEC 61158 series. It does not cover elecftrical SafeLy
intringic safety aspects. It also does not cover security aspects, nor does it provid
requirements for security.

Figur

1 shows the relationships between the IEC 61784-3 series and relevant safetfy
fieldbyis standards in a machinery environment.

and
any

and

IE¢ 61918 IEC 61784-5
Installjation guide | Installation guide Design of safety-related electrical, electronic and program-
(common part) (profile-specific) mable electronic contro_l syst.ems (SRECS) for machinery
IEC $12443 IEC 61010-2-201 SIL based q PIL based
Sepurity Requirements \
(comnpon part) for electrical safety R ¥/ o i R _ Design objective_
l Yv v e el Applicable standards
eneric EMC and FS ISO 13849
«— IEC 61326-3-1 Safety-related parts
EMC and FS 'E(_: 62061 of machinery
IBC 61784-3 Functional safety (SRPCS)
Funictional safety IEC 61000-1-2 for machinery Non-electrical
cofnmunication Methodology for FS (SRECS) Electrical
€---------——----}F----%4 - - -
e m oo L L L . Temmmm—
IEC 61158 Example products standards
s IEC_61508
|EC_ p1784-1, 61 73_4-2 Functional safety (FS) IEC 61496 || IEC 61131-6 || IEC 61800-5-2 1ISO 1021B-1
Figdbus for use in ; Safety function,| |Functional safety|| Safety functions | Safety requirgments|
. - (basic standard)
industfial control systems e.g. light curtains for PLC for drives for robo
Key | [] (yellow)safety-related standards
[] (blue)fieldbus-related standards
7 (dashed yellow) this standard
A —» B" document A is referenced in document B (normative)
A-<>» B document Ais cited in or influenced by document B (informative)
IEC
NOTE IEC 62061 specifies the relationship between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)

Figure 2 shows the relationships between the IEC 61784-3 series and relevant safety and
fieldbus standards in a process environment.
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IEC 61918 IEC 61784-5
Installation guide | Installation guide
(common part) | (profile-specific)

IEC 612443 IEC 61010-2-201
Security Requirements .
(common part) for electrical safety See safety standards for machinery
(Figure 1)

l v \4

Valid also in process industries,

IEC 61326-3.22 whenever applicable

< EMC and
IEC 61784-3 functional safety

Functional safety

ommunication

i 1

| ] IEC 61511 Example product standand
IESCllaseclics] IEC 61508 Functional safety — e
IEC §1784-1, 61784-2 Functional safety |—»| Safety instrumented IEC 611316
gl o s (basic standard) systems for the Functional safety
industtial control system process industry sector ‘ for PLC

Key | [] (yellow) safety-related standards

1 (blue) fieldbus-related standards

1 (dashed yellow) this standard

A — B document A is referenced in document B (normative)

A ---+»B document Ais cited in or influenced by document B (infermative)
IEC

a8 For|specified electromagnetic environments; otherwise-JEC 61326-3-1 or IEC 61000-6-7.

Figure 2 — Relationships of IEC 61784-3 with other standards (process)

Safety communication layers which -are implemented as parts of safety-related syjstems
accordling to the IEC 61508 seriesprovide the necessary confidence in the transportafion of
messages (information) between\two or more participants on a fieldbus in a safety-related
system, or sufficient confidenceof safe behaviour in the event of fieldbus errors or failurgs.

Safety communication layers specified in the IEC 61784-3 series do this in such a way |[that a
fieldbyis can be used far applications requiring functional safety up to the Safety Integrity|Level
(SIL) $pecified by its'\coérresponding functional safety communication profile.

The rgsulting SIE claim of a system depends on the implementation of the selected fungtional
safety| communication profile (FSCP) within this system — implementation of a functional safety
commjunication profile in a standard device is not sufficient to qualify it as a safety device.

The IEC 61784-3 series describes:

e basic principles for implementing the requirements of the IEC 61508 series for safety-related
data communications, including possible transmission faults, remedial measures and
considerations affecting data integrity;

e functional safety communication profiles for several communication profile families in the
IEC 61784-1 and IEC 61784-2 series, including safety layer extensions to the
communication service and protocols sections of the IEC 61158 series.
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-19: Functional safety fieldbuses —
Additional specifications for CPF 19

cope

This part of IEC 61784-3 specifies a safety communication layer (services and protoco)) pased
on |IEC 61784-1-19, IEC 61784-2-19 and the IEC 61158 series (Type 24 andcType 27). It
identifies the principles for functional safety communications defined in IEC 617%84-3 thjat are
relevant for this safety communication layer. This safety communication layersis intend
impleentation in safety devices only.

NOTE

electric|

This d

partic
requir

It does not cover electrical safety and intrinsic safety aspects. Electrical safety relates to hazards
bl shock. Intrinsic safety relates to hazards associated with potentially explosive atmospheres.

pants within a distributed network using fieldbus techndlogy in accordance wi
ements of the IEC 61508 series! for functional safety.Phese mechanisms can be u

d for

such as

ocument defines mechanisms for the transmission of safety-relevant messages gmong

h the
sed in

various industrial applications such as process contfol, manufacturing automatiof and

machi

This d

hery.

systems.

NOTE 2 The resulting SIL claim of a system .dépends on the implementation of the selected functiona

commu
this do

2 N

The fq

amen

IEC 6
Equip

IEC 6

hication profile within this system — implementation of a functional safety communication profile acco
ument in a standard device is not sufficient to qualify it as a safety device.

prmative references

llowing documents.are referred to in the text in such a way that some or all of their ¢

ments) applies.

131-2)\Industrial-process measurement and control — Programmable controllers — |
ment requirements and tests

ocument provides guidelines for both developers and assessors of compliant devicgs and

safety
ding to

bntent

constifutes requirements)of this document. For dated references, only the edition cited applies.
For undated referehces, the latest edition of the referenced document (includin

j any

Part 2:

158 (all parts), Industrial communication networks — Fieldbus specifications

IEC 61158-6-24, Industrial communication networks — Fieldbus specifications — Part 6-24:
Application layer protocol specification — Type 24 elements

IEC 61158-6-27, Industrial communication networks — Fieldbus specifications — Part 6-27:
Application layer protocol specification — Type 27 elements

IEC 61326-3-1, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — General industrial applications

T Inthe following pages of this document, "IEC 61508" will be used for "the IEC 61508 series".
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IEC 61326-3-2, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-2: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — Industrial applications with
specified electromagnetic environment

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic safety-
related systems

IEC 61511 (all parts), Functional safety — Safety instrumented systems for the process industry
sector

IEC 6

784-1-19:2023, Industrial networks — Profiles — Part 1-19: Fieldbus profi

les —

Communication Profile Family 19

IEC 61784-2-19:2023, Industrial networks — Profiles — Part 2-19: Additional realstime fi¢ldbus
profilgs based on ISO/IEC/IEEE 8802-3 — CPF 19

IEC 61784-3, Industrial communication networks - Profiles - Part(3: Functional [safety
fieldblises — General rules and profile definitions

IEC 61784-5-19, Industrial networks — Profiles — Part 5: Installation of fieldbuses — Installation
profilgs for CPF 19

IEC 62061, Safety of machinery — Functional safety of Safety-related control systems

3 Terms, definitions, symbols, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61784-3 and the
follow|ng apply.

ISO apd IEC maintain terminelogy databases for use in standardization at the following
addregses:

o |ELC Electropedia: available at https://www.electropedia.org/

e ISP Online browsing platform: available at https://www.iso.org/obp

NOTE | ltalics are_Gsed in the definitions to highlight terms which are themselves defined in 3.1.

3.11 Common terms and definitions

NOTE | These common terms and definitions are inherited from IEC 61784-3:2021.

3.1.1.1

communication channel

logica

| connection between two end-points within a communication system

3.1.1.2
communication system
arrangement of hardware, software and propagation media to allow the transfer of messages

(1ol

EC 7498-1 application layer) from one application to another

3.1.1.3
connection

logica

| binding between two application objects within the same or different devices
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3.1.1.4
CRC
Cyclic Redundancy Check

<value> redundant data derived from, and stored or transmitted together with, a block of data

in order to detect data corruption

3.1.1.5

CRC

Cyclic Redundancy Check

<method> procedure used to calculate the redundant data

Note 1 .
documgnt to refer to the redundant data.

3.1.1.
error
discrepancy between a computed, observed or measured value or condijtion and the
speciffed or theoretically correct value or condition

Note 1 fo entry: Errors can be due to design mistakes within hardware/software and/ar corrupted informat|
to electromagnetic interference and/or other effects.

Note 2 fo entry: Errors do not necessarily result in a failure or a fault.

[SOURCE: IEC 61508-4:2010, 3.6.11, modified — Notes to entry have been added.]

termirjation of the ability of a functional unit to provide a required function or operatio
functigpnal unit in any way other than as required

Note 1 fo entry: Failure can be due to an error (foriexample, problem with hardware/software design or m
disruptipn).

[SOURCE: IEC 61508-4:2010, 3.6.4;-modified — Notes and figures have been replaced.]

3.1.1.8
fault
abnorfnal condition that may cause a reduction in, or loss of, the capability of a function
to perform a required-function

Note 1 fo entry: IEE60050-191:1990, 191-05-01 defines "fault" as a state characterized by the inability to
a requifed function, €xcluding the inability during preventive maintenance or other planned actions, or due tg
externgl resourees.

[SOURCEIEC 61508-4:2010, 3.6.1, modified — Figure reference has been deleted.]

i in this

true,

on due

h of a

essage

Al unit

berform
lack of

3.1.1.9
frame
denigrated synonym for DLPDU

3.1.1.10

master

communication entity able to initiate and schedule communication activities by other st
which may be masters or slaves

ations
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3.1.1.11

message

<information theory and communication theory> ordered sequence of characters (usually
octets) intended to convey information

[SOURCE: ISO/IEC 2382:2015, 2123205, modified — insertion of "(usually octets)", deletion of
notes and source]

3.1.1.12

redundancy
existence of more than one means for performing a required function or for representing
infornyation

[SOURCE: IEC 61508-4:2010, 3.4.6, modified — Example and notes have been deleted.]

3.1.1.13
safety communication channel
SC

commjunication channel starting at the top of the SCL of the source and'ending at the top|of the
SCL of the sink

Note 1 fo entry: It can be modeled as two SCLs connected by a black charinél’or a defined communication system,
or a defined channel.

3.1.1.14

safety communication layer
SCL
commpunication layer above the FAL that includesiall necessary additional measures to gnsure
safe tfansmission of data in accordance with therequirements of IEC 61508

3.1.1.15
safety connection
connéelction that utilizes the safety prétocol for communications transactions

3.1.1.16
safety data
data tfansmitted across a ‘safety network using a safety protocol

Note 1 to entry: The Safety Communication Layer does not ensure safety of the data itself, only that the|data is
transmitted safely.

3.1.1.17

safety device
devicg designed in accordance with IEC 61508 and which implements the functional gafety
commjunieation profile

3.1.1.18

safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction
measures, that is intended to achieve or maintain a safe state for the EUC, in respect of a
specific hazardous event

[SOURCE: IEC 61508-4:2010, 3.5.1, modified — References and example have been deleted.]
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3.1.1.19

safety function response time

worst case elapsed time following an actuation of a safety sensor connected to a fieldbus, until
the corresponding safe state of its safety actuator(s) is achieved in the presence of errors or
failures in the safety function

Note 1 to entry: This concept is introduced in IEC 61784-3:2021, 5.2.4 and addressed by the functional safety
communication profiles defined in this document.

3.1.1.20

safety integrity level
SIL

discreffe Tevel (one out of a possible Tour), corresponding 10 a range of safrety integrity vplues,
wherel safety integrity level 4 has the highest level of safety integrity and safety integrity level 1
has the lowest

Note 1 fo entry: The target failure measures (see IEC 61508-4:2010, 3.5.17) for the four safety‘integrity leyels are
specifigd in IEC 61508-1:2010, Tables 2 and 3.

Note 2 [to entry: Safety integrity levels are used for specifying the safety integrity ‘requirements of thq safety
functiofs to be allocated to the E/E/PE safety-related systems.

Note 3 fo entry: A safety integrity level (SIL) is not a property of a system, subsystem, element or compongnt. The
correct|interpretation of the phrase "SlILn safety-related system" (where nds™¥, 2, 3 or 4) is that the syptem is
potentiglly capable of supporting safety functions with a safety integrity leyehup to n.

[SOURCE: IEC 61508-4:2010, 3.5.8]

3.1.1.21

safety measure

measullre to control possible communication errors that is designed and implemented in
compljance with the requirements of IEC 61508

Note 1 fo entry: In practice, several safety measures are combined to achieve the required safety integrity fevel.

Note 2 fo entry: Communication errors and related safety measures are detailed in IEC 61784-3:2021, 5.3 gnd 5.4.

3.1.1.p2

safety PDU
SPDU
PDU transferred through.the safety communication channel

Note 1 fo entry: The _SRDU may include more than one copy of the safety data using differing coding structufes and
hash fupctions together with explicit parts of additional protections such as a key, a sequence count, or a tim¢ stamp
mecharnism.

Note 2 fo entry:. Redundant SCLs may provide two different versions of the SPDU for insertion into separate fields
of the fleldbus‘frame.

3.1.1.23

safety-related application

programs designed in accordance with IEC 61508 to meet the SIL requirements of the
application

3.1.1.24
safety-related system
system performing safety functions according to IEC 61508

3.1.1.25

slave

communication entity able to receive messages and send them in response to another
communication entity which may be a master or a slave, but not to initiate communication
activities
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3.1.2 CPF 19: Additional terms and definitions

3.1.21
safety master

active communication entity which transmits safety output data to a safety slave and receives

safety input data from a safety slave

3.1.2.2
safety slave

active communication entity which receives safety output data from a safety master and

transmits safety output data to a safety master

3.1.2.E
non-sjafety master

active| communication entity which transmits non-safety output data to a non-safety slay

receivies non-safety input data from a non-safety slave

3.1.2.4
non-sjafety slave

active| communication entity which receives non-safety output data-from a non-safety n

and transmits non-safety output data to a non-safety master

3.1.2.
node pddress
identifier of each communication entity

3.1.2.
safety output data
SPDU| transmitted from a safety master to a safety slave

input user'data
efined data in safety input data

fail s

e and

haster

state to which safety masters and safety slaves transit in case of error

Note 1 to entry: In this state, safety output user data and safety input user data are all "0".

3.2 Symbols and abbreviated terms

3.21 Common symbols and abbreviated terms

CP communication profile

CPF communication profile family
CRC cyclic redundancy check
DLL data link layer

DLPDU data link protocol data unit
EUC equipment under control

[IEC 61784-1 (all parts)]
[IEC 61784-1 (all parts)]

[ISO/IEC 7498-1]

[IEC 61508-4:2010]
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E/E/PE electrical/electronic/programmable electronic [IEC 61508-4:2010]
FAL fieldbus application layer [IEC 61158-5 (all parts)]
FSCP functional safety communication profile

PDU protocol data unit [ISO/IEC 7498-1]
Pe bit error probability

PhL physical layer [ISO/IEC 7498-1]
PL performance level [ISO 13849-1]
SC safety communication channel

SCL safety communication layer

SIL safety integrity level [IEC 61508-4/2010]
SPDU safety PDU

3.2.2 CPF 19: Additional symbols and abbreviated terms
NVS | non-volatile storage
LSB | least significant bit

3.3 Conventions

Convégntions used in this document are defined in IEC 61784-1-19, IEC 61784-2-19, and the
IEC 61158 series Type 24 and 27.

4 Operview of FSCP 19 (MECHATROLINK Safety)

CPF 19 (commonly known as MECHATROLINK™ 2) is defined in IEC 61784-1-19 and
IEC 61784-2-19 with fieldbus protocol layers defined in the IEC 61158 series Type 24 apd 27.
Functional safety communication profiles, FSCP 19 (MECHATROLINK Safety) is basgd on
CPF 19 and the SCL defined in this part.

An overview of the system structure for FSCP 19 is shown in Figure 3. A non-safety mapter is
shown in control domain 1, (tis responsible for establishing and managing the non-safety
commpnication channels in a master-slave relationship with the non-safety slaves using C[PF 19.

Safety masters, as shown in control domains 2 and 3, are responsible for establishing and
managing the safety communication channels in a master-slave relationship with the safety
slaveg using FSER*19. Each safety master shall be limited to a single safety-related dontrol
domain.

FSCP|19 allows non-safety communication and safety communication to co-exist. A devi¢e can
implement the non-safety communication function, the safety communication function, ol both.

2 MECHATROLINK™ is a trade name of Yaskawa Electric Corporation. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC of the trade name holder
or any of its products. Compliance to this document does not require use of the trade name MECHATROLINK™.
Use of the trade name MECHATROLINK™ requires permission of Yaskawa Electric Corporation and compliance
with conditions for their use (such as testing and validation).
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. Control : .+ Control

. ) Safety . - ; Safety

domain 2 master - domain 3 T
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Figure 3 — Basic FSCP 19 system

5 Gieneral

5.1
Additi

5.2

External documents providing specifications for the profile

bnal documents providing more information are*dnder preparation.

Safety functional requirements

This document specifies the services and)\ protocols for a functional safety communi
system based on fieldbus CPF 19. The cémmunication technologies specified in this doc

shall
IEC 6

only be implemented in devices designed in accordance with the requireme
508.

The fgllowing requirements shall*apply to the development of devices that implement FS
protoqols. The same requirements were used in the development of FSCP 19.

Safety Safety Safety Safety
stave: stave Pa— stave: starve—
Key m CPF 19 Non safety master function @ FSCP 19 Safety master function
e CPF 19 Non safety slave function 9 FSCP 19 Safety slave function
<==p Non safety connection Safety connection

IEC

cation
Lment
hts of

CP 19

e The FSCP 19 protocols are designed to support Safety Integrity Level SIL 3 (rdfer to
IEC 61508).

. Ir:rlementations of FSCP 19 shall comply with IEC 61508.

e Thle basic.requirements for the development of the FSCP 19 protocol are in IEC 61784-3.

e Environmental conditions shall comply with IEC 61131-2 for the basic levels$ and
IEC\69326-3-1, IEC 61326-3-2 for the safety margin tests, unless there are specific pfoduct
standards.

e Unless specified in this part, the CPF 19 requirements shall be unchanged for safety.

5.3
5.3.1

Safety measures

General

Safety measures used in the FSCP 19 are shown in Table 1.
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Table 1 — Communication errors and safety measures
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Safety measures

withiph non-safety
network products

Comr:rt::ir(;ation Ssg:qir;cre Time expectation | Connection ID CRC R;?)L;gdcahneccykivr\:igth
(See 5.3.2) (See 5.3.3) (See 5.3.4) (See 5.3.5) (See 5.3.6)
Corruption X X
Unintended
repetition X
Incorrgct sequernce A
Loss X X
Unaccgptable delay X
Ihsertion X X
M4gsquerade X X X X
Addressing X
Repetition by
menjory failures X

5.3.2

Sequence number

To defect a network failure, a safety master and'safety slaves shall have four types of sequence
number for each connection instance, as shown in Table 2.

Table 2= Sequence number list

Sequence number

Size

Description

Mastef sequence number

16 bits

Included in SPDU
Transmitted from safety master to safety slave
Checked by safety slave

Initial value is 0x 0001

Extended mastef sequence number

32 bits

Not included in SPDU
Checked by safety slave
Initial value is 0x 0000 0000

Included in SPDU

Slave sequence number

16 bits

Initial value is 0x 0001

T byl e } " S "
TTarisIimitCu ImuIIT SdliTly SIdvVe LU Saltly TTTdsicl

Checked by safety master

Extended slave sequence number

32 bits

Not included in SPDU
Checked by safety master
Initial value is 0x 0000 0000

The master sequence number shall be incremented by 1 after the safety master transmits an
SPDU. The slave sequence number shall be incremented by 1 after the safety slave transmits
an SPDU. Each sequence number shall be incremented from an initial value 1, and this 16-bit
value shall rollover; the value after 216-1 is 1. Value 0 shall not be used.
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When the master sequence number rolls over from 216-1 to 1, the extended master sequence
number shall be incremented by 1. When the slave sequence number rolls over from 216-1 to 1,
the extended slave sequence number shall be incremented by 1. Each extended sequence
number shall be incremented from initial value 0, and this 32-bit value shall rollover; the value
after 232-1 is 0.

The safety master and the safety slave shall initialize these variables before establishing a
connection. The incrementing procedure of sequence number is shown in Figure 4.

Extended_Master_Sequence_Number | Master_Sequence_Number (1) Incremented after

(0x00000000 to OXFFFFFFFF) (0x0001 to OXFFFF) transmitting a
0x00000000 —» 0x0001 = S_SAFE_DATA

command;
0x00000000 0x0002

(3) Carry up when (2) Re'sél to 0x000]l when
Mapter_Sequence_Nu | 0x00000000 OXFFFF incremented frém
mber reset to 0x0001. A OXFEFF.

L

f0x00000001 e---{-foxo001 | “

0x00000001 0x0002

OXFFFFFFFF — OXFFFF <

(5) Redet to 0x00000000 when (4) Reset to 0x0000 when
incremented from OXFFFFFFFF. incremented from OXFFFF.

NOTE: The same procedure is executed in
Extended_Slave_Sequence_Number and Slave_Sequence_Numbgr.

IEC
Figure 4 — Incrementing procedure of sequence number

Each |sequence number shall be incremented and checked as described above |n the
transmitting and receiving process for alkcommands except:
e | sequence number in S_NQP eommand shall always be zero;
e [ sequence number in S-"FAIL_SAFE command shall hold its last value prior to thg state
transition of the SCL to-the fail safe state.
5.3.3 Time expectation

Upon hormal reception and then transmission a S_SAFE_DATA command, the SCL shall start
a watghdog timenand reset it upon normal reception of a subsequent S_SAFE_DATA conjmand
as shown in Figure 5.
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When PDU is transmitted,
the watchdog timer is
started.

T_Watchdog
(watchdog timer)

When PDU is received,
the watchdog timer is

Safety master

- 20 -

S_SAFE_DATA

S_SAFE_DATA

Safety slave

IEC 61784-3-19:2024 © |IEC 2024

started.

When PDU is transmitted,
the watchdog timer is

T_Watchdog

bd,

stopped. A i
- -wAFE_DATA
T \I\latshdeg
When PDU is receiv
v the watchdog timer
L-L -4stopped.
S_SAFE_DATA e
T_Watchdog
Y]
T_Watchdog S_SAFE_DATA
If the Watchdog timer is v
expirefl, the state of the r---
commpinication layer
transitp to fail safe state. T_Watchdog

\

The e

( .
Timeout\@

S_SAFE_DATA

Figure 5 — Time expectation with watchdog timer

xpiration of this watchdog timerytriggers an SCL transition to the fail safe state, a

SCL shall indicate this event to the safety application. The value of T_Watchdog is conf

by the

The tr

user with a configuration.tool.

Ansmitting timing of the:S_SAFE_DATA command shall be synchronized between a

IEC

nd the
gured

safety

mastelr and safety slavesand the relative time between them shall be fixed, as shown Figure 6.

Trans

hission timing F- —

(1)

Safety master

Safety slave

S SAFE_DATA

The transmission timing (x1)
(%2) shall be synchronized a
relative time between (x1) ar]
shall be fixed.

and
d the
d (x2)

Ralative-time. ( ’2)

Transmission timing F— -
(x1)

S_SAFE_DATA

S SAFE_DATA

S_SAFE_DATA

A
Transmission timing

(x2)

— This time shall be the same as (x3). |

Transmission timing

(x2)

Figure 6 — Synchronization of transmission timing

IEC
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In command other than S_SAFE_DATA, the safety master shall start a response timer upon the
transmission of an SPDU, and monitor the time until receiving the response from the safety
slave as shown in Figure 7.

Safety master Safety slave

When a PDU is transmitted,

the response timer is ] S CONNECT START

started. = -
T_Response

(response timer)

S_CONNECT_START
When a PDU is received, ! /

ttre TESPOTTSE fmers———T————1 le—

stopped. 7

T_Response

S_CONNECT_CONF

If the response timer is

expired, the connection is
terminated.
v S_CONNECT_CONE,
Py
Timeout ‘k

Figure 7 — Time expectation:with response timer

IEC

The sIfety master does not monitor S_NOP orS“FAIL_SAFE commands. The safety slavie only
monitprs S_SAFE_DATA commands.

The expiration of this response timer shall trigger the safety master SCL to terminate conngction.
The value of T_Response is configured by the user with a configuration tool.

5.3.4 Connection ID
During connection negotiation, the safety master and safety slave exchange connection$ keys
from which the safety master generates a unique connection ID. This connection|ID is

transmitted to the safefy slave and is then used by both for connection authentication. R¢fer to
7.3.1. for detailss

5.3.5 CRC:calculation

A CR(Cwalue shall be calculated for each block in an SPDU with unique generator polynpmials
used 1wmh-bbﬁrmm%m&bdﬁﬁmwmmﬁ?6ﬁﬁﬁg2004

shall be used as shown in Formula (1).

g1(x):x32+x29+x18+x14+x3+1 (1)

In the CRC calculation for Block 2, the polynomial of g, (x) = 0x992C1A4C shall be used as
shown in Formula (2).

g, (x)szz+x29 FxP AP P P xR P x0T x4+ (2)
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In the polynomials g4 (x) and g, (x), the minimum Hamming distance is 6 when the data size

(including CRC) is less than or equal to 4 092 bytes. If the data size is greater than 4 092 bytes,
the minimum Hamming distance is less than 6, and residual error rate shall be calculated.

CRC generator seed values are unique for each block as shown in Table 3.

Table 3 — CRC seed values

Block Seed
1 0x FFFF FFFF
Z UX FFFF FFFE

The C

1)
2)
3)
4)
5)

5.3.6
5.3.6.
The 1

1)
2)
3)
4)
5)

6)

7)
8)

RC shall be calculated from the LSB, in the following order:

Command
Connection ID
Sequence number
State number
Data

Redundancy with cross checking

U Redundant data generation

Load data in Block 1 for each chapnel;

Copy data from Block 1 to Block-2 for each channel,;

Compare data in Block 1 with Block 2;

Calculate CRC 1 and CRC’2 values for Block 1 and Block 2 as described in 5.3.5

For channel B, calculate CRC 3 with CRC 1 and CRC 2 and transfer CRC 1, CRC
CRC 3 from chanagh B to channel A;

compare the calculated CRC 3 in channel A with transferred CRC 3 from
channel B;

Compare CRC 1 and CRC 2 calculated in channel A with that of channel B;
Notify'check result from channel A to channel B with its bit inversion data; check

edundant data shall be generated according to the following procedure with the
comparison checks shown in bold:

D, and

For channel A; ¢calculate CRC 3 with the CRC 1 and CRC 2 transferred from channel B;

result

hds 8 bits where 0x01 indicates the result is OK and 0x00 indicates the result is N

G;

9)

10

Verify check result notified from channel A; take NOT of the bit inversion data notified
from channel A and check whether it is the same as the check result notified from

channel A or not;

) Complete generation process in channel B;

11) Notify check result from channel B to channel A with its bit inversion data; check result
has 8 bits where 0x01 indicates the result is OK and 0x00 indicates the result is NG;

12) Verify check result notified from channel B; take NOT of the bit inversion data notified
from channel B and check whether it is the same as the check result notified from

13

channel B or not;

) Complete generation process in channel A.

If all comparison checks pass, the CRC 1 and CRC 2 are used as the CRCs in the transmission

SPDU
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The redundant data generation processing is shown in Figure 8.
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Figure 8 — Redundant data generation processing

5.3.6.2 Redundant data verification

Upon receipt, the redundant data shall be verified according to the following procedure with the
comparison checks shown in bold:

1) Verify Block 1 using CRC 1 and Block 2 using CRC 2;

2) Compare redundant data in Block 1 with that of Block 2;

3) For channel B, calculate CRC 3 with CRC 1 and CRC 2 and transfer CRC 1, CRC 2, and
CRC 3 from channel B to channel A;
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5)
6)
7)
8)
9)

10

11

If all v

The rq
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For channel A, calculate CRC 3 with the CRC 1 and CRC 2 transferred from channel B;

compare the calculated CRC 3 in channel A with transferred CRC 3 from
channel B;

Compare CRC 1 and CRC 2 calculated in channel A with that of channel B;
Notify check result from channel A to channel B with its bit inversion data; check

result

has 8 bits where 0x01 indicates the result is OK and 0x00 indicates the result is NG;

Verify check result notified from channel A; take NOT of the bit inversion data n

otified

from channel A and check whether it is the same as the check result notified from

channel A or not;
Complete verification process in channel B;

Notify check result from channel B to channel A with its bit inversion data; check
has 8 bits where 0x01 indicates the result is OK and 0x00 indicates the result is N

Verify check result notified from channel B; take NOT of the bit inversion data n
from channel B and check whether it is the same as the check result/notified
channel B or not;

Complete verification process in channel A.

erifications and comparison checks pass, the SPDU is verified-as valid.

dundant data verification process is shown in Figure 9.

result
G;

ptified

from
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Ch.A
Received PDU

— 25—
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Figure 9 — Redundant data verification process
5.4 Safety communication layer structure

The FSCP 19 SCL is specified on top of the CPF 19 FAL, as shown in Figure 10.
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IEC \ N
N
(b/
Figure 10 — SCL structure b"
RS,

The FSCP 19 SCL requires that the CPF 19 FAL is configured wit inimum user data size
of 32 pytes. C)
5.5 |Relationships with FAL (and DLL, PhL) \\Q/

5.5.1 General O<(

There|are no FAL requirements other than those*\gt ted in this document. FSCP 19 gan be
implemented on the FAL of any CPF 19 profile. s\\)

%
5.5.2 Data types \\Q

For information about data types, see Q‘@IEC 61158-6-24, and IEC 61158-6-27.

xO
6 Safety communication le@h services

>
6.1 |Service descripti§‘ .
6.1.1 S_CONNEC @ ART

connejction ”bT e safety master shall generate a random number, and set it [in an
S_CONNEC ART command SPDU as the master connection key. The safety mastelr then
q-lt e safety slave, and the safety slave saves the master connection kely and

e generated random number as slave connection key. The data of

hown in Tahlg 4
AW —aB+8—4—

The safety mas@’d the safety slave shall exchange their connection key for generatipng the
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Table 4 — S_CONNECT_START command data

byte Name Description

0 Master connection key (bit 0-7) The safety master sets generated random number.
The safety slave sets the value received from the
safety master.

1 Master connection key (bit 8-15) . . .
This value is used to generate the Connection_Id
in the safety master.

2 Slave node address (bit 0-7) The safety master sets the slave node address
registered in the configuration parameter.

R ThU oafvty O:GVU OUt ;to UWITT IIUdU GddIUOO.

3 Slave node address (bit 8-15) . . . . \
This value is used to confirm conformity with the
node address in the safety slave.

4 Slave connection key (bit 0-7) Safety master: set 0.
Safety slave: set generated random number

5 Slave connection key (bit 8-15) This value is used to generate the Connectign_Id
in the safety master.

Table|5 and Table 6 show an example with SPDU size 16 bytes.”In this example, the data is

fragmented into 2 SPDUs. The data is packed starting with the teast significant byte and [space

at the

end shall be loaded with 0x00 (see bytes 10 and 11 in‘the example).

Table 5 — S_CONNECT_START command SPDU (1st SPDU)

Safety master SPDU Safety slave SPDU

byte (safety master — safety slave) (safety slave — safety master)

0 S_CONNECT_START = 0x01 S_CONNECT_START = 0x01

1 Reserved = 0x00 Reserved = 0x00

2 Connection ID (bit 0-7) = 0x00Q Connection ID (bit 0-7) = 0x00

3 Connection ID (bit 8-15) = 0x00 Connection ID (bit 8-15) = 0x00

4 Master sequence number (bit 0-7) Slave sequence number (bit 0-7)

5 Master sequence€ number (bit 8-15) Slave sequence number (bit 8-15)

6 State number State number

7 Reserved’=-0x00 Reserved = 0x00

8 Master connection key (bit 0-7) = random number | Master connection key (bit 0-7)

9 Master connection key (bit 8-15) = random number | Master connection key (bit 8-15)

10 STave node address (bit 0-7) STave node address (bit 0-7)

11 Slave node address (bit 8-15) Slave node address (bit 8-15)

12 CRC (bit 0-7) CRC (bit 0-7)

13 CRC (bit 8-15) CRC (bit 8-15)

14 CRC (bit 16-23) CRC (bit 16-23)

15 CRC (bit 24-31) CRC (bit 24-31)
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Table 6 — S_CONNECT_START command SPDU (2nd SPDU)

Safety master SPDU Safety slave SPDU
byte (safety master — safety slave) (safety slave — safety master)

0 S_CONNECT_START = 0x01 S_CONNECT_START = 0x01
1 Reserved = 0x00 Reserved = 0x00
2 Connection ID (bit 0-7) = 0x00 Connection ID (bit 0-7) = 0x00

Connection ID (bit 8-15) = 0x00 Connection ID (bit 8-15) = 0x00
4 Master sequence number (bit 0-7) Slave sequence number (bit 0-7)
5 Master sequence number (bit 8-15) Slave sequence number (bit 8-15)
6 State number State number

Reserved = 0x00 Reserved = 0x00
8 Slave connection key (bit 0-7) = 0x00 Slave connection key (bit 0-7)_F random nunfber
9 Slave connection key (bit 8-15) = 0x00 Slave connection key (bit8-15) = random number
10 0x00 0x00
11 0x00 0x00
12 CRC (bit 0-7) CRC (bit 0:7)
13 CRC (bit 8-15) CRC (bit 8-15)
14 CRC (bit 16-23) CRCH(bit 16-23)
15 CRC (bit 24-31) CRC (bit 24-31)

6.1.2| S_CONNECT_CONF

The spfety master shall notify the saféty slave of the connection ID generated by the rhaster
connelction key and the slave connection key.

The safety master shall calculate the CRC for the exchanged master connection key and| slave
connelction key with S_CONNECT_START command SPDU, and send this CRC 4gs the
connelction ID to the safety:slave with S_CONNECT_CONF command SPDU. The safety master
shall palculate the CRC from the LSB in the order of master connection key and|slave
connegction key using\the CCITT-16 polynomial g3(x) shown in Formula (3). The initial value for

this calculation js)OXFFFF.

g3(x):x16+x12+x5+x1 (3)

The safety slave, upon receipt of the S_CONNECT_CONF command, shall calculate the CRC
for its master connection key and slave connection key, and compare it with the connection ID
sent by S CONNECT_CONF command PDU. If the calculated CRC is same as the connection
ID, and the slave device information (vender ID, device code) received in the
S_CONNECT_CONF command is the same as its own information, the safety slave shall send
the safety slave SPDU to the safety master. If these values are not the same, the safety slave
shall send the S_DISCONNECT command to the safety master.

The data of the S_CONNECT_CONF command is shown in Table 7. If the SPDU length is too
short for the complete data set, the safety master shall fragment the data into SPDU size and
transmit the fragmented SPDUs.
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Table 7 — S_CONNECT_CONF command data

byte Name Description

0 Connection ID (bit 0-7) The safety master sets the Connection_Id.

The safety slave sets the Connection ID received
from the safety master.

1 Connection ID (bit 8-15) This value is used to authenticate the safety
connection in the safety master and the safety
slave.

2 Slave node address (bit 0-7) The safety master sets the slave node address
registered in the configuration parameter.

The Qﬂfﬁf\ll slave set its own node address

3 Slave node address (bit8-15) This value is used to confirm the conformity: with
the node address in the safety slave.

4 Slave vendor ID (bit 0-7) The safety master sets the slave yendor ID

- registered in the configuration parameter.
Slave vendor ID (bit 8-15) )
The safety slave sets the value’received from the

6 Slave vendor ID (bit 16-23) safety master.

. This value is used to verify the slave informgtion

7 Slave vendor ID (bit 24-31) in the safety slave.

8 Slave device code (bit 0-7) The safety master sets the slave device codg¢
registered in the_configuration parameter.

9 | |[slave device code (bit 8-15) g g param
The safety slave sets the value received from the

10 Slave device code (bit 16-23) safety master.

. . This value is used to verify the slave informgtion

11 Slave device code (bit 24-31) in the)safety slave.

An expample where the SPDU size is 16 bytes apd data is fragmented into 3 SPDUs is shown in

Table

8, Table 9, and Table 10.

Table 8 - S_CONNECT..CONF command SPDU (1st SPDU)

byte Safety master SPDU Safety slave SPDU
(safety master — .safety slave) (safety slave — safety master)
0 S_CONNECT_CONF = 0x02 S_CONNECT_CONF = 0x02
1 Reserved = 0x00 Reserved = 0x00
2 Connection 1D /(bit.0-7) Connection ID (bit 0-7)
3 Connection 1B (bit 8-15) Connection ID (bit 8-15)
4 Master.Sequence number (bit 0-7) Slave sequence number (bit 0-7)
5 Master-sequence number (bit 8-15) Slave sequence number (bit 8-15)
6 State number State number
7 Reserved = 0x00 Reserved = 0x00
8 Connection ID (bit 0-7) Connection ID (bit 0-7)
9 Connection ID (bit 8-15) Connection ID (bit 8-15)
10 Slave node address (bit 0-7) Slave node address (bit 0-7)
11 Slave node address (bit 8-15) Slave node address (bit 8-15)
12 CRC (bit 0-7) CRC (bit 0-7)
13 CRC (bit 8-15) CRC (bit 8-15)
14 CRC (bit 16-23) CRC (bit 16-23)
15 CRC (bit 24-31) CRC (bit 24-31)
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Table 9 — S_CONNECT_CONF command SPDU (2nd SPDU)

Safety master SPDU

Safety slave SPDU

byte (safety master — safety slave) (safety slave — safety master)
0 S_CONNECT_CONF = 0x02 S_CONNECT_CONF = 0x02
1 Reserved = 0x00 Reserved = 0x00
2 Connection ID (bit 0-7) Connection ID (bit 0-7)
3 Connection ID (bit 8-15) Connection ID (bit 8-15)
4 Master sequence number (bit 0-7) Slave sequence number (bit 0-7)
5 Master sequence number (bit 8-15) Slave sequence number (bit 8-15)
6 State number State number
7 Reserved = 0x00 Reserved = 0x00
8 Slave vendor ID (bit 0-7) Slave vendor ID (bit 0-7)
9 Slave vendor ID (bit 8-15) Slave vendor ID (bit 851%)
10 Slave vendor ID (bit 16-23) Slave vendor ID (bit.16-23)
11 Slave vendor ID (bit 24-31) Slave vendor ID_(bit 24-31)
12 CRC (bit 0-7) CRC (bit 0:7)
13 CRC (bit 8-15) CRC (bit 8-15)
14 CRC (bit 16-23) CRCH(bit 16-23)
15 CRC (bit 24-31) CRC (bit 24-31)
Table 10 - S_CONNECT_CONF command SPDU (3rd SPDU)
byte Safety master SPDU Safety slave SPDU
(safety master — safety slave) (safety slave — safety master)
0 S_CONNECT_CONF = 0x02 S_CONNECT_CONF = 0x02
1 Reserved = 0x00 Reserved = 0x00
2 Connection ID (bit 0-7) Connection ID (bit 0-7)
3 Connection 1D (bit 8-15) Connection ID (bit 8-15)
4 Master_Sequence number (bit 0-7) Slave sequence number (bit 0-7)
5 Master sequence number (bit 8-15) Slave sequence number (bit 8-15)
6 State number State number
7 Reserved = 0x00 Reserved = 0x00
8 Slave device code (bit 0-7) Slave device code (bit 0-7)
9 Slave device code (bit 8-15) Slave device code (bit 8-15)
10 Slave device code (bit 16-23) Slave device code (bit 16-23)
11 Slave device code (bit 24-31) Slave device code (bit 24-31)
12 CRC (bit 0-7) CRC (bit 0-7)
13 CRC (bit 8-15) CRC (bit 8-15)
14 CRC (bit 16-23) CRC (bit 16-23)
15 CRC (bit 24-31) CRC (bit 24-31)
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S_PRM_SET

S_PRM_SET is used by the safety master to send the parameters to the safety slave. The data
of this command is shown in Table 11. If the SPDU length is too short for the complete data set,
the safety master shall fragment the data into SPDU size and transmit the fragmented SPDUs.

Table 11 — S_PRM_SET command data

byte Name Description
0 Communication parameter size (bit 0-7)
The safety master sets the size of communication
1 Communication parameter size (hit 8-15) parameter
2 Reserved = 0x00 The safety slave sets the value receivedyfrom the
safety master.
3 Reserved = 0x00
4 Watchdog time (bit 0-7)
The safety master sets the watchdog time
5 Watchdog time (bit 8-15) registered in the configuration“parameter.
6 Watchdog time (bit 16-23) The safety slave sets.thé.value received frorh the
safety master.
7 Watchdog time (bit 24-31)
8 Output user data length (bit 0-7) The safety master sets the output user data Jength
calculated,in\the following formula.
(output user data length) = {(output data length
registered in the configuration parameter) - [non-
9 Output user data length (bit 8-15) safety output user data length)} / 2 - 12
The safety slave sets the value received from the
safety master.
10 Input user data length (bit 0-7) The safety master sets the input user data Igngth
calculated in the following formula.
(input user data length) = {(input data length|
registered in the configuration parameter) - [non-
11 Input user data length (bit 8-15) safety input user data length)} / 2 - 12
The safety slave sets the value received frorh the
safety master.
Table|12, Table 13 and-Table 14 show the example for which the SPDU size is 16 bytes. [n this
example, the data is fragmented into 3 SPDUs. The data is packed starting with thg least
significant byte and.space at the end shall be loaded with 0x00 (see bytes 10 and 11 |in the

example).
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Table 12 - S_PRM_SET command SPDU (1st SPDU)

Safety master SPDU

Safety slave SPDU

byte (safety master — safety slave) (safety slave — safety master)
0 S_PRM_SET = 0x04 S_PRM_SET = 0x04
1 Reserved = 0x00 Reserved = 0x00
2 Connection ID (bit 0-7) Connection ID (bit 0-7)
3 Connection ID (bit 8-15) Connection ID (bit 8-15)
4 Master sequence number (bit 0-7) Slave sequence number (bit 0-7)
5 Master sequence number (bit 8-15) Slave sequence number (bit 8-15)
6 State number State number
7 Reserved = 0x00 Reserved = 0x00
8 Communication parameter size (bit 0-7) Communication parameter size /(bit 0-7)
9 Communication parameter size (bit 8-15) Communication parameter'size (bit 8-15)
10 Reserved = 0x00 Reserved = 0x00
11 Reserved = 0x00 Reserved = 0x00
12 CRC (bit 0-7) CRC (bit 0-7)
13 CRC (bit 8-15) CRC (bit8515)
14 CRC (bit 16-23) CRE~(bit 16-23)
15 CRC (bit 24-31) CRC (bit 24-31)

Table 13 - S_PRM_SET:command SPDU (2nd SPDU)
byte Safety master SPDU Safety slave SPDU
(safety master — safety-slave) (safety slave — safety master)

0 S_PRM_SET = 0x04 S_PRM_SET = 0x04
1 Reserved = 0x00 Reserved = 0x00
2 Connection ID (bit 0+7) Connection ID (bit 0-7)
3 Connection ID (bit 8-15) Connection ID (bit 8-15)
4 Master sequence number (bit 0-7) Slave sequence number (bit 0-7)
5 Master seguence number (bit 8-15) Slave sequence number (bit 8-15)
6 Statexnumber State number
7 Reserved = 0x00 Reserved = 0x00
8 Watchdog-time—{bit-6=7) Watchdog-time—{bit-6=7)
9 Watchdog time (bit 8-15) Watchdog time (bit 8-15)
10 Watchdog time (bit 16-23) Watchdog time (bit 16-23)
11 Watchdog time (bit 24-31) Watchdog time (bit 24-31)
12 CRC (bit 0-7) CRC (bit 0-7)
13 CRC (bit 8-15) CRC (bit 8-15)
14 CRC (bit 16-23) CRC (bit 16-23)
15 CRC (bit 24-31) CRC (bit 24-31)
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Table 14 - S_PRM_SET command SPDU (3rd SPDU)

Safety master SPDU
byte
(safety master — safety slave)

Safety slave SPDU

(safety slave — safety master)

0 S_PRM_SET = 0x04

S_PRM_SET = 0x04

1 Reserved = 0x00

Reserved = 0x00

2 Connection ID (bit 0-7)

Connection ID (bit 0-7)

3 Connection ID (bit 8-15)

Connection ID (bit 8-15)

4 ?v‘:qatt:l DUL'UUII\;U IIUIIIILIUI (ILIIt 0'7) G:GVU DUL'UUII\;U IIUIIIILIUI (Ikllt 0'7)
5 Master sequence number (bit 8-15) Slave sequence number (bit 8-15)
6 State number State number

7 Reserved = 0x00

Reserved = 0x00

8 Output user data length (bit 0-7)

Output user data length(bit*0-7)

9 Output user data length (bit 8-15)

Output user data length ' (bit 8-15)

10 Input user data length (bit 0-7)

Input user datallength (bit 0-7)

11 Input user data length (bit 8-15)

Input useridata length (bit 8-15)

12| | cRC (bit 0-7) CRC {bit 0-7)

13| | cRC (bit 8-15) CRC"(bit 8-15)

14 | | CRC (bit 16-23) CRC (bit 16-23)

15 | | CRC (bit 24-31) CRC (bit 24-31)
6.1.4| S_PRM_APPLY

The S| PRM_APPLY command is\used by the safety master to send the parameter CRC
slave and to cause the safety slave to apply the parameter.

safety

to the

The safety slave shall calculate the CRC for the received S_PRM_SET command and shgll not

apply
same.

the parameter if the*calculated CRC and the parameter CRC of this command are rfot the

The data of this.eommand is shown in Table 15. If the SPDU length is too short for the complete

data sEt, the 'safety master shall fragment the data into SPDU size and transmit the fragmented
SPDUs.
Table 15 — S_PRM_APPLY command data
byte Name Description

0 Parameter CRC (bit 0-7)

1 Parameter CRC (bit 8-15)

2 Parameter CRC (bit 16-23)

3 Parameter CRC (bit 24-31)

The polynomial of 0x90022004 and the seed of
OxFFFFFFFF is used for CRC calculation, and
calculated from LSB in the following order.

(1)
(2)
(3)
The safety master calculates the CRC with the

data used in the generation of S_PRM_SET
command shown in Table 11.

The safety slave calculates the CRC with the data
in S_PRM_SET command received from the safety
master shown in Table 11.

Watchdog time
Output user data length
Input user data length
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Table 16 shows the example for which SPDU size is 16 bytes.

Table 16 — S_PRM_APPLY command SPDU

byte Safety master SPDU Safety slave SPDU
(safety master — safety slave) (safety slave — safety master)

0 S_PRM_APPLY = 0x05 S_PRM_APPLY = 0x05

1 Reserved = 0x00 Reserved = 0x00

2 Connection ID (bit 0-7) Connection ID (bit 0-7)

3 Connection ID (bit 8-15) Connection ID (bit 8-15)

4 Master sequence number (bit 0-7) Slave sequence number (bit 0-7)

5 Master sequence number (bit 8-15) Slave sequence number (bit 8-15)

6 State number State number

7 Reserved = 0x00 Reserved = 0x00

8 Parameter CRC (bit 0-7) Parameter CRC (bitf 0-7)

9 Parameter CRC (bit 8-15) Parameter CRC,(bit 8-15)

10 Parameter CRC (bit 16-23) Parameter\CRC (bit 16-23)

11 Parameter CRC (bit 24-31) Parameter CRC (bit 24-31)

12 CRC (bit 0-7) CRC (bit 0-7)

13 CRC (bit 8-15) CRC (bit 8-15)

14 CRC (bit 16-23) CRC (bit 16-23)

15 CRC (bit 24-31) CRC (bit 24-31)
6.1.5 S_SAFE_DATA
The S| SAFE_DATA command is used by the safety master to send the safety output data to
the safety slave, and by the'safety slave to send the safety input data to the safety master while
in the[safety data sending/receiving state. Table 17 shows an example of the S_SAFE_|DATA
Comnjand SPDU.
The safety output data is the safety data that is sent from the safety master to the safety [slave.
The safety input data is the safety data that is sent from the safety slave to the safety master.

Table 17 — S SAFE _DATA command SPDU

Safety master SPDU Safety slave SPDU
byte (safety master — safety slave) (safety slave — safety master)
0 S_SAFE_DATA = 0x06 S_SAFE_DATA = 0x06
1 Reserved = 0x00 Reserved = 0x00
2 Connection ID (bit 0-7) Connection ID (bit 0-7)
3 Connection ID (bit 8-15) Connection ID (bit 8-15)
4 Master sequence number (bit 0-7) Slave sequence number (bit 0-7)
5 Master sequence number (bit 8-15) Slave sequence number (bit 8-15)
6 State number State number
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Safety master SPDU
byte
(safety master — safety slave)

Safety slave SPDU

(safety slave — safety master)

7 Reserved = 0x00

Reserved = 0x00

8 Safety output data 1

Safety input data 1

9 Safety output data 2

Safety input data 2

10 Safety output data 3

Safety input data 3

11 Safety output data 4

Safety input data 4

12 CRC (hit 0-7)

CRC (hit 0-7)

13| | cRC (bit 8-15)

CRC (bit 8-15)

14 CRC (bit 16-23)

CRC (bit 16-23)

15 CRC (bit 24-31)

CRC (bit 24-31)

6.1.6 [ S_DISCONNECT

The § DISCONNECT command is sent by the safety master, or_the safety slave in or
disconnect the safety connection and reinitialize the connection”parameters. A safety n
reinitializes the connection parameters in the safety salve by\transmitting this command.

Table|18 shows an example for which the SPDU sizg'is 16 bytes. Table 19 shows the

valueg used in the S_DISCONNECT Command SPDU:

Table 18 — S_DISCONNECT command SPDU

der to
haster

list of

Safety master SPDU
byte
(safety master — safety slave)

Safety slave SPDU

(safety slave — safety master)

0 S_DISCONNECT (L) = 0x03

S_DISCONNECT (L) = 0x03

1 Reserved = 0x00

Reserved = 0x00

2 Connection ID (bit 047) = 0x00

Connection ID (bit 0-7) = 0x00

3 Connection ID (bit 8-15) = 0x00

Connection ID (bit 8-15) = 0x00

4 Master sequence number (bit 0-7) = 0x01

Slave sequence number (bit 0-7) = 0x01

5 Mastef sequence number (bit 8-15) = 0x00

Slave sequence number (bit 8-15) = 0x00

6 State number

State number

7 Reserved = 0x00

Reserved = 0x00

8 Factor (Refer to Table 19)

Factor (Refer to Table 19)

9 | ox00 0x00
10 | 0x00 0x00
11 | 0x00 0x00
12 | CRC (bit 0-7) CRC (bit 0-7)

13 | CRC (bit 8-15)

CRC (bit 8-15)

14 CRC (bit 16-23)

CRC (bit 16-23)

15 | CRC (bit 24-31)

CRC (bit 24-31)
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Value Symbol Description
0x00 (Reserved) For future use.
0x01 Request received A DISCONNECT request was received from the application.
0x02 Ezg?:rﬁ received from S_DISCONNECT command was received from the safety master.
0x03-0x0F (Reserved) For future use
A . — The slave address in the S CONNECT START, S CONNECT CONF
0X10 AUUTTOSS TITSTiiatull
does not match the own address.
The master connection key in the S_CONNECT_START sent/frdgm a
0x11 Connection kev mismatch safety slave does not match the key which the safety master
y generated. This factor is stored only in the SPDU seft'by a safejty
slave.
The connection ID in the S_CONNECT_CONRFR\sent from a safety
0x12 Connection ID mismatch slave does not match the ID which the safety"-master generated.| This
factor is stored only in the SPDU sent by _a\safety slave.
Device information The device information (slave node-address, slave vendor ID, slave
0x13 ) device code) in the S_PRM_SET/does not match the own device
Mismatch information.
0x14 Parameter mismatch The safety parameter in the S/ PRM_SET does not match the oyn
safety parameter.
0x15 Parameter CRC mismatch The parameter CRC in the S_PRM_APPLY does not match the
parameter CRC calculated by own.
0x16-Qx1F (Reserved) For future usé:
0x20 lllegal command The command of the received SPDU is illegal.
0x21 lllegal connection ID The'\connection ID of the received SPDU is illegal.
0x22 lllegal sequence number The sequence number of the received SPDU is illegal.
0x23 lllegal state The state of the received SPDU is illegal.
0x24 CRC error The CRC of the received SPDU does not match the calculation fesult.
0x25 Data mismatch The data of SPDU received other than CRC does not match betyveen
the Block1 and the Block2.
0x26 Cross-check error The result of the cross-check is NG.
0x27 Response timer error A normal SPDU was not received within the response monitoring time.
0x28-QxFF (Reserved) For future use.

For the CRC calculation of this command, the initial value 0x0001 shall be used for the master
sequence number and the slave sequence number, and the initial value 0x00000000 shall be
used for the extended master sequence number and the extended slave sequence number.

6.1.7

S_FAIL_SAFE

Upon transition to the fail safe state, the safety master and the safety slave shall send the
S_FAIL_SAFE command. The safety master and the safety slave shall not execute any
processing for this command. The Connection ID, Master sequence number, Slave sequence
number and State number keep the value from just before the transition to the fail safe state.
Table 20 shows an example for an SPDU size of 16 bytes.
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command SPDU

Safety master SPDU

Safety slave SPDU

byte (safety master — safety slave) (safety slave — safety master)
0 S_FAIL_SAFE = 0x07 S_FAIL_SAFE = 0x07
1 Reserved = 0x00 Reserved = 0x00
2 Connection ID (bit 0-7) Connection ID (bit 0-7)
3 Connection ID (bit 8-15) Connection ID (bit 8-15)
4 VasSter SEquence Number (bt 0-7) STave Sequence number (bt 0-7)
5 Master sequence number (bit 8-15) Slave sequence number (bit 8-15)
6 State number State number
7 Reserved = 0x00 Reserved = 0x00
8 0x00 0x00
9 0x00 0x00
10 0x00 0x00
11 0x00 0x00
12 CRC (bit 0-7) CRC.(bit 0-7)
13 CRC (bit 8-15) CRC (bit 8-15)
14 CRC (bit 16-23) CRC (bit 16-23)
15 CRC (bit 24-31) CRC (bit 24-31)
6.1.8| S_NOP
The spfety master and the safety,'slave shall not process this command. Table 21 shows an

example for which SPDU size7is+16 bytes.

Table 21 — S_NOP command SPDU

Safety master SPDU

Safety slave SPDU

byte (safety master — safety slave) (safety slave — safety master)
0 S_NOP™= 0x00 S_NOP = 0x00
1 Reserved = 0x00 Reserved = 0x00
2 Connection 1D (bit U-7) = UX00 Tonnection 1D (bit U-7) = UX00
3 Connection ID (bit 8-15) = 0x00 Connection ID (bit 8-15) = 0x00
4 Master sequence number (bit 0-7) = 0x00 Slave sequence number (bit 0-7) = 0x00
5 Master sequence number (bit 8-15) = 0x00 Slave sequence number (bit 8-15) = 0x00
6 State number State number
7 Reserved = 0x00 Reserved = 0x00
8 0x00 0x00
9 0x00 0x00
10 0x00 0x00
11 0x00 0x00
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Safety master SPDU
byte
(safety master — safety slave)

Safety slave SPDU

(safety slave — safety master)

12 | CRC (bit 0-7)

CRC (bit 0-7)

13 | CRC (bit 8-15)

CRC (bit 8-15)

14 CRC (bit 16-23)

CRC (bit 16-23)

15 | CRC (bit 24-31)

CRC (bit 24-31)

7 SElprotecol
71 SPDU format

711 SPDU structure

Figurg 11 a) shows an example of the CP 19/4 PDU with the FSCP 19 SRDUs in the pa
The Igngth of the CP 19/4 PDU is fixed but the length of the non-safety,data can be conf
as a percentage of the SPDU length. A value of zero percent is permitted.

Figurg 11 b), ¢) shows the SPDU format. An SPDU consists of tw0 blocks (Block 1 and
2) and the data for the two blocks shall be the same except for'the CRC value. CRC generator
polynomials shall be unique among: Block 1, Block 2, and{the CP 19/4 PDU (see 7.1.4 for a

description of CRC generator polynomials).

The SPDU size, in bytes, is configurable in increments of 8 bytes, in the range of 32 to

Therefore, each block size, in byte, is configurable’in increment of 4 bytes, in the range

to 744.

CP 19/4 frame

Safety PDU Safety PDU detail

Command (1 byte)

Preamble // Reserved (1 byte)
|_Start frame delimiter | i CO(nznﬁc}ion) ID
/ ytes
8802-3 Header S Sequence number
e Block 1 (2 bytes)
/ ocC State number (1 byte)
Frame header , ,/ Reserved (1 byte)
j Data header #1 / a
Safety Data
Slave 1 e
data Non-Safety data#1|, —
Safety data t
SafetyPDU#1 | ool (4 bytes)
Command (1 byte)
\ Reserved (1 byte)
5 zj Data header #2 \ Connection ID
ave \ (2 bytes)
data Non-Safety data #2 N Sequence number
| \ (2 bytes)
Safety PDI #2 A e tim State number (1 byte)
C z N DIVER = Reserved (1 byte)
| \
} | \\\ Safety Data?
Data header #n AN
Slave n AN CRC2
data Non-Safety data #n N (4 bytes)

>~ [a]

>~ Copy

lyload.
gured

Block

1488.
of 16

f [a]

Safety PDU #n

CRC32
@)

(b)

(©)

IEC

a8 The size of the safety data is limited by the FAL. CP19/4 uses ISO/IEC/IEEE 8802-3 which limits the safety data

to 732 bytes.

Figure 11 — Safety PDU format
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The relation between the user data size to be accepted by the service access point of the FAL
and the maximum size of the safety user data in bytes is calculated by Formula (4).

user_data_length_accpeted_by FAL

max_safety _user_data_length = >

12 (4)

7.1.2 Connection ID

The connection ID is used for authentication by the safety master and the safety slave. When
establishing the safety connection, the safety master and the safety slave exchange each
other' i i B i

keys,
connelction ID to the safety slave. Refer to 7.3.1.2 for details.

7.1.3 Sequence number

Whenlan SPDU is sent, the safety master and the safety slave add a differént sequence npimber
to the|SPDU. Refer to 5.3.2 for details.

71.4 Command

Table|22 shows the list of commands and their respective conimand codes. Refer to .1 for
details.

Table 22 — List of commands

Code Command Description

0x000p S_NOP No operation.

The safety master and the safety slaves perform no operation upon reckipt of
this command-

0x000 S_CONNECT_START | Request to start connection establishment.

The'safety master sends the master connection key to the safety slave| And
the safety slave replies with the slave connection key to the safety magter.
The safety master generates the connection ID from the master connedtion
key and the slave connection key.

0x000p S_CONNECT_CONF Request to confirm connection establishment.
If the connection ID generated by the safety master is valid, the safety
master sends this command to the safety slave and establishes a
connection.

0x0008 S_DISCONNECT Request to disconnect connection.
Disconnect the established connection.

0x000 Q_DI?I\/I_QFT anun:f to set pnrnmnfnr:
The safety master sends communication parameters and application
parameters to the safety slave.

0x0005 S_PRM_APPLY Request to apply parameters.
Apply parameters sent by S_PRM_SET command from the safety master to
the safety slave.

0x0006 S_SAFE_DATA Request to send safety data.
The safety master sends safety output data to the safety slave. And the
safety slave that receives it sends safety input data to the safety master.

0x0007 S_FAIL_SAFE Notification of the fail safe state.

This command is a notification that an SCL has transitioned to the fail safe
state. The safety master and the safety slaves perform no operation in
response to receiving this command.
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State number

This number indicates the current state of the SCL. In the fail safe state, the State Number
keeps the value from just before the transition to the fail safe state. See 7.2 for details of the
state number.

7.1.6

There

7.1.7

CRC

is a 32-bit CRC for each block. Refer to 5.3.5 for details.

Redundant data

When
redun

Refer

7.2
7.21
7.2.1.

For th
are dg

transmitting an SPDU, the complete data set (except for the CRC) is duplicat
Hancy. Each copy of the data is verified with a different CRC in the SPDU.

to 5.3.6.1 and 5.3.6.2 for details.

Safety FAL service protocol machine
State transition of safety master
L Safety communication layer

e SCL in the safety master: the state transition diagramyis shown in Figure 12, the
scribed in Table 23, and the state transition matrix{is shown in Table 24.

Power on

Initializing

Configuring

Figure 12 — Safety master SCL - state transition diagram

Table 23 — Safety master SCL — state description

ed for

states

State nnerrir\ﬁnn
Initializing Initial processing is executing.
Configuring Configuration is executing.

After configuration is completed, the SCL transitions to Executing state.

Executing Connections between safety slaves can be established.

For safety connections: the state transition diagram is shown in Figure 13.
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Table 24 — Safety master SCL - state transition matrix

State

Transition

Condition

Action

Destination
state

Initializing

T1

Initializing completed.

&&

Configuration request received.

Initialize the variables related
to the connection.

Configuring

Initializing

T2

Initializing completed.

&&

Initialize the variables related
to the connection.

Executing

Configuratiom reguest NOT
received.

Configuring

T3

Configuration completed.

Executing

Execufing

T4

Configuration started.
&&

All modules are in Idle state.

Configuting

Execu

ing

T5

Configuration started.
&&

Some modules are NOT in Idle
state.

Executirg

7.21.2

Safety connection

For the safety connection in the safety master: the state transition diagram is shown in Figtire 13,

the states are described in Table 25, and thecstate transition matrix is shown in Table 2§.
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T1,T3-TS

T7,7T8, T11-T16

Connection key
recognizing

118, T19

T21, T23-T26

Connection
establishing

T28, T29, T31-T33,
T35-137

T39, T40, T42-T44,

T46, T47
T49, T50,
T52-T56
Safety data sending/
receiving
T59

Fail safe

IEC

Figure 13 — Safety master safety connection - state transition diagram
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Table 25 — Safety master safety connection — state description

State

Description

Idle

In this state, safety communication is not executed and there are no safety
connections.

A connection instance is waiting for the request to start/restart safety

communication from user.

Gate to protect unintended automatic recovery and to ensure the safe "start" in the
case of normal operation or initial setting completion, or "restart" after the fault
detection and/or removal of fault(s) checked by the user.

Connection key

Connection instance exchanges the connection key with the safety slave.

Ty TnEnnTty
Conrjection establishing Connection instance establishes the connection with the safety slave.
Parameter setting Connection instance sets the slave parameter to the safety slave.
Pafameter applying Connection instance requests application of the slave parameter to the safety slave.
Safety data Connection instance sends and receives the safety data with the)safety slave.
s¢nding/receiving
Fail safe Connection instance sends the S_FAIL_SAFE command.
The S_DISCONNECT command from the safety slavé_or user intervention shall be
done to transit to Idle state.
NOTH The safety master has these state for each connection with safety slaves individually.
Table 26 — Safety master safety connection - state transition matrix
State Transition Condition Action Destinption
state
Iple T1 Reset request received. Initialize the variables related Idle
to the connection.
Iple T2 Start safety communication Initialize the variables related Connect|on
request regeived. to the connection. key
recognizjn
Send S_CONNECT_START gnizng
command.
Start response timer.
Igle T3 Stop safety communication Send S_DISCONNECT Idle
request received. command.
Start response timer.
Iple T4 S_DISCONNECT command Initialize the variables related Idle
received. to the connection.
Stop response timer.
Idle T5 Response timer expired. Send S_DISCONNECT Idle
command.
Start response timer.
Connection T6 Reset request received. Initialize the variables related Idle
key to the connection.
recognizing
Connection T7 Stop safety communication Send S_DISCONNECT Connection
key request received. command. key
recognizin recognizin
9 9 Start response timer. 9 9
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Destination

State Transition Condition Action
state
Connection T8 lllegal SPDU received. Notify error to application. Connection
key . key
recognizing lllegal connection ID. recognizing
lllegal sequence number.
lllegal CRC.
lllegal command.
lllegal data.
Connection T9 S_DISCONNECT command Initialize the variables related Idle
Hey received. to the connection.
recognizing )
Stop response timer.
Conmection T10 S_CONNECT_START command [Send S_CONNECT_CONF Coénnect|on
Hey received. command. establishing
recognizing )
&& Start response timer.
Generated connection ID is NOT
used.
Connection T11 S_CONNECT_START command | Send S_CONNECGT_START Connect|on
Hey received. command. key
recognizing ) recognizjng
&& Start response timer.
Generated connection ID is
already used.
Conmection T12 S_CONECT_CONF command Notify error to application. Connect|on
Hey received. key
recognizing recognizjng
Connection T13 S_PRM_SET command Notify error to application. Connect|on
Hey received. key
recognizing recognizjng
Connection T14 S_PRM_APPLY, command Notify error to application. Connect|on
Hey received. key
recognizing recognizjng
Connection T15 S_SAEE_DATA command Notify error to application. Connect|on
Hey received. key
recognizing recognizjng
Conmection T16 Response timer expired. Send S_DISCONNECT Connect|on
Hey command. key
recognizing ) recognizjng
Start response timer.
Conmection T17 Reset request received. Initialize the variables related Idle
establishing to the connection.
Conmestien 48 Step-safety-communication Senrd-S—DBISCONNEGCT ConnesHon
establishing request received. command. establishing
Start response timer.
Connection T19 lllegal SPDU received. Notify error to application. Connection
establishing ) establishing
lllegal connection ID.
Illegal sequence number.
lllegal CRC.
lllegal command.
lllegal data.
Connection T20 S_DISCONNECT command Initialize the variables related Idle

establishing

received.

to the connection.

Stop response timer.
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Destination

State Transition Condition Action
state
Connection T21 S_CONNECT_START command | Notify error to application. Connection
establishing received. establishing
Connection T22 S_CONECT_CONF command Send S_PRM_SET command. Parameter
establishing received. . setting
Start response timer.
Connection T23 S_PRM_SET command Notify error to application. Connection
establishing received. establishing
Connection T24 S_PRM_APPLY command Notify error to application. Connection
estabhshing recetred- estabhshing
Connection T25 S_SAFE_DATA command Notify error to application. Connectlon
estalylishing received. establishing
Connection T26 Response timer expired. Send S_DISCONNECT Connect|on
establishing command. establisling
Start response timer.
Pargmeter T27 Reset request received. Initialize the variables related Idle
sefting to the connection-
Pargmeter T28 Stop safety communication Send S_DISCONNECT Parametpr
sefting request received. command: setting
Start response timer.
Pargmeter T29 lllegal SPDU received. Notify error to application. Parametpr
sefting ) setting
Illegal connection ID.
lllegal sequence number.
lllegal CRC.
lllegal command.
lllegal data.
Pargmeter T30 S_DISCONNECT command Initialize the variables related Idle
seftting received, to the connection.
Stop response timer.
Pargmeter T31 S\ CONNECT_START command [ Notify error to application. Parametpr
sefting received. setting
Pargmeter T32 S_CONECT_CONF command Notify error to application. Parametr
seftting received. setting
Pargmeter T33 S_PRM_SET command Send S_PRM_SET command. Parametpr
seftting received. ) setting
Start response timer.
&&
A” Palalllctcl data hao L\'CT
been transmitted.
Parameter T34 S_PRM_SET command Send S_PRM_APPLY Parameter
setting received. command. applying
&& Start response timer.
All parameter data has been
transmitted.
Parameter T35 S_PRM_APPLY command Notify error to application. Parameter
setting received. setting
Parameter T36 S_SAFE_DATA command Notify error to application. Parameter
setting received. setting
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Destination

State Transition Condition Action
state
Parameter T37 Response timer expired. Send S_DISCONNECT Parameter
setting command. setting
Start response timer.
Parameter T38 Reset request received. Initialize the variables related Idle
applying to the connection.
Parameter T39 Stop safety communication Send S_DISCONNECT Parameter
applying request received. command. applying
Start response timer.
Pargmeter T40 Illegal SPDU received. Notify error to application. Parameter
apglyin applyin
PRINg lllegal connection ID. pOng
lllegal sequence number.
lllegal CRC.
lllegal command.
lllegal data.
Pargmeter T41 S_DISCONNECT command Initialize the wariables related Idle
apglying received. to the connection.
Stop response timer.
Pargmeter T42 S_CONNECT_START command | Netify error to application. Parametpr
applying received. applying
Pargmeter T43 S_CONECT_CONF command Notify error to application. Parameter
apglying received. applying
Pargmeter T44 S_PRM_SET command Notify error to application. Parameter
apglying received. applying
Pargmeter T45 S_PRM_APPLY.¢ommand Send S_SAFE_DATA Safety dpta
applying received. command. )
sending
Start watchdog timer. .
receiving
Pargmeter T46 S_SAFE_DATA command Notify error to application. Parametpr
apglying received. applying
Pargmeter T47 Response timer expired. Send S_DISCONNECT Parametpr
applying command. applying
Start response timer.
Safefy data T48 Reset request received. Initialize the variables related Idle
) to the connection.
serldingl
recgiving
Safety data T49 Stop safety communication Stop watchdog timer. Safety data
. request received. .
sending/ Send S_DISCONNECT sending/
. command. o
receiving receiving
Start response timer.
Safety data T50 lllegal SPDU received. Notify error to application. Safety data

sending/

receiving

lllegal connection ID.
lllegal sequence number.
lllegal CRC.

lllegal command.

lllegal data.

sending/

receiving
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Destination

State Transition Condition Action
state
Safety data T51 S_DISCONNECT command Stop watchdog timer. Idle
. received. . L
sending/ Notify error to application.
receiving Initialize the variables related
to the connection.
Safety data T52 S_CONNECT_START command | Notify error to application. Safety data
) received. .
sending/ sending/
receiving receiving
Safefy data T53 S_CONECT_CONF command Notify error to application. Safetydpta
. received. ]
serlding/ seénding
receiving receiving
Safefy data T54 S_PRM_SET command Notify error to application. Safety dpta
) received. .
serlding/ sending
receiving receiving
Safely data T55 S_PRM_APPLY command Notify error te~application. Safety dpta
. received. .
serlding/ sending
receiving receiving
Safefy data T56 S_SAFE_DATA command Stoprwatchdog timer. Safety dpta
. received. ) . .
serlding/ Deliver safety input data to sending
- application. .
recgiving receiving
Send S_SAFE_DATA
command.
Start watchdog timer.
Safefy data T57 Watchdog timer-expired. Stop watchdog timer. Fail safe]
serlding/ Notify error to application.
receiving Send S_FAIL_SAFE command.
Fai| safe T58 Reset-request received. Initialize the variables related Idle
to the connection.
Fai| safe T59 Stop safety communication Send S_DISCONNECT Fail safe]
request received. command.
Start response timer.
Fai| safe T60 S_DISCONNECT command Initialize the variables related Idle
received. to the connection.
7.2.2 State transition of safety slave

7.2.21

Safety communication layer

For the SCL in the safety slave: the state transition diagram is shown in Figure 14, the states
are described in Table 27, and the state transition matrix is shown in Table 28.
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Power on

Initializing

Executing

IEC
Figure 14 — Safety slave SCL - state transition diagram

Table 27 — Safety slave SCL - state description

State Description
Initializing Initial processing is executing.
Executing Connections between safety masters can be established.
For the safety connection: the state transition diagram is shown in Figure 15

Table 28 — Safety slave SCL - state transition matrix

Destingation

State Transition Condition Action
state

Initiglizing T1 Initializing completed- Initialize the variables related Executinlg
to the connection.

7.2.2.2 Safety connection

For the safety connection in the safety slave: the state transition diagram is shown in Figyre 15,
the states are described.in* Table 29, and the state transition matrix is shown in Table 3Q.
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T1-T5, T7-T10

Figure 15 — Safety slave safety connection - state transition diagram

Table 29 — Safety slave.safety connection — state description

T13, T15-T17,
T19, T20
Parameter waiting
T23, T25-T28
21,122,
T24
Safety data waiting
T32, T34-T38
Safety data sending/
receiving
Fail safe
IEC

State Description
Idle Connection instance is waiting for the connection establishment from the safefy
master
Parameter waiting Connection instance is waiting for the parameter setting from the safety mastefr.
Sdfety data waiting Connection instance is waiting for a reception of the first safety data from the pafety
master.
Safety data Connection instance sen