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Introduction

This Recommendation | International Standard, the BioAPI interworking protocol (BIP), specifies the syntax,
semantics, and encodings of a set of messages ("BIP messages') that enable a BioAPI-conforming application to
request biometric operations in BioAPI-conforming biometric service providers (BSPs) across node or process
boundaries, and to be notified of events originating in those remote BSPs. It also specifies extensions to the architecture
and behaviour of the BioAPI framework (specified in ISO/IEC 19784-1) that support the creation, processing, sending,
and reception of BIP messages.

A scenario where this Recommendation | International Standard would be applicable is where a national government
decides to establish a system of biometric enrolment and authentication that will involve a central database of all
enrolled persons in the country, with access to that database from biometric devices in health-care, socia services,
immigration, and security services. Thisis one of several applications where the BIP would be of use.

accommodate various degrees of support of such functionality. This makes it possible (tocr¢ate lightweight
implementations of this Recommendation | International Standard in which support of BioAPI<confornjing applications
or BidAPI conforming BSPsiis either not possible or not required.

This Recommendation | International Standard uses the ASN.1 notation (see ITU-T Rec:,X.680 series || SO/IEC 8824-1
multi-part standard) to specify the protocol messages.

Clausgs 7 to 11 contain informative overview material. Clauses 12 onwards (arid’some annexes) provigle the normative
specif|cation.

Clausg 7 describes the architecture of BIP.

Clausg 8 describes the mechanism of remote GUI event notifications.

Clausg 9 presents some examples of possible system configurations using BIP.
Clause 10 describes the format of the biometric data transferred by BIP.

Clausg 11 describes the identification of BIP endpointsgapplications, and BSPs.
Clausg 12 provides an overview of BIP message exchanges.

Clausg 13 contains general provisions which areinvoked by other clauses.
Clausg 14 specifies the genera syntax of aBl1P message.

Clausg 15 specifies the mapping between BioAPI types and the corresponding ASN.1 types that occur gs components of
BIP messages.

Clausg 16 specifies the syntax-of some individual BIP messages and the actions to be performed when receiving a
BioAlPI function call or a BIP'message related to a BioAPI function call.

Clausg 17 specifies the.Syntax of some individual BIP messages, and the actions to be performed when receiving a
BioAlI callback enaBlP message related to a BioAPI callback.

Clausg 18 spetifies a number of conceptual tables to be used by an implementation.

Clausgs 29'te 33 contain specific provisions which are invoked by other clauses.

AnnexX A TSTOrmatlive and SpeciTies the TCHITP binding of BTP.

Annex B is normative and specifies additional provisions for the TCP/IP binding of BIP.

Annex Cis normative and specifies the SOAP/HTTP binding of BIP.

Annex D isinformative and clarifies the minimal requirements for simple systems.

Annex E isinformative and provides examples of scenarios in which the BIP might be employed.

Annex F is normative and contains the complete ASN.1 specification of BIP.

© ISO/IEC 2008 — All rights reserved iX
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Biometrics — BioAPI interworking protocol

1 Scope

11 This Recommendation | International Standard specifies the syntax, semantics, and encodings of a set of
messages ("BIP messages') that enable a BioAPI-conforming application to request biometric operations in BioAPI-
conforming biometric service providers (BSPs) across node or process boundaries, and to be notified of events
originating in those remote BSPs.
NOTE — Both the local and the remote node or process can contain BSPs that provide storage and retrieval of biometric
|nformat|on records processi ng or comparison of such records or capture of blometrlc sampleﬁ from one or more biometric
Sensors. aln-both-{one-ormore)-applicatio al-acce moete BSPs, and
(one or

ore)BSPs that are accmd by remote appllcatl ons

12 Tlhis Recommendation | International Standard also specifies extensions to the architecture\and bghaviour of
the BioAP] framework that support the creation, processing, sending, and reception of BIP mesSages.|A BioAPI
framework| conforming to this Recommendation | International Standard (a "BlP-enabled frameworK") creates,
processes, pends, and receives BIP messages in close relationship with BioAPI function calls and callbacks. Outgoing
BIP messajes can be generated and sent by the framework as part of the handling of anincoming call ¢r callback.
Incoming BIP messages can cause actions to be performed by the framework as though a call or callbagk has been

received.
13 his Recommendation | International Standard explicitly allows forBIP messages to be created,| processed,
sent, and rgceived by a software entity (a"generic BIP entity") that is not necessarily a BIP-enabled framewark.

externally observable difference between the BIP messages created and-sent’by a generic BIP entity and those createql and sent by
abled framework. However, while a BIP-enabled framework istrequired to fully and properly implement thq relationship
herein between BIP messages and BioAPI function calls eicallbacks, a generic BIP entity has no such oljligation (see

14 his Recommendation | International Standard.specifies the use of any of several commonly available
transport pfotocols for the transfer of BIP messages between a pair of software entities ("BIP endpoints”).

15 andardization of biometric data blocks\(carrying raw, intermediate, or processed biometric samples) is not
in the scope of this Recommendation | International Standard.

NOTE - Standardization of such formatsis performed by the various parts of 1SO/IEC 19794.

16 andardization of biometric{information records (each containing one or more biometric data blogks together
with identifying and other meta-information) is not in the scope of this Recommendation | International Standlard.

NOTE - Standardization of the-elements of such formatsis performed by 1SO/IEC 19785-1, which also contains the ppecification
of anunjber of standardizedbiometric information record formats.

17 Gomparison algorithms for biometric identification or verification are not in the scope of this
Recommeridation | Intérnational Standard.

18 Tlhe definition of security mechanisms is not in the scope of this Recommendation | Internationdl Standard,
but a number of\bindings to secure transport protocols are specified in order to support secure exchanges bgtween BIP
endpoints.

19 The classification of, determination of, or requirements on the performance of biometric systems is not in the
scope of this Recommendation | International Standard.

1.10 This Recommendation | International Standard specifies a Version 1 of the BioAPI interworking protocol
(BIP), and assigns it the ASN.1 object identifier value {iso standard 24708 version (1)} (see ITU-T Rec. X.680 |
I SO/IEC 8824-1 for the meaning of this notation).

111 ISO/IEC 19784-1 specifies version 2.0 and 2.1 of BioAPI. This Recommendation | International Standard
provides support for only version 2.1.

ITU-T Rec. X.1083 (11/2007) 1
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2

Normative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1

2.2

None.

2.3

Identical Recommendations| International Standards

ITU-T Recommendation X.667 (2004) | |SO/IEC 9834-8:2005, Information technology — Open Systems
Interconnection — Procedures for the operation of OS Registration Authorities. Generation and
registration of Universally Unique Identifiers (UUIDS) and their use as ASN.1 Object Identifier

h >

components.

ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology
Syntax Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information, (technology
Syntax Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology
Syntax Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002,~\nformation technology
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.691 (2002) | ISO/IEC 8825-2:2002, Information technology
encoding rules; Specification of Packed Encoding Rules (PER).

ITU-T Recommendation X.693 (2001) | ISO/IEC~8825-4:2002, Information technology
encoding rules: XML Encoding Rules (XER).

— Abstract

— Abstract

— Abstract

— Abstract

— ASN1

- ASN.1

ITU-T Recommendation X.693 (2001)/Amd.1%2003) | ISO/IEC 8825-4:2002/Amd.1:2004, Information

technology — ASN.1 encoding rules. XML @Encoding Rules (XER) — Amendment 1. XE
instructions and EXTENDED-XER.

aired Recommendations | International Standards equivalent in technical content

dditional r eferences

ISO/IEC TR 8802-1:2001, Information technology — Telecommunications and informatio
between systems —)Local and metropolitan area networks — Specific requirements — Part 1 : (
Local Area Network Standards.

I SO/IEC19784-1:2006, Information technology — Biometric application programming
Part 17BioAPI specification.

I SOIEC 19785-1:2006, Information technology — Common Biometric Exchange Formats Fi
Part 1. Data element specification.

R encoding

N exchange
Dverview of

nterface —

amework —

Lo 40200 2. 900

20 I 4 s P} 1 o =¥ PRI | . PO
TOUMLC 1I70970.2UUT, TITTUNTIaturm teLlmiuruyy = CUNMTITIUNT DIUITIEU T AUTNANTYT T7UNTIals T1

Part 3: Patron format specifications.

ISO/IEC 19794 (all parts), Information technology — Biometric data interchange formats.
IETF RFC 768 (1980), User Datagram Protocol.

IETF RFC 791 (1981), Internet Protocol.

IETF RFC 793 (1981), Transmission Control Protocol.

IETF RFC 826 (1982), Ethernet Address Resolution Protocol.

IETF RFC 1945 (1996), Hypertext Transfer Protocol — HTTP/1.0.

IETF RFC 2131 (1997), Dynamic Host Configuration Protocol.

IETF RFC 2136 (1997), Dynamic Updates in the Domain Name System (DNS UPDATE).
IETF RFC 2462 (1998), |Pv6 Stateless Address Autoconfiguration.
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IETF RFC 2616 (1999), Hypertext Transfer Protocol — HTTP/1.1.

IETF RFC 2818 (2000), HTTP Over TLS.

IETF RFC 3315 (2003), Dynamic Host Configuration Protocol for 1Pv6 (DHCPV6).
IETF RFC 3927 (2005), Dynamic Configuration of 1Pv4 Link-Local Addresses.
IETF RFC 3987 (2005), Internationalized Resource Identifiers (IRIS).

IETF RFC 4443 (2006), Internet Control Message Protocol (ICMPv6) for the Internet Protocol
Version 6 (IPv6) Soecification.

W3C SOAP 1.2:2007, SOAP Version 1.2.

W3C SOAP MTOM:2005, SOAP Message Transmission Optimization Mechanism.
W3C XMLENC:2002, XML Encryption Syntax and Processing.

W3C XMLDSIG:2002, XML — Signature Syntax and Processing.

3 Conformance

The term$ and definitions specified in ISO/IEC 19784-1 and ISO/IEC 19785-1C~also apply to this

Recommeridation | International Standard.

Thefollow,

ng additional terms and definitions are used:

31 acknowledgement BIP message: BIP message conveying a responsei(acknowledgement) |to a prior

notificatior]
NOTE

3.2 B
processing
NOTE

BIP message.
Not all notification BIP messages have a corresponding acknowledgement,BLP message.

IP-enabled framework: Augmented version of the BioARD framework that is capable qf creating,
sending, and receiving BIP messages in close rel ationshipwith BioAPI function calls and callbagks.

Not al implementations of the BIP-enabled framework are BioAPI frameworks fully conforming to ISO/\EC 19784-1

(seethe Noteto 6.7).

33 B

| P endpoint: Runtime entity, identified by an endpoint IRI, capable of sending and receiving BIP messages,

and containing either a running generic BIP entity, or a running BlP-enabled framework with one compongnt registry,

Z€ero or ong

34 B
channel an
and the oth

NOTE

running BioAPI application, and zero or mare running BSPs.

IP link: Logical connection between two’BIP endpoints, consisting of a mandatory request/response link
| an optional notification/acknowledgement link channel, in which one BIP endpoint plays the role of master
by plays therole of dave.
At most one BIP link can exist between any pair of BIP endpoints for either assignment of roles. If a BIP|link has two

link chapnels, one of the two BIP endpoints will be the master endpoint in both link channels, and the other one will| be the slave

endpoin
capable.

35 B

3.6 B
framework
which unar

NOTE -

in both. A BIP link cannot exist between a pair of BIP endpoints if both are master-role-capable or both aje slave-role-

I P message: Messagethat can be sent from a BIP endpoint to another BIP endpoint through alink channel.

SP access UULD: Non-persistent UUID that is dynamically generated and assigned by a BlIP-enabled
to a BSPthat is available for loading into a given BIP endpoint (either the local one or a remote one), and
nbiguously-identifies both the BSP and (implicitly) the BIP endpoint.

BSPlaccess UUIDs are meaningless outside the BIP endpoint in which they have been generated.

3.7 B

NOTE 1
systems.

NOTE 2

—The BSP product UUID is expected to remain the same across multiple installations of the same BSP on different

—A BSP product UUID can be generated and registered at http://www.itu.int/ITU-T/asnl/uuid.html (see ITU-T

Rec. X.667 | ISO/IEC 9834-8).
3.8 CBEFF: Data elements and BIR formats specified in ISO/IEC 19785-1.

39 endpoint IRI: IRI that unambiguously identifies a BIP endpoint.

NOTE — There are no constraints on the form of this IRI. In general (unless a binding specification prescribes otherwise), thereis
no relationship between the IRI scheme of the endpoint IRI and the binding(s) supported by the underlying implementation. This
implies that, in general, an endpoint IRl may not provide, by itself, sufficient information for locating the BIP endpoint on a
network.

I TU-T Rec. X.1083 (11/2007) 3
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3.10 generic BIP entity: Software entity that is capable of creating, processing, sending, and receiving BIP
messages, but which does not necessarily implement the BioAPI APl and the whole functionadity of a BioAPI
framework (including access to the component registry and to local BSPs).

311 link channel: Logical connection from one BIP endpoint to another BIP endpoint using a specific transport
protocol binding, in which one BIP endpoint plays the role of master and the other plays the role of dave.

312 master endpoint (of a given BIP endpoint): BIP endpoint that has been logically connected with a BIP link
to the given (slave) BIP endpoint, and which is capable of sending request BIP messages to the given BIP endpoint and
processing notification BIP messages received fromit.

NOTE — A given BIP endpoint may play both the role of master and the role of slave at the same time, with any number of other
BIP endpoints, provided that an appropriate set of BIP links are established.

313 notification BIP message: BIP message conveying the notification of an event of interest to the receiving
BIP endpoint.

ption  and

NOTE — A natification/acknowledgement link channel can only exist as part of aBIP link. Its presencein aBMNlink js optional.

3.15 remote access policy: Determination of which local BSPs, which local BFPs, andtwhich BiloAPI units
(managed ljy those BSPs and BFPs) a BIP endpoint makes available for use by another BIP endpoint.

3.16 request BIP message: BIP message conveying a request for an action to be perfermed by the regeiving BIP
endpoint.

317 request/response link channel: Link channel through which request\and response BIP mgssages are
transferredjand which is always present in aBIP link (see 3.4).

NOTE A request/response link channel can only exist as part of a BIP link.
3.18 response Bl P message: BIP message conveying aresponse to@a prior request BIP message.

3.19 slave endpoint (of a given BIP endpoint): BIP endpointdo which the given (master) BIP endpoint has been
logically connected with a BIP link, and which is capable of processing request BIP messages received fromm the given
BIP endpoint and sending notification BIP messages to it.

NOTE A given BIP endpoint may play both the role of masterand the role of slave at the same time, with any number of other
BIP endpoints, provided that an appropriate set of BIP links are established.

3.20 transport protocol binding: Physical realization of alink channel, specifying what transport protpcol to use,
how to engode BIP messages, how to compose transport-level messages carrying the encoded BIP messages, and other
details abolit the usage of the transport protocol:

4 Abbreviations

For the purpose of this Recommendation | International Standard, the following abbreviations apply.
ARP Address Resolution Protocol

ASN.1 Abstract Syntax Notation One

BDB Biemetric Data Block

BFP Biometric Function Providers

1P BioAP! Interwaorking Protocol

BIR Biometric Information Record

BSP Biometric Service Providers

DHCP Dynamic Host Configuration Protocol

FPI Function Provider Interface

HTTP  Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol over Secure Socket Layer
IP Internet Protocol (see IETF RFC 791)

IRI Internationalized Resource Identifier

MAC  MediaAccess Control

MTOM Message Transmission Optimization Mechanism
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PER Packed Encoding Rules
SOAP  Simple Object Access Protocol
SPI Service Provider Interface
TCP Transmission Control Protocol

U

DP User Datagram Protocol

UUID  Universaly Unique Identifier

5 Conventions

The following typographic and colour conventions have been followed in this Recommendation | International Standard

to facilitate reading even though they are not essential to understand the Recommendation:

— angtage-Rames-ane-deftrittors—{saeh—as-BioAPtype-defirttons—Bie Hretter-eefiitions, and
input parameters of BioAPI functions) are displayed as in the following example: Bio AB{5|nit; output
parameters of BioAPI functions are printed as in the following example: Response;

—- ASN.1 language names and definitions (such as ASN.1 type definitions, ASN.1 component hames, and
BIP message types) are displayed as in the following example: masterEndpointIR;

- XML names and documents (such as XML Schema definitions, global element names, and gxamples of
XML-encoded BIP messages) are displayed as in the following example; <hip?verifyMatch/>.

6 Conformance
6.1 Qlauses 7 to 33 specify the syntax and semantics of BIP messages and the behaviour of a BIP-enabled
framework|on reception of incoming BioAPI function calls (made by the loca application), callbacks (madg by alocal
BSP), and BIP messages.
6.2 A BlP-enabled framework is one type of implementation of this Recommendation | Internationgl Standard.
The other tiype of implementation is a generic BIP entity. A generic BIP entity has the ability to create, prgcess, send,
and receivég BIP messages, but does not necessarily implement the BioAPI API and the whole functionality ¢f a BioAPI
framework|(including access to the component registry and'to local BSPs) internally.
6.3 Gonformance to this Recommendation |Iternational Standard is organized into two conformpnce levels
(level 1 anfl level 2) and three role capability classes (master-role-capable, slave-role-capable, and dual-role-capable).
This gives atotal of six conformance classes asfollows:
Table 1 — Conformance classes
Conformance level
level 1 level 2
(generic BIP entity) (Bl P-enabled framewoik)
master-role-capable master-role-capable
Master-role-capable generic BIP entity Bl P-enabled framework
Role capability slave-role-capable slave-role-capable
dass save-role-capable generic BIP entity Bl P-enabled framework
duar-rore-capapie dual-role-capable
dual-role-capable generic BIP entity Bl P-enabled framework
6.4 The provisions of clauses 7 to 33 shall be applied differently for each of the two conformance levels, as
follows:

a) for aBIP-enabled framework, they shall be applied as specified;

b)

for a generic BIP entity, they shall be interpreted as referring to an ideal framework conceptually present

within the generic BIP entity, with no presumption that the ideal BioAPI and BioAPI SPIs of the ideal

framework are visible to any external observer or test.

NOTE — The internal structure of a generic BIP entity is not merely invisible. It is also totally unconstrained, and is not specified

for thep

urposes of conformance or conformance testing.

6.5 A software entity may claim to be a master-role-capable Bl P-enabled framework if and only if it:

a) exposesaBioAPI API to alocal application;

I TU-T Rec. X.1083 (11/2007) 5
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b) processesincoming BioAPI calls from alocal application as specified in clauses 7 to 33;
c) processesincoming notification BIP messages as specified in those clauses; and
d) never produces BIP messages except as specified in those clauses.

6.6 A software entity may claim to be a dave-role-capable Bl P-enabled framework if and only if it:
a) usestheBioAPI SPI exposed by local BioAPI-conforming BSPs to interact with them;
b) processesincoming callbacks from local BSPs as specified in clauses 7 to 33;
C) processesincoming request BIP messages as specified in those clauses; and
d) never produces BIP messages except as specified in those clauses.

6.7 A software entity may claim to be a dual-role-capable BIP-enabled framework if and only if it satisfies the
conditions for both a master-role-capable and a slave-role-capable Bl P-enabled framework.
NOTE — A dual-role-capable BlP-enabled framework is the only type of implementation of BIP that is required to support both

the BioAPI APl and the use of Tocal BSPs, and therefore it is the only one that can be regarded as a true superset, of the BioAPI
framewqrk as specified in ISO/IEC 19784-1.

6.8 software entity may claim to be a generic BIP entity (master-role-capable, slave-role-capable, or dual-role-
capable) ifland only if it is possible to determine, for any possible sequence (of arbitrary length) of ingoming and
outgoing BIP messages, a congruous sequence of actions which could have been performed'by’an ideal BlIP-enabled
framework|(of that role capability class) conceptually present within the software entity and that would have resulted in

NOTE —Clauses 7 to 33 are worded in such a way to ensure that a BIP implementation.doées not normally need[to know the
ce level of another BIP implementation with which it will exchange BIP,messages. The other implempntation will

enabled framework. For example, it is not possible, just by observing the BIP messages coming from the other imglementation,
to determine whether that implementation uses a real BioAPI-conforming BSP\to perform biometric operations qr uses some

sacorollary of the previous subclauses, the following intexfaces are subject to conformance testing for each
e class:

Table 2 — Confofmancetesting

Conformance class BioAPI API BioSPI API M essaging inter flace

master -role-capable generic BIP entity X

slavg-role-capable generic BIP entity X
dual{role-capable generic BIP entity X
master -role-capable Bl P-enabled framework X X
slavg-role-capabl e Bl P-enabl ed\framework X X
dualrole-capable Bl P-enabledframework X X X

6.10 Gonformance ta'the transport protocol bindings specified in Annexes A and B is defined separatgly for each
annex. Hoyvever, conformance testing of an implementation cannot be performed unless there is at least gne binding
that is supported-toth by the implementation and by the testing tool. In addition, conformance with regpect to the
correct prgcessing of notification BIP messages cannot be assessed unless the binding used in the test qupports the
transfer of hotification BIP messages.

6.11 An implementation claiming conformance to Annex A does not need to also claim conformance to Annex B.
However, conformance to Annex B requires conformance to Annex A.

6.12 Conforming implementations are additionally required to detect and to process bit-patterns in incoming
messages that do not form part of the BIP protocol (or that represent correct messages that are not allowed by previous
exchanges) in a manner that prevents denia of service attacks by an outside source, or by a Trojan horse inside an
otherwise conforming system. This requirement applies to al implementations claiming conformance to this
Recommendation | International Standard, even if the implementation is intended for use on a physically secured
network. It isnot optional if conformance is claimed.

NOTE — This requirement essentially means that a conforming receiver will make no assumptions on the correctness of

encodings and messages that are received, even on an established connection from an authenticated BIP sender. Conforming

implementations should not “crash” due to (for example) buffer over-run problems. It is expected that if BIP becomes widely

used, extensive test-suites will be produced to identify incorrect implementations that result in vulnerability to denia of service
attacks arising from messages that are not correct BIP messages, whether coming from an authenticated sender or not.
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7 BIP architecture

At the heart of BIP are the concepts of BIP-enabled framework, BIP message, BIP endpoint, BIP link, master/save
endpoints, and transport protocol binding, in addition to BioAPI concepts such as BSP and local application.

7.1 Bl P-enabled frameworks

711 One of the purposes of BIP is to enable a BioAPI application to use a remote BSP in the same ways as it
would use alocal BSP. Thisis avery concise statement that is clarified in the following subclauses.

7.12 The distinction between local and remote BSPs is based on the distinction between local and remote BioAP!
frameworks, which is as follows. For a given running BioAPI application, a local BioAPI framework is a running
instance of a BioAPI framework product that exposes its BioAPI APl to the application, whereas a remote BioAPI
framework is any other running instance of a BioAPI framework product (which may be located either in a different

computer or in a different process within the same computer). A local BSP is aloadable or running BSP whose schema

present in the component registry of aremote BioAPI framework but not in the component registry of\any Idcal BioAPI
framework| and which is therefore not accessible to the application through the BioAPI API~of 'any logal BioAPI

713 Tlhere are many situations in which a BioAPI application may wish to access afremote BSP. Sonfe examples

- asensor device may be physically attached to a computer different frem.the one in which thelapplication
is running, and be managed by a BSP that is loaded into the camputer to which the sensgr device is
attached;

- atemplate database may be located on a computer different from the one in which the application is
running, and be managed by a BSP that is loaded inte,.the computer where the template [database is
located;

- multiple registered copies of a BSP product implementing a comparison algorithm may be made
available for execution on multiple serversin order to optimize the use of computing resources,

- awatch-list search service may be providedtisthg a BSP running on a server;

- onagiven computer there may be a security policy restricting access to a template database| so that the
BSP that manages the template datahase and an application that accesses that BSP have {o be given
different access control permissions;*and therefore cannot run in the same process, even though they are
alowed to run in the same computer;

- executing an application in a separate process from that in which aBSP is running may help Ecrease the
reliability of the whole(system (when the application crashes, the BSP can remain available, and vice

versa);
- executing an application in a separate process from that in which a BSP is running enablles multiple

concurrent applications to share the same running instance of the BSP, which may help the BSP to
optimize itsintérnal resource management.

714 Access to remote BSPs through the BioAPI API of a local framework is not supported by BigAPI but is
supported by BIP.

he’BieAPI API exposed by a BIP-enabIed framework is syntactically |dent|cal to the one eX

extended and specialized. When an application uses the BioAPI APl of a BIP-enabled framework, the same sequences
of BioAPI calls and callbacks work for both local and remote BSPs. It would always be possible to replace a BioAPI
framework with a BIP-enabled framework with no visible changes in behaviour (assuming that al currently registered
BSPs are re-registered in the new framework).

7.1.6 The above implies that there is no fundamental difference between a BioAPI application (not BlP-aware) that
only uses local BSPs and one (BIP-aware) that uses both local and remote BSPs, apart from the portions of the
application that deal specifically with the location of the BSPs (if any). Both local and remote BSPs are listed in the
array returned by BioAPI_EnumB SPs; both local and remote BSPs are "loaded” by calling BioAPI_ BSPLoad and
are "attached" by calling BioAP|_BSPAttach; both local and remote BSPs can send unit event notifications and GUI
event notifications to the application; and so on. A BioAPI application will still work even if the BioAPI framework is
replaced with a BlP-enabled framework and some or al of the local BSPs are moved to a remote BIP-enabled
framework (and thus become remote BSPs).
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7.2 BI P messages

721 This Recommendation | International Standard specifies a set of messages that can be exchanged between two
BIP-enabled frameworks (using transport protocol bindings) and precise rules for creating and processing those
messages in relation with BioAPI function calls and callbacks. A BlIP-enabled framework is capable of creating,
processing, sending, and receiving BIP messages. The logical connection between two running BlP-enabled
frameworks which supports the exchange of BIP messagesis called a BIP link.

7.2.2 The messaging protocol of BIP is modelled upon the BioAPI APl and is closely related to it. Most BioAPI
functions and callbacks have a corresponding pair of BIP messages (a request message and a response message, or a
notification message and an acknowledgement message), although there are exceptions.

7.2.3 The abstract message syntax of BIP is specified in ASN.1 notation. At the top level, there is a choice between
four main kinds of messages (request, response, notification, and acknowledgement). The BIP messaging protocol does
not specn‘y the use of any partlcular set of encoding rules for the ASN 1 type definitions, because the transfer of BIP

o > individual

SEX ncoding es are specified in the

transport protocol bindings (see 7.5).

7.24 All four kinds of BIP messages carry a link number, which identifies messages exchanged agrosg a BIP link
(see7.4), gnd an identifier (positive integer), which is either a request identifier (for requestsyand resppnses) or a
notification) identifier (for notifications and acknowledgements). Request and notification BlPymessages [sent across
each BIP I|nk are independently numbered, starting from an arbitrarily chosen number, and,are incremented on each
message being sent. When an identifier reaches the top of the allowed range (4294967295), it restarts|from zero.
A responsd BIP message is required to carry the same link number and identifier as.the corresponding fequest BIP
message. The purpose of the link number and identifier in BIP is to facilitate the” pairing of responsgs with the
correspondjng requests and the pairing of acknowledgements with the corresponding notifications. Identifierfs cannot be
relied upor| for determining the order of transmission of BIP messages.

7.3 BIP endpoints

731 Although it would be possible to specify the exchange of \BIP messages in terms of alocal and a remote BIP-
enabled frgmeworks communicating over a BIP link, this Recommendation | International Standard adoptf a slightly
different model based on the concept of BIP endpoint, which“accommodates implementations that are BlP-enabled
frameworks as well as implementations that are not framewofks, as described in the following subclauses.

732 A BIP endpoint is a conceptual runtime software entity, which is identified by a unique IRI and ig capable of
creating, processing, sending, and receiving BIP méssages. A BIP endpoint sends BIP messages to gnhother BIP
endpoint through a BIP link, which is a logical connection established between two BIP endpoints. One of I1e two BIP
endpoints iin a BIP link plays the role of master endpoint with respect to that link, the other plays the rgle of slave
endpoint wjth respect to that link.

733 A BIP endpoint may have an‘internal structure consisting of the following runtime components:

a one running instance of a BIP-enabled framework (which is responsible for sending and receiving the
BIP messages that jappear to be sent and received by the BIP endpoaint);

b) one BioAPltcomponent registry (managed by the framework in a));
¢) zero or<oheé running instance of a BioAPI application (which uses the BioAPI API of the|framework
ina));
d zéreor more running instances of BSPs (whose BioAPI SPI is used by the framework in a)); gnd
€) “\.'zéro or more running instances of BFPs (whose BioAPI FPI is used by some of the BSPs in d)).

734 Alternatively, a BIP endpoint may have a different internal structure or an unspecified internal structure, in
which case it is said to contain a generic BIP entity (a different conformance class from a BIP-enabled framework).
However, the two BIP endpointsin a BIP link have no visibility of each other's internal structure. All the provisions of
this Recommendation | International Standard regarding the exchange of BIP messages are expressed in terms of a
framework sending a message to a (master or slave) BIP endpoint or receiving a message from a (master or slave) BIP
endpoint, and never refer to the BIP-enabled framework contained in that BIP endpoint (which may or may not contain
a BIP-enabled framework, depending on its conformance class).

7.35 There are many situations in which an implementer may wish to create a generic BIP entity instead of a BIP-
enabled framework. Some examples are:

— computing platforms with constrained resources (such as embedded systems), which are built to perform
a very specific set of biometric functions and do not need to support arbitrary BSPs or arbitrary
applications, but need to support the exchange of BIP messages,

8 ITU-T Rec. X.1083 (11/2007)


https://iecnorm.com/api/?name=c1dd7432e93d496363ef3a291cb4af51

| SO/I EC 24708:2008 (E)

— implementations of BIP that wish to expose an API different from the standard BioAPI 2.0 defined in
ISO/IEC 19784-1 APl or wish to use biometric service modules different from standard BioAPI 2.0
BSPs;

— implementations of BIP that wish to support the same functionalities of a BioAPI framework while
providing an APl in a programming language other than C;

—  proxies, gateways, firewalls, or other intermediaries which may perform avariety of functions (including
tranglation between different transport protocol bindings, message routing, message logging, security
checks, load balancing, etc.); these functions normally result in another BIP message of the same type
being sent to another BIP endpoint, instead of abiometric operation being performed by that endpoint.

7.3.6 As stated above, the internal structure of a BIP endpoint (and so whether the endpoint contains a BIP-enabled
framework or an embedded implementation, a non-standard framework, a proxy, a gateway, €etc.) is not visible to any
other BIP endpoint that is engaged in a BIP link with it. The BIP endpoint will exhibit the same behaviour in all cases
as far as can be observed from the BIP messages being exchanged.

737 Tlhe limits imposed on the number of BioAPI applications within a BIP endpoint (at most org)|and on the
number of endpoint IRIs (one) do not prevent the existence of implementations of this Recommendation)| Ipternational
Standard ip which a BIP-enabled framework implementation supports multiple BioAPI applications apd multiple
endpoint IRIs simultaneously. Such an implementation can be modelled as a set of conceptua{BIP endpoints, each
having expctly one endpoint IRl and containing at most one BioAPI application. “The provisions of this
Recommeridation | International Standard then apply to each one of those conceptual BIP endpoints.

7.4 BIP links

74.1 A BIPlink isalogica connection established between two BIP endpoints for the exchange of BIFP messages.
Thisisavary abstract concept. There are many ways to physically realize a BIRTink.

7.4.2 Tlhe term "send", as used in this Recommendation | Internationial Standard, means the conceptual tyansfer of a
BIP messafje from a BIP endpoint (sender) to the BIP link between(the sending endpoint and the receiving endpoint.
Them e being transferred is an abstract value of type BIPMessage (see clause 14), which is placed on the link as
aresult of the send. The term "receive", as used in this Recommendation | International Standard, means theg conceptual
transfer of ja BIP message from the BIP link to the receiving BIP endpoint. The message being transferred|is removed
from the limk as a result of the receive. No assumptions aretnade at this level about the physical nature of the BIP link,
about the yinderlying transport protocol, about the encoding of the BIP message being transferred, and gbout time-

related or gpace-related aspects of sending or receiving (such as waiting and queuing).
74.3 he roles of master and slave with respect to a given BIP link constrain the types of BIP messages that a BIP
endpoint cgn send through the link. A master endpoint can only send request BIP messages and acknowledgement BIP

messages through the link, and a slave endpoint can only send response BIP messages and notification BIP messages
through the link. A BIP link is always Created by a BIP endpoint that intends to act as a master endpoint with respect to
that link knows in advance the endpoint IRI of the other BIP endpoint. A BIP endpoint that accepts to participate in
alink being created by another BIRendpoint implicitly accepts to act as a slave endpoint with respect to thgt link, and
may or may not know in advarice'the endpoint IRI of the other BIP endpoint (but will learn it as the link is established).
There may |be at most one BIRIink between two BIP endpoints for either assignment of roles, but there is nojlimit to the
number of |inks in whichra\BIP endpoint may be engaged (in either role). A BIP endpoint may refuse to parficipate in a
link being ¢reated by.-acertain BIP endpoint, or may always refuse to act as a slave BIP endpoint.

74.4 ach request BIP message sent by the master endpoint through a BIP link is followed by a regponse BIP
message sgnt/by-the slave endpoint through the same link. Some (but not all) notification BIP messages fent by the
slave endppint'through a link are followed by an acknowledgement BIP endpoint sent by the master endpdint through
the same link. Unsolicited responses (not preceded by a request) and unsolicited acknowledgements (not preceded by a
notification) are not alowed. Examples of request BIP messages are those originating from a call to
BioAPI_BSPLoad or BioAPI VerifyMatch made by the local application within the master endpoint. Examples of
notification BIP messages are those originating from a callback to the local framework's unit event handler or GUI
event handler made by alocal BSP within the slave endpoint.

7.4.5 Here is an example of a possible interaction between two linked BIP endpoints that both contain a BIP-
enabled framework. A BioAPI call made by the application in the master endpoint and directed to a BSP in the Slave
endpoint will normally result in arequest BIP message being sent by the master framework to the save framework. The
slave framework will process the message as if it had received a function call on its BioAPl API, and after the
processing, it will send a response BIP message to the master framework, which will then return control to the local
application. A notification callback (such as a unit event notification or a GUI event notification) made by a BSP in the
slave endpoint to its framework will normally result in a notification BIP message being sent by the slave framework to
the master framework. The master framework will process the message by making a callback to a handler function
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provided by the local application. For some notifications, the master framework will send an acknowledgement message
to the slave framework, which will then return control to the local BSP. For other notifications, the slave framework
will return control to the BSP as soon as the natification BIP message has been sent to the master framework.

75 Transport protocol bindings

751 A transport protocol binding is a physical realization of alink channel (either a request/response link channel
or a natification/acknowledgement link channel). In most cases, a binding specification will reference a commonly
available transport protocol rather than specify a new one. A binding specification has to provide complete details
aboult:

— thetransport protocol;

—  selection of parameters and options of the transport protocol;
—  bit-level encoding of BIP messages;

- addressing mechanisms or conventions,

- possible sharing of atransport-level connection among multiple abstract link channels;

-  definition of transport-level messages that carry the encoded BIP messages,

-  possible grouping of multiple encoded BIP messages into a single transport-level ‘miessage;
- any additional mechanisms in support of security, reliability, routing, etc.

752 A BIP link has a request/response link channel, and may or may not have, a-notification/acknowledgement
link channgl. If a BIP link does not have a notification/acknowledgement link channel; then the slave endgoint cannot
send notifi¢ation BIP messages to the master endpoint. If a BIP link has both channels, the two channels may use either
the same b|nding or different bindings. In most cases, a BIP link has both channels and the two channels uge the same
binding. Hpwever, the ability to use different bindings for the two channels-(er avoid the notification/acknoyledgement
channel altpgether) is useful in many situations where different costs and different benefits are associated with the use
of aparticlar binding by each link channel between two given BIP endpoints.

75.3 A conforming implementation of this Recommendation,| International Standard (of any confornfance class)
may use any transport protocol binding (either standardized oc proprietary) for each link channel when esfablishing a
BIP link wjith another BIP endpoint, provided that the other’BIP endpoint supports those transport protocgl bindings.
Severa stgndardized bindings are specified in Annexes“A to C in order to facilitate interoperability, but |there is no
requiremert for implementations to support any one of them.

7.6 reation and destruction of BIRlinks

d
7.6.1 BIP links can be established by-€either:
a managed connections; or

) by automatically-established connections using the so-called Plug and Play (PnP) mechanisms.
NOTE 1|— Specific transport. protocol bindings specified in the annexes define a default PnP mechanism for that transport
protocol|binding.

NOTE 41— Specificationyof the mechanisms to be used to establish managed connections is out of the sgope of this
Recomnpendation | lnternational Standard.

7.6.2 Tlhe PnR-mechanisms specified in the annexes provide service discovery for BIP master endpoints. Service
announcenent mechanisms for save endpoints are also specified, but their use is optional. The PnP mechanisms
contain defjinitions on how to use generic security mechanisms. Specification of the security mechanisms tg be used is
not in the scope of this Recommendation | International Standard.

7.6.3 The protocol messages creating and destroying BIP links may be transmitted separately from the BIP
messages, depending on the capabilities of the specific protocol binding.

EXAMPLE: TCP/IP provides an identification of types of messages between the same endpoints by using different port
numbers for the different types of messages. For the TCP/IP binding of BIP, different ports are used for the PnP
mechanism and for BIP messages.

7.6.4 A BIP link can be created by a BIP-enabled framework either implicitly or explicitly. A BIP link is explicitly
created by the framework when the framework processes an incoming call to BioAP| _LinkToEndpoint made by the
local application. The BIP endpoint identified by the endpoint IRI specified by the application becomes the dave
endpoint in the newly created BIP link, and the local endpoint becomes the master endpoint. A BIP link is implicitly
created by the framework whenever the framework chooses to do so while processing an incoming call to BioAPI_Init
or BioAPI_InitEndpoint. In this case, the local application has no direct control over the creation of BIP links (the
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framework chooses a set of BIP endpoints and attempts to create alink to each of them). Obvioudly, it is possible to use
the two methods in combination. Normally, the framework chooses the binding(s) to use for each link channel, but the
application can suggest a particular binding or particular binding parameters via an auxiliary parameter of the function
BioAPI _LinkToEndpoint (the format of this auxiliary parameter is not standardized). A BIP link is destroyed when
the framework processes an incoming call to BioAP| _UnlinkFromEndpoint (which specifies an endpoint IRI), or
when it processes an incoming call to BioAPI Terminate (all existing links are destroyed), or when it receives a
masterDeletionEvent notification BIP message from a slave endpoint or sends a masterDeletionEvent
notification BIP message to a master endpoint (the link with that BIP endpoint is destroyed), or when a failure of a
transport-level connection is detected.

7.6.5 The creation of a BIP link occurs in two phases. In the first phase (optional), a transport-level connection is
established for each channel (either one or two) of the new BIP link. The first phase may be skipped if it is possible to
utilize a pre-existing transport-level connection or if there is no need to establish a permanent transport-level
connection. At this point, the roles of master and slave are assigned to the two endpoints (the creator of the link
becomes the master endpoint). In the second phase, the master framework sends an addMaster request BIP message to
the slave endpoint. On reception of the addMaster request BIP message from the master, the slave framewgrk will add
the endpoint IRI of the new master to its internal MasterEndpoints table, and will return the followinginfprmation in
the addMaster response BIP message to the master: the framework schema, a list of BSP schemas;'and aflist of BFP

7.6.6

transport-lgvel connection of alink, it will delete from its tables all the entries pertaining to the endpoint (either master
or slave) ciated with that link, and any pending function calls or callbacks related to one of those entrieg will return

7.6.7 ue to the way schema infopmation is transferred from a slave endpoint to a master endpoint, a|BIP link is
neither synpmetric nor transitive. For example, if an endpoint A links to an endpoint B, an application in A wjll "see" the
BSPs regigiered in B, but an application in B will not see the BSPs registered in A, unless another (indepengent) link is
established|from B to A. If an endpoint A links to an endpoint B which links to an endpoint C, an applicatign in A will
"see" the BSPs registered inB,)but not those registered in C, unless another (independent) link is establishefl from A to
C. (Note, however, that the'non-transitivity statement only applies to implementations conforming to level-2, but not to
level-1 imglementations’stich as proxies and gateways acting as slaves,