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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described in
the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types of
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Introduction

This document, and all the other parts associated with this document, were developed in response to
worldwide demand for smart home focused Internet of Things (loT) devices, such as appliances, door
locks, security cameras, sensors, and actuators; these to be modelled and securely controlled, locally
and remotely, over an IP network.

While some inter-device communication existed, no universal language had been developed for the
loT. Device makers instead had to choose between disparate frameworks, limiting their market share,
or developing across multiple ecosystems, increasing their costs. The burden then falls on end users
to determine whether the products they want are compatible with the ecosystem they bought into, or

find
own.

In ad
of se
stand

The d
and r
propd
key r

common, secure, interoperable approach.

1ISO/I

Connkectivity Foundation (OCF) Specification. The parts.fall into logical groupings as desc

- C

ays 10 Intedrate tneir devices Into thelr network, and try 1o solve Interoperabllity IS

dition to the smart home, |oT deployments in commercial environments are_hamper
curity. This issue can be avoided by having a secure loT communication framewor
ard solves.

oal of these documents is then to connect the next 25 billion devices-far the 10T, proy
eliable device discovery and connectivity across multiple OSs and platforms. There
sals and forums driving different approaches, but no single.solution addresses th
pquirements. This document and the associated parts enablé industry consolidati

FC 30118 consists of eighteen parts, under the general title Information technolg

bre framework
Part 1: Core Specification
Part 2: Security Specification
Part 13: Onboarding Tool Specification
ridging framework and bridges
Part 3: Bridging Specification
Part 6: Resource to Alljoyn Interface Mapping Specification
Part 8: OCF Resource-to oneM2M Resource Mapping Specification
Part 14: OCF Resource to BLE Mapping Specification
Part 15: OCK Resource to EnOcean Mapping Specification
Part 16: O€F Resource to UPlus Mapping Specification
Part 17:)OCF Resource to Zigbee Cluster Mapping Specification
Part18: OCF Resource to Z-Wave Mapping Specification
esource and Device models

ues on their

ed by a lack
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iding secure
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b majority of
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rfibed herein:

Part 4: Resource Type Specification
Part 5: Device Specification

— Core framework extensions
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CF Cloud
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Information technology — Open Connectivity
Foundation (OCF) Specification —

Part 9:
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re optional specification
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The :Iollowing documents are referred to.in the text in such a way that some or all of

cons
unda

1ISO/I
https

1ISO/I
Part
https

1ISO/I
Part }
https

implemented by any Device.

Scope

DCF Core specifications are divided into a series of documents:

chitecture, interfaces, protocols and services to enable OCF profiles implementatio
Things (loT) usages and ecosystems. This document is mandatory for all Devices t

bre optional specification (this document): The Core optional'specification document
amework, i.e., the OCF core architecture, interfaces,. protocols and services to
ofiles implementation for Internet of Things (IoT) usages*and ecosystems that can

bre extension specification(s): The Core extensiof specification(s) document(s) spec
CF Core functionality that are significant in scope (e.g., Wi-Fi easy setup, Cloud).

Normative references

itutes requirements of this document. For dated references, only the edition cited
ed references, the latest edition of'the referenced document (including any amendme

FC DIS 20924, Information-Technology — Internet of Things — Vocabulary, June 201
/lwww.iso.org/standard/69470.html

FC 30118-1, Information technology — Open Connectivity Foundation (OCF) Specifi
: Core specification
/lwww.iso.org/standard/53238.html

FC 30118<2; Information technology — Open Connectivity Foundation (OCF) Specifi
P: Security specification
/lwww:iso.org/standard/74239.html

IETF

bre specification: The Core specification document specifies the FEramework, i.e., t:l:e OCF core

for Internet
b implement.

specifies the
enable OCF
bptionally be

fies optional

heir content
applies. For
nts) applies.

8

ation —

ation —

https:

IETF
https:

IETF
https:

IETF
https:

IANA
https:

REC Q’ZQQ, Date and Time on the Internet: Timnef::mpe, I"I\/ 2002
/lwww .rfc-editor.org/info/rfc3339

RFC 5234, Augmented BNF for Syntax Specifications: ABNF, January 2008
/lwww .rfc-editor.org/info/rfc5234

RFC 5424, The Syslog Protocol, March 2009
/Itools.ietf.org/html/rfc5424

RFC 5646, Tags for Identifying Languages, September 2009
/Ilwww.rfc-editor.org/info/rfc5646

ifType-MIB Definitions
/lwww.iana.org/assignments/ianaiftype-mib/ianaiftype-mib
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IANA Media Types Assignment, March 2017

http://www.

iana.org/assignments/media-types/media-types.xhtmi

OpenAPI specification, fka Swagger RESTful APl Documentation Specification, Version 2.0
https://github.com/OAIl/OpenAPI-Specification/blob/master/versions/2.0.md

For the purposes of this document,

Terms, definitions and abbreviated terms

Terms and definitions

the terms and definitions given in

ISO/IEC 30118-1.

3

3.1
ISO/IEC 3
ISO and IE
— 1SO On
— |EC El¢
3.11

Alert
information
regard to p
3.1.2

Rule
Resource t
3.1.3

Rule Action

Resource t

3.14

Rule Expr
definition o
a boolean |

3.1.5

Rule Input
Resources
(3.1.4)

3.1.6
Rule Resu
Property w

118-2, and the following apply.
C maintain terminological databases for use in standardization at the following‘addr

ine browsing platform: available at https://www.iso.org/obp

ctropedia: available at http://www.electropedia.org/

btential problems, issues, or Device status of interest on which action can be taken

nat implements autonomous decision logic according to a condition-action pattern

nat is actuated with a defined value when-the Rule Result (3.1.6) holds "true"

ssion

Rule Result (3.1.6), for which:"true" means that the Rule (3.1.1) has been triggered

t
nich reflects the result of the evaluation of the Rule Expression (3.1.4)

3.1.7

that contain the(Properties whose values are evaluated as part of the Rule Expn

ESSES!:

provided by the Device by means of a specialised Resource Type that provides detalls with

the Rule (3.1.1) logic in terms-of the defined Rule Inputs (3.1.5), and which evaluates to

ession

Scene

static entity that stores a set of defined Property values for a Collection of Resources

Note 1 to entry:

the Property t

3.1.8

hat has to change.

Scene Collection
Collection that contains an enumeration of possible Scene Values (3.1.10) and the current Scene Value

(3.1.10)

Note 1 to entry:

The member values of the Scene Collection (3.1.8) are Scene Members (3.1.9).

A Scene (3.1.3) is a prescribed setting of a set of Resources with each having a predetermined value for
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Scen
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Resource that contains mappings of Scene Values (3.1.10) to values of a Property in the Resource

3.1.10

Scen

e Value

Scene (3.1.3) enumerator representing the state in which a Resource can be

4

4.1

Document conventions and organization

Conventions

In thi
or sin
Netw

In thi
word
Any |

4.2

In thi
follow

Requ

T
n

Reco

5 document a number of terms, conditions, mechanisms, sequences, parameters; eV
nilar terms are printed with the first letter of each word in uppercase and the restlow
brk Architecture). Any lowercase uses of these words have the normal techni¢al’'Engl
5 document, to be consistent with the IETF usages for RESTful operations;-the REST
5 CRUDN, CREATE, RETRIVE, UPDATE, DELETE, and NOTIFY wilthave all letters
pbwercase uses of these words have the normal technical English meaning.

Notation

s:
ired (or shall or mandatory)(M).

nese basic features shall be implemented toscomply with Core Architecture. The pf
pt", and "PROHIBITED" indicate behaviouk'that is prohibited,

inpplementation is not in compliance.

mmended (or should)(S).

bcommended features take adyantage of the capabilities Core Architecture, ust
posing major increase of.complexity. Notice that for compliance testing, if a re

ature is implemented, it.shall meet the specified requirements to be in compliance
i .| The phrase

ents, states,
ercase (e.g.,
sh meaning.

ful operation
capitalized.

s document, features are described as required, recomimended, allowed or DEPRECATED as

rases "shall

i.e. that if performed means the

nese features add functionality .supported by Core Architecture and should be implemented.

ally without
commended
with these

he feature is
juidelines.

ented except

ation of an

|mplementat|on compllant W|th the current documenthas no effect on the implementation’s
operation and does not produce any error conditions. Backward compatibility may require that a
feature is implemented and functions as specified but it shall never be used by implementations
compliant with this document.

Conditionally allowed (CA).

The definition or behaviour depends on a condition. If the specified condition is met, then the
definition or behaviour is allowed, otherwise it is not allowed.

Conditionally required (CR).

— The definition or behaviour depends on a condition. If the specified condition is met, then the
definition or behaviour is required. Otherwise the definition or behaviour is allowed as default

unless specifically defined as not allowed.
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Strings that are to be taken literally are enclosed in "double quotes".

Words that are emphasized are printed in italic.

In all of the Property and Resource definition tables that are included throughout this document the
"Mandatory" column indicates that the item detailed is mandatory to implement; the mandating of
inclusion of the item in a Resource Payload associated with a CRUDN action is dependent on the
applicable schema for that action.

4.3

Data types

Resources are defined using data types derived from JSON values as defined in clause 4.3 in

ISO/IEC 30118-1.

5 Functional interactions

5.1

The functiopal interactions between a Client and a Server are described in 5.2 thfough 5.7 respe

Introduction

tively.

The functipnal interactions use CRUDN messages (clause 8 in ISO/IEC 30118-1) and ihclude

Discovery,

Resources|as defined in Table 1.

Table 1 — List of optional Core Resources

Notification, and Device management. These functions requife support of core defined

Pre-definpd URI Resource Name Resource Type Related Functional Mandatoryj
Interaction
(none) Configuration "oic.wk.con" Device management | No
(none) Configuration "oic.wk.con.p" Device management | No
"loic/mnt" Maintenance "oic.wk.mnpt" Device management | No
(none) Network monitoring "oic.wkhmon" Device management | No
(none) Software update "oic.wk.softwareupdate" | Device management | No
(none) Icon "oic.r.icon" Icons No
(none) Scene List "oic.wk.scenellist" Scenes No
(none) Scene Collection "oic.wk.scenecollection" | Scenes No
(none) Scene Member "oic.wk.scenemember" Scenes No
(none) Alerts "oic.r.alert" Alerts No
(none) Alerts Collection "oic.r.alertcollection” Alerts No
5.2 anoarding, provisioning and configuration
Onboarding and provisioning are fully defined by ISO/IEC 30118-2.
Should a Device support Client update of configurable information it shall do so via exposing an

"oic.wk.con" Core Resource (Table 2) in "/oic/res".

Table 2 — Configuration Resource

the Device is exposed.

Example Resource Resource OCF Description Related
URI Type Title Type ID Interfaces Functional
"rt" value) Interaction
"/lexample/oi | Device "oic.wk.con" "oic.if.rw" The Resource Type through which Configuration
c/con” configuration configurable information specific to

© ISO/IEC 2021 - All rights reserved
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The Resource Properties exposed
in "oic.wk.con" are listed in
Table 3.

"/lexample/oi
c/con"

Platform
configuration

"oic.wk.con.p"

"oic.if.rw"

The optional Resource Type
through which configurable
information specific to the Platform
is exposed. The Properties
exposed in "oic.wk.con.p" are
listed in Table 4.

Configuration

Table 3 defines the "oic.wk.con" Resource Type. Complete details are provided in annex A.2.

Table 3 — "oic.wk.con" Resource Type definition

Property
tifle

Property
name

Value type

Value
rule

Unit

Access
mode

Mandatory

Déskription

(Devj|ce)
Name

n
(Common
Property of
"/example/
oic/con")

"string"

N/A

N/A

R, W

Yes

Human'friendly name
configurable by the end pser (e.g.
Bob's' thermostat). The "h"
Common Property of the
oic.wk.con Core Resour¢e and
the "n" Common Property of the
"/oic/d" Core Resource shall have
the same Value. When the "n"
Common Property Value|of the
oic.wk.con Core Resourge is
modified, it shall be reflgcted to
the "n" Common Propertly of
"/oic/d" Core Resource.

Location

"loc"

array of
float (has
two
elements,
the first is
latitude,
the second
is
longitude)

N/A

Deg
rees

No

Provides location information
where available.

Location
Name

"string”

N/A

N/A

no

Human friendly name foi location
For example, "Living Ropm".

Curréncy

‘string"

N/A

N/A

R,W

no

Indicates the currency tHat is
used for any monetary
transactions

Regipn

"string"

N/A

N/A

R,W

no

Free form text Indicating| the
current region in which the
Device is located geogrgphically.

Locajized
Names

LN

"array"

N/A

N/A

R,W

no

Human-friendly name of [the
Device, in one or more
languages. This Property is an

array of objects whereeach
object has a "language" field
(containing an IETF RFC 5646
language tag) and a "value" field
containing the Device name in
the indicated language. If this
Property and the Device Name
(n) Property are both supported,
the Device Name (n) value shall
be included in this array.

Default
Languag
e

g

"language-
tag"

N/A

N/A

R,W

no

The default language supported
by the Device, specified as an
IETF RFC 5646 language tag. By
default, clients can treat any
string Property as being in this
language unless the Property
specifies otherwise.

© ISO/IEC 2021 - All rights reserved
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Table 4 defines the "oic.wk.con.p" Resource Type. Complete details are provided in annex A.3.

Table 4 — "oic.wk.con.p” Resource Type definition

Property
title

Property
name

Value
type

Value
rule

Unit

Access
mode

Mandatory

Description

Platform
Names

nmnpnu

"array"

N/A

N/A

R,W

No

Friendly name of the
Platform. This Property is
an array of objects where
each object has a

"language" field
(containing an

IETF RFC 5646 languag
tag) and a "value! field
containing thé platform
friendly name’in the
indicatedManguage.

14

For example,

[{"language":"en",
"value":"Dave’s Laptop"

—_

5.3 Dev

5.3.1

Overview

ce management

Device mampagement includes the following functions:

— Diagnostics and maintenance
— Network monitoring
5.3.2

The Diagn

Dipgnostics and maintenance Resource Type

pstics and Maintenance Resource Type is intended to enable the resolution of
encountered with the Devices whilg-operating in the field. If diagnostics and maintenance is sup
by a Devicg¢, the Core Resource "/oic/mnt" shall be supported as described in Table 5.

Table|5 — Optional diagnostics and maintenance Device management Core Resources
Pre-defined Resource Resource OCF Description Related
URI Type Title Type ID Interfaces Functional
"rt" value) Interaction
"loic/mnt" Maintenance | "oic.wk.mnt" "oic.if.rw" The Resource through which the Device
Device is maintained and can be management

used for diagnostic purposes.

The Properties exposed by
"/oic/mnt" are listed in Table 6.

Table 6 defines the "oic.wk.mnt" Resource Type. At least one of the Factory Reset, Reboot, or last

error Properties shall be implemented. Complete details are provided in annex A.5.

Table 6 — "oic.wk.mnt" Resource Type definition

Property title Property Value Value | Unit Access Mandatory Description
name type rule mode
Factory_Reset | "fr" "boolean” N/A N/A R, W No When writing to this

Property:
false — No action (Default*)
true — Start Factory Reset

© ISO/IEC 2021 - All rights reserved
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When reading this Property,
a value of true indicates a
pending factory reset. Once
the factory reset has been
completed, the Device shall
set the value back to false.

This Property is functionally
equivalent to a transition to
a state of Hard Reset as
defined in ISO/IEC 30118-2,
clause 8.1

Reboot

"rb" "boolean"

N/A N/A R,

When writing to this
Property:

false — No action
true — Start Rebd

After Reboet, thi
shall be’changed
the.default value

(Default)
ot

value
back to
(i.e., false)

Last|error

"err "integer"

HTTP | N/A R
error
code

Last occurred er

doing a Factory
Reboot.

All HTTP errors (
100, 200 or 300
be stored.

shall be cleared {o 503
(service unavailable), when

or code,

eset or

utside the
ange shall

NOTE
5.3.3

5.3.3}1

Overview

Core behaviours on Device maintenance‘state changes

Default indicates the value of this Property as soon as the Bégvice is rebooted or factory reset.

As defined in ISO/IEC 30118-2 a Device has a state machine through which it transitio
opergtional lifetime.

ns during its

ISO/IEC 30118-2 details actions on~such state transitions for the Resources defined therein. This
clause defines the actions to be taken on such state transitions for the Resources and

functionality

defined within this document.
The dtate transitions to be considered are:

RFNOP to Soft Resset
— RFNOP to Hard Reset
RFNOP to RFPRO
— RFPRO:o RFNOP

Tablg 7% provides a summary of the actions to be taken in each case for functions degfined in the

ISO/IEC"30118-2 and this document, other extensions to these documents may deéfine further

behaviours.
Table 7 — Actions on Device state change
Soft reset Hard reset RFNOP -> RFPRO RFPRO -> RFNOP

SVR As per As per As per ISO/IEC 30118- | As per ISO/IEC 30118-

ISO/IEC 30118-2 ISO/IEC 30118-2 2 clause 8.3 2 clause 8.4

clause 8.5 clause 8.1
Mandatory Core No change Reset to defined No change No change
Resources defaults, see clause

5.3.3.3.3

© ISO/IEC 2021 - All rights reserved
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Optional Core No change Reset to defined No change No change
Resources defaults, see clause
5.3.3.3.4
Vertical No change Reset to defined No change No change
Resources defaults; see clause
5.3.3.3
Created No change Deleted No change No change
Resources
Observe No change Canceled; see clause No change Re-evaluate ACL; see
Transactions 5.3.3.2 clause 5.3.3.2
OCF Cloud No change See clause Error! No change No change
Rerterence source
not found.
5.3.3.2 Handling of Observe transactions
On a transifion to hard reset all active Observe transactions shall be cancelled by.the Server by sending
a "Service Unavailable" response on each active Observe transaction.
On a state [transition that allows for modification of the access controls that exist against a Regource
(such as from RFPRO to RFNOP) it is possible that the access controls/themselves as defined|within
the ISO/IEC 30118-2 are changed such that the original RETRIEVE’ operation that established the
Observe wpuld not have been allowed. In such instances the Server shall cancel the Observe by
sending a "[Service Unavailable" response on the Observe trarsaction.
5.3.3.3 Reset of Resource Properties to defined defaults
5.3.3.3.1 Overview
On a hard|or factory reset Resource Properties are reset to default values. These are compmonly
referred to @s manufacturer defaults however itjis not possible in all instances to revert to such jalues
as they may not be known or be practicable:
The defaulf values to be applied for the mandatory and optional Core Resources, plus any Mertical
Resources [are defined in clauses 5:3.3.3.2 through 5.3.3.3.4 respectively.
5.3.3.3.2 Defaults for Vertical Resources
Default valyies for any Vertical Resources exposed by a Device are up to the implementation.
5.3.3.3.3 Defaults'for mandatory Core Resurces
Table 8 and Table:9-Capture default values that shall be set for mandatory Properties of the mandatory
Core Resolrces where those Resources contain Properties that can be changed by a Clienf. This
excludes "/piclres" as that has no mutable Properties.
Table 8 — Default values for "/oic/d"
Property Default Notes
"n" Empty string if "/oic/con" is also exposed, otherwise not
mutable.
"di" See ISO/IEC 30118-2 requirements
"icv" Unchanged Not mutable
"dmv" Unchanged Not mutable
"piid" See ISO/IEC 30118-2
requirements.
8 © ISO/IEC 2021 - All rights reserved
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Table 9 — Default values for "/oic/p"

Property Default Notes
"pi" See ISO/IEC 30118-2
requirements.
"mnmn" Unchanged Not mutable
5.3.3.3.4 Defaults for optional Core Resources
This clause-detailsthe-actions-to-be-takenwith rncpnr\f to the npfinnal Core Resolrces
The ifon Resource ("oic.r.icon") has no mutable Properties, so no action is to be taken.
The network monitoring Resource ("oic.wk.nmon") shall have all Properties reseb\(i.e. behaviour as if
an UPDATE with the "reset" Property set to "true" had been received). The "col Property shall be set
to "fajse".
Any Resources that were added to an instance of a Collection or a specialisation of a Coflection (e.g.
Sceng List ("oic.wk.scenelist") or Scene Collection ("oic.wk.scenecollection")) by a Client shall be
deleted.
The Device configuration Resource ("oic.wk.con") shall be modified in accordance with [Table 10 for
thosqg Properties that are implemented.
Table 10 — Default values for Device configuration Resource
Rroperty Default Notes
"loc" [0.0,0.0]
"locnf' Empty string
"c" " Empty string
"r" " Empty string
"In" [{} One item array with an empty object.
"dl" Defined by, the manufacturer Recommend the primary language tag for the regdion into
which the Device is marketed (e.g. "en" for primgrily English
speaking countries).
The glatform configuration Resource ("oic.wk.con.p") shall be modified in accordance with Table 11
Table 11 — Default values for Platform configuration Resource
Rroperty Default Notes
"mnpn" [{}1 One item array with an empty object

5.3.4 Network monitoring Resource Type

Network monitoring is used for monitoring the current network state of the Device.

The network monitoring Resource Type is "oic.wk.nmon" and is described in Table 12. The Resource
Type may occur multiple times if more than 1 network interface is implemented. The Common Property
"n" may be used to distinguish the different network interfaces, like distinguish the 2.4 and 5G Wi-Fi
network interfaces.
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Table 12 — Optional monitoring Device management Core Resources

Example Resource Resource OCF Interfaces Description Related
URI Type Title Type ID Functional
("rt" value) Interaction
"/lexample/o | Network "oic.wk.nmon" "oic.if.rw", The Resource through which the | Device
ic/nmon" Monitoring "oic.if.baseline" Device is monitored. management

The Resource exposes
Properties relevant to aspects
that may be monitored. The
Resource Properties exposed by
Resource Type "oic.wk.nmon"
are fisted— i Tabte—t3

Table 13 defines "oic.wk.nmon" Resource Type. Complete details are provided in annex A:6.
Table 13 — "oic.wk.nmon" Resource Type definition
Property Property Value Value Unit | Access Mandatory Description
title name type rule mode
Network "ianaifTyp | "integer" The N/A R Yes The network type this Resqurce
indicator e" integer is’ eollecting information frgm as
value of defined by IANA ifType-MIB
the Definitions.
ianaifTyp
e
reset "reset" "boolean” True, all N/A RW Yes Reset of the collected valups
collected
values
should be
reset.
The
server
should
reset the
value
automatic
ally to
false
afterthe
reset
occurred.
Collecting "col" "boolean’ True: N/A RW Yes Boolean to start/stop collegting
status collecting data.
indication data.
False:
not
collecting
data
Transmissi "X "integer"” N/A kilo R No Amount of transmitted kilo pytes
on bytes byte from the collection
S
Reception "rx" "integer"” N/A kilo R No Amount of received kilo bytes
bytes byte from the collection.
s
Maximum "mmstx" "integer"” bytes byte | R No Maximum transmitted message,
message s e.g. Max(tx) in the collection
size tx period
Maximum "mmsrx" "integer"” bytes byte | R No Maximum received message,
message s e.g. Max(rx) in the collection
size rx period
Average "amstx" "integer” bytes byte | R No Average transmitted message
message s size, e.g AVG(tx) in the
size -tx collection period.

10 © ISO/IEC 2021 - All rights reserved
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Average "amsrx" "integer"
message
size -rx

bytes

byte

No

Average received message size
e.g AVT( rx) in the collection
period.

Examples of typical used values for ianaifType are 71 (ieee80211) for Wi-Fi and 6 (ethernetCsmacd)

for Ethernet.

A Device should start collecting network monitoring data when receiving an UPDATE operation with
the parameter "col" = true. A Device should stop collecting network data when receiving an UPDATE
operation with parameter "col" = false. The collected network data should be reset when an UPDATE
operation with parameter "reset" = true is received, if the parameter "reset" is false then the values

should not be reset. Figure 1 illustrates the interactions with the network monitoring Resqurce.

© ISO/IEC 2021 - All rights reserved
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Client

Server

initiate collecting data

UPDATE Request ("col" = true, "reset” = trug) }:

current data is reset

Start collecting network information,

LIPDATE Response

UPDATE Request ("col” = true, "reset" = true)

restart collecting data -

LUPDATE Response

current dats is reset

Restart collecting network infarmation,

7« \¥

stop cpllecting data

UPDATE Request ("coll©false, "reset” = false)

0
|
1
]
|
|
T
AR |
|
|

collecting network information is stopped,
last collected data is still available

€ LUPDATE Response !

retrieve collected data after stopped

RETRIEVE Request

>

RETRIEVE Response (current network statistics) |

Figure 1 — Interactions with the network monitoring Resource

The state transition diagram for collecting or not collecting network information is described by Figure 2.

12
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in up
The s

S
T
S
If the

D/IEC 30118-2 there is already a manual triggered software update mechanism a

jates of the "cm" Property in the "oic.npstat" Resource Type (see ISO/IEC 30118-2 ¢

|
OATE COFTTUE, Tese—Ta/58 Irun—'umlz:cnl:n'ue, TEEEl = TUE JUPDATE CO-TalSe TESE=1IUB \\Iun—'umt To—1a
l\lﬁ /
callecting } /
~ -
— col=true -
M reset=false

values are increasing
values incresing from zero if reset=true
values incresing from existing values if reset=false

Figure 2 — State transition diagram for network¢information collection

Software update Resource Type
oftware update Resource is used to control software updats of the Device.
ring of the Client (manual) software update is achieved via the security Res
pstat" by using the appropriate bits in;the "tm" Property. The software update trigg
oftware update Resource adds additional features to the security specified mechani

pecify the source to obtain the software package.

me scheduled software update actions.

atus information, especially more info about various error situations.
Device implements_the software update Resource, it is required to implement the soft

9:2021(E)

se reset=false

ailable. The
ource Type

Ering results

lause 13.8).
sm, like:

ware update

behayiour to actually Gpdate the software of the Device as indicated by the "oic.r.pstat"|"cm" bits as
defingd in ISO/IEC 80118-2 clause 13.8. Also the security defined software update procgss shall use
the dpta that is sefion the software update Resource like the "purl" Property.
The qoftwarelupdate Resource Type is "oic.r.softwareupdate" and is described in Table 14.
Table 14 — Optional software update Resources
Example Resource Resource Type ID OCF Interfaces Description Related
URI Type Title ("rt" value) Functional
Interaction
"/example/o | Software "oic.r.softwareupdate” "oic.if.rw", The Resource exposes Device
ic/swupd" Update "oic.if.baseline" Properties to control and management
monitor the software
update mechanism. The
Properties exposed by
Resource Type
"oic.r.softwareupdate" are
listed in Table 15.
© ISO/IEC 2021 - All rights reserved 13
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Table 15 defines the Properties of the "oic.r.softwareupdate"” Resource Type. Complete details are
provided in annex A.12.

Table 15 — "oic.r.softwareupdate” Resource Type definition

Property Property Value Value Unit | Access Mandatory Description
title name type rule mode

New "nv" "string" N/A N/A R No New available software version.

version

Package url | "purl" "string" URL N/A RW Yes Source of the software package,
might be an HTTPS or a CoAPs
Rt

Action "swupdatea | "string" enum N/A RW Yes Scheduled action to do)a

ction" (see software update.
Table 17)
State "swupdatest | "string" enum N/A R Yes State of the software updafe.
ate" (see
Table 16)
Result "swupdater "integer" | N/A N/A R Yes Result of the software update.
esult" List of error codes are as defined
in” Jable 18.

Lastupdate "lastupdate" | "string" date-time | N/A R No Time of the last software update
according to IETF RFC 3339.
Initial set on date of
manufacturing.

Signage "signed" "string" enum N/A R NO Signage method of the soffware
package, currently the only
allowed value is "vendor".

Updatetime || "updatetime | "string" date-time | N/A RW. Yes Scheduled time, according|to

" IETF RFC 3339, to do actign
which is specified in the
"swupdateaction" Property
The values|of the "swupdatestate" Property are described in Table 16.
Tabje 16 — State definitions and state transitions of the software update Resource
Defscription Value-of Property equivalent "cm" bit Transition allowed from|state
{swupdatestate” values in "pstat”.
Idle, waiting|for updates "idle" Bit64 =0 "nsa", "svv", "sva", "upgrading"”
Bit 128 = 0
Bit 256 = 0

New software available (after "nsa" Bit64 =0 "idle", "svv", "sva", "upgrading"

checking forf[new seftware Bit 128 = 0

being availaple oh the url ) B

indicated by|"purl’). This step Bit 256 = 1

does not downlead the new

software

Software version validation "svv" Bit64 =0 "idle", "nsa", "sva", "upgrading"

(during downloading and Bit 128 = 0

checking the software ) B

|ntegr|ty) Bit 256 = 1

Software version available "sva" Bit 64 = 1 "idle", "nsa", "svv", "upgrading"

(The software is downloaded Bit 128 = 0

dd dtob lid
and deemed to be valid) Bit 256 = 1
Upgrading "upgrading" Bit 64 = 1 "idle", "nsa", "svv", "sva"
Bit 128 = 1
Bit 256 = 1
14 © ISO/IEC 2021 - All rights reserved
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The typical state transitions are described Figure 3.The state transitions can be trigged manually or by
a timed action. The manual state triggers (i.e., "tm" Property of "oic.r.pstat") are described in
ISO/IEC 30118-2 clause 13.8. The timed state triggers are managed using the "swupdateaction" and
"updatetime" Properties of the software update Resource to trigger software update actions at some
future date and time. The action names for scheduled actions are listed in Table 17. When the
“updatetime” for the timed action is in the past then the update shall not take place, it is implementation
dependent if the UPDATE with an “updatetime” value in the past will give an error on the UPDATE
operation.

Table 17 — Value definitions for the Property "swupdateaction”

Descriptiomn Vatueof Property Actiomtakem Equivatent "pstat”
“swupdateaction”, "tm[" bits.
for scheduled
update actions.

Noth|ng scheduled (not "idle" No action

applicable).

Initiate software "isac" Check on remote end point if a newer "tm" bit 256.
availpbility check. software version is available.

Initiate software "isvv" Downloads and verifies if the Software "tm" bit 64
versipnvValidation. version is valid.

Initiate secure software "upgrade" Upgrades the software(n~the Device. It "tm" bit 128.
update. uses the downloaded and validated

software package. if\no validated software
package is available on the Device, the
Device takesd#henecessary steps to obtain
a validated¢software package, by
downloading+and verifying the software
from the“external source.

pstat h@bit256 = 1 (nitiate Software Availability Check) _ “pstat,cm@bit256 = 0 (1o new version availablB),/pstat tm@bi64 Update) "\ pstathm@bit128 = 0 (upgrading finished)
- T T — ]

new_version_check PR 0. i A— - . 5 —
version_validation upgr:

pstat.cm@bitsd = 1 (valid software available)

pstat.cmi@bit256 = 1 (new version available)
are Availabiliy) pSfat cm@ite4 = 0 (Valid Softwars

Walid pStatcm@itt 28 = 0 (upgrading)

(upgrading) swupdatsstate: sw

a

‘Availabil
© Available)

Figure,3 — Typical state transition diagram for software update

The 'lpurl" Property indicates the URL to obtain the software package from. This URL shjall be a fully
qualified URL=If the value is an empty string (") then the Device will use the built in vepdor defined
URL [see ISOHEC 30118-2). If a built in URL is not implemented, setting the "purl" Propprty value to
an empty(string will result in an error code value of 6 as defined in Table 18.

T - n "
Description code

Idle. 0

Success, everything went well. 1

Not enough RAM. 2

Not enough Flash. 3
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Connection lost. 4
Software validation failure. 5
Invalid URL to receive the software package. 6
Unsupported protocol for download URL. 7
Firmware update failed. 8
Software trapsport error codes. HTTP result codes when accessing the URL to 400-600
download the software package.

Figure 4 dgpicts a typical update scenario. This scenario is using the observability‘of "pstat", $o that
the Client i$ informed on the changes of the "cm" bit value to track the progress.
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Figure 4 — Typical sequence for non-scheduled upgrading software
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5.4 Scenes

5.4.1 Introduction

Scenes are a mechanism for automating certain operations.

A Scene is a static entity that stores a set of defined Property values for a Collection of Resources.
Scenes provide a mechanism to store a setting over multiple Resources that may be hosted by multiple
separate Servers. Scenes, once set up, can be used by multiple Clients to recall a setup.

Scenes can be grouped and reused, a group of Scenes is also a Scene.

In short, Sgenes are bundled user settings.
5.4.2 Sdenes Resource model
54.21 Introduction
Scenes arg described by means of Resources. The Scene Resources are hosted by a Server gnd the
top level Resource is listed in "/oic/res". This means that a Client can- determine if the [Scene
functionality is hosted on a Server via Resource discovery as defined in clause 11.2 in ISO/IEC $0118-
1. The sethp of Scenes is driven by Client interactions. This includes\¢reating new Scenep, and
mappings qf Server Properties that are part of a Scene.
The Scenelfunctionality is created by multiple Resources and has\the structure depicted in Figure 5.
The scenglList and sceneCollection Resources are ove€rloaded Collection Resources| The
sceneCollection Resource contains a list of Scenes. Thisdlist contains zero or more Sceneg. The
sceneMember Resource contains the mapping between a Scene and what needs to happen acdording
to that Scepe on an indicated Resource.
scenelist
— scenaCollection A
—&cenemember A1
—Sscenemember A2
— 5&9nememberﬁx
— éﬁeneCnllectiunz
— scenemember Z1
— scenemember Z2
— éﬁenemember.&
Figure 5 — Generic Scene Resource structure
54.2.2 Scene creation

A Client desiring to interact with Scenes needs to first determine if the Server supports the Scene
feature; the sceneMembers of a Scene that are Resources of end Device being updated by the Scene
change do not have to be co-located on the Server supporting the Scene feature. This can be done by
checking if "/oic/res" contains the "rt" of the scenelList Resource. This is depicted in first steps of
Figure 6. The sceneCollection Resource is created by the Server using some out of bound mechanism,
Client creation of Scenes is not supported at this time. This will entail defining the Scene with an
applicable list of Scene Values and the mappings for each Resource being part of the Scene. The
mapping for each Resource being part of the sceneCollection Resource is described by a Resource
called sceneMember. The sceneMember Resource contains the link to a Resource and the mapping
between the Scene listed in the "sceneValues" Property and the actual Property value of the Resource
indicated by the Link.
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|
I
|
|
I
|
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L
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-
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W
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the scene values-Contains the individugl scenes.
VR4
]
1
]
1
]
]
1
]
]
“-I
Ll
resource create
member added to array of weblipks

of myscenedescription

Figure 6 — Interactions to-check Scene support and setup of specific Scen

3 Interacting with'S¢enes

pable Clients can.interact with Scenes. The allowed Scene Values and the last ajf
can be retrieyed’from the Server hosting the Scene. The Scene Value shall be
g an UPDATE .operation with a payload that sets the "lastScene" Property to one
ed Scene Malues. These steps are depicted in Figure 7. Note that the "lastScene" P
not imply‘that the current state of all Resources that are part of the Scene will be at
. Thississdue to that the setting the Scene Values are not modelled as actual states o
means that another Client can change just one Resource being part of the Scene wi
acksthat the state of the Scene is changed.

plied Scene
changed by
of the listed
operty value
the mapped
the system.

Ilhout having
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Client Senver

read back current scene value
i
i get [fmyscenedescriptiont]

o

data, including currentscene value

set new scene value
l

i update [/myscenedescription?] {lastscens="new valug"} }E

all mapped values in the list will be set to the resource

this will be multiple unicast calls to set the value ofthé resoufce
N

I
data, lastScene value !

»

Figure 7 — Client interactions on a specific Scene

As describgd previously, a Scene can reference one or more Resdurces (i.e., sceneMembers) that are
present onfone or more Servers. The Scene Members are re-evaluated each time a Scene ghange
takes placeg. This evaluation is triggered by a Client that is~either embedded as part of the Server
hosting the[Scene, or separate to the Server having knowledgée of the Scene via a RETRIEVE opération,
Observing | the referenced Resources using the mechanism described in clause 11.B.2 in
ISO/IEC 3(118-1. The embedded Client located in the*same Device with the Server is a general Client
but interacis only with Scene functionalities. Duringthe evaluation the mappings for the new |Scene
Value will be applied to the Servers which contain . sceneMembers from the Scene that is being ugdated.
This behavjour is depicted in Figure 8.
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Figure 8 — Interaction overview due to a Scene change
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5424

Summary of Resource Types defined for Scene functionality

Table 19 summarizes the list of Resource Types that are part of Scenes. Complete details are provided

in annex A.

7, annex A.8, and annex A.9.

Table 19 - list of Resource Types for Scenes

Friendly Name
(informative)

Resource Type (rt) Short Description Clause

scenelist "oic.wk.scenelist" Top Level Collection A7
containing sceneCollections
sceneCollection "oic.wk.scenecollection” Description of zero or more A.8
scenes
sceneMembgr "oic.wk.scenemember" Description of mappings for | A.9
each specific Resource part
of the sceneCollection
5.4.3 S¢gcurity considerations
Creation ofl Scenes on a Server that is capable of this functionality is dep€ndent on the ACLs gpplied
to the Respurces and the Client having the appropriate permissiong.\interaction between a|Client
(embedded or separate) and a Server that hosts the Resource that.isreferenced as a Scene Member
is contingent on the Client having appropriate permissions to access'the Resource on the host $erver.
See ISO/IEC 30118-2 for details on the use of ACLs and.‘also the mechanisms around Device

Authenticafion that are necessary to ensure that the correct pérmissions exist for the Client to access

the Scene Member Resource(s) on the Server.

5.5 Rules

5.5.1 Oyerview

Rules are Resources that implement autonomous decision logic according to a condition-action p

The Rule i evaluated based on the Property-values of selected Resource instances. Rule Actig

triggered when a Rule Expression evaluates to "true" and consist of defined UPDATE operatio

act upon S¢ene Collections by updating:-the "lastScene" Property to a defined value.

A Rule has|the following components:

— A Collegtion of Links to the\Resources (i.e., Rule Inputs) that contain the Properties whose
are evaluated as part of the Rule Expression.

evaluat

A Colle
evaluat

One Rule Expression*that defines the Rule logic in terms of the defined Rule Inputs, and
bs to a booelean Rule Result, for which "true" means that the Rule has been triggered.

ction_ofsLinks to one or more Rule Actions, which are processed when the Rule Rg
bd to _true"; the Rule Action provides a specific value for the "lastScene" Property

updated

in\the Linked Scene Collection.

Figure 9 sh

22

ows how these components are organized with respect to the Rule Resource.

attern.

ns are
s that

values

which

sult is

that is
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Rule Inpu’r Rule Actions
Collection Rule Expression Collection
) )

Link to

Boolean
Rule

Rule
Input

Rule
Expression

Result

Rule
Enable

Action
Enable

When any Rule

Input is updated "true”, and Action Enable is "1ue'”; set

and Rule Enable is
"tfrue”, evaluate

to the "scenevalue”it. ii'e Rule Action

When Rule Result changes froim “talse” to

"lastScene” in the Linked Scerie Collect on

Q’\
Figure 9 — Components of a Rule (23)
5.5.2 Rule structure O\\Q/
5.5.2|1 Introduction and Rule Resource s\\oJ
A Rule is a Resource with a Resource Type of "oic.r.ru(g"cghat is a Collection. A Rule irfstance shall
contdin the following: QQ
— Alsingle Link to a Rule Input Collection (see c@se 5.5.2.2).
— AJsingle Link to a Rule Expression Resourcg (see clause 5.5.2.3) which contains:
—| One Rule Expression Property. \\'Q
—| One boolean Rule Enable Prop , which controls whether the Rule is or is not agtive.
—| One boolean Action Enabl operty, which controls whether the Rule actions affe or are not
triggered when the Rule R{gs t evaluates to "true"
—| One boolean Rule I%‘)s@ﬁ’f Property, which reflects the result of the evaluation|of the Rule
Expression. .
— Alsingle Link to a R@Action Collection (see clause 5.5.2.4).
A summary for theC@e, Rule Input Collection, Rule Expression, Rule Action, and |Rule Action
Colleftion Resou@g. ypes is provided in Table 20.
O2 Table 20 — Optional Rule Resources
Exa @) Resource Resource OCF Description Related
U }\ Type Title Type ID Interfaces Functional
(Tt value) Interaction
"/example | Rule "oic.r.rule" "oic.if.II", The Resource through which the Device Rules
/ruleURI" "oic.if.base | €xposes Rules.
line" The Properties exposed by "oic.r.rule" are
listed in Table 21.
"/example | Rule Input "oic.r.rule.inp | "oic.if.ll", A specialisation of a Collection that contains | Rules
/ruleinput Collection utcollection” "oic.if.base | Links to the locally hosted Resources that
collection line" provide input to the Rule Expression.
URI" The Properties exposed by
"oic.r.rule.inputcollection" are listed in
Table 22
"/example | Rule "oic.r.rule.ex | "oic.if.rw"," | The Resource that contains the Rule Rules
/rulexpres | Expression pression” oic.if.baseli | Expression and Rule Result.
sionURI" ne"
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The Properties exposed by
"oic.r.rule.expression” are listed in Table 24.
"/example | Rule Action "oic.r.rule.act | "oic.if.rw"," | The Resource that contains the action to be Rules
/ruleactio ion" oic.if.baseli | taken on evaluation of the Rule Result to
nURI" ne" true.
The Properties exposed by "oic.r.rule.action"
are listed in Table 26.
"/example | Rule Action | "oic.r.rule.act | "oic.if.ll", A specialisation of a Collection that contains | Rules
/ruleactio Collection ioncollection” | w5 if hase | ONly instances of "oic.r.rule.ruleaction".
ncollectio line" The Properties exposed by
nURI "oic.r.rule.actioncollection" are listed in
Table 25.
The Rule ("pic.r.rule") Resource is described in Table 21. Complete details are provided.in anneX A.13.
Table 21 - "oic.r.rule” Resource Type definition
Property Property Value Value rule Unit Access Mandatory Description
title name type mode
Links "links" "array" | See Table 13 in R Yes See Tablg 13
ISO/IEC 30118-1 in
ISO/IEC $011
8-1.
Resource "rt" "array" ["oic.r.rule"] R Yes See Tablg 4
Type in
ISO/IEC 3011
8-1
Resource "rts" "array" Resource Types that may bé R Yes See Tablg 11
Types linked from the Rule in [Bookmark
to Core Ypec]
5.5.2.2 Rule input
Rule Inputg are Links in a Collection(("oic.r.rule.inputcollection") that is itself Linked from thgq Rule.
Each Link in the Collection corresponds to a different input variable in the Rule Expression. Eagh Link
therefore gorresponds to a Resource defined by the Rule. For example, a Rule that evaluptes a
temperaturg input will include~a Link to a Resource with a Resource Type of "oic.r.temperpture”.
Resource Types for Rule laputs shall be identical to the Resources to which they are linked. The Link
has an "if" [Link Parameter;“which shall be a single element array containing the OCF Interfacg¢ used
for the intefnal obseryétof the input Resource.
The Rule Ipput Collection ("oic.r.rule.inputcollection") Resource is described in Table 22. Complete
details are provided in annex A.14.
Property Property Value Value rule Unit Access Mandatory Description
title name type mode
Links "links" "array" See Table 13 in R Yes See Table 13
ISO/IEC 30118-1 in
ISO/IEC 3011
8-1.
Resource "rt" "array" ["oic.r.rule.inputcollection"] R Yes See Table 4 in
Type ISO/IEC 3011
8-1.
Resource "rts" "array" Resource Types that may be R Yes See Table 11
Types linked from the Rule Input in
Collection ISO/IEC 3011
8-1.
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Rule Inputs shall be indicated by the Link relation type "ruleinput" in the Link (i.e., "rel" Parameter),
thus semantically describing the relationship between the "href" and the "anchor" Parameters
contained in the Link. The "href" Parameter of the Link shall correspond to the input Resource and
shall be a relative URI to a Resource that is hosted on the same Device as the Rule. The "anchor"
Parameter of the Link corresponds to the variable name in the Rule Expression, the variable name
(and thus the content of "anchor") is defined by the Rule Expression and shall be unique within the
context of the Rule Expression. For example a Rule Expression with a variable of
"mytemperature:temperature" has an associated Link within the Rule Input Collection with the "anchor"
set to "mytemperature". For example:

{

"andhor": "mytemperature",

"hrdf": "/mylocaltemperaturesensor",
"rel": ["ruleinput"],

"rt'|: ["oic.r.temperature"],

"if"N: ["oic.if.s"]

}
5.5.2{3 Rule expression

The Rule Expression is a Resource ("oic.r.rule.expression") that contains a "rule" Propearty, which is
defingd as a string that contains a logical expression over the Rule Inputs, and which eyaluates to a
boolgan value. This value is exposed in the "ruleresult" Property, which shall have a defpult value of
"falsq". The expression shall conform to the ABNF syntax defined in clause 5.5.5.

Rule [Inputs within the "rule" Property are specified bysng¢luding the "anchor" Link Paramgter from the
assog¢iated Rule Input, including the desired Property.Name from the linked Resource. Figyre 10 shows
an ejample for a Rule Input with an "anchor" named "mytemperature" following on from the example
Rule [Input shown in clause 5.5.2.2, and the<Property Name of "temperature", thus the name
"mytgmperature:temperature” is used in the Rule Expression to refer to this Rule Input.|Specifically,
that |is the value of the "temperature" Property of the Resource at thg "href" of
"/mylpcaltemperaturesensor”.

mytemperature:temperature >= "25"

Figure 10.=~Example "rule" Property with single Rule Input

Therg are no restrictions.an the number of Rule Inputs that may be part of a Rule Expressipn. Consider
an additional example where the Rule Result evaluates to "true" if the temperature is greater than or
equal to "25" and a'door is open ("openState" Property of an instance of "oic.r.door"). Thus, given a
Rule [Input for "mydoor" as shown in Figure 11 we can construct the Rule Expression shown in Figure
12.

"anchor": "mydoor",

"l £ I 1 1 "
hrefits mytoeatdeoort
"rel": ["ruleinput"],
"rt": ["oic.r.door"],
"if": ["oic.if.a"]

}

Figure 11 — Example Link to Rule Input Resource for "mydoor"

mytemperature:temperature >= "25" and mydoor:openState contains
"Open"

Figure 12 — Example "rule” Property with more than one Rule Input
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The Rule Expression also contains two Properties that allow the enabling of the Rule and the actuating
of any Rule Actions to be controlled by a Client.

The "ruleenable" Property controls whether the "ruleresult" Property is updated upon processing of the
Rule Expression. If the "ruleenable" Property is set to "true", then the "ruleresult" Property shall be set
according to evaluation of the Rule Expression each time any Rule Input changes, in effect the Rule
observes the Rule Inputs. An initial evaluation of the Rule Expression shall occur when "ruleenable" is
set to "true"; subsequent re-evaluation shall only take place when any of the Rule Input values change.
If the "ruleenable" Property is set to "false", the Rule Expression shall not be re-evaluated irrespective
of the state of the Rule Inputs. If the "ruleenable" Property is set to "false", the Server shall not change
the values of any of the other Properties in the instance of Rule Expressmn this S|mply means that
the Rule is shall

have a defpault value of "false". A Server shall only expose a "ruleenable" Property set to_"trlie" (or
allow it to be set to "true" by a Client, such an attempt shall be rejected with an appropriate [failure
reason, e.g| "bad request") if there exists a Rule Input Link for each variable within the Rule Expression.
The "actionjenable" Property controls whether the Rule Actions (see clause 5.5.2(4) are prog¢essed
when the "fuleresult" Property is set to "true". If the "actionenable" Property is set‘to "true", ajl Rule
Actions shdll be processed when the "ruleresult" Property is set to "true" as a result of Rule Expression
evaluation.|No action shall be taken if the result of Rule Expression evaluation’ is "false", thatlis, the
"ruleresult"|Property changes from "true" to "false". If the "actionenable" Property is set to "falsg", the
Rule Actiorls shall not be processed. The "actionenable" Property shall. have a default value of ['false"
Setting the|"ruleenable" and "actionenable" Properties places the Rule into one of four modes that are
summarizefl in Table 23.
Thble 23 — Summary of "ruleenable” and "actiofenable"” Property behaviours
"ruleenable” "actionenable” Rule Rule\Action Notes
Value Value Expression Processed
Processed
false false No No These are the default initial settings [for a
Rule
false true No Yes if the The "ruleresult" Property may be updated
"ruleresult" from "false" to "true" in order to manpally
Property is trigger the processing of any Rule Agtions.
set to "true"
by a Client
true false Yes No Rule Inputs may be updated and the
"ruleresult" Property may be observdd to
test the logic and processing of the Rule
Expression
true true Yes Yes The Rule Expression is processed apd the
"ruleresult" Property is updated when Rule
Inputs are updated. Rule Actions arg
processed when the "ruleresult" Property
value is set to "true"
As noted inHable4—therleresultmay-be-setto—trueby-a-Clent—A-Glent-shall-enlybe-able to set
"ruleresult" in the mode that is noted, that is when "ruleenable" is "false" and "actionenable" is "true".

The Properties of the Rule Expression Resource are summarized in Table 24. Complete details are
provided in annex A.15. An example flow showing use of the Rule Enable and Action Enable Properties
is shown in Figure 13.
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Client Server Rulelnput
) | )
' { Enabling the Rule |— '
: | g the Rule = :
read back current rule settings L\] I i
) ] ]
\ get [/myruleexpression] o \
i representation of rule exprassion \ X
- . . t ] ]
ElduTe LTTe TUTE A |
U i i
\ update [fmyruleexpression] {rulzenabls = trus} ,_: :
rule is now enabled Il] !
| )
{ Testing the Rule = '
| g the Rule |5 : =5 ;
Uinternal whgerve !
: "some Propgrty changes
[ ]
" _internal notification |

-
-

not set

rule evaluates, rule expressionyset to true, no triggering as action enabling

retrieve rule expression

NN

representation of rule expression showing ruleresult is true

T

Enable rule actions D\}

= | Enabling Rule Actions : ;
update [/myruleskpression] {actionenahle = true} ,_:

Figure 13 — Example use of Rule Enable and Action Enable

Table 24 — Properties of the Rule Expression Resource

rule actions are now enahled L\]

Property title Property Value Value Unit | Access | Mandatory Description
name type rule mode
Rule Expression "rule” string ABNF RwW Yes Property that contains the
Clause logical expression that
5.5.5 implements the Rule logic
Rule Enable "ruleenable” boolean RW Yes Determines whether the Rule
Result is updated from the
Rule Expression
Action Enable "actionenable" | boolean RW Yes Determines whether Rule
Actions are processed
Rule Result "ruleresult" boolean RwW Yes The boolean result of the most
recent evaluation of the Rule
Expression
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5.5.2.4 Rule actions

Rule Actions (one or more) are Links in a Collection ("oic.r.rule.actioncollection") to instances of a Rule
Action Resource ("oic.r.rule.action"). Each instance of "oic.r.rule.action" contains two Properties; a
Link to a locally hosted instance of a Scene Collection, and an associated value of a "lastScene"
Property from the allowed set provided by the "sceneValues" Property in the target Scene Collection.

A single Rule Action is a Resource Type ("oic.r.rule.action") with two Properties as described in Table
26. The Rule Action Collection is described in Table 25. Complete details are provided in annex A.16.

"link" Property, an instance of a Link (single element array) to a locally-hosted Scene Collection
("oic.wk.scenecollection")

"sceneValue" Property, value of the "lastScene" Property to be set.

Rule Actiops are processed when the result of evaluating the Rule Expression is ("true",| if the
"actionenable" Property is set to "true" as described in clause 5.5.2.3.

Processing|a Rule Action shall result in an UPDATE operation being performed to 'set the "last$cene"
Property in|the linked instance of "oic.wk.scenecollection" to the value of the "sCenevalue" Progerty in
the Rule Agtion itself. All Rule Actions resulting from a Rule Expression evaluation shall be pro¢essed
before any [subsequent Rule Input changes are processed.

Table 25 — "oic.r.rule.actioncollection” Resource Type definition

Property Property Value Value rule Unit Access Mandatory Description
title name type mode
Links "links" "array" See Table 13 in R Yes See Taljle 13
ISO/IEC 30118-1 in
ISO/IEC1 3011
8-1.
Resource "rt" "array" ["oic.r.rule.actioncollection”] R Yes See Taljle 4 in
Type ISO/IEC1 3011
8-1.
Resource "rts" "array" ["oic.r.rule.action"] R Yes See Taljle 11
Types in
ISO/IEC; 3011
8-1.

Table 26 — Properties of the Rule Action Resource.

Property title Property Value Value rule Unit | Access | Mandatory Description
name type mode
Link "link" Link See clause R Yes Link to an instance ¢f a
7.8.21in Scene Collection

ISO/IEC 30118-
1

Last Scene "scenevalue" | string RwW Yes Value to be set on the

Value "lastScene" Property in
the linked Scene
Collection.

5.5.3 Rule behaviour

Resources that are linked via a Rule Input are internally observed by the Rule (the Rule and the Linked
Resource are all hosted on the same Device). For example, a thermostat Rule may observe a
temperature sensor Resource, and may include additional Rule Inputs, e.g. for set-point and mode,
that are additionally observed. The expression is re-evaluated whenever any one of the Rue Inputs
changes.

See Figure 14 for an example of how a Rule is triggered and the action then taken.
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rule ruleinput ruleaction scenecollection scenemberresource

]
iinternal ohserve |

L
o

| change in some Property

< internal observe response

evaluate rule expression

—
if rlule expression holds true I J ' ! !

| trigger | S | |

E E : set lastScene E E

E E E E UPDATE as defined by the Seene Collection E

| | ) | A |
rgle ruleinput ruleaction scenecollection scenembjerresource

Figure 14 — Example operation of a Rule when "ruleenable" and“"actionenable" Prgperties are
both "true"

5.5.4 Rule configuration guidance
5.5.4|1 Pre-configured Rule

A Deyice that is capable of hosting a Rule may have as part of its configuration or implemmentation all
the eflements of the Rule pre-defined, i.e. théfe exists an instance of "oic.r.rule” with @ Rule Input
Colleftion of Links to pre-existing Resources\acting as input variables, and a Rule Action [Collection of
Links|to pre-existing Scene Collections. ~AiClient may manipulate the Rule Expression Regsource (see
clausk 5.5.2.3) or the linked Rule Input\Resources or the linked Scene Collections as supported by the
exposed Resource instances.

5.5.5 Rule Expression syntax
5.5.5|1 Overview

A Rule Expression censists of a string that conforms to the syntax in clause 5.5.5.2 using augmented
BNF gefined in IETF-RFC 5424.

In thg augmepied™BNF, "resourceproperty" is a colon separated string which takes the geperal form of
"ruletag":"prepname”, where the "ruletag" corresponds to the "anchor" Link Parameter in|a Rule Input
Link and {"propname" corresponds to the Property Name in the Linked Resource.

Addit nn:xlly’ the fnlln\umg Q\J/nfnv conditions npply o npnrnfnrc that may be pgri‘ of 2 Rule Express|on:

— relOp: left and right operands are equal, and of type [ string, number, integer]
— stringOp: left and right operands are of type [ string ]
— existsOp : left operands are of type [string, boolean, number, integer, array, object]

Operator precedence shall be as defined within IETF RFC 5424, but in short, expressions in
parentheses are evaluated first, then expressions using relOp, stringOp, and existsOp, and finally
expressions using logOp. For example, given:

someresource:propl > "5" and someotherresource:prop2 contains "idle" and (someresource:prop3 = "blue")

Then the expression in parentheses is evaluated first, then the relOp expression, the stringOp
expression, and finally the logOp expressions scanning from left to right.
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stsOp

5.5.5.2 Augmented BNF for Rule Expression syntax

rule = ruleExp

ruleExp = relExp| ruleExp wChar+ logOp wChar+ ruleExp| ' (' wChar* ruleExp wChar* '")'
logOp = 'and'|'or'

resourceproperty = ruletag:propname

ruletag = ;anchor Link Parameter value from a Rule Input Resource
propname ::= ;Property name contained in a Rule Input Resource
relExp = resourceproperty wChar+ binOp wChar+ quotedVal| resourceproperty wChar+ exi
wChar+ boolvVal

binOp = relOp|stringOp

relOp = t=rti=ryrgrttg=r]> ="

stringOp = 'contains'|'doesNotContain'|'startsWith'

existsOp = 'exists'

boolVal = 'true'|'false'

quotedvVal = dQuote string dQuote

wChar = ppace|hTab|lineFeed|vTab|formFeed|return

hTab = ;UTF-8 code 0x09, horizontal tab character

lineFeed = ;UTF-8 code 0x0A, line feed character

vTab = ;PTF-8 code 0x0B, vertical tab character

formFeed :|:= ;UTF-8 code 0x0C, form feed character

return =| ;UTF-8 code 0x0D, carriage return character

space =" ' ;UTF-8 code 0x20, space character

dQuote ::=| '"' ;UTF-8 code 0x22, double quote character
path-rootless ::= (see RFC3986)

5.6 Iconp

5.6.1 Oyerview

Icons are @ primitive that are needed by various(OCF subsystems, such as bridging. An o

btional

Resource Type of "oic.r.icon" has been defined to provide a common representation of ap icon
Resource that can be used by Devices.
5.6.2 Rédsource
The icon Resource is as defined in_Table 27.
Table 27 — Optional Icon Core Resource
Example|URI Resource Resource OCF Description Related
Typeé\Title Type ID Interfaces Functidna
"rt" value) Interaction
"/example/oic/icon" Icon "oic.r.icon" "oic.if.r" The Resource through which the Icon

Device can obtain icon images.
The Properties exposed by

"/example/oic/mnt" are listed in

lapble Zo.

Table 28 defines the details for the "oic.r.icon" Resource Type. Complete details are provided in annex

A4.
Table 28 - "oic.r.icon” Resource Type definition
Property Property Value Value Unit Access Mandatory Description
title name type rule mode
Mime Type | "mimetype | "string" N/A N/A R Yes Specifies the format (media
" type) of the icon. It should be
a template string as specified
30 © ISO/IEC 2021 - All rights reserved
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in

IANA Media Types Assignment

Width

"width"

"integer’

pixels

Yes

Width of the icon in pixels
greater than or equal to 1.

Height

"height"

"integer

pixels

Yes

Height of the icon in pixels
greater than or equal to 1.

Icon

"media"

uri

N/A

Yes

URI to the location of the icon
image.

5.7 | Alerts

5.7.1

Alerts
error
depe
insta
("oic.
1ISO/I
11.3
be ge
used

5.7.2

The 4

Overview

Resource Types

Alert and Alert Collection Resource Types areyas defined in Table 29.

Table 29 — Optional Alert Core Resources

provide a means by which a Device provides information to an interested party wjth regard to
or other conditions that the Device is experiencing. An Alert contains human readable text that is
ndent on the Device itself and the condition being reported. A Device may exppse discrete
nces of an Alert Resource Type ("oic.r.alert") or may also expose-Alerts within an Algrt Collection
F.alertcollection"). If the instance of "oic.r.alertcollection" is Observable (see clausg 7.8.2.2.2 in
FC 30118-1) then a Client may Observe the Collection using, the mechanisms defined in clause
n ISO/IEC 30118-1. As the Device adds and removes Alerts-from the Collection notifjcations may
nerated for any registered Observers, the format of which”is dependent upon the OCF Interface
for the initial Observe, see clause 7.6.3 in ISO/IEC 30118-1.

Example
URI

Resource
Type Title

Resource
Type ID
"rt" value)

Interfaces

Description

Related
Functional
Interaction

"/example
/alerfURI"

Alert

"oic.r.alert"

"oic.if.r",

"oic.if.base
line"

The Resource through which the Device Alerts

exposes Alerts.

The Properties exposed by "oic.r.alert" are

listed in Table 30.

"/example
/alertcolle
ctionJRI"

Alert
Collection

lection"

Yoic.r.alertcol

"oic.if.lI",
"oic.if.b",
"oic.if.base
line"

A specialisation of a Collection that contains | Alerts
only instances of "oic.r.alert" that may be
Observed by a Client in order to consume
Alerts as they are created by the Device.

Tablg

30-defines the "oic.r.alert" Resource Type. Complete details are provided in annex|A.10.

Table 30 — "oic.r.alert” Resource Type definition

Property title Property name Value Value Unit Access Mandatory Description
type rule mode

Category "category" "string" R Yes Device defined category
for the Alert (e.g.
"System", "I/O")

Generated Time | "generatedtime" "date- R Yes IETF RFC 3339 formatted

time" time at which the Alert

was generated.

Originator ID "originatorid" "string" R Yes Identity of the originator
of the Alert. May be the
Device UUID of the

© ISO/IEC 2021 - All rights reserved
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Device or some other
Device defined identity.

Severity "severity" "integer" | [0,7] R Yes IETF RFC 5424 defined
severity value

Subject "subject"” "array" R No Human-friendly subject of
the Alert in one or more
languages. This Property
is an array of objects
where each object has a
"language" field
(containing an

IETF RFC 5646 language
tag) and a "value" field
containing the subjgct of
the Alert name(in the
indicated language.

Account ID "accounted" "string" R No Identity ofpthe accoyint
with whieh’the Devige
genecating this Alerf is
assqciated.

The Alert Gollection ("oic.r.alertcollection") Resource Type defines no_Properties additional td those
defined forjall instances of a Collection in Table 13 of ISO/IEC 30118-1.)However, the Alert Collection
does impoge restrictions of the values that shall be populated in ,the/rt" and "rts" Properties.|These
are describled in Table 31. Complete details are provided in annex*A.11.

Table 31 — "oic.r.alertcollection” Resource Type definition

Property Property Value Value rule Unit Access Mandatory Description
title name type mode
Links "links" "array" See Table 13 in R Yes See Talle 13
ISO/IEC 30118-1 in
ISO/IEC1 3011
8-1.
Resource "rt" "array" ["oic.r.alertcellection"] R Yes See Taljle 4 in
Type ISO/IEC1 3011
8-1.
Resource "rts" "array" ["oie’r.alert"] or R Yes See Talle 11
Types ["oic.r.alert","oic.r.value.condit n
ional"] ISO/IEC; 3011
8-1.

5.7.3 EXample of 'use

Consider g Device that is capable of generating Alerts; it exposes an empty instance of ap Alert
Collection ( i i ") i H [UH " . .

As the Device under whatever conditions generates Alerts, the Device adds a Link to the Alert
Resource in the instance of an Alert Collection. A Client that has discovered the Device and is
Observing the Alert Collection using the links list OCF Interface ("oic.if.lI") will receive a notification
containing the complete Alert Collection (not just any Links that were added). It is the responsibility of
the Client to determine which Links were added (or removed if the Alert was removed); noting that the
"generatedtime" Property may be used to determine the generated order. The Client then retrieves the
Alert itself via a RETRIEVE to the "href" Link Parameter in the newly added Link to the Collection.

See A.10 for an example of an Alert Resource and the applicable schema.
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Annex A
(normative)

Resource Type definitions

A.1 List of Resource Type definitions

ISO/IEC 30118-9:2021(E)

All the clauses in Annex A describe the Resource Types with a RESTful API definition language. The
Resource Type definitions presented in Annex A are formatted for readability, and so may appear to

o o Lot £ dafs A o R H £k
dillo U1 1Mol UT UTITITICU UUTC UUTTITTTIUTT TACOUUTUTC O TTT U IS doCument.

£ |H k. 1 T ok A4
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Table A.1 — Alphabetized list of Core Resources

Friendly Name (informative) Resource Type (rt) Clause
Alert$ "oic.r.alert" A.10
Alert$ Collection "oic.r.alertcollection” A.11
Devige Configuration "oic.wk.con" A2
Platform Configuration "oic.wk.con.p" A.3
Ilcon "oic.r.icon" A4
Mainfjenance "oic.wk.mnt" A.5
Netwprk Monitoring "oic.wk.nmon" A.6
OCF|Rule "oic.r.rule" A.13
OCF |Rule Input Collection "oic.r.rule.inputcollection” A.14
OCF|Rule Expression "oic.r.rule.expression” A.15
OCF |Rule Action Collection "oic.r.rule\actioncollection” A.16
OCF |Rule Action "oic.rrfe.action” A7
Scengs (Top Level) "oic.wk.scenelist" A.7
Scengs Collections "oic.wk.scenecollection" A.8
Scene Member "oic.wk.scenemember" A.9
Software Update "oic.r.softwareupdate” A.12

A.2 | Device Configuration

A.2.1 Introduction

Resource that allows for Device specific information to be configured

A.2.2 Example URI

/lexampleDeviceConfigurationResURI

A.2.3 Resource type

The Resource Type is defined as:
A.2.4
{

"swagger": "2.0",
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"oic.wk.con".

OpenAPI 2.0 definition

33


https://iecnorm.com/api/?name=cd912d1cdcbfca4e4872076bbf4e80a5

ISO/IEC 30118-9:2021(E)

"info": {
"title":
"version":
"license": {

"name" :

"url":

"x-copyright":
}l

"Device Configuration",
"2019-02-28",

"OCF Data Model License",
"https://openconnectivityfoundation.github.io/core/LICENSE.md",
"Copyright 2016-2019 Open Connectivity Foundation,

Inc. All rights reserved."

"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
}I
"schemes": [
"http"
]I
"consumes": [
"application/json"
]I
"producesY: [
"applicgtion/json"
1,
"paths":
"/exampleDeviceConfigurationResURI" : {
"get"| {
"deg¢cription": "Resource that allows for Device specific information to be ¢onfigured.\n"
"pafameters": [
{
"Sref": "#/parameters/interface-all"
}
:|l
"regponses": {
"POO": {
"description" ",
"x-example": {
"n": "My Friendly Device Name",
"rt": ["oic.wk.con"],
"loc": [32.777,-96.7971,
"locn": "My Location Name",
"c": "usp",
"r'": "MyRegion",
"d1i": "en"
}I
"schema": {
"Sref": "#/definitions/Configuration”
}
}
}
}!
"postl: {
"degcription": "Update the Inmformation about the Device\n",
"pafameters": [
{
"Sref": "#/parameters/interface-rw"
}
{
"name": "Pody",
"in": "BOdy",
"required”: true,
"schema": {
"Seef": "#/definitions/Update"
}I
X-example T
"n": "Nuevo Nombre Amistoso",
"r": "MyNewRegion",
"In": [ { "language": "es", "value": "Nuevo Nombre Amistoso" } 1,
"dl": "es"
}
}
1,
"responses": {
"200": {
"description": "",
"x-example": {
"n": "Nuevo Nombre Amistoso",
"r": "MyNewRegion",
"1In": [ { "language": "es", "value": "Nuevo Nombre Amistoso" } 1,
"d1i": "es"
}I
"schema": {

34
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"Sref": "#/definitions/Update"
}
}
}
}
}
}!
"parameters": {
"interface-rw" : {
"in" "query",
"name" : "if",
"type" : "string",
"enum" : ["oic.if.rw"]
}l
"interface—-gll" : {
"in" "query",
"name" : "if",
"type" : "string",
"enum" : ["oic.if.rw", "oic.if.baseline"]
}
}l
"definitions": {
"Configuration": {
"properties": {
"rt": |
"description": "Resource Type of the Resource",
"items": {
"enum": ["oic.wk.con"],
"type": "string",
"maxLength": 64
}I
"minItems": 1,
"uniqueItems": true,
"readOnly": true,
"type": "array"
}I
"loc": |
"description": "Location information (2at, long)",
"items": {
"type": "number"
}I
"maxItems": 2,
"minItems": 2,
"type": "array"
}l
"o |
"description": "Curfency",
"maxLength": 64,
"type": "string"
by
"In": {
"description!: "Localized names",
"items"g \f
"prgperties": |
™language": {
"allof": [
{
"description": "Format pattern according to IETF RFC 5646 (language tag) .",
"pattern": ""~[A-Za-z]{1l,8} (-[A-Za-z0-9]1{1,8})*s$",
Type : "String

}7
{

"description": "An RFC 5646 language tag."

}
]
}I

"value": {

"description": "The Device name in the indicated language.",

"maxLength": 64,
"type": "string"
}
}I
"type": "object"
}I
"minItems": 1,
"type": "array"
}I

© ISO/IEC 2021 - All rights reserved
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"locn": |
"description": "Human Friendly Name for location",
"maxLength": 64,
"type": "string"
}l
"dl": |
"allOof": [
{
"description": "Format pattern according to IETF RFC 5646 (language tag).",
"pattern": ""[A-Za-z]{1,8} (-[A-Za-z0-9]{1,8})*s",
"type": "string"
}I
{
"description”: "Default Language as an RFC 5646 language tag."
1
]
}I
llnll {
"$ref”

"https://op¢nconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json§/definitions/n"

"idy: |

ref"
"https://op¢nconnectivityfoundation.github.io/core/schemas/oic.common.propertiessCore-
schema.json§/definitions/id"

npnl g
"flescription”: "Region",
"haxLength": 64,
"type": "string"
}I
"ifY) ¢ |
"flescription": "The OCF Interfaces supported by th#&s, Resource",
"Ttems": {
"enum": [
"oic.if.baseline",
"oic.if.rw"
1,
"type": "string",

"maxLength": 64

"thinItems": 1,
niqueItems": true,
"feadOnly": true,
ype": "array"

"typel : "object",
"requjred": ["n"]

HER
"prop¢rties": {
"log": {
"flescription™: "Location information (lat, long)",
tems" : "\
"typ€™: "number"

"haxifems": 2,
"minltems : Z,
"type": "array"
}!
"o |
"description": "Currency",
"maxLength": 64,
"type": "string"
by
"In": {
"description": "Localized names",
"items": {
"properties": {
"language": {
"allOf": [
{
"description": "Format pattern according to IETF RFC 5646 (language tag).",
"pattern": "~[A-Za-z]{1,8} (-[A-Za-z0-9]1{1,8})*s$",
"type": "string"
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"description": "An RFC 5646 language tag."

]
}7

-9:2021(E)

"value": {
"description": "The Device name in the indicated language.",
"maxLength": 64,
"type": "string"
}
}l
"type": "object"
}!
"mipTtems": 1
"type": "array"
}l
"locn": {
"description": "Human Friendly Name for location",
"maxLength": 64,
"type": "string"
}I
"dl": |
"allof": [
{
"description": "Format pattern according to IETF RFC 5646\ (language tag).",
"pattern": "~ [A-Za-z]{1,8} (-[A-Za-z0-9]{1,8})*S$",
"type": "string"
}!
{
"description": "Default Language as an RFC 5646\language tag."
}
]
}l
"n": |
"description": "The human friendly name tO\be set on the Resource, this is also r

the sgme Property in oic.wk.d",
"maxLength": 64,
"type": "string"
}I
"r'": |
"description": "Region",
"maxLength": 64,
"type": "string"
}
}I
"anyOf": [
{
"required": ["l1ldg"]
by
{

"required" s _J"locn"]

Eflected in

"reglired": ["c"]
}I
{

“required": ["x"]
W
{

"required": ["1n"]

"required": ["d1"]

"required": ["n"]
}
:| 4
"type" : "object"
}

© ISO/IEC 2021 - All rights reserved
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A.2.5 Property definition

Table A.2 defines the Properties that are part of the "oic.wk.con" Resource Type.

Table A.2 — The Property definitions of the Resource with type "rt" = "oic.wk.con".

Property name Value type Mandatory Access mode Description
rt array: see schema No Read Only Resource Type of the
Resource
loc array: see schema No Read Write Location information
(lat, long)
c string No Read Write Currency
In array: see schema No Read Write Localized hamds
locn string No Read Write Human Friendly
Namefor locatipn
dl multiple types: see No Read Write
schema
n multiple types: see Yes Read Write
schema
id multiple types: see No Read Write
schema
r string No Read Write Region
if array: see schema No Read Only The OCF Interfaces
supported by thjis
Resource
loc array: see schema No Read Write Location informftion
(lat, long)
c string No Read Write Currency
In array: see schema No Read Write Localized namgs
locn string No Read Write Human Friendly
Name for locatipn
dl multiple types: see No Read Write
schema
n string Yes Read Write The human friepdly
name to be setjon the
Resource, this |s also
reflected in the|same
Property in oic.jvk.d
r string No Read Write Region
A.2.6 CRUDN'behaviour
Table A.3 defices the CRUDN operations that are supported on the "oic.wk.con" Resource Type.

Table A.3 — The CRUDN operations of the Resource with type "rt" = "oic.wk.con".

Create Read Update Delete Notify

get post observe

A.3 Platform Configuration
A.3.1 Introduction

Resource that allows for Platform specific information to be configured.
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A.3.2 Example URI
/lexamplePlatformConfigurationResURI
A.3.3 Resource type

The Resource Type is defined as: "oic.wk.con.p".

A.3.4 OpenAPI 2.0 definition

"swagger": "2.0",
"info": {
"title": "Platform Configuration",
"Yyersion": "2019-03-04",
"license": {
"name": "OCF Data Model License",
"url": "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"x-copyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. AN “rights resprved."
}
"termsOfService": "https://openconnectivityfoundation.github.io/core/PISCLAIMER.md"
}!
"schemes": [
"http"

"copsumes": [
pplication/json"

"prpduces": [
pplication/json"

"paths": {
"YexamplePlatformConfigurationResURI": ({
"get": {
"description": "Resource that allows forpPlatform specific information to be configphred.\n",
"parameters": [
{
"Sref": "#/parameters/interfacexall"
}
:|l
"responses": {
"200": |
"description": "",
"x-example": {
"rt": ["oic.wkwCon.p"],
"mnpn": [ { language": "en", "value": "My Friendly Device Name" } ]
}I
"schema":_ {_"Sref": "#/definitions/Conf Platform" }
}
}
}I
"post": A
"destription": "Update the information about the Platform\n",
"parameters": [
{
"Sref": "#/parameters/interface-rw"
I
{
"name": "body",
"in": "body",
"required": true,
"schema": { "S$ref": "#/definitions/Update Platform" },
"x-example": {
"n": "Nuevo nombre",
"mnpn": [ { "language": "es", "value": "Nuevo nombre de Plataforma Amigable" } ]
}
}
:|I
"responses": {
"200": |
"description": "",
"x-example": {
"n": "Nuevo nombre",
"mnpn": [ { "language": "es", "value": "Nuevo nombre de Plataforma Amigable" } ]
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}I

"schema": { "S$ref": "#/definitions/Update Platform" }
}
}
}
}
}I
"parameters": {
"interface-rw": {
"in": "query",
"name": "if",
"type": "string",
"enum" : ["oic.if.rw"]

}7
"interface-gll": {
"wa llqueryll,

in"

"namef: "if",
"typel: "string",
"enumf: ["oic.if.rw", "oic.if.baseline"]
}
}I
"definiti¢pns": {
"Conf Platform": {
"prop¢rties”: {
"rel: |
"flescription”: "Resource Type of the Resource",
tems": |
"enum": ["oic.wk.con.p"],
"type": "string",
"maxLength": 64

minItems": 1,
niqueItems": true,
"feadOnly": true,
ype": "array"
}I
" {

"fref'":
"https://op¢nconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json§/definitions/n"

}I

"mnpn" : {
"flescription": "Platform names",
"{tems": {
"properties": {
"language": {
"allOof": [

{
"Sref": "httg://openconnectivityfoundation.github.io/core/schemas/oic.types-
schema.jsonf/definitions/language-tag"
s
{
"deschiption": "An RFC 5646 language tag."
}
]
)I
"value": {
"description”: "The Platform description in the indicated language.",
"maxLength": 64,
Type : String

}
}I
"type": "object"
}I
"minTtems": 1,
"type": "array"
by
"id": |
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/definitions/id"
}l
"ifT: |
"description": "The OCF Interfaces supported by this Resource",
"items": {
"enum": [
"oic.if.rw",
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"oic.if.baseline"
]V
"type": "string",
"maxLength": 64
}!
"minItems": 1,
"readOnly": true,
"uniqueItems": true,
"type": "array"

"object"

"Update Platform": {

"propertiesg": {
I
"description”: "The human friendly name to be set on the Resource, this is alfp rpflected in

the sgme Property in oic.wk.p",
"maxLength": 64,
"type": "string"
}l
"mnpn" : {
"description": "Platform names",
"items": {
"properties": {
"language": {
"allof": [
{
"Sref": "http://openconnectivityfoundation.githib.io/core/schemas/oic.tlypes-
schem$ . json#/definitions/language-tag"
}!
{
"description": "An RFC 5646 language~tag."
}
]
}I
"value": {
"description": "The Platform degeription in the indicated language.",
"maxLength": 64,
"type": "string"
}
}!
"type": "object"
}I
"minItems": 1,
"type": "array"
}
}I
"type": "object",
"anyOf": [
{
"required" i _J"mnpn"]

}l
{

"regired": ["n"]

}

A.3.5 Property definition

Table A.4 defines the Properties that are part of the "oic.wk.con.p" Resource Type.

Table A.4 — The Property definitions of the Resource with type "rt" = "oic.wk.con.p".

Property name Value type Mandatory Access mode Description
rt array: see schema Read Only Resource Type of
the Resource
n multiple types: see Read Write
schema
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mnpn array: see schema Read Write Platform names
id multiple types: see Read Write
schema
if array: see schema Read Only The OCF Interfaces
supported by this
Resource
n string Yes Read Write The human friendly

name to be set on
the Resource, this is
also reflected in the
same Property in
oic.wk.p

mnpn array: see schema No Read Write Platform names

A.3.6 CRUDN behaviour

Table A.5 defines the CRUDN operations that are supported on the "oic.wk.con.p";Resource Type.

Tablp A.5 — The CRUDN operations of the Resource with type "rt" s,"oic.wk.con.p”.

Create Read Update Delete Notify

get post observe

A.4 lcon
A.4.1 Introduction

This Resource describes the attributes associated with an Icon.

A.4.2 Example URI

/lconResUR

A.4.3 Resource type

The Resoufce Type is defined.as: "oic.r.icon".

A.4.4 OpenAPIl 2.0 definition

"swagger"} "2.0",
"info": {
"title"} "I¢on",
"versiop"<¢ "'2019-02-26",
"licensg" s\
"name": "OCF Data Model License",
"url™: "https://openconnectivityfoundation.github.io/core/LICENSE.md",
"x-copyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. All rights reserved."
}I
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
}I
"schemes": [
"http"
]I
"consumes": [

"application/json"
]/
"produces": [
"application/json"
1,
"paths": {
"/IconResURI" : {
"get": {
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"description":
"parameters":
{
"Sref": "#
}
]I
"responses": {
"200": {

"description":

"x-example

ISO/IEC 30118-9:2021(E)

"This Resource describes the attributes associated with an Icon.\n",

[

/parameters/interface"

nn
’

"oy

"rt": ["oic.r.icon"],
"mimetype": "image/png",

"width":
"height"
"medig":

256,
. 256,

"http://findbetter,. ru/public/uploads/1481662800/2043 . png"

"def

}l
"schema":
H$ref".

ameters": {
nterface" : {
llin “query",
llname" llifll,
"type" "string
"enum" ["oic.1i

initions": {
con" : {
"properties": {
"mimetype": {
"description
"maxLength":
"readOnly":
"type": "str
}l
"rt": |
"description
"items": {
"enum": ["
"type": "s
"maxLength
}!
"minItems":
"uniqueltems
"readOnly":
"type": "akr
}l
"media" & )|
"degCxiption
"format": "u
"maxLength":
“feadOnly":
"type": "str

{

"#/definitions/Icon"

n
’

f.r", "oic.if.baseline"]

": "The Media Type of the iéom",
64,

true,

ing"

": "Resource Type “of the Resource",

oic.r.icon"4}
tring",
": 64

ll

" \rue,
true,
dy"

": "Specifies the URI to the icon",
I.ill
r
256,
true,
ing"

"https
schema

"https
schema

©1S0/

I
"
"Sref"

://openconnectivityfoundation
.json#/definitions/n"
}l
"id": |
"$ref" .
://openconnectivityfoundation
.json#/definitions/id"
}’
"width": {
"description": "The width
"minimum": 1,
"readOnly": true,
"type": "integer"
}l
"height": {

IEC 2021 - All rights reserved
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"description":
"minimum": 1,
"readOnly": true,
"type": "integer"
}l
"ifT: |
"description":
"items": {
"enum": [
"oic.if.r",
"oic.if.baseline"

"The height in pixels",

"The OCF Interfaces supported by this Resource",

] 14
"maxLength": 64,
"type": "string"

minItems": 2,
"fniqueltems": true,
"feadOnly": true,

"type": "array"

"object",

"requjred": ["mimetype", "width", "height", "media"]

A.4.5 Property definition

Table A.6 defines the Properties that are part of the "oic.r.icon" Resource Type.

Talble A.6 — The Property definitions of the Resource with type "rt" = "oic.r.icon".

Propertyl name Value type Mandatoty Access mode Descriptign
mimetype string Yes Read Only The Media Typg¢ of
the icon
rt array: see schema No Read Only Resource Type|of the
Resource
media string Yes Read Only Specifies the URI to
the icon
n multiple types: see No Read Write
schema
id multiple types: see No Read Write
schema
width integer Yes Read Only The width in pifels
height integer Yes Read Only The height in pixels
if array: see schema No Read Only The OCF Interfaces
supported by thfis
Resource
A.4.6 CRUDN behaviour

Table A.7 defines the CRUDN operations that are supported on the "oic.r.icon" Resource Type.

Table A.7 — The CRUDN operations of the Resource with type "rt" = "oic.r.icon".

Create Read Update Delete Notify

get observe
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A.5.1 Introduction
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The Resource through which a Device is maintained and can be used for diagnostic purposes.
fr (Factory Reset) is a boolean.

The
After

value 0 means No action (Default), the value 1 means Start Factory Reset
factory reset, this value shall be changed back to the default value

rb (Reboot) is a boolean.

The
After

value 0 means No action (Default), the value 1 means Start Reboot
Reboot, this value shall be changed back to the default value

A.5.%
/oic/n
A.5.3
The F

A.5.4

diagn
value
value
Reboo

Well-known URI

hnt

b Resource type

Resource Type is defined as: "oic.wk.mnt".

|  OpenAPI 2.0 definition

gger": "2.0",

Fom s {

itle": "Maintenance",

hersion": "2019-03-04",

| icense": {

"name": "OCF Data Model License",

"url":
://github.com/openconnectivityfoundation/core/blob/e28a9%0a92e17042ba3e83661ledcO0fbces

’

"x-copyright": "Copyright 2016-2019 Qpen Connectivity Foundation, Inc. All rights res
ermsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"

hemes": ["http"],

sumes": ["application/json'],
duces": ["application/jgon™],
Fhs": |

oic/mnt" : {

"get": {

"description":("The Resource through which a Device is maintained and can be used f
stic purposes.\nfir (Factory Reset) is a boolean.\n The value 0 means No action (Defa
1 means StarfizFactory Reset\nAfter factory reset, this value shall be changed back to
nrb (Reboot)\is a boolean.\n The value 0 means No action (Default), the value 1 mean
\nAfter Reboot, this value shall be changed back to the default value\n",

"parameters": [

{"STef": "#/parameters/interface-all"}

}V

!responses": {

bdc4ba/LICEN

Erved. "

br
blt), the
the default
E Start

[IRo¥a¥aXil L
T

nn

"description"
"x-example": {
"rt": ["oic.wk.mnt"],
"fr": false,
"rb": false,
"err" : 503
s

"schema": { "Sref": "#/definitions/mnt" }

}
by
"post": |
"description": "Set the maintenance action(s)\n",
"parameters": [
{"Sref": "#/parameters/interface-rw"},
{

"name": "body",
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"in": "body",
"required": true,
"schema": { "S$ref": "#/definitions/mnt-update" 1},
"x-example": {
"fr": false,
"rb": false

}

:|l

"responses": {

"200": |
"description"
"x-example": {

"fr": false,
"rpb". false
}I
"schema": { "S$ref": "#/definitions/mnt" }

nn
’

}
}!
"parametefs": |

"interface-all" : {

"in" "query",

"namefl : "if",

"typel : "string",

"enumy : ["oic.if.rw", "oic.if.baseline"]
}I
"interface-rw" : {

"in" "query",

"namel! : "if",
"typel : "string",
"enum| : ["oic.if.rw"]

}
}I
"definiti¢ns": {

"mnt" :|{

"prop¢rties": {
"rel o {
'"flescription"”: "Resource Type of the Resource",
"ltems": {
"enum" : ["oic.wk.mnt"],
"type": "string",
"maxLength": 64

"thinItems": 1,
niqueItems": true,
"feadOnly": true,
ype": "array"

"frl o {
"flescription"s \"Wactory Reset",
ype": "boglean"

erf" : {
"flescription”: "Last HTTP occurred error",
"thaximum": 599,
"hinidMum": 399,

readonly: true,

"type": "integer"

}V
lln": {
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/definitions/n"

b

"rb" :o{
"description": "Reboot Action",
"type": "boolean"

s

llidll . {

"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/definitions/id"

}l

"if" . {
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"description": "The OCF Interfaces supported by this Resource",

"items": {

"enum": [
"oic.if.rw",
"oic.if.baseline"

]!

"type": "string",

"maxLength": 64

}!
"minItems": 1,
"readOnly": true,
"uniqueItems": true,
"type": "array"
}
1

"anyOf" : [
{
"required": [ "fr" ]
by
{
"required": [ "rb" ]

by
{

"required": [ "err" ]
}
1

ype" : "object"

mnt-update”™ : {
"properties": {
"fr' oo
"description": "Factory Reset",
"type": "boolean"
}l
"n": |
"Sref":

"https$://openconnectivityfoundation.github.io/coré/fschemas/oic.common.properties.core-

schem$ . json#/definitions/n"
by
"rb" : {
"description": "Reboot Action",
"type": "boolean"
}
}I
"anyOf" : [
{
"required": [
wEpn
]
I
{

"required" s _J
"ypn
]
}
] 4
"type'™\ : "object"

A.5.5 Property definition

Table A.8 defines the Properties that are part of the "oic.wk.mnt" Resource Type.

Table A.8 — The Property definitions of the Resource with type "rt" = "oic.wk.mnt".

Property name Value type Mandatory Access mode Description
rt array: see schema No Read Only Resource Type of the
Resource
fr boolean No Read Write Factory Reset
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err integer Yes Read Only Last HTTP occurred
error
n multiple types: see No Read Write
schema
rb boolean No Read Write Reboot Action
id multiple types: see No Read Write
schema
if array: see schema No Read Only The OCF Interfaces
supported by this
Resource
fr beoteah Ne Read-Aite FeetoryReset
n multiple types: see No Read Write
schema
rb boolean Yes Read Write Reboot Action

A.5.6 CRUDN behaviour

Table A.9 defines the CRUDN operations that are supported on the "oic.wk.mnt/"Resource Typ

(4

Tablle A.9 — The CRUDN operations of the Resource with type "rt" = "oic.wk.mnt".

Create Read Update Delete Notify

get post observe

A.6 Network Monitoring
A.6.1 Introduction

The Resoufce through which a Device can monitor network traffic.

A.6.2 Example URI
/nmonResyRI
A.6.3 Resource type

The Resoufce Type is defined as: "oic.wk.nmon".

A.6.4 QpenAPh2.0 definition

{

"swagger" "o,

"info": {
"title": "Network Monitoring",
"version": "2019-03-27",
"license": {
"name": "OCF Data Model License",
"url":

"https://github.com/openconnectivityfoundation/core/blob/e28a%e0a92e17042ba3e83661ledcO0fbce8bdcdba/LICEN
SE.md",

"x-copyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. All rights reserved."
}7
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
y
"schemes": ["http"],
"consumes": ["application/json"],
"produces": ["application/json"],
"paths": {
"/nmonResURI" : {
"get": {
"description": "The Resource through which a Device can monitor network traffic.\n",
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"parameters": [
{"Sref" B
1,
"responses": {
"200": |

"description"

"#/parameters/interface-all"}

nn
’

"x-example": {

"rgn.

"ianaifType":

"reset":
Hcolll
Wegn

"y
"mmstx"
ramstx"

["oic.wk.nmon"],

71,
false,

false,

10,
"o 15,

50,
35

ISO/IEC 30118-9:2021(E)

"mmsrx"
"amsrx"

}7

"schema":

}
}I
"post™: {
"description":
"parameters": [
{"Sref":
{
"name":
"in": "body"
"required":
"schema": {
"x-example":
"col": t
"reset":

}
]I
"responses": {
"200": |
"descripti
"x-example
"rt":
"ianaifT
"reset":
"col"
"tx" : 0
er" . 0
"mmstx"
"amstx"
"mmsrx'"
"amsrx"
}l
"schema™ :

"pafameters": {

35,
20

{ "Sref": "#/definitions/nmon" }

"#/parameters/interface-rw"},

"body",

r

true,

"$ref" .
{

rue,
true

"#/definitions/nmon-update"

}I

on"

"o

["oic.wk.nmon"] ,

ype": 71,
false,

true,

nn
’

’

’

~

o @O0 O

{ "Sref": "#/definitions/nmon" }

"Start/Stop collecting and reset the networking mopitor Resource\n",

Interrace-rw" & [
llin llquery" ,
llname" llifll

4
"type" "string",
"enum"

}l
"interface-all" : {
"ip" uquery",
"name" "if",
"type" "string",
"enum"
}
}l
"definitions": {
"nmon" : {
"properties": {
"amstx" : {
"description":

["oic.if.rw",

["oic.if.rw"]

"oic.if.baseline"]

"Average transmitted message size in bytes
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"readOnly": true,
"type": "integer"
by
"reset" : {
"description": "True: reset the collected values",
"readOnly": false,
"type": "boolean"
}I
"mmsrx" : {
"description": "Maximum received message size in bytes (rx) in the collection period",
"readOnly": true,
"type": "integer"
}l
"mmstx" : {
"description": "Maxdimum transmitted message size in byvtes (tx) in the collection period",
"feadOnly": true,
ype": "integer"

"txl ¢ |

escription": "Amount of transmitted kilo bytes from the collection",
"feadOnly": true,

ype": "integer"

"rtf o {
"flescription”: "Resource Type of the Resource",
"ITtems": {

"enum": ["oic.wk.nmon"],

"type": "string",

"maxLength": 64

"fminItems": 1,
niqueItems": true,
"feadOnly": true,
ype": "array"
by
"iapaifType" : {
'"flescription": "The type of the network connedtion, as defined by iana
https://www|iana.org/assignments/ianaiftype-mib/ianaiftype-mib",

"feadOnly": true,
ype": "integer"

"rxt : {
"flescription": "Amount of received kilobytes from the collection",
"feadOnly": true,
ype": "integer"

}V

"idy ¢ |

"$ref":

"https://op¢nconnectivityfoundatiiort.github.io/core/schemas/oic.common.properties.core-
schema.json§/definitions/id"

b

"amprx" : {
"flescription";: "Average received message size in bytes (rx) in the collection period",
"feadOnly":/CUrue,
" ype": "integer"
} 4
s g
"$ref™

"https://op¢neornnectivityfoundation.github.io/core/schemas/oic.common.properties.core-
schema.json#/derinicions/n

}I

"col"™ : {
"description": "True: Device is collecting values",
"readOnly": false,
"type": "boolean"
}7
"ifT o |
"description": "The OCF Interfaces supported by this Resource",
"items": |
"enum": [
"oic.if.rw",
"oic.if.baseline"
]I
"type": "string",

"maxLength": 64

}I
"minTtems": 1,
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"readOnly": true,
"uniqueltems": true,
"type": "array"
}
}I
"type" "object",
"required": ["reset", "col", "ianaifType"]
}I
"nmon-update" : {
"properties": {
"reset" : {
"description": "True: reset the collected values",
"readOnly": false,
"type": "boolean"
}
v
"Sref":
"http$://openconnectivityfoundation.github.io/core/schemas/oic.common.properties.coref
schemd.json#/definitions/n"
}I
"col" :
"description": "True: Device is collecting values",
"readOnly": false,
"type": "boolean"
}
by
lltypell "ObjeCt",
"required": ["reset", "col"]
}
}
}
A.6.5 Property definition
Tablg A.10 defines the Properties that are part of.the "oic.wk.nmon" Resource Type.
[Table A.10 — The Property definitions(of the Resource with type "rt" = "oic.wk.nmon".
Property name Value type Mandatory Access mode Description
amst integer No. Read Only Average transmitted message gize in bytes
(tx) in the collection period
reset boolean Yes Read Write True: reset the collected valueg
mmsfx integer No Read Only Maximum received message sige in bytes
(rx) in the collection period
mms{x integer No Read Only Maximum transmitted message|size in bytes
(tx) in the collection period
tx integer No Read Only Amount of transmitted kilo bytepg from the
collection
rt ar