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Abgtract: The medium access control (MAC) and physical characteristics for wireless local area
networks (LANSs) are specified in this standard, part of:a series of standards for local and metropol-
itan] area networks. The medium access control unit-in this standard is designed to support physi-
call|layer units as they may be adopted dependéent on the availability of spectrum. This standard
contains three physical layer units: two radio ‘units, both operating in the 2400-2500 MHz bgnd,
and one baseband infrared unit. One radio,unit employes the frequency-hopping spread spectjum
technique, and the other employs the ditect sequence spread spectrum technique.
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Foreword to International Standard ISO/IEC 8802-11: 1999

This International Standard is part of a family of International Standards for Local and Metropolitan Area
Networks. The relationship between this International Standard, which provides extensions to the behavior
of ISO/IEC 10038, and the other members of the family is shown below. (The numbersin the figure refer to
| SO/IEC Standard numbers.)
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| 8802-2 Logical Link Control |
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5 family of International Standards deals with the Physical and Data LinkK fayers as defined by the

Systems Interconnection (OSI) Basic Reference Model (1SO/IEC 7498-1: 1994). The access stand
ne seven types of medium access technologies and associated physieal media, each appropriate]
icular applications or system objectives. Other types are under investigation.

International Standards defining the access technol ogies are@as follows:

ISO/IEC 8802-3, utilizing carrier sense multiple acéess'with collision detection (CSMA/CD) as
access method.

I SO/IEC 8802-4, utilizing token passing bus asthe access method.

I SO/IEC 8802-5, utilizing token passing ring-as the access method.

| SO/IEC 8802-6, utilizing distributed queuing dual bus as the access method.

I SO/IEC 8802-9, a unified access method offering integrated services for backbone networks.
ISO/IEC 8802-11, a wireless LANutilizing carrier sense multiple access with collision avoida
(CSMA/CA) as the access method.

I SO/IEC 8802-12, utilizing Demand Priority as the access method.

/IEC TR 8802-1, Overview of lLocal Area Network Standards, provides an overview of the series of |
8802 standards.
data link layer service'to network layer protocols.

/IEC 15802-1;-Medium Access Control (MAC) service definition, specifies the characteristics of
hmon MAE.Service provided by all IEEE 802 LAN MACs. The service is defined in terms of primit]

the associated events of the service.

SO
ards
for

the

ince

S5O/

/IEC 8802-2, Logicahkink Control, is used in conjunction with the medium access standards to proyide

1SA

JIEC 15802-2 | AN/MAN I\/Ian::agpm*\t, defines an QS manmdprnmt-r‘nmpaﬁhlp architecture,

nd

services and protocol elements for usein aLAN/MAN environment for performing remote management.

ISO/IEC 10038, Media Access Control (MAC) bridges, specifiesan architecture and protocol for the intercon-
nection of |EEE 802 LANsbelow thelevel of thelogical link control protocol (to be renumbered 15802-3).

ISO/IEC 15802-4, System Load Protocol, specifies a set of services and protocol for those aspects of manage-
ment concerned with the loading of systems on |EEE 802 LANS.

ISO/IEC 15802-5, Remote Media Access Control (MAC) bridging, specifies extensions for the interconnec-
tion, using non-LAN communication technologies, of geographically separated |IEEE 802 LANS below the
level of thelogical link control protocol.

Copyright © 1999 IEEE. All rights reserved.
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|EEE Standards documents are developed within the Technical Committees of the IEEE Societies and the
Standards Coordinating Committees of the |EEE Standards Board. Members of the committees serve volun-
tarily and without compensation. They are not necessarily members of the Institute. The standards devel oped
within |EEE represent a consensus of the broad expertise on the subject within the Institute as well as those
activities outside of |EEE that have expressed an interest in participating in the development of the standard.

Use of an |EEE Standard is wholly voluntary. The existence of an |IEEE Standard does not imply that there
are no other waysto produce, test, measure, purchase, market, or provide other goods and services related to
thelscope of the IEEE Standard. Furthermore, the viewpoint expressed at the time a standard is approvedjand
ed is subject to change brought about through developments in the state of the art and camments
recgived from users of the standard. Every |EEE Standard is subjected to review at least every fiveyearg for
revision or reaffirmation. When a document is more than five years old and has not been reaffirmed, it is fea-
le to conclude that its contents, although still of some value, do not wholly reflect the present statg of
thelart. Users are cautioned to check to determine that they have the latest edition of any~| EEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party; regardless of membership
affiliation with IEEE. Suggestions for changes in documents should be in theferm of a proposed changg of
text, together with appropriate supporting comments.

Intgrpretations. Occasionally questions may arise regarding the meaning of portions of standards as {hey
relgte to specific applications. When the need for interpretations is)brought to the attention of 1EEE,|the
Insfitute will initiate action to prepare appropriate responses. Since |EEE Standards represent a consensys of
all goncerned interests, it isimportant to ensure that any interpretation has also received the concurrence pf a
balgnce of interests. For this reason |EEE and the membets of its technical committees are not able to pro-
vidg an instant response to interpretation requests except in those cases where the matter has previotisly
recgived formal consideration.

Coimments on standards and requests for interpretations should be addressed to:

Secretary, |EEE Standards Board
445 Hoes L:ane

P.O. Box 1331

Piscataway, NJ 08855-1331

USA

Note: Attention.is called to the possibility that implementation of this standard may require use of sub-
ject matter.covered by patent rights. By publication of this standard, no position is taken with respect to
the existence or validity of any patent rightsin connection therewith. The |EEE shall not be responsible
for identifying all patents for which a license may be required by an IEEE standard or for conducting
inquities into the legal validity or scope of those patents that are brought to its attention.

The patent holder has, however, filed a statement of assurance that it will grant a license under these
rights without compensation or under reasonable rates and nondiscriminatory, reasonable terms and
conditionsto all applicants desiring to ohtain such alicense The IEFFE makes no representation asta
the reasonableness of rates and/or terms and conditions of the license agreement offered by the patent
holder. Contact information may be obtained from the |EEE Standards Department.

Authorization to photocopy portions of any individual standard for internal or personal useis granted by the
Ingtitute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Cus-
tomer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; (978) 750-8400. Permission to photocopy
portions of any individual standard for educational classroom use can aso be obtained through the Copy-
right Clearance Center.

iv Copyright © 1999 IEEE. All rights reserved.
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Introduction to ANSI/IEEE Std 802.11, 1999 Edition

(Thisintroduction is not a part of ANSI/IEEE Std 802.11, 1999 Edition or of 1SO/IEC 8802-11: 1999, but is included for information
purpose only.)

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to
|EEE standard numbers.)
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* Formerly IEEE Std 802.1A.

Thisfamily of standards deal swith the Physical and Datal:ink 1ayers as defined by the International Organjza-
tion) for Standardization (1SO) Open Systems Interconniegtion (OSl) Basic Reference Mode (ISO/IEC 7498-
1: 1994). The access standards define seven types of/medium access technologies and associated phydical
me(lia, each appropriatefor particul ar applicationsersystem objectives. Other typesare under investigatio

d

The standards defining the access technol ogies are as follows:

» |EEE Std 802 Overview and Architecture. This standard provides an overview to the fam|ly
of-NEEE 802 Standards.

 ANSI/IEEE Std 802.1B LAN/MAN Management. Defines an OSI management-compatible architeg:

and 802.1k ture, and services and protocol elementsfor useinaLAN/MAN environment
ISO/IEC 15802-2] for performing remote management.
* ANSI/IEEE Std:802.1D  Media Access Control (MAC) Bridges. Specifies an architecture and protocgl
| SO/IEC 25802-3] for the interconnection of |EEE 802 LANS below the MAC service boundary.
« ANSVIEEE Std 802.1E  System Load Protocol. Specifies a set of services and protocol for those
| SQ/IEC 15802-4] aspects of management concerned with the loading of systems on |EEE 8(2
LAIVD.
» |EEE Std 802.1F Common Definitions and Procedures for |EEE 802 Management Information
 ANSI/IEEE Std 802.1G  Remote Media Access Control (MAC) Bridging. Specifies extensions for the
[ISO/IEC 15802-5] interconnection, using non-LAN communication technologies, of geographi-
cally separated |EEE 802 LANSs below the level of the logical link control
protocol.

e ANSI/IEEE Std 802.2 Logical Link Control
[ISO/IEC 8802-2]

Copyright © 1999 IEEE. All rights reserved. \Y
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ANSI/IEEE Std 802.3
[ISO/IEC 8802-3]

ANSI/IEEE Std 802.4
[ISO/IEC 8802-4]

ANSI/IEEE Std 802.5
[1SO/IEC 8802-5]

ANSI/IEEE Std 802.6
[ISO/IEC 8802-6]

ANSI/IEEE Std 802.9

CSMA/CD Access Method and Physical Layer Specifications

Token Passing Bus Access Method and Physical Layer Specifications

Token Ring Access Method and Physical Layer Specifications

Distributed Queue Dual Bus Access Method and Physical Layer Specifica-

tions

Integrated Services (1S) LAN Interface at the Medium Access Control (MAC)

ISO/IEC 8802-9]
ANSI/IEEE Std 802.10

IEEE Std 802.11
ISO/IEC DIS 8802-11]

\NSI/IEEE Std 802.12
ISO/IEC DIS 8802-12]

and Physical (PHY) Layers
Interoperable LAN/MAN Security

Wireless LAN Medium Access Control (MAC) and Physical Layer Specifi
cations

Demand Priority Access Method, Physical Layer and-Repeater Specifi¢ca-
tions

In addition to the family of standards, the following is a recommended ‘practice for a common Physilcal
Layer technology:

The

Co
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IEEE Std 802.7

IEEE 802.14

thrcrughout the document.

following additional working group has authorized.standards projects under devel opment:

nformance test methodology

SI/IEEE Std 802.11, 1999 Edition [ISO/IEC 8802-11: 1999]

|EEE Recommended Practice for-Broadband Local Area Networks

Sandard Protocol.for'Cable-TV Based Broadband Communication Network

additional standards series, identified by the number 1802, has been established to identify |the
formance test methodology. documents for the 802 family of standards. Thus the conformance |test
uments for 802.3 are numbered 1802.3.

5 standard-is@arevision of IEEE Std 802.11-1997. The Management Information Base according to PS|
s has been‘removed, many redundant management items have been removed, and Annex D has heen
hpleted)with the Management Information Base according to SNMP. Minor changes have been made

This standard defines the protocol and compatible interconnection of data communication equipment viathe
“air”, radio or infrared, in alocal area network (LAN) using the carrier sense multiple access protocol with
collision avoidance (CSMA/CA) medium sharing mechanism. The medium access control (MAC) supports
operation under control of an access point as well as between independent stations. The protocol includes
authentication, association, and reassociation services, an optional encryption/decryption procedure, power
management to reduce power consumption in mobile stations, and a point coordination function for time-
bounded transfer of data. The standard includes the definition of the management information base (MIB)
using Abstract Syntax Notation 1 (ASN.1) and specifiesthe MAC protocol in aformal way, using the Speci-

Vi

Copyright © 1999 IEEE. All rights reserved.
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fication and Description Language (SDL). Both ASN.1 and SDL source code have been added on a floppy
diskette.

The infrared implementation of the PHY supports 1 Mbit/s data rate with an optional 2 Mbit/s extension.
The radio implementations of the PHY specify either a frequency-hopping spread spectrum (FHSS)
supporting 1 Mbit/s and an optional 2 Mbit/s data rate or a direct sequence spread spectrum (DSSS)
supporting both 1 and 2 Mbit/s data rates.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated to this standard within the next few years to clarify existing material, to correct
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br | EEE 802 standards may be obtained from

Secretary, |EEE Standards Board
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art 11: Wireless LAN Medium Acces!
ontrol (MAC) and Physical Layer
PHY) specifications

Scope

scope of this standard is to devel op a medium access control (MAC) and physical layer (PHY') specif
for wireless connectivity for fixed¢ortable, and moving stations within alocal area.

Purpose

purpose of this standard is to provide wireless connectivity to automatic machinery, equipment, or
s that require rapid deployment, which may be portable or hand-held, or which may be mounted on
vehicles withina local area. This standard al so offers regulatory bodies a means of standardizing ac
ne or morefrequency bands for the purpose of local area communication.

cifically, this standard

D

Ca

Sta-
oV-
LESS

— \"Describes the functions and services required by an |EEE 802.11 compliant device to operate wi

hin

ad hoc and infrastructure networks as well as the aspects of station mobility (transition) within those

networks.

services.

802.11 MAC.

(LAN) that may coexist with multiple overlapping |EEE 802.11 wireless LANS.

over the wireless medium (WM) and authentication of |EEE 802.11 conformant devices.
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Defines the MAC procedures to support the asynchronous MAC service data unit (MSDU) delivery
Defines several PHY signaling techniques and interface functions that are controlled by the IEEE
Permits the operation of an |EEE 802.11 conformant device within a wireless local area network

Describes the requirements and procedures to provide privacy of user information being transferred
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2. Normative references

The following standards contain provisions which, through references in this text, constitute provisions of
this standard. At the time of publication, the editions indicated were valid. All standards are subject to revi-
sion, and parties to agreements based on this standard are encouraged to investigate the possibility of apply-
ing the most recent editions of the standards listed below.

|IEEE Std 802-1990, |IEEE Standards for Local and Metropolitan Area Networks: Overview and Architec-
ture.

IEEE_Std C95.1-1991 (Reaff 1997), |IEEE Standard Safety Levels with Respect to Human Exposure to
Ragio Frequency Electromagnetic Fields, 3 kHz to 300 GHz.

ISQ/IEC 7498-1: 1994, Information technology—Open Systems Interconnection—Basic Reference Model:
The Basic Model 2

ISQ/IEC 8802-2: 1998, Information technol ogy—Telecommunications and informati oR @xchange between
systems—L ocal and metropolitan area networks—Specific requirements—Part 2: Logi¢eal link control.

ISQ/IEC 8824-1: 1995, Information technology—Abstract Syntax Notation One.(ASN.1): Specificatioh of
bas{c notation.

ISQ/IEC 8824-2: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Information
object specification.

I SQ/IEC 8824-3: 1995, Information technology—Abstract Syfitax Notation One (ASN.1): Constraint speci-
ficgtion.
| SQ/IEC 8824-4: 1995, Information technology—Abstract Syntax Notation One (ASN.1): Parameterization
of ASN.1 specifications.

ISQ/IEC 8825-1: 1995, Information technology—ASN.1 encoding rules: Specification of Basic Encoding
Rulles (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER).

| SA/IEC 8825-2: 1996, | nformation.techinology—ASN.1 encoding rules: Specification of Packed Encodling
Rulles (PER).

ISQ/IEC 15802-1: 1995, Information technol ogy—Telecommunications and information exchange between
sysfems—L ocal and metropolitan area networks—Common specifications—Part 1: Medium Access Corijtrol
(MAC) service definition:

ITY Radio Regulations, volumes 1-4.3

ITY-T Recommendation X.210 (11/93), Information technology—Open systems interconnection—Bpsic
Reflerence Model: Conventions for the definition of OSI services (common text with 1SO/IEC).

| TU-FRecommendatronZ-106(063/93);- CCtFTspecificationand-descriptiontanguage(SBi):
ITU-T Recommendation Z.105 (03/95), SDL combined with ASN.1 (SDL/ASN.1).

LEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, PO. Box 1331, Piscataway,
NJ 08855-1331, USA (http://www.standards.ieee.org/).

21SO and ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genéve
20, Switzerland/Suisse (http://www.iso.ch/). They are also available in the United States from the Sales Department, American National
Standards Institute, 11 West 42nd Street, 13th Floor, New York, NY 10036, USA (http://www.ansi.org/).

3ITU-T publications are available from the International Telecommunications Union, Place des Nations, CH-1211, Geneva 20, Switzer-
land/Suisse (http://www.itu.int/). They are also available in the United States from the U.S. Department of Commerce, Technology
Administration, National Technical Information Service (NTIS), Springfield, VA 22161, USA.
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3. Definitions

31

access control: The prevention of unauthorized usage of resources.

ANSI/IEEE Std 802.11, 1999 Edition

3.2 access point (AP): Any entity that has station functionality and provides access to the distribution ser-
vices, viathe wireless medium (WM) for associated stations.

3.3 ad hoc network: A network composed solely of stations within mutual communication range of each
other via the wireless medium (WM). An ad hoc network is typically created in a spontaneous manner. The
principal distinguishing characteristic of an ad hoc network is its limited temporal and spatial extent. These

lim
con
cal

tion
ind

34

35
tion

3.6
con

3.7

3.8

cap
pre;

39

3.1
usg)
by
intg
cha

tations allow the act of creating and dissolving the ad hoc network to be sufficiently straightforward
venient so as to be achievable by nontechnical users of the network facilities; i.e., no specialized“tec
kills” are required and little or no investment of time or additional resources is required beyoend the
S that are to participate in the ad hoc network. The term ad hoc is often used as slang'to-refer tc
Ppendent basic service set (IBSS).

authentication: The service used to establish the identity of one station'‘as a member of the set of
s authorized to associate with another station.

hmunicate.

basic service set (BSS): A set of stations controlled bya single coordination function.

basic service set (BSS) basic rate set: The set.of data transfer ratesthat all the stationsin a BSS wil
pble of using to receive frames from the wireless medium (WM). The BSS basic rate set data rates
bet for all stationsin the BSS.

broadcast address: A unique multicast address that specifies all stations.
H simultaneously, in thei.same volume of space, with other instances of medium use (on other chann
pther instances of the-same physical layer (PHY'), with an acceptably low frame error ratio due to mu

rference. Some PHY.sprovide only one channel, whereas others provide multiple channels. Examplé
hnel types are.asshown in the following table;

and
NN -
Sta-
an

association: The service used to establish access point/station (AP/STA) mapping'and enable STA invo-
catijon of the distribution system services (DSSs).

Sta-

basic service area (BSA): The conceptua area within whichmembers of abasic service set (BSS) may

| be
are

D channel: An instance of medium use for the purpose of passing protocol data units (PDUSs) that may be

els)
tual
s of

Single channel n-channel

Narrnuhonrl radio-fraauancy (REY channdl Eraauancv diviicion multinlavad channalc
FeRaRe-EaHo-Heg Gy r~r=)-Crahher =HEHERGY-EA-SHOR-tHHPrexea-craRher

Baseband infrared

sion multiple access

Direct sequence spread spectrum (DSSS) with code divi-

3.11 clear channel assessment (CCA) function: That logica function in the physical layer (PHY) that
determines the current state of use of the wireless medium (WM).

3.12 confidentiality: The property of information that is not made available or disclosed to unauthorized
individuals, entities, or processes.

Copyright © 1999 IEEE. All rights reserved.
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3.13 coordination function: The logical function that determines when a station operating within a basic
service set (BSS) is permitted to transmit and may be able to receive protocol data units (PDUSs) viathe wire-
less medium (WM). The coordination function within a BSS may have one point coordination function
(PCF) and will have one distributed coordination function (DCF).

3.14 coordination function pollable: A station able to (1) respond to a coordination function poll with a
dataframe, if such aframeis queued and able to be generated, and (2) interpret acknowledgments in frames
sent to or from the point coordinator.

3.15 deauthentication: The service that voids an existing authentication relationship.

3.16 directed address. See: unicast frame.
3.1} disassociation: The service that removes an existing association.

3.18 distributed coordination function (DCF): A class of coordination function where the same coordingion
fungtion logic is active in every station in the basic service set (BSS) whenever the network isin operation.

3.19 distribution: The service that, by using association information, delivers medium access corjtrol
(MAC) service data units (M SDUs) within the distribution system (DS).

3.20 distribution system (DS): A system used to interconnect a set«of*basic service sets (BSSs) and inte-
graled local area networks (LANS) to create an extended service set (ESS).

3.21 distribution system medium (DSM): The medium or‘set of media used by a distribution system (DS)
for communi cations between access points (APs) and portals of an extended service set (ESS).

3.22 distribution system service (DSS): The set @f\services provided by the distribution system (DS) that
engple the medium access control (MAC) to transport MAC service data units (MSDUSs) between stations
are not in direct communication with each other over a single instance of the wireless medium (WM).
services include transport of MSDUS between the access points (APs) of basic service sets (B$SSs)
within an extended service set (ESS), ‘ttansport of MSDUs between portals and BSSs within an ESS, land
sport of MSDUs between stationsiin the same BSS in cases where the MSDU has a multicast or brgad-
destination address or wheye the destination is an individual address, but the station sending the MSDU
chgoses to involve DSS. DSSs are provided between pairs of IEEE 802.11 MACs.

3.28 extended rate set (ERS): The set of data transfer rates supported by a station (if any) beyond|the
extended service set (ESS) basic rate set. This set may include data transfer rates that will be definefl in
futyre physical layer (PHY) standards.

3.241 extended service area (ESA): The conceptual area within which members of an extended servicg set
(EYS) may’communicate. An ESA islarger than or equal to abasic service area (BSA) and may involve $ev-
erall basiC service sets (BSSs) in overlapping, digointed, or both configurations.

3.25 extended service set (ESS): A set of one or more interconnected basic service sets (BSSs) and inte-
grated local areanetworks (LANS) that appears as asingle BSS to the logical link control layer at any station
associated with one of those BSSs.

3.26 Gaussian frequency shift keying (GFSK): A modulation scheme in which the dataisfirst filtered by a
Gaussian filter in the baseband and then modulated with a simple frequency modulation.

3.27 independent basic service set (IBSS): A BSS that forms a self-contained network, and in which no
access to a distribution system (DS) is available.

4 Copyright © 1999 IEEE. All rights reserved.
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3.28 infrastructure: The infrastructure includes the distribution system medium (DSM), access point (AP),
and portal entities. It is also the logical location of distribution and integration service functions of an
extended service set (ESS). An infrastructure contains one or more APs and zero or more portals in addition
to the distribution system (DS).

3.29 integration: The service that enables delivery of medium access control (MAC) service data units
(MSDUSs) between the distribution system (DS) and an existing, non-IEEE 802.11 local area network (viaa
portal).

3.30 medium access control (MAC) management protocol data unit (MMPDU): The unit of data
excfianged between two peer MAT entities to Implement the MAT management protocol.

3.31 medium access control (MAC) protocol data unit (MPDU): The unit of data exchanged between fwo
peer MAC entities using the services of the physical layer (PHY).

3.32 medium access control (MAC) service data unit (M SDU): Information that is\delivered as a pinit
betyveen MAC service access points (SAPS).

3.38 minimally conformant network: An IEEE 802.11 network in which twe_stations in a single basic ser-
vice area (BSA) are conformant with |SO/IEC 8802-11: 1999.

3.3 mobile station: A type of station that uses network communications while in motion.

3.35 multicast: A medium access control (MAC) address that has the group bit set. A multicast MAC fser-
vicg data unit (MSDU) is one with a multicast destinationsaddress. A multicast MAC protocol data pinit
(MIPDU) or control frame is one with amulticast receiver.address.

3.3p network allocation vector (NAV): An indicator, maintained by each station, of time periods when
trarjsmission onto the wireless medium (WM) will hot be initiated by the station whether or not the statipn’s
clegr channel assessment (CCA) function senses that the WM is busy.

3.3Y point coordination function (PCE)’ A class of possible coordination functions in which the coord|na-
tior) function logic is active in only ehestation in abasic service set (BSS) at any given time that the network
isim operation.

3.38 portable station: A type of station that may be moved from location to location, but that only uses het-
woltk communicationswhile at afixed location.

3.39 portal: Thetogical point at which medium access control (MAC) service data units (MSDUs) from a
nor-lEEE 802:11 local area network (LAN) enter the distribution system (DS) of an extended serviceg set
(ESS).

3.40 privacy: The service used to prevent the content of messages from being read by other than|the
intended recipients.

3.41 reassociation: The service that enables an established association [between access point (AP) and sta-
tion (STA)] to be transferred from one AP to another (or the same) AP.

3.42 station (STA): Any device that contains an IEEE 802.11 conformant medium access control (MAC)
and physical layer (PHY) interface to the wireless medium (WM).

3.43 station basic rate: A datatransfer rate belonging to the extended service set (ESS) basic rate set that is
used by a station for specific transmissions. The station basic rate may change dynamically as frequently as

Copyright © 1999 IEEE. All rights reserved. 5
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each medium access control (MAC) protocol data unit (MPDU) transmission attempt, based on local consid-
erations at that station.

3.44 station service (SS): The set of services that support transport of medium access control (MAC) ser-

vice data units (MSDUSs) between stations within a basic service set (BSS).

3.45timeunit (TU): A measurement of time equal to 1024 ps.

3.46 unauthorized disclosure: The process of making information available to unauthorized individuals,
entities, or processes.

3.4F unauthorized resource use: Use of aresource not consistent with the defined security policy.

3.48 unicast frame: A frame that is addressed to a single recipient, not a broadcast or multicast frame.
dirgcted address.

3.49 wired equivalent privacy (WEP): The optional cryptographic confidentiality @gerithm specifieg
IEHE 802.11 used to provide data confidentiality that is subjectively equivalent_totthe confidentiality
ired local area network (LAN) medium that does not employ cryptographic techniques to enhance priv4

w

3.50 wireless medium (WM): The medium used to implement the transfer of protocol data units (PD
betyveen peer physical layer (PHY) entities of awirelesslocal area netiwork (LAN).

4. Abbreviations and acronyms

Byn:

by
Df a

cy.

Us)

ACK acknowledgment

AlD association identifier

AP) access point

ATIM announcement traffic indicatiGn message
BSA basic service area

BSp basic service set

BS§ID basic service set identification

(6(0) 1 clear channel asséssment

CF contention free

CFp contention-free period

CIL conneetion identifier

CP contention period

CRC cyclic redundancy code

Cs carrier sense

CTpg clear to send

CW contention window

DA destination address

DBPSK differential binary phase shift keying
DCE data communi cation equipment

DCF distributed coordination function

DCLA direct current level adjustment

DIFS distributed (coordination function) interframe space
DLL datalink layer

Dp desensitization

DQPSK differential quadrature phase shift keying
DS distribution system

DSAP destination service access point

DSM distribution system medium

Copyright © 1999 IEEE. All rights reserved.
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DSS distribution system service

DSSS direct sequence spread spectrum
DTIM delivery traffic indication message
ED energy detection

EIFS extended interframe space

EIRP equivalent isotropically radiated power
ERS extended rate set

ESA extended service area

ESS extended service set

FC frame control

FCg framecheck—sequence

FER frame error ratio

FH frequency hopping

FHES frequency-hopping spread spectrum
FIFO firstinfirst out

GFBK Gaussian frequency shift keying
IBSS independent basic service set

ICV integrity check value

DU interface data unit

IFS interframe space

IMp intermodul ation protection

IR infrared

I SN industrial, scientific, and medical
v initialization vector

LAN local area network

LLC logical link control

LMIE layer management entity

LRC long retry count

Isb least significant bit

MAC medium access control

MOF management-defined field

MIB management information base
MUME MAC sublayer management entity
MMPDU MAC managementprotocol data unit
MHDU MAC protocal data unit

m most significant bit

MSDU MAC service data unit

N/ notapplicable

NA) network allocation vector

PC point coordinator

PC point coordination function

PD protocol data unit

PH physical (layer)

PHYY-SAP physical layer service access point
PIFS point (coordination function) interframe space
PLCP physical layer convergence protocol
PLME physical layer management entity
PMD physical medium dependent
PMD-SAP physical medium dependent service access point
PN pseudo-noise (code sequence)
PPDU PL CP protocol data unit

ppm parts per million

PPM pul se position modulation

PRNG pseudo-random number generator
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PS

PSDU

RA
RF

RSSI
RTS

RX
SA

SAP
SbuU

power save (mode)

PLCP SDU

receiver address

radio frequency

received signal strength indication
request to send

receive or receiver

source address

service access point

service data unit

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

SFIp

V

SIHS
SLRRC

SM

28

CJ

R%

SS|
SSH
ST/
TA
B
TIN

TSk

TU
X
TX
ug
WA
Wi
Wi
WH
WN

E

a'U(_/-Jzz—illl

start-framedelmiter

short interframe space

station long retry count

station management entity
station management

signal quality (PN code correlation strength)
short retry count

station service

source service access point
service set identifier

station short retry count

station

transmitter address

target beacon transmission time
traffic indication map

timing synchronization function
time unit

transmit or transmitter

transmit enable

unconditional transition

wide area network

wireless distribution media
wireless distribution system
wired equivalent privacy
wireless medium
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5. General description

5.1 General description of the architecture

This subclause presents the concepts and terminology used within the ISO/IEC 8802-11: 1999 document
(referred to throughout the text as IEEE 802.11). Specific terms are defined in Clause 3. Illustrations convey
key 1EEE 802.11 concepts and the interrel ationships of the architectural components. IEEE 802.11 uses an
architecture to describe functional components of an IEEE 802.11 LAN. The architectural descriptions are
not intended to represent any specific physical implementation of IEEE 802.11.

5.111 How wireless LAN systems are different

Wileless networks have fundamental characteristics that make them significantly different frem traditipnal
wired LANSs. Some countriesimpose specific requirements for radio equipment in addition to'those specified
in this standard.

5.1]11.1 Destination address does not equal destination location

In wired LANS, an address is equivalent to a physical location. This is implicitly assumed in the desigh of
wired LANSs. In |[EEE 802.11, the addressable unit is a station (STA). TheSTA is a message destination,| but
not|(in general) afixed location.

5.111.2 The media impact the design

The physical layers used in |[EEE 802.11 are fundamentally different from wired media. Thus IEEE 802.11
PHY's

Use a medium that has neither absolutesnor readily observable boundaries outside of which stations
with conformant PHY transceivers ate.known to be unable to receive network frames.

Are unprotected from outside signals.

Communicate over a medium significantly less reliable than wired PHY s.
Have dynamic topologies.

Lack full connectivity, ‘and therefore the assumption normally made that every STA can hear eyery
other STA isinvalid\(i.e., STAs may be “hidden” from each other).
f Have time-varying ‘and asymmetric propagation properties.

Q)

D_O O T

Begause of limitations on wireless PHY ranges, wireless LANs intended to cover reasonable geographic dis-

tanges may be-bdilt from basic coverage building blocks.

5.141.3The impact of handling mobile stations

One of the requirements of IEEE 802.11 is to handle mobile as well as portable stations. A portable station
isonethat is moved from location to location, but that is only used while at a fixed location. Mobile stations
actually accessthe LAN while in motion.

For technical reasons, it is not sufficient to handle only portable stations. Propagation effects blur the distinc-
tion between portable and mobile stations; stationary stations often appear to be mobile due to propagation
effects.

Another aspect of mobile stations is that they may often be battery powered. Hence power management is an
important consideration. For example, it cannot be presumed that a station’s receiver will always be powered on.

Copyright © 1999 IEEE. All rights reserved. 9
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5.1.1.4 Interaction with other IEEE 802 layers

IEEE 802.11 is required to appear to higher layers[logical link control (LLC)] as a current style IEEE 802
LAN. Thisrequiresthat the IEEE 802.11 network handle station mobility within the MAC sublayer. To meet
reliability assumptions (that LLC makes about lower layers), it is necessary for IEEE 802.11 to incorporate
functionality that is untraditional for MAC sublayers.

5.2 Components of the IEEE 802.11 architecture

The
supports station mobility transparently to upper layers.

that

The basic service set (BSS) is the basic building block of an IEEE 802.11 LAN. Figure 1 shows two B$Ss,
each of which has two stations that are members of the BSS.

It ig useful to think of the ovals used to depict a BSS as the coverage area within whichithe member stations
of the BSS may remain in communication. (The concept of area, while not precise, isoften good enough) If
a stption moves out of its BSS, it can no longer directly communicate with othér friembers of the BSS.

BSS 1 802.11 Components

Figure 1—Basic service sets

5.2]1 The independent BSS as an ad hoc network

The indépendent BSS (IBSS) is the most basic type of IEEE 802.11 LAN. A minimum |EEE 802.11 LIAN
may cahsist of only two stations.

Figure 1 shows two IBSSs. This mode of operation is possible when |IEEE 802.11 stations are able to com-
municate directly. Because this type of IEEE 802.11 LAN is often formed without pre-planning, for only as
long asthe LAN is needed, this type of operation is often referred to as an ad hoc network.

5.2.1.1 STA to BSS association is dynamic

The association between a STA and aBSS is dynamic (STAs turn on, turn off, come within range, and go out
of range). To become a member of an infrastructure BSS, a station shall become “associated.” These associ-
ations are dynamic and involve the use of the distribution system service (DSS), which is described in 5.3.2.

10 Copyright © 1999 IEEE. All rights reserved.
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5.2.2 Distribution system concepts

PHY limitations determine the direct station-to-station distance that may be supported. For some networks
this distance is sufficient; for other networks, increased coverage is required.

Instead of existing independently, a BSS may also form a component of an extended form of network that is
built with multiple BSSs. The architectural component used to interconnect BSSs is the distribution system
(DS).

Eagh logical medium is used for different purposes, by a different component of the architecture. The N EEE
804.11 definitions neither preclude, nor demand, that the multiple media be either the same or different.

Regognizing that the multiple media are logically different is key to understanding the flexibility of|the
architecture. The IEEE 802.11 LAN architecture is specified independently of the physical characteristigs of
any| specific implementation.

The DS enables mobile device support by providing the logical services necessary to handle address to ¢les-
tingtion mapping and seamless integration of multiple BSSs.

Anfaccess point (AP) isa STA that provides access to the DS by providing DS services in addition to acfing
asgq STA.

Figpre 2 adds the DS and AP components to the | EEE 802,11 architecture picture.

BSS 1 802.11 Gomponents
STA1
STA2
<) AP
DS
AP |
STA3

STA4
BSS 2

Figure 2—Distribution systems and access points

Data move between a BSS and the DS viaan AP. Note that all APs are also STAS; thus they are addressable
entities. The addresses used by an AP for communication on the WM and on the DSM are not necessarily the
same.

5.2.2.1 Extended service set (ESS): The large coverage network

The DS and BSSs allow IEEE 802.11 to create a wireless network of arbitrary size and complexity. IEEE
802.11 refersto thistype of network as the extended service set network.

Copyright © 1999 IEEE. All rights reserved. 11
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The key concept is that the ESS network appears the same to an LLC layer as an IBSS network. Stations
within an ESS may communicate and mobile stations may move from one BSS to another (within the same
ESS) transparently to LLC.

Nothing is assumed by |IEEE 802.11 about the relative physical locations of the BSSsin Figure 3.

802.11 Components
BSS 1
T ESS
STAZ
—— AP
DS

Figure 3—Extended service set

A

of the following are possible:

d The BSSs may partially overlap. This is commonly used to arrange contiguous coverage withjn a
physical volume.

) TheBSSscould be physically digointed. Logically thereis no limit to the distance between BSS$s.
d TheBSSsmay be physically collocated. This may be done to provide redundancy.
d) One (or more) IBSS or ESS networks may be physically present in the same space as one (or mpre)
ESS networks. This may arise’for anumber of reasons. Two of the most common are when an adjhoc

network is operating in aylocation that also has an ESS network, and when physically overlapping
|EEE 802.11 netwarks.have been set up by different organizations.

5.213 Area concepts

For|wireless PERY's, well-defined coverage areas simply do not exist. Propagation characteristics are dynagmic
and unpredictable. Small changes in position or direction may result in dramatic differences in signal
strangth( Similar effects occur whether a STA is stationary or mobile (as moving objects may impact stat{on-
to-gtation propagation).

Figure 4 shows asignal strength map for a simple square room with a standard metal desk and an open door-
way. Figure 4 is a static snapshot; the propagation patterns change dynamically as stations and objectsin the
environment move. In Figure 4 the dark (solid) blocks in the lower left are a metal desk and thereis a door-
way at the top right of the figure. The figure indicates relative differences in field strength with different
intensities and indicates the variability of field strength even in a static environment.

While the architecture diagrams show sharp boundaries for BSSs, thisis an artifact of the pictoria represen-
tation, not a physical reality. Since dynamic three-dimensional field strength pictures are difficult to draw,
well-defined shapes are used by |EEE 802.11 architectural diagrams to represent the coverage of a BSS.

12 Copyright © 1999 IEEE. All rights reserved.
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Fur

Figure 4—A representative sighal intensity map

ther description difficulties arise when attempting to.describe collocated coverage areas. Consider

urel5, in which STA 6 could belong to BSS 2 or BSS3

:i g_

BSS 1
STA1

802.11 Components

Figure 5—Collocated coverage areas

While the concept of sets of stationsis correct, it is often convenient to talk about areas. For many topics the
concept of areais sufficient. Volume is a more precise term than area, though still not technically correct. For
historical reasons and convenience, this standard uses the common term area.

Copyright © 1999 IEEE. All rights reserved.

13


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)

ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

5.2.4 Integration with wired LANs

To integrate the |EEE 802.11 architecture with atraditional wired LAN, afinal logical architectural compo-

nent isintroduced—a portal.

A portal is the logical point at which MSDUs from an integrated non-lEEE 802.11 LAN enter the |IEEE

802.11 DS. For example, a portal is shown in Figure 6 connecting to awired |EEE 802 LAN.

BSS 80211 Cnmlrmnpnfe
STA1
STA?2
— | AP
DS
\JP\/
802.xLANL_ _| Portal STA3

STA4
BSS 2

Figure 6—Connecting to other IEEE 802 LANs

All|data from non-IEEE 802.11 LANS enter the IEEE 802.11 architecture via a portal. The portal prov
logjcal integration between the |EEE 802.11 architecture and existing wired LANS. It is possible for

des
one

devjce to offer both the functions.of’an AP and a portal; this could be the case when a DS is implemented

from IEEE 802 LAN components!

In :lEEE 802.11, the ESS architecture (APs and the DS) provides traffic segmentation and range exteng
Logical connections between |EEE 802.11 and other LANS are via the portal. Portals connect between
DSM and the LAN:-medium that is to be integrated.

5.3 Logical service interfaces

on.
the

The |IEEE 802.11 architecture allows for the possibility that the DS may not be identical to an existing wired
LAN. A DS may be created from many different technologies including current IEEE 802 wired LANS.
|EEE 802.11 does not constrain the DS to be either data link or network layer based. Nor does |EEE 802.11

constrain a DS to be either centralized or distributed in nature.

|EEE 802.11 explicitly does not specify the details of DS implementations. Instead, |IEEE 802.11 speci

fies

services. The services are associated with different components of the architecture. There are two categories
of IEEE 802.11 service—the station service (SS) and the distribution system service (DSS). Both categories

of service are used by the IEEE 802.11 MAC sublayer.

14 Copyright © 1999 IEEE. Al rights reserved.
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The complete set of IEEE 802.11 architectural services are as follows:

a) Authentication
b)  Association

¢) Deauthentication
d) Disassociation

e) Digtribution

ANSVI/IEEE Std 802.11, 1999 Edition

f)  Integration

g) Privacy

H Reassociation

i MSDU delivery
Thip set of servicesis divided into two groups: those that are part of every STA, and those that+are part
DS
5.31 Station service (SS)

The

The
isg

The

O O O O

5.3

The

The
ser
ser

The
vid

service provided by stationsis known as the station service.

pecified for use by MAC sublayer entities. All conformant statiofs provide SS.
SSisasfollows:

Authentication
Deauthentication

Privacy
MSDU delivery

2 Distribution system serviee.(DSS)

service provided by the DS's known as the distribution system service.

DSSsare provided by the DS. They are accessed viaa STA that also provides DSSs. A STA that is
ng.aecéssto DSSisan AP,

SSispresent in every IEEE 802.11 station (including APs, as ARs include station functionality). The SS

e services are représented in the IEEE 802.11 architecture by arrows within the APs, indicating that] the
ices are used to,cress media and address space logical boundaries. This is the convenient place to show the
icesin the picture. The physical embodiment of various services may or may not be within a physical AP,

pro-

The DSSs are as follows:

a) Association

b) Disassociation
c¢) Distribution
d) Integration

€) Reassociation

DSSs are specified for use by MAC sublayer entities.

Copyright © 1999 IEEE. All rights reserved.
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Figure 7 combines the components from previous figures with both types of services to show the complete
|EEE 802.11 architecture.

BSS 1 802.11 Componenfsr

802.11 MAC/PHY

STA1= = =i

|
STA 2

SS

DSS
802.xLAN

Figure 7—Complete IEEE 802.11 atchitecture

3 Multiple logical address spaces

as the |EEE 802.11 architecture allows for the possibility that the WM, DSM, and an integrated wjred
N may all be different physical media, it alsocallows for the possibility that each of these components

be operating within different address spaces. |IEEE 802.11 only uses and specifies the use of the (VM

gh |EEE 802.11 PHY operates in-asingle medium—the WM. The |EEE 802.11 MAC operatesin asingle

ess space. MAC addresses are.used on the WM in the |EEE 802.11 architecture. Therefore, it is unmec-

ary for the standard to explicitly specify that its addresses are “WM addresses.” Thisis assumed through-

E 802.11 has chosen to use the IEEE 802 48-bit address space (see 7.1.3.3.1). Thus IEEE 802.11
esses are compatible with the address space used by the IEEE 802 LAN family.

¢ |IEEE.802:11 choice of address space implies that for many instantiations of the IEEE 802.11 archifec-
¢, the wired LAN MAC address space and the IEEE 802.11 MAC address space may be the sama. In
5 stuanons where a DS that uses MAC IeveI IEEE 802 addr ng is appropnate all three of the lodical

bination allowed by the architecture. The IEEE 802 11 archltecture allows for aII three Ioglcal address

spaces to be distinct.

A multiple address space example is one in which the DS implementation uses network layer addressing. In
this case, the WM address space and the DS address space would be different.

The ability of the architecture to handle multiple logical media and address spaces is key to the ability of
| EEE 802.11 to be independent of the DS implementation and to interface cleanly with network layer mobil-
ity approaches. The implementation of the DSis unspecified and is beyond the scope of this standard.

16

Copyright © 1999 IEEE. All rights reserved.


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)
MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSVI/IEEE Std 802.11, 1999 Edition

5.4 Overview of the services

There are nine services specified by |IEEE 802.11. Six of the services are used to support MSDU delivery
between STAs. Three of the services are used to control IEEE 802.11 LAN access and confidentiality.

This subclause presents the services, an overview of how each service is used, and a description of how each
service relates to other services and the IEEE 802.11 architecture. The services are presented in an order
designed to help build an understanding of the operation of an IEEE 802.11 ESS network. As a result, the
SSs and DSSs are intermixed in order (rather than being grouped by category).

Eagh of the services is supported by one or more MAC frame types. Some of the services are supported by
MAC management messages and some by MAC data messages. All of the messages gain access te'the \VM
viajthe |EEE 802.11 MAC sublayer medium access method specified in Clause 9.

The IEEE 802.11 MAC sublayer uses three types of messages—data, management;yand control (see
Clause 7). The data messages are handled viathe MAC data service path.

MAC management messages are used to support the IEEE 802.11 services and_are handled via the MAC
maihagement service data path.

MAC control messages are used to support the delivery of |EEE 802,11 data and management messages

The examples here assume an ESS network environment. The @ifferences between the ESS and the IBSS
netyvork environments are discussed separately in 5.6.

5.4]1 Distribution of messages within a DS
5.4]1.1 Distribution

Thip is the primary service used by |EEE 802.11 STAs. It is conceptually invoked by every data message to
or from an |EEE 802.11 STA operating.in an ESS (when the frame is sent viathe DS). Distribution is\Via a
DSE.

Refler to the ESS network in Figlre 7 and consider a data message being sent from STA 1 to STA 4. [The
message is sent from STAL\and received by STA 2 (the “input” AP). The AP gives the message to the ditri-
bution service of the DS. Itisthe job of the distribution service to deliver the message within the DSin guch
a that it arrives at-the appropriate DS destination for the intended recipient. In this example, the message
is distributed to.STA" 3 (the “output” AP) and STA 3 accesses the WM to send the message to STA 4 [the
intgnded destination).

Hoyv theumessage is distributed within the DS is not specified by |EEE 802.11. All IEEE 802.11 is requjred
to goNisito provide the DS with enough information for the DS to be able to determine the “ output” point that
corresponds to the desired recipient. The necessary information Is provided to the DS by the three associa-
tion related services (association, reassociation, and disassociation).

The previous example was a case in which the AP that invoked the distribution service was different from the
AP that received the distributed message. If the message had been intended for a station that was a member
of the same BSS as the sending station, then the “input” and “output” APs for the message would have been
the same.

In either example, the distribution service was logically invoked. Whether the message actually had to
traverse the physical DSM or not is a DS implementation matter and is not specified by this standard.

Copyright © 1999 IEEE. All rights reserved. 17
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While IEEE 802.11 does not specify DS implementations, it does recognize and support the use of the WM
asthe DSM. Thisis specifically supported by the IEEE 802.11 frame formats. (Refer to Clause 7 for details.)

5.4.1.2 Integration

If the distribution service determines that the intended recipient of a message is a member of an integrated
LAN, the “output” point of the DS would be a portal instead of an AP,

Messages that are distributed to a portal cause the DS to invoke the Integration function (conceptually after
the distribution serwce) The Integratlon functlon is respons ble for accompllshl ng Whatever is needed to
ddli
space transl ati ons) Integrat| onisa DSS

Mebsages received from an integrated LAN (viaaportal) by the DS for an IEEE 802.11 STA will invokd the
Intggration function before the message is distributed by the distribution service.

The details of an Integration function are dependent on a specific DS implementation-and are outside the
scope of this standard.

5.4]2 Services that support the distribution service

The primary purpose of a MAC sublayer is to transfer MSDUs between-MAC sublayer entities. The infor-
matiion required for the distribution service to operate is provided by-the association services. Before a flata
megsage can be handled by the distribution service, a STA shall be “associated.”

To understand the concept of association, it is necessary first to understand the concept of mobility.
5.4/2.1 Mobility types

The three transition types of significance to this standard that describe the mobility of stations within a
netyvork are as follows:

g No-transition: In thistype, two subclasses that are usually indistinguishable are identified:
1) Static—no motion.
2) Local movement--movement within the PHY range of the communicating STAs [i.e., mve-
ment within abasic service area (BSA)].
o BSS-transition;~This type is defined as a station movement from one BSS in one ESS to another
BSS within the same ESS.
q ESS-transition: Thistypeis defined as station movement from aBSSin one ESSto aBSSin a|dif-
ferent ESS. This case is supported only in the sense that the STA may move. Maintenance of upper-
layer( connections cannot be guaranteed by |EEE 802.11; in fact, disruption of service is likely to
oceur:

The different association services support the different categories of mobility.

5.4.2.2 Association

To deliver a message within a DS, the distribution service needs to know which AP to access for the given
IEEE 802.11 STA. This information is provided to the DS by the concept of association. Association is
necessary, but not sufficient, to support BSS-transition mobility. Association is sufficient to support no-
transition mobility. Association isa DSS.

Before a STA is allowed to send a data message via an AR, it shall first become associated with the AP. The
act of becoming associated invokes the association service, which provides the STA to AP mapping to the

18 Copyright © 1999 IEEE. Al rights reserved.
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DS. The DS uses this information to accomplish its message distribution service. How the information
provided by the association service is stored and managed within the DS is not specified by this standard.

At any given instant, a STA may be associated with no more than one AP. This ensures that the DS may
determine a unique answer to the question, “Which AP is serving STA X7 Once an association is
completed, a STA may make full use of aDS (viathe AP) to communicate. Association is always initiated by
the mobile STA, not the AP.

An AP may be associated with many STAs at onetime.

A 9TA learns what APs are present and then requests to establish an association by invoking the assoeigfion
seryice. For details of how a station learns about what APs are present, see 11.1.3.

5.4]2.3 Reassociation

Asgociation is sufficient for no-transition message delivery between |EEE 802.11 stations. Additional fyinc-
tionality is needed to support BSS-transition mobility. The additional required functionality is provided by
thejreassociation service. Reassociation isaDSS.

The reassociation service isinvoked to “move” a current association from(one AP to another. This keepqthe
DSJinformed of the current mapping between AP and STA as the statienimoves from BSS to BSS withiih an
ES$. Reassociation also enables changing association attributes of an'established association while the $TA
remains associated with the same AP. Reassociation is always initiatéd by the mobile STA.

5.4]2.4 Disassociation

The disassociation service is invoked whenever an existing association is to be terminated. Disassociatidn is
aDJSS.

In @n ESS, this tells the DS to void existing\association information. Attempts to send messages viathg DS
to g disassociated STA will be unsuccessful.

The disassociation service may beinvoked by either party to an association (non-AP STA or AP). Disasspci-
atign is a notification, not a request. Disassociation cannot be refused by either party to the association.

APs may need to disassociate STAS to enable the AP to be removed from a network for service or for other
reasons.

STAs shall attermpt to disassociate whenever they leave a network. However, the MAC protocol does|not
d d on.STASs invoking the disassociation service. (MAC management is desighed to accommodate |oss
of an associated STA.)

5.4.3 Access and confidentiality control services

Two services are required for IEEE 802.11 to provide functionality equivalent to that which is inherent to
wired LANS. The design of wired LANS assumes the physical attributes of wire. In particular, wired LAN
design assumes the physically closed and controlled nature of wired media. The physically open medium
nature of an |EEE 802.11 LAN violates those assumptions.

Two services are provided to bring the IEEE 802.11 functionality in line with wired LAN assumptions;
authentication and privacy. Authentication is used instead of the wired media physical connection. Privacy is
used to provide the confidential aspects of closed wired media.

Copyright © 1999 IEEE. All rights reserved. 19
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.3.1 Authentication

In wired LANSs, physical security can be used to prevent unauthorized access. Thisisimpractical in wireless
LANSs since they have a medium without precise bounds.

|EEE 802.11 provides the ability to control LAN access via the authentication service. This service is used
by all stations to establish their identity to stations with which they will communicate. Thisis true for both
ESS and IBSS networks. If a mutually acceptable level of authentication has not been established between
two stations, an association shall not be established. Authentication isan SS.

|EH
ald
par

IEH
eith
aut
(Th

angtwork protocol stack.) If authentication other than that described here is desired, it is recommended

IEH

If d

E 802.11 supports several authentication processes. The IEEE 802.11 authentication mechanism
Wws expansion of the supported authentication schemes. |IEEE 802.11 does not mandate the Gse-of
icular authentication scheme.

er end-to-end (message origin to message destination) or user-to-user authertication. IEEE 802
hentication is used simply to bring the wireless link up to the assumed physical standards of awired |
s use of authentication is independent of any authentication process that may-be used in higher level

E Std 802.10-1992 [B3]* be implemented.

esired, an |EEE 802.11 network may be operated using Open ‘System authentication (see 8.1.1). ]

Al so
any

E 802.11 provides link-level authentication between |EEE 802.11 STAs. | EEE 802:11.does not proyide

.11
nk.
s of
that

"his

may violate implicit assumptions made by higher network layers. In an Open System, any station fnay

bec

IEH
mej
ide

Ma
sch

|EE

A S

5.4

Beq
use

pme authenticated.

E 802.11 also supports Shared Key authentication;, Use of this authentication mechanism requiresim

itity is demonstrated by knowledge of a shared, secret, WEP encryption key.

hagement information base (MIB)_functions are provided to support the standardized authentica
bmes.

E 802.11 requires mutually ‘aeceptable, successful, authentication.
ITA may be authenticated with many other STAs at any given instant.
3.1.1 Preaothentication

auserthe authentication process could be time-consuming (depending on the authentication protocd
,.the authentication service can be invoked independently of the association service.

ple-

htation of the wired equivalent privacy (WEP).6option (see 8.2). In a Shared Key authentication system,

lion

| in

Preauthentication is typically done by a STA while it is aready associated with an AP (with which it previ-
ously authenticated). IEEE 802.11 does not require that STAs preauthenticate with APs. However, authenti-

cati

on isrequired before an association can be established.

If the authentication is left until reassociation time, this may impact the speed with which a STA can reasso-
ciate between APs, limiting BSS-transition mobility performance. The use of preauthentication takes the
authentication service overhead out of the time-critical reassociation process.

“The numbersin brackets correspond to those of the hibliography in Annex E.
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.3.2 Deauthentication

ition

The deauthentication service isinvoked whenever an existing authentication isto be terminated. Deauthenti-

cati

onisan SS.

In an ESS, since authentication is a prerequisite for association, the act of deauthentication shall cause the
station to be disassociated. The deauthentication service may be invoked by either authenticated party (non-
AP STA or AP). Deauthentication is not a request; it is a notification. Deauthentication shall not be refused
by either party. When an AP sends a deauthentication notice to an associated STA, the association shall also
be terminated.

5.4

In g
shal
traf
wir

To
pro
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|EF
“eq
ase

IEE
fun

Nofe that privacy may only be invoked for-data frames and some Authentication Management frames.

stat]

The
mey
shal
Stat}
rec
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wit

3.3 Privacy

bd LAN may seriously degrade the security level of the wired LAN.

Vides the ability to encrypt the contents of messages. This functionality,is provided by the privacy
. Privacy isan SS.

E 802.11 specifies an optional privacy algorithm, WEP, that is designed to satisfy the goal of wired L

wire.” See Clause 8 for more details.

E 802.11 uses the WEP mechanism (see Clause 8) t0 perform the actual encryption of messages. N
Ctions are provided to support WEP.

onsinitialy start “in the clear” in orderto set up the authentication and privacy services.

default privacy state for all IEEE'802.11 STAsis“intheclear.” If the privacy serviceis not invoked
bsages shall be sent unencrypted. If this default is not acceptable to one party or the other, data fral
| not be successfully communicated between the LLC entities. Unencrypted data frames received
on configured for mandatory privacy, as well as encrypted data frames using a key not available at
biving station, are discarded without an indication to LLC (or without indication to distribution serv|
he case of “To DS*Aframes received at an AP). These frames are acknowledged on the WM [if recei
nout frame check ‘sequence (FCS) error] to avoid wasting WM bandwidth on retries.

Relationships between services

Livalent” privacy. The algorithm is not designed for ultimate,security but rather to be “at least as se¢

Lwired LAN, only those stations physically connected to the wire may hear LAN traffic. With awirdess
red medium, this is not the case. Any |EEE 802.11-compliant STA may hear al like-PHY IEEE 802.11
ic that is within range. Thus the connection of a single wireless link (without privaey) to an exiging

pring the functionality of the wireless LAN up to the level implicit in wired CAN design, |IEEE 802.11

Ser-

AN
ure

1B

All

all
mes
at a
the
ces
ved

A STAkeepstwostate vartabtes foreach STAwithrwhichdirect communicationviarthe Wivt s needed:

— Authentication state: The values are unauthenticated and authenticated.
— Association state: The values are unassociated and associated.

These two variables create three local states for each remote STA:

— Sate 1: Initial start state, unauthenticated, unassociated.
— Sate 2: Authenticated, not associated.
— Sate 3: Authenticated and associated.
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The relationships between these station state variables and the services are given in Figure 8.

. State 1:
'C::Iass 1 ( Unauthenticated,
rames i
Unassociated

DeAuthentication
- Notification

Successful DeAuthentication
Authentication Notification

The
typ
by

and
Clg
clas

Q)

Class 1 &2 — State 2:
Erames K Authenticated
Unassociated
Successful Disassociation

Authentication or Notification

Reassociation

Class 1,2&3 D State 3:
Frames Authenticated,

Associated —

Figure 8—Relationship between state variables(and services

current state existing between the source and destination station determines the |IEEE 802.11 fr

Figure 8 is with respect to the intended receiving STA. Theallowed frame types are grouped into cla

the classes correspond to the station state. In State 1,.only Class 1 frames are allowed. In State 2, &
55 1 or Class 2 frames are allowed. In State 3, al frames are allowed (Classes 1, 2, and 3). The fr
bses are defined as follows:

Class 1 frames (permitted from within.States 1, 2, and 3):
1) Control frames
i) Request to send (RTS)
ii) Cleartosend (CTS)
iii) Acknowledgment (ACK)
iv) Contention-Free (CF)-End+ACK
v) CF-End
2) Managementframes
i)  Proberequest/response
ii) Beacon
i)y Authentication: Successful authentication enables a station to exchange Class 2 frar
Unsuccessful authentication leaves the STA in State 1.
iv) Deauthentication: Deauthentication notification when in State 2 or State 3 changes
STA's state to State 1. The STA shall become authenticated again prior to sending Clg

ime

bs that may be exchanged between that pair of STAs (see Clause 7). The state of the sending STA given

BSes
ther
hme

the
5S 2

frames.

v)  Announcement traffic indication message (ATIM)
3) Dataframes
i) Data Dataframeswith frame control (FC) bits“To DS’ and “From DS’ both false.

b) Class 2 frames (if and only if authenticated; allowed from within States 2 and 3 only):

22

1) Management frames:
i)  Association request/response
— Successful association enables Class 3 frames.
— Unsuccessful association leaves STA in State 2.
i) Reassociation request/response
— Successful reassociation enables Class 3 frames.
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— Unsuccessful reassociation leaves the STA in State 2 (with respect to the STA that
was sent the reassociation message). Reassociation frames shall only be sent if the
sending STA is already associated in the same ESS.

iii) Disassociation

— Disassociation notification when in State 3 changes a Station’s state to State 2. This

station shall become associated again if it wishesto utilize the DS.

If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is
not authenticated with STA A, STA A shall send a deauthentication frame to STA B.

q CtassSframes{tf-andonty-tf-assocrated;aHowed-onty-fromwithinStete-3):
1) Dataframes
— Data subtypes. Data frames alowed. That is, either the “To DS’ or “From DS’ \FC |bits
may be set to true to utilize DSSs.
2) Management frames
— Deauthentication: Deauthentication notification when in State 3 implies disassociatioh as
well, changing the STA’s state from 3 to 1. The station shall become-authenticated agjain
prior to another association.
3) Control frames
— PS-Pall

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is
authenticated but not associated with STA A, STA A shall send a disassociation frame to STA B.

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is
not authenticated with STA A, STA A shall send adeauthentication frame to STA B.

(The use of the word “receive” in this subclayse refers to a frame that meets all of the filtering crite-
riaspecified in Clauses 8 and 9.)

5.9 Differences between ESS and-IBSS LANs

In §.2.1 the concept of the IBSS LAN-was introduced. It was noted that an IBSS is often used to support an
ad hoc network. In an IBSS network; a STA communicates directly with one or more other STAS.
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Consider the full IEEE 802.11 architecture as shown in Figure 9.

802.11 Components

BSS 1
802.11 MAC/PHY
- - '

STA1=

SS AP
K\Jioss

DSS
802.xLAN

Figure 9—IEEE 802.11 architecture (again)

An|IBSS consists of STAs that are directly connected. Thus-there is (by definition) only one BSS. Further,
sir;ie there is no physical DS, there cannot be a portal, an.integrated wired LAN, or the DSSs. The lodical
piciure reduces to Figure 10.

802.11 Independent BSS

802.11 MAC/PHY

Onl ci MMt WO SIaOnS S-S0 LR C > L ay1aveatTa™m L
Inan IBSS, only Class 1 and Class 2 frames are allowed since thereisno DSin an IBSS.

v

The services that apply to an IBSS are the SSs.

5.7 Message information contents that support the services

Each service is supported by one or more |EEE 802.11 messages. Information items are given by name; for
corresponding values, see Clause 7.
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5.7.1 Data
For a STA to send data to another STA, it sends a data message, as shown below:
Data messages

— Message type: Data

— Message subtype: Data

— Information items:

» |EEE source address of message

» |EEE destination address of message
e BSSID

-+ Direction of message: From STA to STA

5.7}2 Association
For|a STA to associate, the association service causes the following messages to occur:
Asgpciation request

—+ Message type: Management

—+ Message subtype: Association request

-+ Information items:

» |EEE address of the STA initiating the association

» |EEE address of the AP with which the initiating station will associate
« ESSID

—+ Direction of message: From STA to AP

Asdociation response

—+ Message type: Management

—+ Message subtype: Association response
—+ Information items:

» Result of the requested association. Thisis an item with values “ successful” and “ unsuccessful.”
» If the association.is'successful, the response shall include the association identifier (AID).
—+ Direction of message: From AP to STA

5.7}3 Reassociatioh

For|a STA to reassociate, the reassociation service causes the following message to occur:

RegssoCiation request

— Message type: Management
— Message subtype: Reassociation request
— Information items:
» |EEE address of the STA initiating the reassociation
» |EEE address of the AP with which the initiating station will reassociate
« |EEE address of the AP with which the initiating station is currently associated
e ESSID
— Direction of message:
* From STA to AP (The AP with which the STA is requesting reassociation)
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The address of the current AP is included for efficiency. The inclusion of the current AP address facilitates
MAC reassociation to be independent of the DS implementation.

Reassociation response

— Message type: Management
— Message subtype: Reassociation response
— Information items:
» Result of the requested reassociation. Thisisan item with values “ successful” and “ unsuccessful.”
» If thereassociation is successful, the response shall include the AID.
-F—Directronmrof messageFronTAPto STA

5.7]4 Disassociation

Forla STA to terminate an active association, the disassociation service causes the following message to
occr:

Dispssociation

-+ Message type: Management

—+ Message subtype: Disassociation

—+ Information items:

» |EEE address of the station that is being disassociated. Thi's shall be the broadcast address inthe
case of an AP disassociating with all associated stations.

* |EEE address of the AP with which the station iscurrently associated.

—+ Direction of message: From STA to STA (e.g., STAtoOAP or APto STA)

5.7}5 Privacy

For|a STA to invoke the WEP privacy agorithm-(as controlled by the related MIB attributes, see Clause 11){ the
priacy service causes MPDU encryption and-sets the WEP frame header bit appropriately (see Clause 7).

5.7|6 Authentication

For|a STA to authenticate with amother STA, the authentication service causes one or more authentication
maiagement frames to be exchanged. The exact sequence of frames and their content is dependent onfthe
authentication scheme jvoked. For all authentication schemes, the authentication algorithm is identified
within the management frame body.

In an IBSS environment, either station may be the initiating STA (STA 1). In an ESS environment, STA|Lis
thejmobile STA)"and STA 2 isthe AP,

Authentication (first frame of sequence)

— Message type: Management
— Message subtype: Authentication
— Information items:
« Authentication algorithm identification
e Station identity assertion
« Authentication transaction sequence number
« Authentication algorithm dependent information
— Direction of message: First frame in the transaction sequence is always from STA 1to STA 2.

Thefirst frame in an authentication sequence shall always be unencrypted.
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Authentication (intermediate sequence frames)

— Message type: Management
— Message subtype: Authentication
— Information items:
» Authentication algorithm identification
« Authentication transaction sequence number
e Authentication algorithm dependent information

+ Direction of message:
» Even transaction sequence numbers: From STA 2t0 STA 1
« Odd transaction sequence numbers. From STA 1to STA 2

Authentication (final frame of sequence)

—+ Message type: Management

—+ Message subtype: Authentication

—+ Information items:

« Authentication algorithm identification

« Authentication transaction sequence number

* Authentication algorithm dependent information

e Theresult of the requested authentication. Thisis an item with values “successful” and “unguc-
cessful.”

— Direction of message: From STA 2to STA'L

5.7/7 Deauthentication
For|a STA to invalidate an active authentication, the following message is sent:
Deguthentication

—+ Message typeManagement

—+ Messagesuibtype: Deauthentication

—+ Information items:

¢ _)IEEE address of the STA that is being deauthenticated

»_|EEFE address of the STA with which the STA is currently authenticated

e This shall be the broadcast address in the case of a STA deauthenticating all STAs currently
authenticated.

— Direction of message: From STA to STA

5.8 Reference model

This standard presents the architectural view, emphasizing the separation of the system into two major parts:
the MAC of the data link layer and the PHY. These layers are intended to correspond closely to the lowest
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layers of the ISO/IEC basic reference model of Open Systems Interconnection (OSl) (ISO/IEC 7498-1:
19945). The layers and sublayers described in this standard are shown in Figure 11.

S
Data Link MAC SAP
L - MAC Sublayer
A MAC Sublayer 4—) Management MLME_SAP
Y Entity
E PHY_SAP MLME_PLME _SAP
L~ . Station
Management
Physical Entity
L PLCP Sublayer 4>
¢ PMD_SAP PHY Sublayer
BN EE— Management
E Entity PLME_SAP
R
PMD Sublayer <4+—)

Figure 11—Portion of the ISO/IEC basic reference model covéred in this standard

5 nformation on normative references can be found in Clause 2.
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6. MAC service definition

6.1 Overview of MAC services
6.1.1 Asynchronous data service

This service provides peer LLC entities with the ability to exchange MAC service data units (MSDUSs). To
support this service, the local MAC uses the underlying PHY-level services to transport an MSDU to a peer
MAC entlty, where it WI|| be dellvered to the peer LLC. Such asynchronous MSDU transport is performed

suc| essfuIIy Broadcast and muItlcast transport is part of the asynchronous data service providedyhy|the
MAC. Due to the characteristics of the WM, broadcast and multicast MSDUs may experience a,lower glal-
ity pf service, compared to that of unicast MSDUSs. All STAs will support the asynchronous data service.
Beqause operation of certain functions of the MAC may cause reordering of some MSDUsas discusse{d in
mofe detail below, there are two service classes within the asynchronous data service) By selecting|the
deglred service class, each LLC entity initiating the transfer of MSDUs is able to contrel~whether MAC éanti-
tieqare or are not allowed to reorder those MSDUSs.

6.1]2 Security services

Sequrity services in IEEE 802.11 are provided by the authenticationcservice and the WEP mechanism. [The
scope of the security services provided is limited to station-to-station data exchange. The privacy seryice
offered by an |IEEE 802.11 WEP implementation is the encryption of the MSDU. For the purposes of tthis
stanpdard, WEP is viewed as a logical service located withimthe MAC sublayer as shown in the refergnce
moflel, Figure 11. Actual implementations of the WEP service are transparent to the LLC and other layers
abave the MAC sublayer.

The security services provided by the WEP in IEEE'802.11 are as follows:
Confidentiality;

Authentication; and
Access control in conjunctientwith layer management.

Q_ o Q)

Duting the authentication exchange, parties A and B exchange authentication information as describefl in
Clause 8.

The MAC sublayensecurity services provided by WEP rely on information from non-layer 2 management or
sysiem entities, Management entities communicate information to WEP through a set of MIB attributes.

6.113 MSBU ordering

M SDUs The MAC does not |ntent|onal ly reorder MSDUs except as may be nec&sary to improve the I|kel|-
hood of successful delivery based on the current operational (*power management”) mode of the designated
recipient station(s). The sole effect of this reordering (if any), for the set of MSDUs received at the MAC ser-
viceinterface of any single station, is a change in the delivery order of broadcast and multicast MSDUS, rel-
ative to directed MSDUSs, originating from a single source station address. If a higher-layer protocol using
the asynchronous data service cannot tolerate this possible reordering, the optional StrictlyOrdered service
class should be used. MSDUs transferred between any pair of stations using the StrictlyOrdered service
class are not subject to the relative reordering that is possible when the ReorderableM ulticast service classis
used. However, the desire to receive MSDUSs sent using the StrictlyOrdered service class at a station pre-
cludes simultaneous use of the MAC power management facilities at that station.
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In order for the MAC to operate properly, the DS must meet the requirements of ISO/IEC 15802-1: 1995.

Operational restrictions that ensure the appropriate ordering of MSDUSs are specified in 9.8.

6.2 Detailed service specification
6.2.1 MAC data services

The |IEEE 802.11 MAC supports the following service primitives as defined in | SO/IEC 8802-2: 1998:

—  MA-UNITDATA .request
—  MA-UNITDATA.indication
L MA-UNITDATA-STATUS.indication

The LLC definitions of the primitives and specify parameter value restrictions imposed-hy/|EEE 802.11 are
givénin 6.2.1.1 through 6.2.1.3.

6.2]1.1 MA-UNITDATA.request
6.2]1.1.1 Function

Thip primitive requests a transfer of an MSDU from a local kL C-sublayer entity to a single peer LLC
subjayer entity, or multiple peer LLC sublayer entities in the case of group addresses.

6.2]1.1.2 Semantics of the service primitive
The parameters of the primitive are as follows:

NMA-UNITDATA .request (

source address,
destination address,
routing information,
data,

priority,
serviceclass

)

The source address (SA) parameter specifies an individual MAC sublayer address of the sublayer entity to
whilch the MSBU is being transferred.

The destination address (DA) parameter specifies either an individual or a group MAC sublayer erftity
address.

The routing information parameter specifies the route desired for the data transfer (a null value indicates
source routing is not to be used). For IEEE 802.11, the routing information parameter must be null.

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE 802.11, the
length of the MSDU must be less than or equal to 2304 octets.

The priority parameter specifies the priority desired for the data unit transfer. IEEE 802.11 allows two
values: Contention or ContentionFree.
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The service class parameter specifies the service class desired for the data unit transfer. IEEE 802.11 allows
two values. ReorderableMulticast or StrictlyOrdered.

6.2.1.1.3 When generated

This primitive is generated by the LLC sublayer entity whenever an MSDU is to be transferred to a peer
LLC sublayer entity or entities.

6.2.1.1.4 Effect of receipt

ThdTeceipt of this primitive causes the MAT sublayer entity to append all MAT specified fields, ncludling
DA] SA, and al fields that are unique to IEEE 802.11, and pass the properly formatted frame to the tower
laygrs for transfer to a peer MAC sublayer entity or entities.

6.2]1.2 MA-UNITDATA.indication
6.2|1.2.1 Function

Thip primitive defines the transfer of an MSDU from the MAC sublayer entitydo the LLC sublayer entity, or
entities in the case of group addresses. In the absence of error, the contents'of the data parameter are 1pgi-
cally complete and unchanged relative to the data parameter in the asseciated MA-UNITDATA . .request
primitive.

6.2]1.2.2 Semantics of the service primitive
The parameters of the primitive are as follows:

MA-UNITDATA.indication (

source address,
destination address,
routing infermation,
data,

reception status,
priority,

service class

)

The SA parameter is an'individual address as specified by the SA field of the incoming frame.

The DA parameter is either an individua or a group address as specified by the DA field of the inconfing
frane.

The reuting information parameter specifies the route that was used for the data transfer. IEEE 802.11 will
aways set thisfield to null.

The data parameter specifies the MSDU as received by the local MAC entity.

The reception status parameter indicates the success or failure of the received frame for those frames that
|EEE 802.11 reports viaan MA-UNITDATA.indication. This MAC only reports “success” when all failures
of reception are discarded without generating MA-UNITDATA.indication.

The priority parameter specifies the receive processing priority that was used for the data unit transfer. |EEE
802.11 allows two values: Contention or ContentionFree.
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The service class parameter specifies the receive service class that was used for the data unit transfer. IEEE
802.11 allows two values: ReorderableM ulticast or StrictlyOrdered.

6.2.1.2.3When generated

The MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer
entity or entities to indicate the arrival of aframe at the local MAC sublayer entity. Frames are reported only
if they are validly formatted at the MAC sublayer, received without error, received with valid (or null) WEP
encryption, and their destination address designates the local MAC sublayer entity.

6.2

The

6.2

6.2

T 2aEffectofreceipt

1.3 MA-UNITDATA-STATUS.indication

1.3.1 Function

effect of receipt of this primitive by the LLC sublayer is dependent on the validity and content of| the
frarne.

Thip primitive has local significance and provides the LLC sublayer with status information for the carre-

sponding preceding MA-UNITDATA .request primitive.

6.2

The

The

The

The

1.3.2 Semantics of the service primitive
parameters of the primitive are as follows:

NA-UNITDATA-STATUS.indication  (

source address,
destination address,
transmission status,
provided priority,
provided service class

)

SA parameter is an individual MAC sublayer entity address as specified in the associated MA-UNIT-
DAJTA .request primitive.

DA parameter iseither an individual or group MAC sublayer entity address as specified in the asspci-
atedd MA-UNITDATArequest primitive.

transmission status parameter will be used to pass status information back to the local requesting YLC
subjayercentity. | EEE 802.11 specifies the following values for transmission status:

b)

d)
e
f)
9)

32

Undeliverable (for unacknowledged directed M SDUs when the aShortRetryMax or al. ongRetryM ax
retry limit would otherwise be exceeded);

Excessive data length;

Non-null source routing;

Unsupported priority (for priorities other than Contention or ContentionFree);

Unsupported service class (for service classes other than ReorderableMulticast or StrictlyOrdered);

Unavailable priority (for ContentionFree when no point coordinator is available, in which case the
MSDU istransmitted with a provided priority of Contention);
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h)  Unavailable service class (for StrictlyOrdered service when the station’s power management modeis
other than “active’);
i)  Undeliverable (TransmitMSDUTimer reached aMaxTransmitMSDULifetime before successful

delivery);

i) Undeliverable (no BSS available);
k)  Undeliverable (cannot encrypt with anull key).

The provided priority parameter specifies the priority that was used for the associated data unit transfer
(Contention or ContentionFree).

Thd
(Re

6.2
The
|lay
prif
6.2

The

by the LLC sublayer entity.

provided service class parameter specifies the class of service used for the associated data unit_ttan
orderableMulticast or StrictlyOrdered).

1.3.3When generated
MA-UNITDATA-STATUS.indication primitive is passed from the MAC sublayet-entity to the LLC
br entity to indicate the status of the service provided for the corresponding MA=UNITDATA.req
hitive.

1.3.4 Effect of receipt

effect of receipt of this primitive by the LLC sublayer is dependent upon the type of operation empld

Sfer

sUb-
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ANS

7. Frame formats

The format of the MAC frames is specified in this clause. All stations shall be able to properly construct
frames for transmission and decode frames upon reception, as specified in this clause.

7.1 MAC frame formats

Each frame consists of the following basic components:;

7.1

The
ing
the

Inf
bol
nun
nun
ord

Any
fici

MA
firsf

Val
bin

Res

A MACL nheaader, wnich comprises Trame control, auration, aadress, and sequence control rnror
tion;

A variable length frame body, which contains information specific to the frame type;

A frame check sequence (FCS), which contains an |EEE 32-bit cyclic redundancy code (CRC).

1 Conventions
MAC protocol data units (MPDUSs) or framesin the MAC sublayer are described as a sequence of fi

pecific order. Each figure in Clause 7 depicts the fiel ds/subfields as they appéar in the MAC frame an
order in which they are passed to the physical layer convergence protocol\(PL CP), from left to right.

Bl ds
din

gures, al bitswithin fields are numbered, from 0 to k, where the length of the field isk + 1 bit. The qctet

ndaries within a field can be obtained by taking the bit numbers of the field modulo 8. Octets wif

hin

neric fields that are longer than a single octet are depicted i1 imcreasing order of significance, from lowest

hbered bit to highest numbered bit. The octets in fields |onger than a single octet are sent to the PLC

br from the octet containing the lowest numbered bitsto'the octet containing the highest numbered bilts.

field containing a CRC is an exception to this¢onvention and is transmitted commencing with the ¢
bt of the highest-order term.

Pin

Def-

C addresses are assigned as ordered.segquences of bits. The Individual/Group bit is always transfefred

and is bit O of the first octet.

Lies specified in decimal are(coded in natural binary unless otherwise stated. The valuesin Table 1 anein

bry, with the bit assignments shown in the table. Values in other tables are shown in decimal notation
erved fields and subfields are set to 0 upon transmission and are ignored upon reception.

2 Generalframe format

MAE frame format comprises a set of fields that occur in a fixed order in al frames. Figure 12 deqjicts

general MAC frame format The fleldsAddreSSZ AddressS Sequence Control, Address4 and Fr

vidual frame typesis deﬂ ned in 7 2.

Octets: 2 2 6 6 6 2 6 0-2312 4
Frame | Duration/ Sequence Frame
Control D Address 1| Address 2 | Address 3 Control Address 4 Body FCS

v

P
l

MAC Header

Figure 12—MAC frame format
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7.1.3 Frame fields
7.1.3.1 Frame Control field

The Frame Control field consists of the following subfields: Protocol Version, Type, Subtype, To DS, From
DS, More Fragments, Retry, Power Management, More Data, Wired Equivaent Privacy (WEP), and Order.
The format of the Frame Control field isillustrated in Figure 13.
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B15

F UtULUI
Version
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Type Subtype Retry K/IW{ WEP | Ord
g
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v
v
A\
v
v
A
A\
A
v
A
v
A
v
A
v
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\4

A
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7.1

The

A
A
A
A

4 1 1 1

Figure 13—Frame Control field

3.1.1 Protocol Version field

Protocol Version field is 2 bitsin length and isinvariant in size and placement across all revisions of

star
lev

prigr edition of the standard. A device that receives a frame with a higher revision level than it supports

di

7.1

The
tog
Eadg
suby

7.1

The
typ

7.1

The
frar

dard. For this standard, the value of the protocol version is 0. All<other values are reserved. The revi
will be incremented only when a fundamental incompatibility-exists between a new revision and

ard the frame without indication to the sending station ot to'LLC.
3.1.2 Type and Subtype fields

Type field is 2 bits in length, and the Subtype field is 4 bits in length. The Type and Subtype fi
bther identify the function of the framesTFhere are three frame types: control, data, and managem
h of the frame types have several defined subtypes. Table 1 defines the valid combinations of type

fype.
3.1.3To DS field

ToDSfieldis 1 bitinfength and is set to 1 in data type frames destined for the DS. Thisincludes al
b frames sent by STAs associated with an AP. The To DSfield isset to O in al other frames.

3.1.4 Freni.DS field

From-DSfieldis1 bitinlength and isset to 1 in datatype frames exiting the DS. It isset toOin all o
nes.

this
5on
the
will

bl ds
ent.
and

lata

ther

The permitted To/From DS bit combinations and their meanings are given in Table 2.
7.1.3.1.5 More Fragments field

The More Fragments field is 1 bit in length and is set to 1 in all data or management type frames that have
another fragment of the current MSDU or current MMPDU to follow. It isset to O in al other frames.
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Table 1—Valid type and subtype combinations

Va2 | desription | 67060604 Subtype description
00 Management 0000 Association request
00 Management 0001 Association response
00 Management 0010 Reassociation request
00 Management 0011 Reassoci ation response
00 Management 0100 Probe request
00 Management 0101 Probe response
00 Management 01100111 Reserved
00 Management 1000 Beacon
00 Management 1001 Announcement traffic indication message (ATIM)
00 Management 1010 Disassociation
00 Management 1011 Authentication
00 Management 1100 Deauthentication
00 Management 11011111 Reserved
01 Control 0000-1001 Reserved
01 Control 1010 Power Save (PS)-Pall
01 Control 1011 Request To Send (RTS)
01 Control 1400 Clear To Send (CTS)
01 Control 1101 Acknowledgment (ACK)
01 Control 1110 Contention-Free (CF)-End
01 Control 1111 CF-End + CF-Ack
10 Data 0000 Data
10 Data 0001 Data+ CF-Ack
10 Data 0010 Data + CF-Pall
10 Data 0011 Data+ CF-Ack + CF-Pall
10 Data 0100 Null function (no data)
10 Data 0101 CE-Ack (no data)
10 Data 0110 CF-Pall (no data)
10 Data 0111 CF-Ack + CF-Pall (no data)
10 Data 10001111 Reserved
11 Reserved 00001111 Reserved

Copyright © 1999 IEEE. All rights reserved.


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)
MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSVI/IEEE Std 802.11, 1999 Edition

Table 2—To/From DS combinations in data type frames

To/From DS values Meaning
ToDS=0 A data frame direct from one STA to another STA within the same
FromDS=0 IBSS, aswell as all management and control type frames.
ToDS=1 Data frame destined for the DS.
FromDS=0
ToDS=0 Data frame exiting the DS.
FromDS=1
ToDS=1 Wireless distribution system (WDS) frame being distributed from
FromDS=1 one AP to another AP,

7.113.1.6 Retry field

The Retry field is 1 bit in length and is set to 1 in any data or management type framethat is aretransmission
of @n earlier frame. It is set to 0 in al other frames. A receiving station uses this indication to aid in|the
profess of eliminating duplicate frames.

7.113.1.7 Power Management field

The Power Management field is 1 bit in length and is used to fndicate the power management mode pf a
STA. The value of this field remains constant in each frameffom a particular STA within a frame exchgnge
seguence defined in 9.7. The value indicates the mode in whieh the station will be after the successful cpm-
plefion of the frame exchange sequence.

A Malue of 1 indicates that the STA will be in power-save mode. A value of 0 indicates that the STA will be
in gctive mode. Thisfield is always set to 0 in frames transmitted by an AP,

7.113.1.8 More Data field

The More Data field is 1 bit inJdéngth and is used to indicate to a STA in power-save mode that more
M3DUs, or MMPDUSs are buffered for that STA at the AP. The More Data field is valid in directed dath or
mainagement type frames transmitted by an AP to an STA in power-save mode. A value of 1 indicates thét at
leagt one additional buffered MSDU, or MMPDU, is present for the same STA.

The More Data field .may be set to 1 in directed data type frames transmitted by a contention-free (¢F)-
Pol{able STA tethe point coordinator (PC) in response to a CF-Poll to indicate that the STA has at leastjone
additional buffered MSDU available for transmission in response to a subsequent CF-Poll.

The More-Datafield is set to 0 in al other directed frames.

The More Datafield is set to 1 in broadcast/multicast frames transmitted by the AP, when additional broad-
cast/multicast MSDUs, or MMPDUSs, remain to be transmitted by the AP during this beacon interval. The
More Data field is set to 0 in broadcast/multicast frames transmitted by the AP when no more broadcast/
multicast MSDUs, or MMPDUS, remain to be transmitted by the AP during this beacon interval and in all
broadcast/multicast frames transmitted by non-AP stations.

7.1.3.1.9 WEP field

The WEP field is 1 bit in length. It is set to 1 if the Frame Body field contains information that has been
processed by the WEP agorithm. The WEP field is only set to 1 within frames of type Data and frames of
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type Management, subtype Authentication. The WEP field is set to 0 in all other frames. When the WEP bit
isset to 1, the Frame Body field is expanded as defined in 8.2.5.

7.1.3.1.10 Order field
The Order field is 1 bit in length and is set to 1 in any data type frame that contains an MSDU, or fragment
thereof, which is being transferred using the StrictlyOrdered service class. Thisfield is set to O in al other

frames.

7.1.3.2 Duration/ID field

The Duration/ID field is 16 bitsin length. The contents of thisfield are as follows:

g In control type frames of subtype Power Save (PS)-Poll, the Duration/ID field carries the.associaion
identity (AID) of the station that transmitted the frame in the 14 least significant bits\(Isb), withthe
2 most significant bits (msb) both set to 1. The value of the AID isin the range12007.
) Inall other frames, the Duration/ID field contains a duration value as defined-for each frame type in
7.2. For frames transmitted during the contention-free period (CFP), the'duration field is st to
32 768.

Whenever the contents of the Duration/ID field are less than 32 768, theduration value is used to updatg the
netyvork allocation vector (NAV) according to the procedures defined.inClause 9.

The encoding of the Duration/ID field is given in Table 3.

Table 3—Duration/ID-field encoding

Bit 15 Bit 14 Bits13-0 Usage
0 0-32767 Duration
1 0 0 Fixed value within frames transmitted during the CFP
1 0 116 383 Reserved
1 1 0 Reserved
1 ¥ 1-2 007 AID in PS-Poll frames
1 1 2008-16 383 | Reserved

7.113.3 Address fields

Thereare four address fields in the MAC frame format. These fields are used to indicate the BSSID, solirce
address, destination address, transmitting station address, and receiving station address. The usage of the
four address fields in each frame type is indicated by the abbreviations BSSID, DA, SA, RA, and TA, indi-
cating basic service set identifier (BSSID), Destination Address, Source Address, Receiver Address, and
Transmitter Address, respectively. Certain frames may not contain some of the address fields.

Certain address field usage is specified by the relative position of the address field (1-4) within the MAC
header, independent of the type of address present in that field. For example, receiver address matching is
always performed on the contents of the Address 1 field in received frames, and the receiver address of CTS
and ACK frames is always obtained from the Address 2 field in the corresponding RTS frame, or from the
frame being acknowledged.
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7.1.3.3.1 Address representation

Each Address field contains a 48-bit address as defined in 5.2 of |EEE Std 802-1990.
7.1.3.3.2 Address designation

A MAC sublayer addressis one of the following two types:

a) Individual address. The address associated with a particular station on the network.

b)  Group address. A multidestination address, associated with one or more stations on a given network.
The two kinds of group addresses are as follows:

1) Multicast-group address. An address associated by higher-level convention with a grou;L of
logically related stations.

2) Broadcast address. A distinguished, predefined multicast address that always denetes the sgt of
al stations on a given LAN. All 1s in the Destination Address field are interpreted to be{the
broadcast address. This group is predefined for each communication medium to consist of al
stations actively connected to that medium; it is used to broadcast to alltthe active stationg on
that medium. All stations are able to recognize the broadcast address,, It'is not necessary that a
station be capable of generating the broadcast address.

The address space is also partitioned into locally administered and-universal (globally administered)
addresses. The nature of abody and the procedures by which it admifisters these universal (globally admin-
istered) addresses is beyond the scope of this standard. See IEEE-Std-802-1990 for more information.

7.143.3.3 BSSID field

The BSSID field isa48-hit field of the same format as an'|EEE 802 MAC address. Thisfield uniquely iden-
tifigs each BSS. The value of thisfield, in an infrastructure BSS, is the MAC address currently in use by|the
STA inthe AP of the BSS.

The value of thisfield in an IBSSis alocally:administered |EEE MAC address formed from a 46-bit ranglom
number generated according to the procedure defined in 11.1.3. The individual/group bit of the address i$ set
to 0. The universal/local bit of the addressis set to 1. This mechanism is used to provide a high probability of
selgcting a unique BSSID.

The value of all 1s is used.to indicate the broadcast BSSID. A broadcast BSSID may only be used in|the
BS$HID field of management frames of subtype probe request.

7.143.3.4 Destination Address (DA) field

The DA field.Contains an IEEE MAC individual or group address that identifies the MAC entity or entiti
intgnded.as the final recipient(s) of the MSDU (or fragment thereof) contained in the frame body field.

B

7.1.3.3.5 Source Address (SA) field

The SA field contains an IEEE MAC individual address that identifies the MAC entity from which the trans-
fer of the MSDU (or fragment thereof) contained in the frame body field was initiated. The individual/group
bit is always transmitted as a zero in the source address.

7.1.3.3.6 Receiver Address (RA) field

The RA field contains an |[EEE MAC individual or group address that identifies the intended immediate
recipient STA(S), on the WM, for the information contained in the frame body field.
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ANS

7.1

.3.3.7 Transmitter Address (TA) field

The TA field contains an IEEE MAC individual address that identifies the STA that has transmitted, onto the
WM, the MPDU contained in the frame body field. The Individual/Group bit is always transmitted as a zero
in the transmitter address.

7.1

.3.4 Sequence Control field

The Sequence Control field is 16 bitsin length and consists of two subfields, the Sequence Number and the
Fragment Number. The format of the Sequence Control field isillustrated in Figure 14.

7.1

The
MS

fr
con

7.1

The
MM
inc
con

7.1
The
sub
mu

7.1

The

from a single modulo 4096 counter, starting at 0 and incrementitig by 1 for each MSDU or MMPDU. B
a:l[nment of an MSDU or MMPDU contains the assigned seguence number. The sequence number rem

BO B3 B4 B15
Fragment Number Sequence Number
éits: 4 a 12 i

Figure 14—Sequence Control field

3.4.1 Sequence Number field

Sequence Number field is a 12-hit field indicating the sequence number of an MSDU or MMPDU. B
DU or MMPDU transmitted by a STA is assigned a sequence number. Sequence numbers are assig

stant in all retransmissions of an MSDU, MMPDU, orfragment thereof.
3.4.2 Fragment Number field

Fragment Number field is a 4-bit field>indicating the number of each fragment of an MSDU
PDU. The fragment number is set to zexo in the first or only fragment of an MSDU or MMPDU ar)
emented by one for each successivefragment of that MSDU or MM PDU. The fragment number rem
stant in all retransmissions of the'fragment.
3.5 Frame Body field

Frame Body is avariable length field that contains information specific to individual frame types
fypes. The minimum frame body is O octets. The maximum length frame body is defined by the m
M length (MSRU™+ ICV + V), where ICV and |V are the WEP fields defined in 8.2.5.
3.6 FESfield

FCSfield isa32-bit field containing a 32-bit CRC. The FCSis calculated over all the fields of the M

ach
ned
ach
hi NS

or
dis
IS

and
BXxi -

AC

header and the Frame Body field. These are referred to as the calculation fields.

The FCSis calculated using the following standard generator polynomial of degree 32:

G(X) = x32 + X + %2 + 522 + x16 + x12 4 51 4+ x10 458 4 57+ + X + X2+ x + 1

The FCSisthe 1's complement of the sum (modulo 2) of the following:

a)

40

number of bitsin the calculation fields, and

The remainder of x¢ x (331 + x30 + x2 + ...+ x2 + x + 1) divided (modulo 2) by G(x), where k is the
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b) Theremainder after multiplication of the contents (treated as a polynomial) of the calculation fields

by x32 and then division by G(X).
The FCSfield is transmitted commencing with the coefficient of the highest-order term.

Asatypical implementation, at the transmitter, the initial remainder of the divisionis preset to all 1'sand is
then modified by division of the calculation fields by the generator polynomial G(x). The 1's complement of
this remainder is transmitted, with the highest-order bit first, as the FCS field.

7.2

7.2

e. The unique remainder value is the polynomial:

8

X304+ x4+ x5 4+ 32 4+ 18 4 515 4 x84 4 512 4 51 4510458 1 xB 4 x5+ x + 1

Format of individual frame types

1 Control frames

In fhe following descriptions, “immediately previous’ frame meansa@iframe whose reception conclu

within the prior short interframe space (SIFS) interval.
The subfields within the Frame Control field of control frames'are set asillustrated in Figure 15.
Protocol Jo From More Pwr  More
g Version Type Subtype DS DS Frag Retry Mgt Data WEP Org ?g
Protocol Pwr
Version Control Subtype 0 0 0 0 Mgt 0 0 0
Bifs: 2 2 4 1 1 1 1 1 1 1 1
Figure 15—Frame Control field subfield values within control frames
7.2}1.1 Request To_Send (RTS) frame format
The frame formatfor the RTS frameis as defined in Figure 16.
Octets: 2 2 6 6 4
Frame | piration | RA TA FCS
CUTITUI
MAC Header

Figure 16—RTS frame

The RA of the RTS frame is the address of the STA, on the WM, that is the intended immediate recipient of

the pending directed data or management frame.

The TA isthe address of the STA transmitting the RTS frame.
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The duration value is the time, in microseconds, required to transmit the pending data or management frame,
plus one CTS frame, plus one ACK frame, plus three SIFS intervals. If the calculated duration includes a
fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.2 Clear To Send (CTS) frame format

The frame format for the CTS frameis as defined in Figure 17.

Octets: 2 2 6 4
Frame T
Duration RA FCS
Control
MAC Header

Figure 17—CTS frame

The RA of the CTS frame is copied from the TA field of the immediately previous'RT'S frame to whichthe
CTHisaresponse.

The duration value is the value obtained from the Duration field of the.immediately previous RTS frgme,
minus the time, in microseconds, required to transmit the CTS frame and-its SIFS interval. If the calcul gted
durgtion includes a fractional microsecond, that value is rounded upto-the next higher integer.

7.211.3 Acknowledgment (ACK) frame format

The frame format for the ACK frame is as defined in Figure 18.

Octets: 2 2 6 4
Frame (G rati RA FCS
Control uration

MAC Header

Figure 18—ACK frame

The RA of the ACK frame is copied from the Address 2 field of the immediately previous directed gata,
maiagement, or PS-Pel control frame.

If the More RFragment bit was set to 0 in the Frame Control field of the immediately previous directed dati or
managementframe, the duration value is set to 0. If the More Fragment bit was set to 1 in the Frame Corjtrol

field of \the immediately previous directed data or management frame, the duration value is the value
obtgined from the Duration field of the immediately previous data or management frame, minus the timg, in
microseconds, required to transmit the ACK frame and its SIFS interval. If the calculated duration includes a
fractional microsecond, that value is rounded up to the next higher integer.

7.2.1.4 Power-Save Poll (PS-Poll) frame format
The frame format for the PS-Poll frame is as defined in Figure 19.
The BSSID isthe address of the STA contained in the AP. The TA isthe address of the STA transmitting the

frame. The AID isthe value assigned to the STA transmitting the frame by the AP in the association response
frame that established that STA's current association.
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Octets: 2 2 6 6 4
Frame AID BSS ID TA FCS
Control

MAC Header

Figure 19—PS-Poll frame

ANSVI/IEEE Std 802.11, 1999 Edition

The AID value aways has its two most significant bits each set to 1. All STAs, upon receipt of a PS-Poll
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-1 ndate their NAV enﬂingc as n_plr_\rn'r_\ri ate under-the coordination function rules usi ng-a duration\z
L)

Al to the time, in microseconds, required to transmit one ACK frame plus one SIFS interval.
1.5 CF-End frame format
frame format for the CF-End frame is as defined in Figure 20.
Octets: 2 2 6 6 4
crame | puration | RA BSSID |-\FCS
) MAC Header g

Figure 20—CF-End frame

BSSID isthe address of the STA contained in the AR)The RA is the broadcast group address.
Duration field is set to 0.
1.6 CF-End + CF-Ack frame format

frame format for the contention-free-end acknowledge (CF-End + CF-Ack) frame is as defined in

21.
Octets: 2 2 6 6 4
Frame | b ation | RA BSSID | Fcs
Control
MAC Header

Figure 21—CF-End + CF-Ack Frame

:i g_

The BSSID isthe address of the STA contained in the AP. The RA is the broadcast group address.

The Duration field is set to O.

7.2

.2 Data frames

The frame format for a Data frame is independent of subtype and is as defined in Figure 22.
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Octets: 2 2 6 6 6 2 6 0 -2312 4
Frame | Duration / Address 1| Address 2 | Address 3 Sequence Address 4 Frame Body FCS
Control ID Control

< >
MAC Header

Figure 22—Data frame

The content of the Address fields of the data frame is dependent upon the values of the To DS and From DS

it-

bitsand isdefined in Tahle 4 \Where the content of afield is shown asnat appli(‘ahlp (I\IIA), thefieldis ol

Note that Address 1 aways holds the receiver address of the intended receiver (or, in the case oftm
frames, receivers), and that Address 2 always holds the address of the station that is transmitting

ted
cas|
frahe.

Table 4 —Address field contents

ToDS From DS Address 1 Address 2 Address3 Address4
0 0 DA SA BSSID N/A
0 1 DA BSSID SA N/A
1 0 BSSID SA DA N/A
1 1 RA TA DA SA

A dation uses the contents of the Address 1 field to(perform address matching for receive decisions. In c;
where the Address 1 field contains a group addréss, the BSSID also is validated to ensure that the broad

or rpulticast originated in the same BSS.

il ti-
the

ASES
cast

A dtation uses the contents of the Address 2 field to direct the acknowledgment if an acknowledgment is

necessary.

The

The
fielgl.

The

immediate intended recipient of the frame.

DA is the destination.of 'the MSDU (or fragment thereof) in the frame body field.

SA is the addressof the MAC entity that initiated the MSDU (or fragment thereof) in the frame b

RA (s the address of the STA contained in the AP in the wireless distribution system that is the

next

The TA isthe address of the STA contained in the AP in the wireless distribution system that is transmitting

the frame.

The BSSID of the Dataframe is determined as follows:

a) If the station is an AP or is associated with an AP, the BSSID is the address currently in use by the
STA contained in the AP,

b) If the station isamember of an IBSS, the BSSID isthe BSSID of the IBSS.
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The frame body consists of the MSDU or afragment thereof, and aWEP 1V and ICV (if and only if the WEP
subfield in the frame control field is set to 1). The frame body is null (0 octets in length) in data frames of
Subtype Null function (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no data).

Within al data type frames sent during the CFP, the Duration field is set to the value 32 768. Within all data
type frames sent during the contention period, the Duration field is set according to the following rules:

— If the Address 1 field contains a group address, the duration value is set to 0.
— If the More Fragments bit is set to 0 in the Frame Control field of a frame and the Address 1 field
contains an individual address, the duration value is set to the time, in microseconds, required to
transmit one ACK frame, plus one SIFSinterval.
-+ If the More Fragments bit is set to 1 in the Frame Control field of a frame, and the Address 1 field
contains an individual address, the duration value is set to the time, in microseconds, requirefl to
transmit the next fragment of this data frame, plus two ACK frames, plus three SIFS.intervals.

The duration value calculation for the data frame is based on the rules in 9.6 that detefmine the data rafe at
whilch the control frames in the frame exchange sequence are transmitted. If the cal culated duration inclydes
a frgctional microsecond, that value is rounded up to the next higher integer. All_stations process Duration
fielfl values less than or equal to 32 767 from valid data frames to update thel\NAV settings as approprjiate
under the coordination function rules.

7.2}3 Management frames

The frame format for a Management frame is independent of frame subtype and is as defined in Figure 23.

Ogtets: 2 2 6 6 6 2 0-2312 4
Frame | b ration DA SA BSsip | Seauence Frame Body FCS
Control Control

MAC Header

Figure 23—Management frame format

A STA uses the contents of the Address 1 field to perform the address matching for receive decisions. Inthe
cask where the Address 1ield contains a group address and the frame type is other than Beacon, the BSEID
alsg is validated to epstre that the broadcast or multicast originated in the same BSS. If the frame tyde is
Bedcon, other address-matching rules apply, as specified in 11.1.2.3.

The address fields for management frames do not vary by frame subtype.

The BSSID of the management frame is determined as follows:

a) If thestation isan AP or is associated with an AP, the BSSID is the address currently in use by the
STA contained in the AP,

b) If the station isamember of an IBSS, the BSSID isthe BSSID of the IBSS.
¢) In Management frames of subtype Probe Request, the BSSID is either a specific BSSID, or the
broadcast BSSID as defined in the procedures specified in Clause 10.
The DA isthe destination of the frame.

The SA isthe address of the station transmitting the frame.
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Within all management type frames sent during the CFP, the Duration field is set to the value 32 768. Within
al management type frames sent during the contention period, the Duration field is set according to the
following rules:

— If the DA field contains a group address, the duration valueis set to 0.

— If the More Fragments bit is set to 0 in the Frame Control field of a frame and the DA contains an
individual address, the duration value is set to the time, in microseconds, required to transmit one
ACK frame, plus one SIFS interval.

— If the More Fragments hit is set to 1 in the Frame Control field of a frame, and the DA contains an

individual address, the duration value is the time, in microseconds, required to transmit the next

fragment of this management frame, plus two ACK frames, plus three SIFS intervals.

The duration value cal culation for the management frame is based on the rules in 9.6 that determine the flata
ratg at which the control frames in the frame exchange segquence are transmitted. If the caleulated duration
includes a fractional microsecond, that value is rounded up to the next higher integer. All”stations progess
Duration field values less than or equal to 32 767 from valid management frames)to)update their NAV
settyngs as appropriate under the coordination function rules.

The frame body consists of the fixed fields and information elements defined for each management frame
subtype. All fixed fields and information elements are mandatory unless stated otherwise, and they [can
appear only in the specified order. Stations encountering an element type-they do not understand ignore fhat
element. Element type codes not explicitly defined in this standard-are reserved, and do not appear in fany
frarnes.

7.2]3.1 Beacon frame format

The frame body of a management frame of subtype-Beacon contains the information shown in Table 5.

Table 5—Beacon frame body

Order Information Notes
Timestamp
? Beacon interval
Capability infermation
4 SSID
Supported rates
¢ FH. Parameter Set The FH Parameter Set information element is present within Beacon
frames generated by STAs using frequency-hopping PHY s.
T DS Parameter Set The DS Parameter Set information element is present within Beacon
frames generated by STAs using direct sequence PHY's.
8 CF Parameter Set The CF Parameter Set information element is only present within
Beacon frames generated by APs supporting a PCF.
9 IBSS Parameter Set The IBSS Parameter Set information element is only present within
Beacon frames generated by STAsin an IBSS.
10 TIM The TIM information element is only present within Beacon frames
generated by APs.

7.2.3.2 IBSS Announcement Traffic Indication Message (ATIM) frame format

The frame body of a management frame of subtype ATIM is null.
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7.2.3.3 Disassociation frame format

The frame body of a management frame of subtype Disassociation contains the information shown in Table 6.

Table 6—Disassociation frame body

Order Information

1 Reason code

7.2)3.4 Association Request frame format

The frame body of a management frame of subtype Association Request contains the infarmation showh in
Talje7.

Table 7 —Association Request frame body

Order Information
1 Capability informatien
2 Listen interval
3 SSID
4 Supported rates

7.213.5 Association Response frame format

The frame body of a management frame of subtype A ssociation Response contains the information shown in
Tahle 8.

Table 8—Association Response frame body

Order Information
1 Capability information
2 Status code
3 Association ID (AID)
4 Supported rates

7.2.3.6 Reassociation Request frame format

The frame body of a management frame of subtype Reassociation Request contains the information shown
in Table 9.
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Table 9—Reassociation Request frame body

Order Information
1 Capability information
2 Listen interval
3 Current AP address
4 SSID
5 Supported rates

7.213.7 Reassociation Response frame format

The frame body of a management frame of subtype Reassociation Response containsttheinformation shpwn
in Table 10.

Table 10—Reassociation Response frame body

Order Information
1 Capability information
2 Status code
3 Association ID (AID)
4 Supported rates

7.2}3.8 Probe Request frame format

The frame body of a management frame of subtype Probe Request contains the information shown in Tablg 11.

Table 11—Probe Request frame body

Order Information
1 SSID
2 Supported rates

7.2.3.9 Probe Response frame format

The frame body of amanagement frame of subtype Probe Response contains the information shown in Table 12.
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Order Information Notes

1 Timestamp

2 Beacon interval

3 Capability information

4 SSID

5 Supported rates

6 FH Parameter Set The FH Parameter Set information element is present within Probe
Response frames generated by STAs using frequency-hopping PHY's!

7 DS Parameter Set The DS Parameter Set information element is present within\Probe
Response frames generated by STAs using direct sequence PHY s.

8 CF Parameter Set The CF Parameter Set information element is only present within Probe
Response frames generated by APs supporting a PGE

9 IBSS Parameter Set The IBSS Parameter Set information element’is'only present within Probg
Response frames generated by STAsin an 1BSS.

7.2|3.10 Authentication frame for

The frame body of amanagement frame of subtype A uthenticatioer«Contains the information shown in Tablg

mat

Table 13—Authentication frame body

13.

Qrder Information Notes
1 Authentication algorithm number
2 Authentication transaction sequence number

3 Status code

The status code information isreserved and set to 0 i

certain Authentication frames as defined in Table 14.

4 Challenge text

The challenge text information is only present in
certain Authentication frames as defined in Table 14.

Table 14—Presence of challenge text information

Au;f\lhge(r):tilt%artrlon transggttir(])ingeﬁg(‘:e no. Status code Challenge text
OperrSystem T Reserved Not-present
Open System 2 Status Not present
Shared Key 1 Reserved Not present
Shared Key 2 Status Present
Shared Key 3 Reserved Present
Shared Key 4 Status Not present
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7.2.3.11 Deauthentication

The frame body of a management frame of subtype Deauthentication contains the information shown in
Table 15.

7.3 Management frame body components

Table 15—Deauthentication frame body

Order Information

1 Rea0N Code

Within management frames, fixed-length mandatory frame body components are defihed as fixed fidlds;

var

7.3]1 Fixed fields

7.3

able length mandatory and all optional frame body components are defined as information elements.

1.1 Authentication Algorithm Number field

The Authentication Algorithm Number field indicates a single authentication algorithm. The length of|the
Authentication Algorithm Number field is 2 octets. The Authentication Algorithm Number field isillustrated

in Higure 24. The following values are defined for authentication algorithm number:

s

7.3

The

Authentication algorithm number = 0: Open Systemn

uthentication algorithm number = 1: Shared Key
[l other values of authentication number arereserved.
BO B15
Authentication Algorithm
Number
Octets: < 2 >

Figure 24—Authentication Algorithm Number fixed field

1.2 Authentication Transaction Sequence Number field

Authentication Transaction Sequence Number field indicates the current state of progress through a

mu
Aut

50

fistep transaction. The length of the Authentication Iransaction sequence Number Tield 1S 2 octets. The
hentication Transaction Sequence Number field isillustrated in Figure 25.

BO B15

Authentication Transaction
Sequence Number

Octets: < 2 >

Figure 25—Authentication Transaction Sequence Number fixed field

Copyright © 1999 IEEE. All rights reserved.


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

7.3

ISO/IEC 8802-11: 1999(E)

.1.3 Beacon Interval field

ANSVI/IEEE Std 802.11, 1999 Edition

The Beacon Interval field represents the number of time units (TUs) between target beacon transmission
times (TBTTs). The length of the Beacon Interval field is 2 octets. The Beacon Interval field isillustrated in

Fig

ure 26.

BO B15

Beacon Interval
1

7.3

The
tisg
con
par
trat|

Eag
trar

AP

mamagement frames. STASwithin an IBSS set the ESS subfield to 0 and the IBSS subfield to 1 in transmi

Bes

STA
mef

Octets: +— 2 - »

Figure 26—Beacon Interval fixed field

1.4 Capability Information field

Capability Information field contains a number of subfields that are used to indicate requested or ad
[ capabilities. The length of the Capability Information field is 2 octets. The.Capability Information f

of the Capability Information field is reserved. The format of the Capability Information field isasil

Sists of the following subfields: ESS, IBSS, CF-Pollable, CF-Poll Request, and Privacy. The remai r[uing

ver-
eld

us-

Figure 27—Capability Information fixed field

h Capability Information subfield:is interpreted only in the management frame subtypes for which
smission rules are defined.

5 et the ESS subfield to 1 and the 1BSS subfield to O within transmitted Beacon or Probe Respd

)con or Probe Response management frames.

ht frameés according to Table 16.

bd in Figure 27.
BO B1 B2 B3 B4 B5 . B15
7/
ESS IBSS CF CF Pol Privacy Reserved
Pollable Request .
7/
Ctets: ¢ 2 P

the

nse

fted

\s set the:CF-Pollable and CF-Poll Request subfields in Association and Reassociation Request mangge-

Table 16—STA usage of CF-Pollable and CF-Poll Request

CF-Poallable ?;-E:sltl M eaning
0 0 STA isnot CF-Pollable
0 1 STA is CF-Pollable, not requesting to be placed on the CF-Polling list
1 0 STA is CF-Pollable, requesting to be placed on the CF-Poalling list
1 1 STA is CF-Pollable, requesting never to be polled
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APs set the CF-Pollable and CF-Poll Request subfields in Beacon, Probe Response, Association Response,
and Reassoci ation Response management frames according to Table 17. An AP sets the CF-Pollable and CF-
Poll Request subfield values in Association Response and Reassociation Response management frames
equal to the valuesin the last Beacon or Probe Response frame that it transmitted.

AP$ set the Privacy subfield to 1 within transmitted Beacon, Probe Response, AAssociation Response,
Redssociation Response management frames if WEP encryption is requifed. for al data type fral
exchanged within the BSS. If WEP encryption is not required, the Privacy subfield is set to 0.

STA

7.3]1.5 Current AP Address field

The Current AP Addressfield isthe MAC address of the AP with which the station is currently associated.
length of the Current AP Addressfield is 6 octets: The Current AP Addressfield isillustrated in Figure 28.

7.3]1.6 Listendnterval field

The ListervInterval field is used to indicate to the AP how often an STA wakes to listen to Beacon man

Table 17—AP usage of CF-Pollable and CF-Poll Request

CF-Poallable g;sgt M eaning
0 0 No point coordinator at AP
0 1 Point coordinator at AP for delivery only (no polling)
1 0 Point coordinator at AP for delivery and polling
1 1 Reserved

BO B47

Current AP Address

v

Octets: % 6

Figure 28—Current AP Address fixed field

and

\s within an IBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management
framnes if WEP encryption is required for all data type frames exchanged within the IBSS. If WEP enc
tion) is not required, the Privacy subfield is set to 0.

yp-

The

ment\frames. The value of this parameter is the STA's Listen Interval parameter of the MLME-A

ate.

2 octets. The Listen Interval field isillustrated in Figure 29.

52

BO B15

Listen Interval
1

Octets: +— 2 EE——

Figure 29—Listen Interval fixed field

e
Ci-

request primitive and 1S expressed 1n units or Beacon Interval. 1he length or the Listen Interval fidd is
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An AP may usethe Listen Interval information in determining the lifetime of framesthat it buffersfor an STA.
7.3.1.7 Reason Code field

This Reason Code field is used to indicate the reason that an unsolicited notification management frame of
type Disassociation or Deauthentication was generated. The length of the Reason Code field is 2 octets. The
Reason Code field isillustrated in Figure 30.

BO B15

= o
REAsoIT CoUT
|

Octets: D — 2 E——

Figure 30—Reason Code fixed field

The reason codes are defined in Table 18.

Table 18—Reason codes

Reason code M eaning
0 Reserved
1 Unspecified reason
2 Previous authentication no longervalid
3 Deauthenticated because sendingstation is leaving (or has left) IBSS or ESS
4 Disassociated due to inactivity
5 Disassociated because’AP is unable to handle al currently associated stations
6 Class 2 frame recéived from nonauthenticated station
7 Class 3 frame received from nonassociated station
8 Disassociated because sending station is leaving (or has |eft) BSS
9 Stationyrequesting (re)association is not authenticated with responding station
10-65 535 Reserved

7.311.8 Association ID (AID) field

TheAlD figdis avalue assigned by an AP during association that representsthe 16-bit ID of a STA. Thelength
of the AID field is 2 octets. The AID field isillustrated in Figure 31.

B0 B15

Association ID (AID)

Octets: e — 2 EE—

Figure 31—AID fixed field

The value assigned as the Association ID isin the range 1-2007 and is placed in the 14 least significant bits
of the AID field, with the two most significant bits of the AID field each set to 1 (see 7.1.3.2).
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7.3.1.9 Status Code field

The Status Code field is used in a response management frame to indicate the success or failure of a
requested operation. The length of the Status Code field is 2 octets. The Status Code field is illustrated in
Figure 32.

BO B15

Status Code

Octets: € 2 >

Figure 32—Status Code fixed field

If an operation is successful, then the status code is set to O. If an operation results in failure, the status dode
indjcates afailure cause. The failure cause codes are defined in Table 19.

Table 19—Status codes

Status code Meaning
0 Successful
1 Unspecified failure
2-9 Reserved
10 Cannot support all requested capabilitiesin the Capability Information field
11 Reassociation denied due to inability*to confirm that association exists
12 Association denied due to reasontoutside the scope of this standard
13 Responding station does not-support the specified authentication algorithm
14 Received an Authentication frame with authentication transaction sequence number
out of expected sequence
15 Authentication,rejected because of challenge failure
16 Authenticationrejected due to timeout waiting for next frame in sequence
17 Association denied because AP is unable to handle additional associated stations
18 Assaciation denied due to requesting station not supporting all of the dataratesin the
BSSBasicRateSet parameter
19-65 535, ~Reserved

7.311.10-Timestamp field

Thisfretd Tepresenis the vatte of the TSFTIMER (See LI L)y of aframe s source. The fengthof the Timestamp
field is 8 octets. The Timestamp field isillustrated in Figure 33.

BO B63

Timestamp
| | | | | | |

v

Octets: < 8

Figure 33—Timestamp fixed field
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7.3.2 Information elements

Elements are defined to have a common general format consisting of a 1 octet Element ID field, a 1 octet
length field, and a variable-length element-specific information field. Each element is assigned a unique
Element ID as defined in this standard. The Length field specifies the number of octets in the Information
field. See Figure 34.

T T T
Element ID Length Information
\ \ \

Octets: ¢ T e T > fergth >

Figure 34—Element format

The set of valid elementsis defined in Table 20.

Table 20—Element IDs

Information element Element D

SSID 0
Supported rates 1
FH Parameter Set 2
DS Parameter Set 3
CF Parameter Set 4
TIM 5
IBSS Parameter Set 6
Reserved 7-15
Challenge text 16
Reserved for challenge text extension 17-31
Reserved 32-255

7.312.1 Service Set Identity (SSID) element

The SSID element indicates the identity of an ESS or IBSS. See Figure 35.

Element ID Length SSID

Octets: ¢—— 1——><¢— 1 >< 0-32 —

l—igure So—ooID efement rormat

The length of the SSID information field is between 0 and 32 octets. A 0 length information field indicates
the broadcast SSID.

7.3.2.2 Supported Rates element
The Supported Rates element specifies the rates in the Operational Rate Set as described in the

MLME_Join.request and MLME_Start.request primitives. The information field is encoded as 1 to 8 octets
where each octet describes a single supported rate in units of 500 kbit/s.
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Within Beacon, Probe Response, Association Response, and Reassociation Response management frames,
each supported rate belonging to the BSSBasicRateSet, as defined in 10.3.10.1, is encoded as an octet with
the msb (bit 7) set to 1 (e.g., a 1 Mbit/s rate belonging to the BSSBasicRateSet is encoded as X'82"). Rates
not belonging to the BSSBasicRateSet are encoded with the msh set to 0 (e.g., a2 Mbit/s rate not belonging
to the BSSBasicRate Set is encoded as X'04'). The msb of each Supported Rate octet in other management
frame typesisignored by receiving STAs.

BSSBasicRateSet information in Beacon and Probe Response management framesis used by STAsin order to
avoid associating with aBSS if they do not support all the data rates in the BSSBasicRateSet. See Figure 36.

Element ID Length Supported Rates

Octets: +— 1 —»<+— 1 > 1-8

v

Figure 36—Supported rates element format

7.312.3 FH Parameter Set element

The FH Parameter Set element contains the set of parameters necessary to aléw synchronization for SfAs
using a frequency-hopping (FH) PHY. The information field contains Dwell Time, Hop Set, Hop Pattern,
and Hop Index parameters. The total length of the information field is 5'actets. See Figure 37.

Element ID Length Dwell Time (TU) Hop Set | Hop Pattern | Hop Index

Octets; +—1—P¢—1—P¢———— 2 —P¢—1 —P+— 1—>¢+—1—>
Figure 37—FH Parameter Set element format

The Dwell Timefield is 2 octetsin length and contains the dwell timein TU.

The Hop Set field identifies the current-set (dot11CurrentSet) of hop patterns and is a single octet.

The Hop Pattern field identifiesthe current pattern (dot11CurrentPattern) within a set of hop patternsand is
asipgle octet.

The Hop Index field selects the current index (dot11Currentindex) within a pattern and is a single octet.
The description‘of the attributes used in this subclause can be found in 14.8.2.1.

7.312.4 DS Parameter Set element

The DS Parameter Set element contains information to allow channel number identification for STAsusing a
direct sequence spread spectrum (DSSS) PHY. The information field contains a single parameter containing
the dot11CurrentChannel Number (see 15.4.6.2 for values). The length of the dot11CurrentChannel Number
parameter is 1 octet. See Figure 38.

7.3.2.5 CF Parameter Set element

The CF Parameter Set element contains the set of parameters necessary to support the PCF. The information
field contains the CFPCount, CFPPeriod, CFPMaxDuration, and CFPDurRemaining fields. The total length
of theinformation field is 6 octets. See Figure 39.
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Figure 38—DS Parameter Set element format

ition

Element ID | Length CFP CFP CFP MaxDuration CFP DurRemaining

Caount Rariad LT LT
oIt SOt T T

ctets: —1—>r¢—1—>¢—1—>¢—1—>¢— 2 >< 2

Figure 39—CF Parameter Set element format

PCount indicates how many DTIMs (including the current frame) appear before-the next CFP star|
PCount of O indicates that the current DTIM marks the start of the CFP.

PPeriod indicates the number of DTIM intervals between the start of CEPs. The value is an inte
hber of DTIM intervals.

PM axDuration indicates the maximum duration, in TU, of the CKP that may be generated by this H
5 value is used by STAsto set their NAV at the TBTT of beacans that begin CFPs.

PDurRemaining indicates the maximum time, in TU, ¥femaining in the present CFP, and is set to zer
P Parameter elements of beacons transmitted duringfthe contention period. The value of CFPDurRem

is referenced to the immediately previous TBTT/This value is used by al STAs to update their N
ng CFPs.

26 TIM

TIM element contains four figlds: DTIM Count, DTIM Period, Bitmap Control, and Partial Vir

DTIM DTIM Bitmap

L th
Element IDy.\keng Count Period Control

Partial Virtual Bitmap

Octets: — 1> P¢—1—P¢—1—Pp¢—1—>p¢—1—Pp¢—1-251—>

Figure 40—TIM element format

L. A

gral

'CF.

Din
ain-
\V/s

tual

cribed below.

Length field for this element indicates the length of the information field, which is constrai nenli as

The DTIM Count field indicates how many beacons (including the current frame) appear before the next
DTIM. A DTIM Count of O indicates that the current TIM isaDTIM. The DTIM count field isa single octet.

The DTIM Period field indicates the number of Beacon interval s between successive DTIMs. If al TIMs are
DTIMs, the DTIM Period field hasthe value 1. The DTIM Period value O isreserved. The DTIM period field
isasingle octet.

The Bitmap Control field is asingle octet. Bit O of the field contains the Traffic Indicator bit associated with
Association ID 0. Thisbitissetto 1in TIM elements with avalue of 0 inthe DTIM Count field when one or
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more broadcast or multicast frames are buffered at the AP. The remaining 7 bits of the field form the Bitmap

Off

set.

The traffic-indication virtual bitmap, maintained by the AP that generatesa TIM, consists of 2008 bits, and is
organized into 251 octets such that bit number N (0 < N < 2007) in the bitmap corresponds to bit number
(N mod 8) in octet number [N / 8Cwhere the low-order bit of each octet is bit number 0, and the high order
bit is bit number 7. Each bit in the traffic-indication virtual bitmap corresponds to traffic buffered for a
specific station within the BSS that the AP is prepared to deliver at the time the beacon frame is transmitted.
Bit number N is O if there are no directed frames buffered for the station whose Association ID is N. If any
directed frames for that station are buffered and the AP is prepared to deliver them, bit number N in the traf-

fic-
intg

The
bitr
are
al

set

Int

as g single octet equal to 0, and the Bitmap Offset subfield is 0.

7.3

The
tion

The

7.3

The

ndication virtual bitmap is1. A PC may declineto set bitsin the TIM for CF-Pollable stations it does
nd to poll (see 11.2.1.5).

Partial Virtual Bitmap field consists of octets numbered N1 through N2 of the traffic indieation vir]

all 0 and N2 is the smallest number such that bits numbered (N2 + 1) x 8 through,2007'in the bitm
D. In this case, the Bitmap Offset subfield value contains the number IN1/2[] and the Length field wil
0 (N2—-N1) + 4.

he event that all bits other than bit 0 in the virtual bitmap are O, the PartialVirtual Bitmap field is encg

2.7 IBSS Parameter Set element

IBSS Parameter Set element contains the set of parameters necessary to support an IBSS. The infor|
field contains the ATIM Window parameter. See Figure 41.

Element ID | Length ATIM Window

Octets: +—1—> <=1 >« 2

v

Figure 41—IBSS Parameter Set element format

ATIM Window:field is 2 octets in length and contains the ATIM Window length in TU.
2.8 Challenge Text element

Challenge Text element contains the challenge text within Authentication exchanges. The element in

nap, where N1 is the largest even number such that bits numbered 1 through (N1 x 8),~ 1 in the b;'qnap

not

tua

are
be

ma-

for-

mation field length Is dependent upon the authentication algorithm and the transaction sequence number as
specified in 8.1. See Figure 42.

58

Element ID Length Challenge Text

Octets: «—1 —»<+— 1 P 1-253

v

Figure 42—Challenge Text element format
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8. Authentication and privacy

8.1 Authentication services

ANSVI/IEEE Std 802.11, 1999 Edition

IEEE 802.11 defines two subtypes of authentication service: Open System and Shared Key. The subtype
invoked is indicated in the body of authentication management frames. Thus authentication frames are self-
identifying with respect to authentication algorithm. All management frames of subtype Authentication shall
be unicast frames as authentication is performed between pairs of stations (i.e., multicast authentication is
not allowed). Management frames of subtype Deauthentication are advisory, and may therefore be sent as

gro
AN
exc
BS!

8.1

Op

ol 1 £
_4I|J AUUT COooCU TTANTICO,

1 Open System authentication

System authentication is the simplest of the available authentication algetithms. Essentially itisa

hutual authentication relationship shall exist between two stations following a successful authentication
hange as described below. Authentication shall be used between stations and the AP in an.infrastructure
5. Authentication may be used between two STAsin an IBSS.

null

authentication algorithm. Any STA that requests authentication with this,algerithm may become authgnti-
if dot11AuthenticationType at the recipient station is set to Open System authentication. Open Sygem
authentication is not required to be successful asa STA may decline to authenticate with any particular other
STA. Open System authentication is the default authenti cation algorithm.

cat

Op
Seq
aut

8.1

8.1

1.1 Open System authentication (firstframe)

Message type: Management

M essage subtype: Authentication

Information items:

« Authentication Algerithm Identification = “ Open System”

« Station Identity Assertion (in SA field of header)

* Authenticatiofrtransaction sequence number = 1

» Authentication algorithm dependent information (none)

Direction ofsmessage: From authentication initiating STA to authenticating STA

1.2 Opéen_System authentication (final frame)

Message type: Management

bn System authentication involves a two-step authenticafion’ transaction sequence. The first step in|the
Lience is the identity assertion and request for authentication. The second step in the sequence is|the
hentication result. If the result is“successful,” the STAS shall be mutually authenticated.

Message-sdbtype—Adthentication

Information items:

« Authentication Algorithm Identification = “ Open System”

« Authentication transaction sequence number = 2

« Authentication algorithm dependent information (none)

» Theresult of the requested authentication as defined in 7.3.1.9
Direction of message: From authenticating STA to initiating STA

If dot11AuthenticationType does not include the value “Open System,” the result code shall not take the
value “successful
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8.1.2 Shared Key authentication

Shared Key authentication supports authentication of STAs as either a member of those who know a shared
secret key or a member of those who do not. IEEE 802.11 Shared Key authentication accomplishes this
without the need to transmit the secret key in the clear; however, it does require the use of the WEP privacy
mechanism. Therefore, this authentication schemeisonly availableif the WEP option isimplemented. Addi-
tionally, the Shared Key authentication algorithm shall be implemented as one of the
dot11AuthenticationAlgorithms at any STA where WEP isimplemented.

The required secret, shared key is presumed to have been delivered to participating STAS via a secure chan-
nel thettscependent of HEEE-862-t1—Fhisshared-keytscontamed-marwriteonty - WHB—attributevig the

MAC management path. The attribute is write-only so that the key value remainsinternal to the MAE:

Duting the Shared Key authentication exchange, both the challenge and the encrypted ,challenge|are
tranjsmitted. This facilitates unauthorized discovery of the pseudorandom number (PRN) seguence for|the
keyf1V pair used for the exchange. Implementations should therefore avoid using the same key/IV pairf for
subsequent frames.

A $TA shal not initiate a Shared Key authentication exchange unless its dot121RrivacyOptionl mplemented
attrjbute is“true.”

In the following description, the STA initiating the authentication exchange is referred to as the requegter,
and the STA to which theinitial frame in the exchange is addressed iSreferred to as the responder.

8.112.1 Shared Key authentication (first frame)

—+ Message type: Management

—+ Message subtype: Authentication

-+ Information Items:

« Station Identity Assertion (in SA field of header)

» Authentication Algorithm I dentification = “ Shared Key”
« Authentication transaction sequence number = 1

» Authentication algorithm dependent information (none)
—+ Direction of message: Fronirequester to responder

8.112.2 Shared Key authentication (second frame)

Befiore sending the second frame in the Shared Key authentication sequence, the responder shall use WEP to
generate a string ofvoctets that shall be used as the authentication challenge text.

-+ Messagetype: Management

—+ Maéssage subtype: Authentication

—+ /Jnformation ltems:

« Authentication Algorithm Identification = “ Shared Key”

« Authentication transaction sequence number = 2

* Authentication algorithm dependent information = the authentication result.
* Theresult of the requested authentication as defined in 7.3.1.9

If the status code is not “successful,” this shall be the last frame of the transaction sequence. If
the status code is not “successful,” the content of the challenge text field is unspecified.

If the status codeis “ successful,” the following additional information items shall have valid con-
tents:

Authentication algorithm dependent information = challenge text.
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Thisfield shall be of fixed length of 128 octets. The field shall be filled with octets gener-
ated by the WEP pseudo-random number generator (PRNG). The actual value of the chal-
lenge field is unimportant, but the value shall not be a single static value. The key and IV
used when generating the challenge text are unspecified because this key/IV value does
not have to be shared and does not affect interoperability.

— Direction of message: From responder to requester

8.1.2.3 Shared Key authentication (third frame)

The requester shaII copy the challenge text from the second frame into the third frame The third frame shall

-+ Message type: Management
—+ Message subtype: Authentication
—+ Information Items:

« Authentication Algorithm Identification = “ Shared Key”

« Authentication transaction sequence number = 3

e Authentication algorithm dependent information = challenge text from seguence two frame
—+ Direction of message: From requester to responder

Thik frame shall be encrypted as described below.
8.112.4 Shared Key authentication (final frame)

The responder shall attempt to decrypt the contents of the'third frame in the authentication sequence as
destribed below. If the WEP ICV check is successful, thexesponder shall then compare the decrypted gon-
t;n"ls of the Challenge Text field to the challenge text thatwas sent in Frame 2 of the sequence. If they argthe

e, then the responder shall respond with a successful status code in Frame 4 of the sequence. If the WEP
ICV check fails, the responder shall respond with’an unsuccessful status code in Frame 4 of the sequence as
destribed below.

—+ Message type: Management

—  Message subtype: Authentication

—  Information Items:

» Authentication Algorithm Identification = “ Shared Key”

» Authentication fransaction sequence number = 4

* Authentication a gorithm dependent information = the authentication result
The result of the requested authentication.
Thisisafixed length item with values “ successful” and “ unsuccessful.”

—  Direction of message: From responder to requester

8.4 The Wired Equivalent Privacy (WEP) algorithm

8.2.1 Introduction

Eavesdropping is afamiliar problem to users of other types of wireless technology. |EEE 802.11 specifies a
wired LAN equivalent data confidentiality algorithm. Wired equivalent privacy is defined as protecting
authorized users of awireless LAN from casual eavesdropping. This service isintended to provide function-
ality for the wireless LAN equivalent to that provided by the physical security attributes inherent to awired
medium.

Data confidentiality depends on an external key management service to distribute data enciphering/deci pher-
ing keys. The |IEEE 802.11 standards committee specifically recommends against running an |EEE 802.11
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LAN with privacy but without authentication. While this combination is possible, it leaves the system open
to significant security threats.

8.2.2 Properties of the WEP algorithm

The WEP algorithm has the following properties:

It is reasonably strong: The security afforded by the agorithm relies on the difficulty of discovering
the secret key through a brute-force attack. Thisin turn is related to the length of the secret key and
the frequency of changing keys. WEP alows for the changing of the key (k) and frequent changing

8.2

The

by
cal

(dehoted by D). A cryptographic algorithm, or cipher, is a mathematical function used for encipherin
degphering data. Modern cryptographic algorithims use a key sequence (denoted by k) to modify their

put

In

As

—+ It is sdf-synchronizing: WEP is self-synchronizing for each message. This property is critical’f

—+ It may be exportable: Every effort has been made to design the WEP system aperation so astom
mize the chances of approval, by the U.S. Department of Commerce, of export from the U.S. of
products containing a WEP implementation. However, due to the legal and political climate toward
cryptography at the time of publication, no guarantee can be made that any specific IEEE 802.11

-+ Itisoptional: Theimplementation and use of WEP is an |EEE 802.11 option.

B (P) =

D (C) =P

) L
Ulrtictv.,

data-link level encryption algorithm, where “best effort” delivery is assumed and packet.Joss r
may be high.

ware.

implementations that use WEP will be exportable from the USA.

3 WEP theory of operation

F) (see [B4]). Datathat is not enciphered is called plaintext (denoted by P) and data that is encipherg

led ciphertext (denoted by C). The process of turning ciphertext back into plaintext is called decryp

The encryption function E operates on R.te produce C:

he reverse process, the decriyption function D operates on C to produce P:

llustrated in Figure43, note that if the same key can be used for encryption and decryption then

pr a
ates

—+ Itisefficient: The WEP agorithm is efficient and may be implemented in either hardware or Joft-

X -

process of disguising (binary) datain order to hide itsinformation content is called encryption (dengted

dis
tion
) or
DUt-

P (Ex(P)) =P
Key Management Service
Key
‘ Uliuillal
Plaintext Ciphertext \ Plaintext
—> Encryptlon t Decryption —>

Eavesdropper

Figure 43—A confidential data channel

The WEP algorithm isaform of electronic code book in which ablock of plaintext is bitwise XORed with a
pseudorandom key sequence of equal length. The key sequence is generated by the WEP algorithm.
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Referring to Figure 44 and viewing from left to right, encipherment begins with a secret key that has been
distributed to cooperating STAs by an external key management service. WEP is a symmetric algorithm in
which the same key is used for encipherment and decipherment.

o > v
Initialization Key Sequence
Vector (IV
(V) Seed WEP >

Secret Key PRNG _ | ® —>{Ciphertext
Plaintext [ >

Ilntpdritv Alaorithm!4> | |

Integrity Check Value (ICV)
Message

Figure 44—WEP encipherment block diagram

The secret key is concatenated with an initialization vector (IV) and the resulting seed isinput'to a PRNG. [The
PRING outputs a key sequence k of pseudorandom octets equal in length to the number of ‘data octets that arfe to
be transmitted in the expanded MPDU plus 4 [since the key sequence is used to protect the integrity check value
(ICV) aswell as the data]. Two processes are applied to the plaintext MPDU. To protect against unauthor|zed
dat@ modification, an integrity algorithm operates on P to produce an ICV. Encipherment is then accomplighed
by mathematically combining the key sequence with the plaintext concatenated with the ICV. The output off the
progessis amessage containing the |V and ciphertext.

The WEP PRNG is the critical component of this process, sincéit transforms a relatively short secret key
intq an arbitrarily long key sequence. This greatly simplifies.the task of key distribution, as only the secret
key| needs to be communicated between STAs. The IV extends the useful lifetime of the secret key and pro-
vides the self-synchronous property of the algorithm. Thesecret key remains constant while the IV changes
perfodicaly. Each new IV resultsin a new seed and key sequence, thus there is a one-to-one correspondgnce
betyveen the IV and k. The IV may be changed asfrequently as every MPDU and, since it travels with[the
mesgsage, the receiver will always be able to decipher any message. The IV istransmitted in the clear singe it
doss not provide an attacker with any information about the secret key, and since its value must be knowm by
the|recipient in order to perform the decryption.

When choosing how often to change 1V values, implementors should consider that the contents of spme
fielfls in higher-layer protocol (headers, as well as certain other higher-layer information, is constant or
highly predictable. When such information is transmitted while encrypting with a particular key and 1\, an
eavipsdropper can readily determine portions of the key sequence generated by that (key, 1V) pair. If the shome
(key, 1V) pair is used for.successive MPDUS, this effect may substantially reduce the degree of privacy ¢on-
ferned by the WER. algorithm, allowing an eavesdropper to recover a subset of the user data without jany
kngwledge of the secret key. Changing the IV after each MPDU is a simple method of preserving the effec-
tivgness of WEPsin this situation.
The¢ WER.algorithm is applied to the frame body of an MPDU. The (1V, frame body, ICV) triplet formg the
actyiahdata to be sent in the data frame.

—

For WEP protected frames, the first four octets of the frame body contain the 1V field for the MPDU. This
field isdefined in 8.2.5. The PRNG seed is 64 hits. Bits 0 through 23 of the IV correspond to bits O through
23 of the PRNG seed, respectively. Bits 0 through 39 of the secret key correspond to bits 24 through 63 of
the PRNG seed, respectively. The bit and octet numbering conventions in 7.1.1 apply to the PRNG seed,
secret key, and 1V. The numbering of the octets of the PRNG seed corresponds to that of the RC4 key. The
IV isfollowed by the MPDU, which is followed by the ICV. The WEP ICV is 32 hits. The WEP Integrity
Check algorithm is CRC-32, asdefined in 7.1.3.6.

As stated previously, WEP combines k with P using bitwise XOR.
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Referring to Figure 45 and viewing from left to right, decipherment begins with the arrival of amessage. The
IV of the incoming message shall be used to generate the key sequence necessary to decipher the incoming
message. Combining the ciphertext with the proper key sequence yields the origina plaintext and ICV. Cor-
rect decipherment shall be verified by performing the integrity check algorithm on the recovered plaintext
and comparing the output ICV’ to the ICV transmitted with the message. If ICV’ is not equal to ICV, the
received MPDU is in error and an error indication is sent to MAC management. MSDUSs with erroneous
MPDUs (due to inability to decrypt) shall not be passed to LLC.

Secret Key—»|
I WEP | Key Sequence‘_| Plaintext l—'
v > i

<oq | PRNG

I
ﬂ—»\ TAtegrity Algorinm
~ ICV = ICW?
Ciphertext IcV

Message

Figure 456—WEP decipherment block diagram

8.214 WEP algorithm specification
WHP uses the RC4 PRNG algorithm from RSA Data Security, Inc.8
8.25 WEP Frame Body expansion

Figpre 46 shows the encrypted Frame Body as constructedby the WEP a gorithm.

«—— Encrypted (Note) ——»

v Data icv
4 (PDU) 4
>=1

N L
\ ~._ Sizes in Octets

Init. Vector 1 octet
3 Pad |Key ID
6 bits [ 2 bits

NOTE -\Fhe encypherment process has expanded the original Frame Body by 8 octets, 4 for the IV
field-and 4 for the ICV. The ICV is calculated on the data field only.

Figure 46—Construction of expanded WEP Frame Body

The WEP ICV shall be a 32-hit field containing the CRC-32, as defined in 7.1.3.6 calculated over the Data
(PDU) field as depicted in Figure 46. The expanded Frame Body shall include a 32-bit 1V field immediately
preceding the original Frame Body. This field shall contain three subfields: a three-octet field that contains
the initialization vector, a 2-bit key 1D field, and a 6-bit pad field. The ordering conventions defined in 7.1.1
apply to the 1V fields and its subfields and to the ICV field. The key ID subfield contents select one of four

5Details of the RC4 algorithm are available from RSA. Please contact RSA for algorithm details and the uniform RC4 licensee terms
that RSA offers to anyone wishing to use RC4 for the purpose of implementing the IEEE 802.11 WEP option. If necessary, contact the
|EEE Standards Department Intellectual Property Rights Administrator for details on how to communicate with RSA.
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possible secret key values for use in decrypting this Frame Body. Interpretation of these bitsis discussed fur-
ther in 8.3.2. The contents of the pad subfield shall be zero. The key ID occupies the two msb of the last octet
of the 1V field, while the pad occupies the six Isb of this octet.

The WEP mechanism isinvisible to entities outside the IEEE 802.11 MAC data path.

8.3 Security-Related MIB attributes

The IEEE 802.11 security mechanisms are controlled via the MAC management path and related MIB

attributes_This subclaise gi\/m an averview aof the secl |rihl/-rpl ated MIB attributes and how thpy are 1sed

For|details of the MIB attribute definitions, refer to 11.4.

8.3|1 Authentication-Related MIB attributes

The type of authentication invoked when authentication is attempted is controlled by the AuthenticationTlype
parémeter to the MLME-AUTHENTICATE.request primitive. The type of authentication request that may
be gccepted by a STA is controlled by the MIB attribute dot11AuthenticationTypethhe type of authentjca-
tion is selected from the following set of values:

—  Open System
— Shared Key

A

other values are reserved. The numeric encoding of these vallesis givenin 7.3.1.1.
8.3|2 Privacy-Related MIB attributes

WHP invocation is controlled by the parameters passed to the MLME-AUTHENTICATE.request primitive
as yell as a number of MIB attributes. An overview of the attributes and their usage is given in this
sublause. All MIB attributes that hold WEP keys are externally write-only; the contents shall not be r¢ad-
ablg¢ via MAC management SAPs. See 11.4.far'the formal MIB attribute definitions.

The boolean variable dot11Privacylnvoked shall be set to “false” to prevent the STA from transmitfing
MHDUSs of type Data with the WER stbfield of the Frame Control field set to 1. It does not affect MPDY or
MM PDU reception.

The default value for al|\WEP keys shall be null. Note that encrypting a frame using WEP with anull key is
not|the same as failingto-encrypt the frame. Any request to encrypt aframe with anull key shall result infthe
MYDU being discarded and an MA-UNIDATA-STATUS.indication with a transmission status indicafing
thaf the frame may not be encrypted with a null key. Decrypting a frame whose WEP subfield is set o 1
involves stripping the 1V, and checking the ICV against the calculated ICV’ value computed over the gata
contained inthe MPDU.

To| support shared key configurations, the MIB contains a four-element vector cdled
“dot11WEPDefaultKeys” The default value for each element of this vector is null. These elements contain
the default keys to be used with WEP.

An additional attribute called “ dot11WEPDefaultKeylD” is an integer. When set to avalue of 0O, 1, 2, or 3,
MPDUs transmitted with the WEP subfield of the Frame Control field set to 1 shall be encrypted using the
first, second, third, or fourth element, respectively, from dot11WEPDefaultKeys, unless the frame has an
individual RA and a key mapping exists for the RA of the frame. On receive, the incoming MPDU shall be
decrypted using the element from dot11WEPDefaultKeys specified by the received key ID field, unless the
frame has an individual RA and a key mapping exists for the TA of the frame. The value in the transmitted
key ID field shall be zero in all cases except when dot11WEPDefaultKeyID isused to encrypt aframeandis
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set to a value of 1, 2, or 3, in which case the transmitted key ID field shall contain the value of
dot11WEPDefaultKeyID.

When the boolean attribute aExcludeUnencrypted is set to True, MPDUs of type Data received by the STA
with the WEP subfield of the Frame Control field equal to zero shall not be indicated at the MAC service
interface. When aExcludeUnencrypted is set to True, only MSDUs that have been decrypted successfully
shall beindicated at the MAC service interface.

|EEE 802.11 does not require that the same WEP key be used for all STAs. The MIB supports the ability to
share aseparateWEP key for each RA/TA palr Key mappl ng is supported by aMIB attribute that isan array

address, up to an |mp|ementat|on defined maximum number of entries |dent|f|ed

sponding WEPKey. In an infrastructure BSS, the AP's WEPOn vaue in the ,entry in

shall be indexed by either RA or TA addresses (since WEP is applied only to the wireless link), as descri

The minimal value of dot11WEPKeyMappingLength shall be 10. This value represents a minimum cap3

ity

When transmitting a frame of type Data, the values of\dot11Privacylnvoked, dot11WEPKeyM appi

dot

MAC of the MAUNITDATA.request primitive andthe time of transmission of that frame shall be
accprding to the following decision tree:

66

[ 1WEPKeyMappingL ength, and contains two fields for each entry: a boolean “WEPON” and‘the'ca

L 1WEPKeyMapping table corresponding to a STA's MAC address shall not be set to True for a ST,
STA has not successfully initiated and completed an authentication sequence using)an authentica
b other than “Open System.” The default value for all WEPON fields is False. datliWEPKeyMapp!

bw. When an entry in the table exists for a particular MAC gaddress, the values in
[IWEPKeyMappings attribute shall be used instead of the ‘dot11WEPDefaultKeylD
| 1WEPDefaultKk eys variables.

hat may be assumed for any STA implementing the WEP option.

| 1WEPDefaultKeys, and dot11WEPDefaultKey D in.effect at an unspecified time between receipt by

if dot11Privacylnvoked is*“false
the MPDU is transmitted without encryption
else
if (the MPDU hasan individual RA and
thereis an entry'in dot11WEPKeyMappings for that RA)
if that entry has WEPON set to “false
the MPDU is transmitted without encryption
else
if that entry contains a key that is null
discard the entire MSDU and generate an
MA-UNITDATA-STATUS.indication primitive to
notify LLC that the MSDU was undeliverable due to
anull WEP key

else

rre-

its
A if
fion
ngs
bed
the
and

bil-

ngs,
the
sed

encrypt the MPDU using that entry’s key, setting the keylD
subfield of the IV field to zero
else
if (the MPDU has agroup RA and the Privacy subfield
of the Capability Information field in thisBSSis set to 0)
the MPDU is transmitted without encryption
else
if dot11WEPDefaultKeys dot11WEPDefaultKeylD] is null
discard the MSDU and generate an
MA-UNITDATA-STATUS.indication primitive to
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notify LLC that the entire MSDU was undeliverable
due to anull WEP key

else
encrypt the MPDU using
dot11WEPDefaultKeyg dot11WEPDefaultK eyl D],
setting the KeyI D subfield of the IV field to
dot11WEPDefaultKeyl D

en receiving a frame of type Data, the vaues of dotl1PrivacyOptionlmplemen

dotllWEPKeyMappmgs dotllWEPDefauItKeys dotllWEPDefauItKeyID and aEchudeUnencrypted in

following decision tree:

if the WEP subfield of the Frame Control Field is zero
if aExcludeUnencrypted is“true”
discard the frame body without indication to LLC and increment
dot11WEPEXxcludedCount
else
receive the frame without decryption
else
if dot11PrivacyOptionlmplemented is “true’
if (the MPDU hasindividual RA and
thereis an entry in dot11WEPKeyMappings matching the MPDU’'Ss TA)
if that entry has WEPOnN setto “false
discard the frame*body and increment
dot11WEPURdecryptableCount
else
if that entry contains a key that is null
discard the frame body and increment
dot11WEPUnNdecryptableCount
else
attempt to decrypt with that key, incrementing
dot11WEPICVErrorCount if the ICV check fails
else
if dot11WEPDefaultKeygkeylD] is null
discard the frame body and increment
dot11WEPUNdecryptableCount
else
attempt to decrypt with dot11WEPDefaultKey keyl D],
incrementing dot11WEPICV ErrorCount if the ICV check f
else
discard the frame body and increment dot11WEPUndecryptableCount

ANSVI/IEEE Std 802.11, 1999 Edition

ted,

hils

[ion

envtransmitting a frame of type Management, subtype A uthentication with an Authentication Transac

Sequence Number field value of 2, the MAC shall operate according to the following decision tree:

if dot11PrivacyOptionlmplemented is“false”
the MMPDU is transmitted with a sequence
of zero octets in the Challenge Text field and a Status Code value of 13

else
the MMPDU is transmitted with a sequence of 128 octets generated using the
WEP PRNG and a key whose value is unspecified and beyond the scope of this
standard and arandomly chosen 1V value (note that this will typically be selected
by the same mechanism for choosing IV values for transmitted data MPDUS)
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in the Challenge Text field and a status code value of O (the IV used is
immaterial and is not transmitted). Note that there are cryptographic issues
involved in the choice of key/IV for this process as the challenge text is sent
unencrypted and therefore provides a known output sequence from the PRNG.

When receiving a frame of type Management, subtype Authentication with an Authentication Transaction
Sequence Number field value of 2, the MAC shall operate according to the following decision tree;

if the WEP subfield of the Frame Control fieldis 1
respond with a status code value of 15

S S

if dot11PrivacyOptionlmplemented is*“true”
if there isamapping in dot11WEPKeyMappings matching the MSDU'STA
if that key isnull
respond with aframe whose Authentication Transaction
Sequence Number field is 3 that contains thejappropriate
Authentication Algorithm Number, a status-code value of
15 and no Challenge Text field, without.encrypting the
contents of the frame
else
respond with a frame whose Authentication Transaction
Sequence Number field js\3-that contains the appropriate
Authentication Algorithm Number, a status code value of
0 and the identical_€hallenge Text field, encrypted using
that key, and setting the key ID subfield inthe IV fieldto O
else
if dot11WEPDefaultkeys dot11WEPDefaultKeylD] is null
respondwith a frame whose Authentication Transaction
Sequence Number field is 3 that contains the appropriate
Adthentication Algorithm Number, a status code value of
15 and no Challenge Text field, without encrypting the
contents of the frame
else
respond with a frame whose Authentication Transaction
Sequence Number field is 3 that contains the appropriate
Authentication Algorithm Number, a status code value of 0
and the identical Challenge Text field, encrypted using
dot11WEPDefaultKeyg dot11WEPDefaultK eyl D], setting the
key ID subfield inthe IV field to dot11WEPDefaultKeyl D
else
respond with a frame whose Authentication Transaction
Sequence Number field is 3 that contains the appropriate Authentication
Algorithm Number, a status code value of 13 and no Challenge Text
field, without encrypting the contents of the frame

When receiving a frame of type Management, subtype Authentication with an Authentication Transaction
Sequence Number field value of 3, the MAC shall operate according to the following decision tree:

if the WEP subfield of the Frame Control field is zero
respond with a status code value of 15
else
if dot11PrivacyOptionlmplemented is “true’
if there isamapping in dot11WEPKeyMappings matching the MSDU’s TA
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if that key isnull
respond with a frame whose A uthentication Transaction
Sequence Number field is 4 that contains the appropriate

Authentication Algorithm Number, and a status code value

of 15 without encrypting the contents of the frame
else
attempt to decrypt with that key, incrementing

dot1IWEPI CV ErrorCount and responding with a status code value

of 15if the ICV check fails
else

i dotttWEPDefautieystkeytBtsmult
respond with a frame whose A uthentication Transaction
Sequence Number field is 4 that contains the appropfiate

of 15 without encrypting the contents of the frame
else
attempt to decrypt with dot11WEPDefadltkeyg keyl D],

astatus code value of 15 if the ICV'\check fails
else
respond with a frame whose A uthentication Transaction Sequence Number
field is 4 that contains the appropriate Authentication Algorithm Number,
and a status code value of 15

Thg attribute dotllPrivacylnvoked shal not take,\ the value “trueg’ if the attri
dotl1PrivacyOptionimplemented is “false” Setting the attribute dot11WEPKeyMappings to a value

Authentication Algorithm Number, and a status code'value

incrementing dot11WEPICV ErrorCounband responding with

bute
that

includes more than dot11WEPKeyM appingL ength entriesis illegal and shall have an implementation-spegific

effgct on the operation of the privacy service. Note that dot11WEPKeyMappings may contain between
and dot11WEPKeyMappingL ength entries, inclusive.

rero

It i$ recommended that the values of the attributes in the aPrivacygrp not be changed during the authentica-

tior) sequence as unintended operation may resullt.
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9. MAC sublayer functional description

The MAC functional description is presented in this clause. The architecture of the MAC sublayer, including
the distributed coordination function (DCF), the point coordination function (PCF), and their coexistencein an
|EEE 802.11 LAN areintroduced in 9.1. These functions are expanded on in 9.2 and 9.3, and a complete func-
tional description of each is provided. Fragmentation and defragmentation are covered in 9.4 and 9.5. Multirate
support is addressed in 9.6. The allowable frame exchange sequences are listed in 9.7. Finally, a number of
additional restrictionsto limit the cases in which MSDUs are reordered or discarded are described in 9.8.

The MAC architecture can be described as shown in Figure 47 as providing the PCF through the senvices of
the[DCF.

Required for Contention—
Free Services |.

Point Used for €ontention
Coordination _-'| Services-and basis for PCF
Function -
MAC (PCF)
Extent
Distributed
Coordination Furiction
(DCF)

Figure 47—MAC architecture

9.1]1 Distributed coordination function (DCF)

The fundamental access method of the'lEEE 802.11 MAC isa DCF known as carrier sense multiple acgess
with collision avoidance (CSMA/CA). The DCF shall beimplemented in all STASs, for use within both IBSS
and infrastructure network configurations.

For|a STA to transmit;-it.shall sense the medium to determine if another STA is transmitting. If the medjum
is npt determined te bebusy (see 9.2.1), the transmission may proceed. The CSMA/CA distributed algorithm
maindates that agap of a minimum specified duration exist between contiguous frame sequences. A transiit-
ting STA shall~ensure that the medium isidle for this required duration before attempting to transmit. If| the
meqlium is:determined to be busy, the STA shall defer until the end of the current transmission. After ddfer-
ral,|or priof to attempting to transmit again immediately after a successful transmission, the STA shall sqlect
a rgndom backoff interval and shall decrement the backoff interval counter while the medium is idlg. A
refinement of the method may be used under various circumstances to further minimize collisions—here the
transmitting and receiving STA exchange short control frames [request to send (RTS) and clear to send
(CTS) frames] after determining that the medium is idle and after any deferrals or backoffs, prior to data
transmission. The details of CSMA/CA, deferrals, and backoffs are described in 9.2. RTS/CTS exchanges
are also presented in 9.2.

9.1.2 Point coordination function (PCF)

The |EEE 802.11 MAC may also incorporate an optional access method called a PCF, which is only usable
on infrastructure network configurations. This access method uses a point coordinator (PC), which shall
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operate at the access point of the BSS, to determine which STA currently has the right to transmit. The oper-
ation is essentialy that of polling, with the PC performing the role of the polling master. The operation of the
PCF may require additional coordination, not specified in this standard, to permit efficient operation in cases
where multiple point-coordinated BSSs are operating on the same channel, in overlapping physical space.

The PCF uses avirtua carrier-sense mechanism aided by an access priority mechanism. The PCF shall dis-
tribute information within Beacon management frames to gain control of the medium by setting the network
allocation vector (NAV) in STAs. In addition, all frame transmissions under the PCF may use an interframe
space (IFS) that is smaller than the IFS for frames transmitted via the DCF. The use of asmaller IFSimplies
that point-coordinated traffic shall have priority access to the medium over STAsin overlapping BSSs oper-

atingurder thre D CFactessrethod:

The access priority provided by a PCF may be utilized to create a contention-free (CF) access method. [The
PC [controls the frame transmissions of the STAS so as to eliminate contention for a limited period of tin

[

9.1/3 Coexistence of DCF and PCF

The DCF and the PCF shall coexist in a manner that permits both to operate concurrently within the same
BS$. When a PC is operating in a BSS, the two access methods alternate, #vith’ a contention-free pefiod
(CHP) followed by a contention period (CP). Thisis described in greater detailhNn 9.3.

9.114 Fragmentation/defragmentation overview

The process of partitioning a MAC service data unit (MSDU)~\or a MAC management protocol data pnit
(MMPDU) into smaller MAC level frames, MAC protocol_data units (MPDUs), is called fragmentatjon.
Fragmentation creates MPDUs smaller than the original MSDU or MMPDU length to increase reliability, by
inctteasing the probability of successful transmission of the MSDU or MMPDU in cases where channel char-
acteristics limit reception reliability for longer frames. Fragmentation is accomplished at each immediate
trarjsmitter. The process of recombining MPDUs into a single MSDU or MMPDU is defined as defragnen-
tatipn. Defragmentation is accomplished at eaghrimmediate recipient.

Only MPDUs with a unicast receiver address shall be fragmented. Broadcast/multicast frames shall no be
fragmented even if their length exceedls aFragmentationThreshold.

When adirected MSDU is received from the LLC or adirected MMPDU isreceived from the MAC sublayer
maagement entity (MLME), with a length greater than aFragmentationThreshold, the MSDU or MMRDU
shall be fragmented. TheMSDU or MMPDU is divided into MPDUSs. Each fragment is a frame no lajfger
than aFragmentationThreshold. It is possible that any fragment may be a frame smaller than aFragmenta-
tior|Threshold. An.iflustration of fragmentation is shown in Figure 48.

MSDU
Cc C Cc C
’\Hﬂég Frame Body | R '\HAEA)IS Frame Body | R MSS Frame Body | R '\H/ISI(?: Frame Body | R
Cc C Cc C
Fragment 0 Fragment 1 Fragment 2 Fragment 3

Figure 48—Fragmentation

The MPDUSs resulting from the fragmentation of an MSDU or MMPDU are sent as independent transmis-
sions, each of which is separately acknowledged. This permits transmission retries to occur per fragment,
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rather than per MSDU or MMPDU. Unless interrupted due to medium occupancy limitations for a given
PHY, the fragments of asingle MSDU or MMPDU are sent as a burst during the CP, using a single invoca-
tion of the DCF medium access procedure. The fragments of asingle MSDU or MMPDU are sent during a
CFP asindividual frames obeying the rules of the PC medium access procedure.

9.1.5 MAC data service

The MAC data service shall translate MAC service requests from LLC into input signals utilized by the
MAC state machines. The MAC data service shall also trandate output signals from the MAC state machines
into serviceindications to LLC. The translations are given in the MAC data service state machine defined in
AnexT:

9.2 DCF

The basic medium access protocol is a DCF that allows for automatic medium sharing between compatjble
PHY s through the use of CSMA/CA and a random backoff time following a busy medium conditior}. In
addition, all directed traffic uses immediate positive acknowledgment (ACK frame)where retransmissidn is
scheduled by the sender if no ACK isreceived.

The CSMA/CA protocol is designed to reduce the collision probability between multiple STAs accessing a
meglium, at the point where collisions would most likely occur. Just after.the medium becomesidle follpw-
ing|a busy medium (as indicated by the CS function) is when the highest probability of a collision ex|sts.
Thip is because multiple STAs could have been waiting for thedmedium to become available again. Thisis
the[situation that necessitates a random backoff procedure to.resolve medium contention conflicts.

Carfrier sense shall be performed both through physicalcang virtual mechanisms.

The virtual carrier-sense mechanism is achieved by distributing reservation information announcing|the
imgending use of the medium. The exchange of*RTS and CTS frames prior to the actual data frame isfone
s of distribution of this medium reservation information. The RTS and CTS frames contain a Duratjon/
ID field that defines the period of time that the medium isto be reserved to transmit the actual dataframejand
thefreturning ACK frame. All STAs within the reception range of either the originating STA (which transpnits
the|RTS) or the destination STA (which transmits the CTS) shall learn of the medium reservation. Thys a
STA can be unable to receive(from the originating STA, yet still know about the impending use of|the
ium to transmit a data frame.

Angther means of distributing the medium reservation information is the Duration/ID field in diregted
ing
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The RTS/CTS exchange also performs both atype of fast collision inference and a transmission path check.
If the return CTSis not detected by the STA originating the RTS, the originating STA may repeat the progess
observing the other medium-use rules) more guickly than if the long data frame had been transmifted
and areturn ACK frame had not been detected.

Another advantage of the RTS/ICTS mechanism occurs where multiple BSSs utilizing the same channel
overlap. The medium reservation mechanism works across the BSA boundaries. The RTS/CTS mechanism
may also improve operation in atypical situation where all STAs can receive from the AP, but cannot receive
from all other STAsinthe BSA.

The RTS/ICTS mechanism cannot be used for MPDUs with broadcast and multicast immediate address

because there are multiple destinations for the RTS, and thus potentially multiple concurrent senders of the
CTSin response. The RTS/CTS mechanism need not be used for every data frame transmission. Because the
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additional RTS and CTS frames add overhead inefficiency, the mechanism is not always justified, especialy
for short data frames.

The use of the RTS/CTS mechanism is under control of the dot11RTSThreshold attribute. This attribute may
be set on a per-STA basis. This mechanism alows STAS to be configured to use RTS/CTS either always,
never, or only on frames longer than a specified length.

A STA configured not to initiate the RTS/CTS mechanism shall still update its virtual carrier-sense mecha-
nism with the duration information contained in areceived RTS or CTS frame, and shall always respond to
an RTS addressed to it witha CTS.

The medium access protocol allows for STASto support different sets of datarates. All STAs shall receive all
the|data rates in aBasicRateSet and transmit at one or more of the aBasicRateSet data rates. To'support the
proper operation of the RTS/CTS and the virtual carrier-sense mechanism, all STAs shall be'able to datect
the|RTS and CTS frames. For this reason the RTS and CTS frames shall be transmitted at one of the aBasi-
cRateSet rates. (See 9.6 for a description of multirate operation.)

Datia frames sent under the DCF shall use the frame type Data and subtype Data or Null Function. SJAs
recgiving Data type frames shall only consider the frame body as the basis of\ajpossible indication to LLIC.

9.2|1 Carrier-sense mechanism

Phyisical and virtual carrier-sense functions are used to determinéthe state of the medium. When either finc-
tion) indicates a busy medium, the medium shall be considered*busy; otherwise, it shall be considered idle.

A physical carrier-sense mechanism shall be provided by the PHY. See Clause 12 for how thisinformatignis
coriveyed to the MAC. The details of physical carrié’sense are provided in the individual PHY specifica-
tior)s.

A irtua carrier-sense mechanism shall be.provided by the MAC. This mechanism is referred to as the pet-
wollk allocation vector (NAV). The NAYDmaintains a prediction of future traffic on the medium based on
durgtion information that is announcéd in RTS/CTS frames prior to the actual exchange of data. The dpra-
tior) information is also available.in-the MAC headers of al frames sent during the CP other than PS-Poll
Control frames. The mechanism-for setting the NAV using RTS/CTS in the DCF is described in 9.2.5.4, fand
use|of the NAV in PCF is described in 9.3.2.2.

The carrier-sense mechanism combines the NAV state and the STA's transmitter status with physical cafrier
senge to determine the busy/idle state of the medium. The NAV may be thought of as a counter, which cotints
down to zero-at{a uniform rate. When the counter is zero, the virtual carrier-sense indication is that|the
meglium is idle; when nonzero, the indication is busy. The medium shall be determined to be busy whengver
the|STA(istransmitting.

9.2.ZMAC-Level acknowledgmenis

The reception of some frames, as described in 9.7, 9.2.8, and 9.3.3.4, requires the receiving STA to respond
with an acknowledgment, generally an ACK frame, if the FCS of the received frame is correct. This tech-
nique is known as positive acknowledgment.

Lack of reception of an expected ACK frame indicates to the source STA that an error has occurred. Note,
however, that the destination STA may have received the frame correctly, and that the error may have
occurred in the reception of the ACK frame. To theinitiator of the frame exchange, this condition isindistin-
guishable from an error occurring in the initial frame.
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9.2.3 Interframe space (IFS)

The time interval between frames is called the IFS. A STA shall determine that the medium is idle through
the use of the carrier-sense function for the interval specified. Four different |FSs are defined to provide pri-
ority levels for access to the wireless media; they are listed in order, from the shortest to the longest. Figure
49 shows some of these relationships.

a SIFS short interframe space
b) PIFS PCF interframe space
c¢) DIFS DCFinterframe space
q EIFS extended interframe space

The different IFSs shall be independent of the STA bit rate. The IFStimings shall be defined as time'gaps on
thelmedium, and shall be fixed for each PHY (even in multirate-capable PHY's). The IFS values are dater-
minjed from attributes specified by the PHY.

Immediate access when medium is free >= DIFS

_ DIFS | _ DIFS |
b " N " Contention Window
_PIFS | |” 7/
—SIFS| U
Busy Medium [—» IBackoff—Wlndow / Next Frame
| |, Slottimg
Defer Access SelectSlot and Decrement Backoff as long
< < as medium is idle

Figure 49—Some IkSrelationships

9.23.1 Short IFS (SIFS)

The SIFS shall be used for an ACK frame,"a CTS frame, the second or subseguent MPDU of a fragnpent
burgt, and by a STA responding to any~polling by the PCF. It may also be used by a PC for any types of
frames during the CFP (see 9.3). Thie SIFS is the time from the end of the last symbol of the previous frame
to the beginning of the first symbgl of the preamble of the subsequent frame as seen at the air interface. [The
valild cases where the SIFS may or shall be used are listed in the frame exchange sequencesin 9.7.

The SIFS timing shall-be‘achieved when the transmission of the subsequent frame is started at the TxSIFS
Slof boundary as specified in 9.2.10. An |IEEE 802.11 implementation shall not allow the space between
frames that are defined to be separated by a SIFS time, as measured on the medium, to vary from the ngmi-
nal |SIFS valyeby more than £10% of aSlotTime for the PHY in use.

SIFS s the shortest of the interframe spaces. SIFS shall be used when STAs have seized the medium fand
need tokeep it for the duration of the frame exchange sequence to be performed. Using the smallest [gap
between transmissions within the frame exchange sequence prevents other STAs, which are required to wait
for the medium to be idle for alonger gap, from attempting to use the medium, thus giving priority to com-
pletion of the frame exchange sequence in progress.

9.2.3.2 PCF IFS (PIFS)

The PIFS shall be used only by STAs operating under the PCF to gain priority access to the medium at the
start of the CFP. A STA using the PCF shall be allowed to transmit contention-free traffic after its carrier-
sense mechanism (see 9.2.1) determines that the medium isidle at the TxPIFS slot boundary as defined in
9.2.10. Subclause 9.3 describes the use of the PIFS by STAs operating under the PCF.
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9.2.3.3 DCF IFS (DIFS)

The DIFS shall be used by STAs operating under the DCF to transmit data frames (MPDUSs) and manage-
ment frames (MMPDUS). A STA using the DCF shall be allowed to transmit if its carrier-sense mechanism
(see 9.2.1) determines that the medium isidle at the TXDIFS slot boundary as defined in 9.2.10 after a cor-
rectly received frame, and its backoff time has expired. A STA using the DCF shall not transmit within an
EIFS after it determines that the medium is idle following reception of a frame for which the PHY RX-
END.indication primitive contained an error or a frame for which the MAC FCS value was not correct. A
STA may transmit after subsequent reception of an error-free frame, resynchronizing the STA. This allows
the STA to transmit using the DIFS following that frame.

9.213.4 Extended IFS (EIFS)

The EIFS shall be used by the DCF whenever the PHY has indicated to the MAC that a frame transmisgion
wag begun that did not result in the correct reception of a complete MAC frame with a cofrect FCS vgue.
The duration of an EIFS is defined in 9.2.10. The EIFS interval shall begin following indication by the HHY
thaf the medium is idle after detection of the erroneous frame, without regard to the,virtual carrier-sgnse
meg¢hanism. The EIFS is defined to provide enough time for another STA to acknowledge what was, to fthis
STA, an incorrectly received frame before this STA commences transmission,\Reception of an error-free
frarne during the EIFS resynchronizes the STA to the actual busy/idle state of\the'medium, so the EIFS igjter-
mirjated and normal medium access (using DIFS and, if necessary, backoff)_continues following receptiop of
thaf frame.

9.2l4 Random backoff time

A 9TA desiring to initiate transfer of data MPDUs and/or management MM PDUSs shall invoke the carrier-sgnse
meghanism (see 9.2.1) to determine the busy/idie state ©f the medium. If the medium is busy, the STA ghall
defér until the medium is determined to be idle without interruption for a period of time equal to DIFS when
the|last frame detected on the medium was received correctly, or after the medium is determined to befidle
without interruption for a period of time equal 10°EIFS when the last frame detected on the medium was not
recgived correctly. After this DIFS or EIFS médium idle time, the STA shall then generate a random backoff
period for an additional deferral time befere transmitting, unless the backoff timer already contains a nonrero
vallie, in which case the selection of_a random number is not needed and not performed. This process njini-
miZes collisions during contention:hetween multiple STAs that have been deferring to the same event.

Backoff Time = Random() x.aSlotTime
where

Random() =‘Pseudorandom integer drawn from a uniform distribution over the interval [0,CW], wiere
CW is an integer within the range of values of the PHY characteristics aCWmin and aCW-
max, aCWmin < CW < aCWmax. It is important that designers recognize the need| for
statistical independence among the random number streams among STAS.
aSotTime = The value of the correspondingly named PHY characteristic.

The contention window (CW) parameter shall take an initial value of aCWmin. Every STA shal maintain a
STA short retry count (SSRC) as well as a STA long retry count (SLRC), both of which shall take an initial
value of zero. The SSRC shall be incremented whenever any short retry count associated with any MSDU is
incremented. The SLRC shall be incremented whenever any long retry count associated with any MSDU is
incremented. The CW shall take the next value in the series every time an unsuccessful attempt to transmit an
MPDU causes either STA retry counter to increment, until the CW reaches the value of aCWmax. A retry is
defined as the entire sequence of frames sent, separated by SIFS intervals, in an attempt to deliver an MPDU, as
described in 9.7. Once it reaches aCWmax, the CW shall remain at the value of aCWmax until it is reset. This
improves the stability of the access protocol under high-load conditions. See Figure 50.
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The CW shall be reset to aCWmin after every successful attempt to transmit an MSDU or MMPDU, when
SLRC reaches aLongRetryLimit, or when SSRC reaches dot11ShortRetryLimit. The SSRC shall be reset to
0 whenever a CTS frame is received in response to an RTS frame, whenever an ACK frame is received in
response to an MPDU or MMPDU transmission, or whenever a frame with a group address in the Addressl
field is transmitted. The SLRC shall be reset to 0 whenever an ACK frame is received in response to trans-
mission of an MPDU or MMPDU of length greater than dot11RTSThreshold, or whenever a frame with a
group addressin the Addressl field is transmitted.

The set of CW values shall be sequentially ascending integer powers of 2, minus 1, beginning with a PHY-
specific aCWmin value, and continuing up to and including a PHY-specific aCWmax value.

255 255

CW max

127

63

31

Second Retransmission

FirstRetransmission
Initial Attempt

L L Third Retransmission

Figure 50—An examgple of exponential increase of CW

9.2|5 DCF access procedure

The CSMA/CA access method s the foundation of the DCF. The operational rules vary slightly between the
DCF and the PCF.

9.2|5.1 Basic access

Bagic access refersito the core mechanism a STA uses to determine whether it may transmit.

In eneralra’STA may transmit apending MPDU when itis operati ng under the DCF access method, ei ther

event was caused by detection of a frame that was not received at this STA with a correct MAC FCS value.
If, under these conditions, the medium is determined by the carrier-sense mechanism to be busy when a STA
desires to initiate the initial frame of one of the frame exchanges described in 9.7, exclusive of the CF
period, the random backoff algorithm described in 9.2.5.2 shall be followed. There are conditions, specified
in 9.2.5.2 and 9.2.5.5, where the random backoff algorithm shall be followed even for thefirst attempt to ini-
tiate a frame exchange sequence.

InaSTA having an FH PHY, control of the channel islost at the dwell time boundary and the STA shall have

to contend for the channel after that dwell boundary. It is required that STAs having an FH PHY complete
transmission of the entire MPDU and associated acknowledgment (if required) before the dwell time bound-
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ary. If, when transmitting or retransmitting an MPDU, there is not enough time remaining in the dwell to
alow transmission of the MPDU plus the acknowledgment (if required), the STA shall defer the transmis-
sion by selecting a random backoff time, using the present CW (without advancing to the next value in the
series). The short retry counter and long retry counter for the MSDU are not affected.

The basic access mechanism isillustrated in Figure 51.

Immediate access when medium
is free >= DIFS DIFS

¢ Contention Window
DIFS _ ) PlFs=
) ) — N / r—
Busy Medium > Backoff-Window Next Frame
ol Slottime
Defer Access Select Slot and Decrement Backoff-as long
as meditum is idle

Figure 51—Basic access method

9.2|5.2 Backoff procedure

The backoff procedure shall be invoked for a STA to transfer-a‘frame when finding the medium busy as indi-
cated by either the physical or virtual carrier-sense mechahism (see Figure 52). The backoff procedure ghall
alsa be invoked when atransmitting STA infers afailed transmission as defined in 9.2.5.7 or 9.2.8.

To pegin the backoff procedure, the STA shall set its'Backoff Timer to a random backoff time using the equa-
tior}in 9.2.4. All backoff dots occur following aBIFS period during which the medium is determined to bejidle
for the duration of the DIFS period, or following an EIFS period during which the medium is determined tp be
idlg for the duration of the EIFS period falllowing detection of aframe that was not received correctly.

A STA performing the backoff procedure shall use the carrier-sense mechanism (9.2.1) to determine whether
thefe is activity during each backoff slot. If no medium activity is indicated for the duration of a particlar
backoff dot, then the backoff. procedure shall decrement its backoff time by aSlotTime.

If tihe medium is determined to be busy at any time during a backoff slot, then the backoff procedure is us-
pended; that is, thebackoff timer shall not decrement for that slot. The medium shall be determined t:r be
idig for the duration of a DIFS period or EIFS, as appropriate (see 9.2.3), before the backoff procedure is
allgwed to.resume. Transmission shall commence whenever the Backoff Timer reaches zero.

A Hackeff procedure shall be performed immediately after the end of every transmission with the More Frag-
ments bit set to 0 of an MPDU of type Data, Management, or Control with subtype PS-Pall, even if no addi-
tional transmissions are currently queued. In the case of successful acknowledged transmissions, this backoff
procedure shall begin at the end of the received ACK frame. In the case of unsuccessful transmissions requiring
acknowledgment, this backoff procedure shall begin at the end of the ACK timeout interval. If the transmission
issuccessful, the CW value reverts to aCWmin before the random backoff interval is chosen, and the STA short
retry count and/or STA long retry count are updated as described in 9.2.4. This assures that transmitted frames
from a STA are aways separated by at least one backoff interval.

The effect of this procedure is that when multiple STAs are deferring and go into random backoff, then the
STA selecting the smallest backoff time using the random function will win the contention.
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Figure 52—Backoff procedure

In |BSS, the backoff time for a pending non-beacon or non-ATIM transmission shall not decrement in
od from the target beacon transmission time (TBTT) until the expiration of\the ATIM window, and
koff time for a pending ATIM management frame shall decrement only ‘Wwithin the ATIM window.
use 11.) Within an IBSS, a separate backoff interval shall be generated to precede the transmission
con, as described in 11.1.2.2.

5.3 Recovery procedures and retransmit limits

Dr recovery is always the responsibility of the STA thatyinitiates a frame exchange sequence, as define
Many circumstances may cause an error to occuf, that requires recovery. For example, the CTS fr

smission, due to interference in the channel during the RTS or CTS frame, or because the STA recei
RTS frame has an active virtual carrier-sedse condition (indicating a busy medium time period).

Dr recovery shall be attempted by.retrying transmissions for frame exchange sequences that the initia

't retry count and alongietry count for each MSDU or MMPDU awaiting transmission. These counts
emented and reset ipdependently of each other.

br an RTS frame'is transmitted, the STA shall perform the CTS procedure, as defined in 9.2.5.7. If
5 transmission Tails, the short retry count for the MSDU or MMPDU and the STA short retry count
emented:. Fhis process shall continue until the number of attempts to transmit that MSDU or MMH
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After transmitting aframe that requires acknowledgment, the STA shall perform the ACK procedure, as defined
in 9.2.8. The short retry count for an MSDU or MMPDU and the STA short retry count shall be incremented
every time transmission of a MAC frame of length less than or equal to dot11RTSThreshold fails for that
MSDU or MMPDU. This short retry count and the STA short retry count shall be reset when aMAC frame of
length less than or equal to dot11RTSThreshold succeeds for that MSDU or MMPDU. Thelong retry count for
an MSDU or MMPDU and the STA long retry count shall be incremented every time transmission of a MAC
frame of length greater than dot11RTSThreshold fails for that MSDU or MMPDU. This long retry count and
the STA long retry count shall be reset when aMAC frame of length greater than dot11RT SThreshold succeeds
for that MSDU or MMPDU. All retransmission attempts for an MSDU or MMPDU that has failed the ACK
procedure one or more times shall be made with the Retry field set to 1 in the Data or Management type frame.
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Retries for failed transmission attempts shall continue until the short retry count for the MSDU or MMPDU is
equal to dotllShortRetryLimit or until the long retry count for the MSDU or MMPDU is equa to
aLongRetryLimit. When either of these limits is reached, retry attempts shall cease, and the MSDU or
MMPDU shall be discarded.

A STA in power-save mode, in an ESS, initiates a frame exchange sequence by transmitting a PS-Poll frame to
request data from an AP. In the event that neither an ACK frame nor a data frame is received from the AP in
response to a PS-Poll frame, then the STA shall retry the sequence, by transmitting another PS-Poll frame, at its
convenience. If the AP sends a data frame in response to a PS-Poll frame, but fails to receive the ACK frame
acknowledgmg this dataframe the next PSPoII frame from the same ST A may cause a retransrmsson of the

ing mechanlsm If theAP responds to a PS-Pall by transmitting anACK frame, then responsi b|||ty forthe gdata
frarne delivery error recovery shifts to the AP because the data is transferred in a subsequent frameée.exchange
segience, which isinitiated by the AP. The AP shall attempt to deliver one MSDU to the STA that transmitted
the|PS-Poall, using any frame exchange sequence valid for a directed MSDU. If the power save STA that trans-
mitfed the PS-Poll returns to Doze state after transmitting the ACK frame in response to-successful receijt of
thigMSDU, but the AP fails to receive this ACK frame, the AP will retry transmission©f;this MSDU until| the
relgvant retry limit is reached. See Clause 11 for details on filtering of extra PS-Pollframes.

9.2]5.4 Setting and resetting the NAV

STAs receiving avalid frame shall update their NAV with the information received in the Duration/ID figld,
but{only when the new NAV value is greater than the current NAV value and only when the frame is|not
addressed to the receiving STA. Various additional conditionsimay set or reset the NAV, as described in
9.3]2.2. When the NAV isreset, a PHY-CCARESET.request,shall be issued.

Figpre 53 indicates the NAV for STAs that may receiveithe RTS frame, while other STAs may only recgive
the|CTS frame, resulting in the lower NAV bar as shigwn (with the exception of the STA to which the IRTS
wag addressed).

DIFS
Source RTS Data
SIFS SIFS SIFS
Destination CTS ACK
DIFS
Other NAV (RTS) Contention Window
| NAV (CTS)
Defer Access Backoff After Defer

Figure 53—RTS/CTS/data/ACK and NAV setting

A STA that used information from an RTS frame as the most recent basisto update its NAV setting is permit-
ted to reset its NAV if no PHY-RXSTART.indication is detected from the PHY during a period with a dura-
tion of (2 x aSIFSTime) + (CTS Time) + (2 x aSlotTime) starting at the PHY-RXEND.indication
corresponding to the detection of the RTS frame. The “CTS_Time" shall be calculated using the length of
the CTS frame and the data rate at which the RTS frame used for the most recent NAV update was received.
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9.2.5.5 Control of the channel

The SIFS is used to provide an efficient MSDU delivery mechanism. Once the STA has contended for the
channel, that STA shall continue to send fragments until either al fragments of asingle MSDU or MMPDU
have been sent, an acknowledgment is not received, or the STA is restricted from sending any additional
fragments due to a dwell time boundary. Should the sending of the fragments be interrupted due to one of
these reasons, when the next opportunity for transmission occurs the STA shall resume transmission. The
algorithm by which the STA decides which of the outstanding MSDUs shall next be attempted after an
unsuccessful transmission attempt is beyond the scope of this standard, but any such algorithm shall comply
with the restrictions listed in 9.8.

Figpre 54 illustrates the transmission of a multiple-fragment MSDU using the SIFS.

DIFS
< Fragment Burst R >
) > PIFS,
SIFS SIFS SIFS SIFS SIFS §IFS'
Fragment 0 |<—> <> Fragment 1|« «—» Fragment 2|<—> <—>| Bacﬁoff—WindOW
Squrce
ACK 0 ACK 1 ACK 2
Dgstination

Figure 54—Transmission of a multiple-fragment MSDU using SIFS

When the source STA transmits afragment, it shall réfease the channel, then immediately monitor the clyan-
nel [for an acknowledgment as described in 9.2.8,

When the destination STA has finished sending the acknowledgment, the SIFS following the acknowledg-
meint shall be reserved for the source STA to continue (if necessary) with another fragment. The STA sgnd-
ing|the acknowledgment shall not transmit on the channel immediately following the acknowledgment.

—

The process of sending multiple fragments after contending for the channel is defined as a fragment burg

If the source STA regeives an acknowledgment but there is not enough time to transmit the next fragnmpent
and receive an acknowledgment due to an impending dwell boundary, the source STA shall contend for|the
channel at the beginning of the next dwell time.

I the source STA does not receive an acknowledgment frame, it shall attempt to retransmit the failed MPDW or
anotherdigible MPDU, as defined in 9.8, after performing the backoff procedure and the contention procegs.

After a STA contends for the channel to retransmit a fragment of an MSDU, it shall start with the last frag-
ment that was not acknowledged. The destination STA shall receive the fragments in order (since the source
sends them in order, and they are individually acknowledged). It is possible, however, that the destination
STA may receive duplicate fragments. It shall be the responsibility of the receiving STA to detect and dis-
card duplicate fragments.

A STA shall transmit after the SIFS only under the following conditions during a fragment burst:

— The STA hasjust received a fragment that requires acknowledgment.
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— The source STA has received an acknowledgment for a previous fragment, has more fragment(s) for
the same MSDU to transmit, and there is enough time before the next dwell boundary to send the
next fragment and receive its acknowledgment.

The following rules shall also apply:

— When a STA has transmitted a frame other than an initial or intermediate fragment, that STA shall
not transmit on the channel following the acknowledgment for that frame, without performing the
backoff procedure.

and the ST A has asubsequent MSDU to transm|t then that ST A shall perform a backoff proced re.
—+  Only unacknowledged fragments shall be retransmitted.

9.2|5.6 RTS/CTS usage with fragmentation

The following is a description of using RTS/CTS for a fragmented MSDU or MIMPDU. The RTS/CTS
frames define the duration of the following frame and acknowledgment. The Duration/ID field in the ¢lata
and acknowledgment (ACK) frames specifies the total duration of the next fragment and acknowledgment.
Thigisillustrated in Figure 55.

_DIF
. Lad
‘PIF§
SIE [T T
[ NAV (RTS) NAV (Fragment0) <[}~ NAV (Fragment 1) Backoff-Windoy
Ofper NAV (CTS) NAV (ACK0) NAV (ACK 1)
RTS|SIFS| SIFS SIFS SIFS| SIFS, SIFS SIFS
Fragment 0 Fragment 1 Fragment 2
Sg¢urce
CTS ACK 0 ACK 1 ACK 3

O

bstinafion

Figure 55—RTS/CTS with fragmented MSDU

Eagh frame contains information that,defines the duration of the next transmission. The duration information
from RTS frames shall be usedto-update the NAV to indicate busy until the end of ACK 0. The durgion
infgrmation from the CTS,frame shall also be used to update the NAV to indicate busy until the end of
ACK 0. Both Fragment Osand ACK 0 shall contain duration information to update the NAV to indicate Qusy
until the end of ACK 4.\This shall be done by using the Duration/ID field in the Data and ACK frames. This
shall continue untilthedast fragment, which shall have a duration of one ACK time plus one SIFS time, [and
itsACK, whichshalt have its Duration/ID field set to zero. Each fragment and ACK actsasavirtual RTS|and

T5; therefare\no further RTS/CTS frames need to be generated after the RTS/CTS that began the frame
exchange seguence even though subsequent fragments may be larger than dot11RTSThreshold. At SJTAs
using a freguency-hopping PHY, when there is insufficient time before the next dwell boundary to trangmit
the|stibséquent fragment, the STA initiating the frame exchange sequence may set the Duration/ID fielfd in
the last data or management frame to be transmitted before the dwell boundary to the duration of one ACK
time plus one SIFS time.

In the case where an acknowledgment is sent but not received by the source STA, STAs that heard the frag-
ment, or ACK, will mark the channel busy for the next frame exchange due to the NAV having been updated
from these frames. Thisisthe worst-case situation, and it is shown in Figure 56. If an acknowledgment is not
sent by the destination STA, STAsthat can only hear the destination STA will not update their NAV and may
attempt to access the channel when their NAV updated from the previoudly received frame reaches zero. All
STAs that hear the source will be free to access the channel after their NAV updated from the transmitted
fragment has expired.
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Figure 56—RTS/CTS with transmitter priority and missed acknowledgment

5.7 CTS procedure

TA that is addressed by an RTS frame shall transmit a CTS frame.after a SIFS period if the NAV

Duration/ID field in the CTS frame shall be the duration field from the received RTS frame, adjust
fraction of aSIFSTime and the number of microseeonds required to transmit a CTS frame at the data
H for the RTS frame to which this CTS frame is@response.

br transmitting an RTS frame, the STAshall wait for a CTSTimeout interval, starting at the P
END.confirm. If a PHY-RXSTART.ipdication does not occur during the CTSTimeout interval, the §

n expiration of the CTSTimeout interval. If a PHY-RXSTART.indication does occur during
RTS frame, corresporiding to this PHY-RXEND.indication, shall be interpreted as successful respo
mitting the frame sequence to continue (see 9.7). The recognition of anything else, including any o
d frame, shall be interpreted as failure of the RTS transmission. In this instance, the STA shall invok

koff procedureat the PHY-RXEND.indication and may process the received frame.

6 Directed MPDU transfer procedure

the

A receiving the RTS frame indicates that the medium is idle if the NAV at the STA receiving the IRTS
cates the medium is not idle, that STA shall not respond\to the RTS frame. The RA field of the CTS
ne shall be the value obtained from the TA field of the RT'S frame to which this CTS frame is a response.

by
rate

HY-
STA

| conclude that the transmission of the RTS has failed, and this STA shall invoke its backoff procedure

the

STimeout interval, the STA shall wait for the corresponding PHY-RXEND.indication to determine
whether the RTS transmission was successful. The recognition of avalid CTS frame sent by the recipier

t of
nse,
ther
b its

pter

bTAshall use an RTS/ICTS exchange for directed frames only when the length of the MPDU is gre

than the length threshold indicated by the dot11RT SThreshold attribute.

The dot11RTSThreshold attribute shall be a managed object within the MAC MIB, and its value may be set
and retrieved by the MAC LME. The value 0 shall be used to indicate that all MPDUs shall be delivered with
the use of RTS/CTS. Values of dot11RTSThreshold larger than the maximum MSDU length shall indicate
that all MPDUs shall be delivered without RTS/CTS exchanges.

When an RTS/CTS exchange is used, the asynchronous data frame shall be transmitted after the end of the
CTSframe and a SIFS period. No regard shall be given to the busy or idle status of the medium when trans-
mitting this data frame.
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When an RTS/CTS exchange is not used, the asynchronous data frame shall be transmitted following the
success of the basic access procedure. With or without the use of the RTS/CTS exchange procedure, the STA
that is the destination of an asynchronous data frame shall follow the ACK procedure.

9.2.7 Broadcast and multicast MPDU transfer procedure

In the absence of a PCF, when broadcast or multicast MPDUSs are transferred from a STA with the ToDS bit
clear, only the basic access procedure shall be used. Regardless of the length of the frame, no RTS/ICTS
exchange shall be used. In addition, no ACK shall be transmitted by any of the recipients of the frame. Any
broadcast or multicast MPDUSs transferred from a STA with a ToDS bit set shall, in addition to conformi ng
to the basic access procedure o exchange, because the
dirgcted to the AP. The broadcast/multicast message shall be distributed into the BSS. The STA originging
themessage shall receive the message as a broadcast/multicast message. Therefore, all STAs shall-filter|out
bropdcast/multicast messages that contain their address as the source address. Broadcast rand multifast
M3DUs shall be propagated throughout the ESS.

Thareis no MAC-leve recovery on broadcast or multicast frames, except for those frames sent with the TODS
bit $et. Asaresult, the reliability of thistraffic is reduced, relative to the reliability of directed traffic, due tq the
inclieased probability of lost frames from interference, collisions, or time-varying.channel properties.
9.218 ACK procedure

ANnACK frame shall be generated as shown in the frame exchange sequences listed in 9.7.

n successful reception of aframe of atype that requiresacknowledgment with the ToDS bit set, anAP
shall generate an ACK frame. An ACK frame shall be transmitted by the destination STA that is not an|AP,
whenever it successfully receives a unicast frame of a type that requires acknowledgment, but not |f it
recgives a broadcast or multicast frame of such type. After a successful reception of a frame requifing
acknowledgment, transmission of the ACK frame shall commence after a SIFS period, without regard tq the

After transmitting an MPDU that requires an ACK frame as aresponse (see 9.7), the STA shall wait for an ACK-
eout interval, starting.at-the PHY-TXEND.confirm. If a PHY-RXSTART.indication does not occur dufing
the ACK Timeout intepval,-the STA concludes that the transmission of the MPDU has failed, and this STA ghll
invoke its backoff procedure upon expiration of the ACKTimeout interval. If a PHY-RXSTART.indication gloes
r during the: ACK Timeout interval, the STA shall wait for the corresponding PHY-RXEND.indicatiop to
det¢rmine whether the MPDU transmission was successful. The recognition of avaid ACK frame sent by| the
recipient of-the MPDU requiring acknowledgment, corresponding to this PHY-RXEND.indication, sha| be
intgrpretedas successful acknowledgment, permitting the frame sequence to continue, or to end without retfies,
as gppropriate for the particular frame sequence in progress. The recognition of anything else, including [any
other vaid frame, shall be interpreted asfailure of the MPDU transmission. In thisinstance, the STA shall invoke
its backoff procedure at the PHY-RXEND.indication and may process the received frame. The sole exception is
that recognition of avalid data frame sent by the recipient of a PS-Poll frame shall aso be accepted as successful
acknowledgment of the PS-Pall frame.

9.2.9 Duplicate detection and recovery

Since MAC-level acknowledgments and retransmissions are incorporated into the protocol, there is the pos-
sibility that a frame may be received more than once. Such duplicate frames shall be filtered out within the
destination MAC.
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::'Ficar[e frame filtering is facilitated through the inclusion of a Sequence Control field (consisting
seq

ence number and fragment number) within data and.management frames. MPDUs that are part of
e adifferent sequence number.

sequence number is generated by the transmitting STA as an incrementing sequence of integers.
receiving STA shall keep a cache.dPrecently received <Address 2, sequence-number, fragment-n
> tuples. A receiving STA is required to keep only the most recent cache entry per Address 2-sequ
nber pair, storing only the most.recently received fragment number for that pair. A receiving STA

t tuples obtained from broadecast/multicast or ATIM frames from the cache.

estination STA shall(rgect as a duplicate frame any frame that has the Retry bit set in the Frame Col
| and that matches.an <Address 2, sequence-number, and fragment-number> tuple of an entry in the ca

re is a small, possibility that a frame may be improperly rejected due to such a match; however,

destination STA shall perform the ACK procedure on all successfully received frames requi

Df a
the

e MSDU shall have the same sequence number, and’different MSDUs shall (with a high probability)

trol
the.

this

prrencewodld be rare and simply resultsin alost frame (similar to an FCS error in other LAN protocdls).

fing

ack

9.2

nowledgment, even It the frame Is discarded due to duplicate filtering.

.10 DCF timing relations

The relationships between the IFS specifications are defined as time gaps on the medium. The associated
attributes are provided by the specific PHY. (See Figure 58.)

All timings that are referenced from the end of the transmission are referenced from the end of the last sym-
bol of aframe on the medium. The beginning of transmission refers to the first symbol of the next frame on

the

medium.
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Rx/Tx = aRXTXTurnaroundTime (begins with a PHYTXSTART.request)
M1 = M2 = aMACPrcDelay

CCAdel =aCCATime-

D1

Figure 58—DCF timing relationships

~STime and aSlotTime are fixed per PHY.

SIFSTimeis:

SlotTimeis:

+ aM ACProcessingDel ay:

aCCATime + aRxTxTurnaroundTime + aAirPropagationTime

PIFS and DIFS are derived by the following equations, asillustrated in Figure 58.

IFS = aSIFSTime + aSlotTimé

IFS = aSIFSTime +2\% aSlotTime

EIFS is derived ffom the SIFS and the DIFS and the length of time it takes to transmit an ACK Cor]

he at 1 Mbit/sby the following equation:

IFSE aSIFSTime + (8 x ACKSize) + aPreamblelL ength + aPL CPHeaderL ngth+ DIFS

aRxRFDelay + aRxPLCPDelay +:aMACProcessingDelay + aRxTxTurnaroundTime

where

ACKSizeisthelength, in bytes, of an ACK frame; and

trol

(8 x ACK Size)+ aPreamblelength + aPL CPHeaderL ngth is expressed in microseconds required to trans-

mit at the PHY s lowest mandatory rate.

Figure 58 illustrates the rel ation between the SIFS, PIFS, and DIFS as they are measured on the medium and
the different MAC dlot boundaries TxSIFS, TxPIFS, and TXDIFS. These slot boundaries define when the
transmitter shall be turned on by the MAC to meet the different IFS timings on the medium, after subsequent
detection of the CCA result of the previous slot time.
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The following eguations define the MAC Slot Boundaries, using attributes provided by the PHY, which

are

such that they compensate for implementation timing variations. The starting reference of these slot bound-

ariesis again the end of the last symbol of the previous frame on the medium.
TXSIFS = SIFS — aRxTxTurnaroundTime
TXPIFS = TxSIFS + aSlotTime

TxDIFS = TxSIFS + 2 x aSlotTime.

The tolerances are specified in the PLME SAP Interface Specification (10.4), and shall only apply-to
SIHS specification, so that tolerances shall not accumulate.

9.3 PCF

The PCF provides contention-free frame transfer. The PC shall reside in the AP. It is:an option for an A
be gble to become the PC. All STAsinherently obey the medium access rules of the PCF, because theser
arelbased on the DCF, and they set their NAV at the beginning of each CFP. Ttie’‘operating characteristig
the|PCF are such that all STAs are able to operate properly in the presence of)a BSS in which a PC is opd
ing] and, if associated with a point-coordinated BSS, are able to receive.all frames sent under PCF contrg
is 8so0 an option for a STA to be able to respond to a contention-free\poll (CF-Poall) received from a P(

the

P to
Il es
S of
rat-
I It
C. A

STA that is able to respond to CF-Pallsis referred to as being CE-Pallable, and may request to be polled by

an active PC. CF-Pollable STAs and the PC do not use RTS/CT S in the CFP. When polled by the PC, a

CF-

Pol|able STA may transmit only one MPDU, which can be t6 any destination (not just to the PC), and fnay

“piggyback” the acknowledgment of a frame received from the PC using particular data frame subtypes
thigtransmission. If the dataframeis not in turn acknewledged, the CF-Pollable STA shall not retransmit
frame unlessit is polled again by the PC, or it decides to retransmit during the CP. If the addressed recip
of a CF transmission is not CF-Pollable, that STA acknowledges the transmission using the DCF acknd
edgment rules, and the PC retains control ;0f the medium. A PC may use contention-free frame tran
sol¢ly for delivery of framesto STAs, and niever to poll non-CF-Pollable STAs.

A RC may perform a backoff on.refransmission of an unacknowledged frame during the CFP. A PC th
mai[ntaining a polling list may retry the unacknowledged frame the next time the particular AID is at the
of the polling list.

A RC may retransmit(an unacknowledged frame during the CFP after a PIFS time.

When more thanone point-coordinated BSSis operating on the same PHY channel in overlapping space,

for
the
ent
W -
Sfer

ot is
top

the

potential existsfor collisions between PCF transfer activities by the independent PCs. The rules under which

47,

multiple; overlapping point-coordinated BSSs may coexist are presented in 9.3.3.2. As shown in Figure
the|PCF is built on top of the CSMA/CA-based DCF, by utilizing the access priority provisions provideq
thi S-seheme—A+ractive-PE—shatbetocated-at—anAPwhiehrest operatron-to—Hifrastrde
works. PCF is activated at a PC-capable AP by setting the CFPMaxDuration parameter in the CF Par
Set of the MLMEStart.request to a non-zero value.

a a a ke d D ata- D
OCarCC—ar—i 5t

| by
at-
eter

Data frames sent during under the DCF shall use the data subtypes Data or Null Function. Data frames sent

by, or in response to polling by, the PC during the CFP shall use the appropriate data subtypes based u
the following usage rules:

pon

— Datat+CF-Poll, Datat+CF-Ack+CF-Poll, CF-Poll, and CF-Ack+CF-Poll shall only be sent by a PC.
— Data, Datat+CF-Ack, Null Function, and CF-Ack may be sent by a PC or by any CF-Pollable STA.
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STAs receiving Data type frames shall only consider the frame body as the basis of a possible indication to
LLC, if the frame is of subtype Data, Data+CF-Ack, Datat+CF-Poll, or Data+CF-Ack+CF-Poll. CF-Pollable
STAs shdll interpret all subtype bits of received Data type frames for CF purposes, but shall only inspect the
frame body if the frameis of subtype Data, Datat+CF-Ack, Data+CF-Poll, or Datat+CF-Ack+CF-Poll.

9.3.1 CFP structure and timing

The PCF controls frame transfers during a CFP. The CFP shall alternate with a CP, when the DCF controls
frametransfers, as shown in Figure 59. Each CFP shall begin with a Beacon frame that containsaDTIM ele-
ment (hereafter referred to asa“DTIM”). The CFPs shall occur at a defined repetition rate, which shall be
synchronized with the beacon interval as specified in the following paragraphs.

The PC generates CFP$ at the contention-free repetition rate (CFPRate), which is defined as asnumbar of
DT|M intervals. The PQ-shalll determine the CFPRate (depicted as a repetition interval in the ilustratiorjsin
Fighre 59 and Figure 60) to use from the CFPRate parameter in the CF Parameter Set. Thiswalue, in units of
DT|M intervals, shall be communicated to other STAs in the BSS in the CFPPeriod figldyof the CF Parame-
ter Bet element of Beacon frames. The CF Parameter Set element shall only be present-in Beacon and Priobe
Regponse frames transmitted by STAs containing an active PC.

Delay|(due to a busy medium)

CEP Fepetition interval > f Eoreshortened CFP
Contention-Free Period  Contention Period CF Period Contention Period
DCF Busy DCF
E| PCF Mediim B PCF
|

Variable Length
(per SuperFrame)

Figure 59—CFP/CP alternation

B = Beacon Frame

CFP_Dur_Remaining |« > - -———-
value in beacon ’4—>
| CFP | CP CFP |
Beacons I ! ! ! ! ! ! |
DTIM DTIM DTIM
CFP Repetition Interval « >

Figure 60—Beacons and CFPs

The length of the CFP is controlled by the PC, with maximum duration specified by the value of the CFP-
MaxDuration Parameter in the CF Parameter Set at the PC. Neither the maximum duration nor the actual
duration (signaled by transmission of a Control frame of subtype CF-End or CF-End+ACK by the PC) is
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constrained to be a multiple of the beacon interval. If the CFP duration is greater than the beacon interval,
the PC shall transmit beacons at the appropriate times during the CFP (subject to delay due to traffic at the
nominal times, as with all beacons). The CF Parameter Set element in all beacons at the start of, or within, a
CFP shall contain a nonzero value in the CFPDurRemaining field. This value, in units of TU, shall specify
the maximum time from the transmission of this beacon to the end of this CFP. The value of the CFPDurRe-
maining field shall be zero in beacons sent during the CP. An example of these relationshipsisillustrated in
Figure 60, which shows a case where the CFP is two DTIM intervals, the DTIM interval is three beacon
intervals, and the aCFPMaxDuration value is approximately 2.5 beacon intervals.

The PC may terminate any CFP at or before the aCFPMaxDuration, based on available traffic and size of the
pol[Ig Tist. Because the transmission of any beacon may be delayed due to a medium busy condition. aj the
nominal beacon transmission time, a CFP may be foreshortened by the amount of the delay. In the case pf a
busgy medium due to DCF traffic, the beacon shall be delayed for the time required to complete.the curfent
DCF frame exchange. In cases where the beacon transmission is delayed, the CFPDurRemaining valug in
the[beacon at the beginning of the CFP shall specify atime that causes the CFP to end no later than TBTT
plus the value of aCFPMaxDuration. Thisisillustrated in Figure 61.

Target Beacon Transmission Time

14— aCF MaxDuration P>

/—Beacon Frame

DFC Traffic D Nominal CF repetition W\/al Contention Period

(foreshortened)
Max RTS +CTS+ Contention-Free\Period

MPDU + ACK time

lki—

Figure 61—Example of delayed beacon and foreshortened CFP

9.312 PCF access procedure

The contention-free transfer protocel’is based on a polling scheme controlled by a PC operating at the AP of
the[BSS. The PC gains contral of 'the medium at the beginning of the CFP and attempts to maintain corjtrol
for the entire CFP by waiting.a'shorter time between transmissions than the STAs using the DCF access pro-
cedure. All STAsintheBSS (other than the PC) set their NAV s to the CFPM axDuration value at the nomjnal
start time of each CER This prevents most contention by preventing non-polled transmissions by S[As
whether or not they\are CF-Pollable. Acknowledgment of frames sent during the CFP may be accomplighed
using Datat+CE-ACK, CF-ACK, Data+CF-ACK+CF-Poll (only on frames transmitted by the PC), or CF-
ACK+CF-Pall-(only on frames transmitted by the PC) framesin cases where a Data (or Null) frame immpdi-
ately follows the frame being acknowledged, thereby avoiding the overhead of separate ACK Corjtrol
frames/INon-CF-Pollable or unpolled CF-Pollable STAs acknowledge frames during the CFP using the DCF

ACI\ |JI ubcdw C.

9.3.2.1 Fundamental access

At the nominal beginning of each CFP, the PC shall sense the medium. When the medium is determined to
beidle for one PIFS period, the PC shall transmit a Beacon frame containing the CF Parameter Set element
and aDTIM element.

After the initial beacon frame, the PC shall wait for at least one SIFS period, and then transmit one of the
following: a data frame, a CF-Poll frame, a Data+CF-Poll frame, or a CF-End frame. If the CFPisnull, i.e.,
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there is no traffic buffered and no polls to send at the PC, a CF-End frame shall be transmitted immediately
after the initial beacon.

STAsreceiving directed, error-free frames from the PC are expected to respond after a SIFS period, in accor-
dance with the transfer procedures defined in 9.3.3. If the recipient STA is not CF-Pollable, the response to
receipt of an error-free data frame shall always be an ACK frame.

9.3.2.2 NAV operation during the CFP

The-echanism-for-handtngthe NAY-during-the CFR o-facHita operation-of-overap
CFP coordinated infrastructure BSSs. The mechanism by which infrastructure BSSs coordinate their-CFPs
is beyond the scope of this standard.

Eagh STA, except the STA with the PC, shall preset its NAV to the CFPMaxDuration value'(obtained ffom
the|CF Parameter Set element in beacons from this PC) at each target beacon transmissienitime (TBTT) (see
Clause 11) at which a CFP is scheduled to start (based on the CFPPeriod field in‘the' CF Parameter | Set
element of the Beacon frames from this PC). Each non-PC STA shall update its NAVusing the CFPDurRe-
maijning value in any error-free CF Parameter Set element of the Beacon frame'that the STA receives. This
includes CFPDurRemaining values in CF Parameter Set elements from Beacon frames received from ofher
(overlapping) BSSs.

These actions prevent STAs from taking control of the medium during the CFP, which is especially impor-
tan{ in cases where the CFP spans multiple medium-occupancyintervals, such as dwell periods of an|FH
PHY. This setting of the NAV also reduces the risk of hiddef)/STAs determining the medium to beidle fpr a
DIRS period during the CFP and possibly corrupting a transmission in progress.

A STA joining a BSS operating with a PC shall usethe information in the CFPDurRemaining element of| the
CF|parameter set of any received Beacon or Probe Response frames to update its NAV prior to initiatingfany
trarysmissions.

The PC shall transmit a CF-End or CF-End+ACK frame at the end of each CFP. A STA that receives either
of these frames, from any BSS, shall reset its NAV.

9.3]3 PCF transfer procedure

Frame transfers under_the PCF typically consist of frames alternately sent from the AP/PC and sent tof the
AP|PC. During the'CFP, the ordering of these transmissions, and the STA allowed to transmit frames tg the
PClat any givenqgoint in time, shall be controlled by the PC. Figure 62 depicts a frame transfer during atyp-
icall CFP. Therules under which this frame transfer takes place are detailed in the following subclauses.

In 4 STA having an FH PHY, control of the channel is lost at a dwell time boundary. It is required that| the
current MPDU transmission and the accompanying acknowledgment of the MPDU be transmitted before the
dwell time boundary. After having been polled by the PC, if there is not enough time remaining in the dwell
to allow transmission of the MPDU plus the acknowledgment, the STA shall defer the transmission of the
MPDU and shall transmit a Null frame or CF-ACK frame. The short retry counter and long retry counter for
the MSDU shall not be affected.

MaxMPDUTime isthe time to transmit the maximum-sized MAC frame, expanded by WEP, plus the time to
transmit the PHY preamble, header, trailer, and expansion bits, if any. In a STA having an FH PHY, the PC
shall not transmit a CF-Poll to a STA if there isinsufficient time remaining before the dwell boundary for the
STA to respond with a Null frame or CF-ACK frame.
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Figure 62—Example of PCF frame transfer
9.313.1 PCF transfers when the PCF STA is transmitter or recipient

The
ing
rec
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pref
ST/

PC shall transmit frames between the Beacon that starts the CFP and the CF-End using the SIFS ex
ases where a transmission by another STA is expected by the PC and-a-SIFS period elapses without] the
bi pt of the expected transmission. In such cases the PC may send its héxt pending transmission as soo

PIFS after the end of its last transmission. This permits the PC_to retain control of the medium in
bence of an overlapping BSS. The PC may transmit any ef.the following frame types to CF-Poall
\S:

Data, used to send data from the PC when the adldressed recipient is not being polled and there i
previous frame to acknowledge;

Data+CF-ACK, used to send data from the PC when the addressed recipient is not being polled
the PC needs to acknowledge the recéipt of aframe received from a CF-Pollable STA a SIFS pef
before starting this transmission;

Data+CF-Pall, used to send datafrom the PC when the addressed recipient is the next STA to be
mitted to transmit during.this CFP and there is no previous frame to acknowledge;

Datat+CF-ACK+CF-Poll}-tised to send data from the PC when the addressed recipient is the next §
to be permitted to.tfansmit during this CFP and the PC needs to acknowledge the receipt of afr
received from & CF-Pollable STA a SIFS period before starting this transmission;

CF-Pall, used' when the PC is not sending data to the addressed recipient, but the addressed recip
is the next"STA to be permitted to transmit during this CFP and there is no previous fram
acknow/edge;

CFACK+CF-Pall, used when the PC is not sending data to the addressed recipient but the addrej
recipient isthe next STA to be permitted to transmit during this CFP and the PC needs to acknowle

bept
nas
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and
fiod

bTA
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the recel pt of aframefrom a CE-Pollable STA_a SLES pnrinrl before starti ng this trnncmiecinn;

CF-ACK, used when the PC is not sending data to, or polling, the addressed recipient, but the
needs to acknowledge receipt of aframe from a CF-Pollable STA a SIFS period before starting

PC
this

transmission (useful when the next transmission by the PC is a management frame, such as a bea-

con); or

Any management frame that is appropriate for the AP to send under the rules for that frame type.

The PC may transmit data or management frames to non-CF-Pollable, non-power-save STAs during the
CFP. These STAs shall acknowledge receipt with ACK frames after a SIFS, as with the DCF. The PC may
also transmit broadcast or multicast frames during the CFP. Because the Beacon frame that initiates the CFP
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contains a DTIM element, if there are associated STAS using power-save mode, the broadcasts and multi-
casts buffered shall be sent immediately after any beacon containing aTIM element withaDTIM count field
with avalue of 0.

A CF-Pollable STA that receives a directed data frame of any subtype that includes CF-Poll may transmit
one data frame a SIFS period after receiving the CF-Poll. CF-Pollable STAs shall ignore, but not reset, their
NAV when performing transmissions in response to a CF-Poll.

Non-CF-Pollable STAs that receive a directed frame during the CFP shall transmit an ACK, but shall not
reset their NAV.

For| frames that require MAC-level acknowledgment, CF-Pollable STAs that received a CF-Poll~(eb fany
typg) may perform this acknowledgment using the Data+CF-ACK subtype in the response to the/CF-Roll.
For|example, the U1 frame in Figure 62 contains the acknowledgment to the preceding D1 frame. Thg D2
frame contains the acknowledgment to the preceding U1 frame. The PC may use the CF-ACK subtypes to
ackhowledge a received frame even if the data frame sent with the CF-ACK subtypeis addressed to a difffer-
ent|STA than the one being acknowledged. CF-Pollable STAs that are expecting an@eckhowledgment dhall
intgrpret the subtype of the frame (if any) sent by the PC a SIFS period after that STA's transmission tg the
PC] If aframe that requires MAC-level acknowledgment is received by a non-€F-Pollable STA, that $TA
shall not interpret the CF-Poll indication (if any), and shall acknowledge theframe by sending an ACK Con-
trol|frame after a SIFS period.

The lengths of the frames may be variable, only bounded by the frame and/or fragment length limitations|that
apply for the BSS. If a CF-Pollable STA does not respond to a CE=Roll (of any type) within the SIFS periodifol-
lowing a transmission from the PC, or a non-CF-Pollable STA 'does not return the ACK frame within a §IFS
period following atransmission from the PC that requires.acknowledgment, then the PC shall resume control
and may transmit its next frame after a PIFS period from.the'end of the PC's last transmission.

A CF-Pollable STA shall aways respond to a Ck=Poll directed to its MAC address and received without
errgr. If the STA has no frame to send when pafed, the response shall be a Null frame. If the STA has no
fjxe to send when polled, but an acknowledgment is required for the frame that conveyed the CF-Poll [ the
response shall be a CF-ACK (no data) frame. The null response is required to permit a“ no-traffic” situation
to e distinguished from a collision between overlapping PCs.

The CFP shall end when the CFPDurRemaining time has elapsed since the Beacon frame originating|the
CFIP or when the PC has ng_further frames to transmit nor STAs to poll. In either case, the end of the CFP
sha|l be signaled by the-transmission of a CF-End by the PC. If there is a received frame that requires
ackphowledgment at the time the CF-End is to be transmitted, the PC shall transmit a CF-End+ACK frame
instead. All STAs of .the BSS receiving a CF-End or CF-End+ACK shall reset their NAVs so they fnay
attgmpt to transmit-during the CP.

9.313.2 Operation with overlapping point-coordinated BSSs

Beqause the PCF operates without the CSMA/CA contention window randomization and backoff offthe
DCEF, thereisarisk of repeated collisions if multiple, overlapping, point-coordinated BSSs are operating on
the same PHY channel, and their CFP Rates and beacon intervals are approximately equal. To minimize the
risk of significant frameloss due to CF callisions, the PC shall use a DIFS plus arandom backoff delay (with
CW in the range of 1 to aCWmin) to start a CFP when the initial beacon is delayed because of deferral due
to abusy medium. The PC may optionally use this backoff during the CFP prior to retransmitting an unac-
knowledged, directed data or management frame.

To further reduce the susceptibility to inter-PC collisions, the PC shall require that the medium be deter-
mined as being idle for a DIFS period plus a random (over arange of 1 to aCWmin) number of slot times
once every aMediumOccupancyLimit TU during the CFP. This results in loss of control of the medium to
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overlapping BSS or hidden STA traffic, because the STAs in this BSS are prevented from transmitting by
their NAV setting to CFPMaxDuration or CFPDurRemaining. For operation of the PCF in conjunction with
an FH PHY, aMediumOccupancyLimit shall be set equal to the dwell time. For operation in conjunction
with other PHY types, aMediumOccupancyLimit may be set equal to CFPMaxDuration, unless extra protec-
tion against PCF collisionsis desired. The aMediumOccupancyLimit is also useful for compliancein regula-
tory domains that impose limits on continuous transmission time by a single STA as part of a spectrum
etiquette.

9.3.3.3 CFPMaxDuration limit

The minimum value for CFPMaxDuration is two times MaxMPDUTime plus the time required to send the
initjal Beacon frame and the CF-End frame of the CFP. This may allow sufficient time for the AP to sendfone
data frame to a STA, while polling that STA, and for the polled STA to respond with one data frame.

Tha maximum value for CFPMaxDuration is the duration of (BeaconPeriod x DTIMPeriod x CFPRate) m{nus
[MﬁM PDUTime plus (2 x aSIFSTime) plus (2 x aSlotTime) plus (8 x ACK Size)]»expressed in microseconds,
when operating with a contention window of aCWmin. MaxMPDUTime is the time to transmit the maximum-
sizad MAC frame, expanded by WER, plusthe time to transmit the PHY preamble, header, trailer, and expansion
bitg if any. Thisalows sufficient time to send at |east one data frame during-the CP.

9.313.4 Contention-Free usage rules

A RBC may send broadcast or multicast frames, and directed data or management frames to any active JTA,
as \ell as to CF-Pollable power save STAs. During the.CFP, CF-Pollable STAs shall acknowledge after a
SIHS period, the receipt of each Data+CF-Poll framefer Datat+CF-ACK+CF-Poll frame using Data+CF-AAck
or CF-Ack (no data) frames, the receipt of each*CF_Poll (no data) using Data or Null (no data), and|the
recgipt of all other data and management frames using ACK Control frames. Non-CF-Pollable STAs ghall
acknowledge receipt of data and managementframes using ACK Control frames sent after a SIFS perjod.
Thik non-CF-Pollable operation is the same as that already employed by such STAs for DCF operation.

When polled by the PCF (Datat+CF:Poll, Data+CF-ACK+CF-Poll, CF-Poll, or CF-ACK+CF-Poall) a CF-
Pol|able STA may send one data frame to any destination. Such a frame directed to or through the PC $TA
shall be acknowledged by the PC, using the CF-ACK indication (Datat+CF-ACK, Data+CF-ACK+CF-Roll,
CHACK, CF-ACK+CFE-Palt, or CF-End+ACK) sent after a SIFS. Such a frame directed to a non-CF-Pol-
lablle STA shall be agcknewledged using an ACK Control frame sent after a SIFS period. A polled CF-Pol-
lablle STA with neither a data frame nor an acknowledgment to send shall respond by transmitting a Null
frame after a SIESperiod. A polled CF-Pollable STA with insufficient time before the end of the CFP or fur-
rent medium(occupancy limit, to send its queued MPDU and receive an acknowledgment, shall respond by
tranpsmitting-a Null frame, or a CF-ACK frame if polled using Data+CF-Poll or Data+CF-ACK+CF-Roll,
aftar a’'SNES period. The CF-Pollable STA may set the More Data bit in its response to permit the PC to dis-
tinguish’between an empty STA gueue and a response due to insufficient time to transfer an MPDU.

The PC shall not issue frames with a subtype that includes CF-Palls if insufficient time remains in the cur-
rent CFP to permit the polled STA to transmit a data frame containing a minimum length MPDU.

9.3.4 Contention-Free polling list
If the PC supports use of the CFP for inbound frame transfer aswell asfor frame delivery, the PC shall main-
tain a“polling list” for use in selecting STAs that are eligible to receive CF-Polls during CFPs. The polling

list functional characteristics are defined below. If the PC supports the use of the CFP solely for frame deliv-
ery, the PC does not require a polling list, and shall never generate data frames with a subtype that includes
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CF-Pall. The form of contention-free support provided by the PC isidentified in the Capability Information
field of Beacon, Association Response, Reassociation Response, and Probe Response management frames,
which are sent from APs. Any such frames sent by STAs, asin noninfrastructure networks, shall aways have
these bits set to zero.

The polling list is used to force the polling of CF-Pollable STAS, whether or not the PC has pending traffic to
transmit to those STAs. The polling list may be used to control the use of Data+CF-Poll and Data+CF-
ACK+CF-Poll types for transmission of data frames being sent to CF-Pollable STAs by the PC. The polling
listisalogical construct, which is not exposed outside of the PC. A minimum set of polling list maintenance
technlques are requwed to ensure mteroperablllty of arbltrary CF- PoIIabIe ST Asi in BSSs controlled by arbi-

are outside the scope of this standard
9.3]4.1 Polling list processing

The PC shall send a CF-Poll to at least one STA during each CFP when there are entriesin the polling Jist.
Duting each CFP, the PC shall issue polls to a subset of the STAs on the polling listifn-order by ascending
Al value.

WhHle time remainsin the CFP, al CF frames have been delivered, and all STAs'on the polling list have heen
polled, the PC may generate one or more CF-Polls to any STAs on the pelling list. While time remainsirthe
CFP, al CF frames have been delievred, and all STAs on the pollingdist.have been polled, the PC may gend
datq or management frames to any STAS.

In grder to gain maximum efficiency from the CFPR, and the‘ability to piggyback acknowledgments on guc-
cespor data frames in the opposite direction, the PC should generally use Datat+CF-Poll and Data+CF-
ACK+CF-Poll types for each data frame transmitted while sufficient time for the potential response tolthe
CF{Poll remainsin the CFP.

9.314.2 Polling list update procedure

CF-
lest

eld
, that
eld

itfing
initi-
. If

act|V|ty by that ST A.

9.4 Fragmentation

The MAC may fragment and reassembl e directed MSDUs or MMPDUSs. The fragmentation and defragmen-
tation mechanisms allow for fragment retransmission.

The length of a fragment MPDU shall be an equal number of octets for all fragments except the last, which
may be smaller. The length of a fragment MPDU shall always be an even number of octets, except for the
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last fragment of an MSDU or MMPDU, which may be either an even or an odd number of octets. The length
of afragment shall never be larger than aFragmentationThreshold unless WEP is invoked for the MPDU. If
WEP is active for the MPDU, then the MPDU shall be expanded by 1V and ICV (see 8.2.5); this may result
in afragment larger than aFragmentationThreshold.

When datais to be transmitted, the number of octets in the fragment (before WEP processing) shall be deter-
mined by aFragmentationThreshold and the number of octetsin the MPDU that have yet to be assigned to a
fragment at the instant the fragment is constructed for the first time. Once a fragment is transmitted for the
first time, its frame body content and length shall be fixed until it is successfully delivered to the immediate
receiving STA. A STA shall be capable of receiving fragments of arbitrary length.

If alfragment requires retransmission, its frame body content and length shall remain fixed for the ifetjme of
the]MSDU or MMPDU at that STA. After a fragment is transmitted once, contents and length of that ffag-
ment are not allowed to fluctuate to accommodate the dwell time boundaries. Each fragment shall contgin a
Seduence Control field, which is comprised of a sequence number and fragment number, When a STA is
transmitting an MSDU or MMPDU, the sequence number shall remain the same for @\ ‘fragments of that
MSDU or MMPDU. The fragments shall be sent in order of lowest fragment number to highest fragnpent
number, where the fragment number value starts at zero, and increases by one foreach successive fragment.
The Frame Control field also contains a bit, the More Fragments bit, that is equal to zero to indicate the|last
(or pnly) fragment of the MSDU or MMPDU.

The source STA shall maintain a transmit MSDU timer for each M'SDU being transmitted. The attrilpute
aMpxTransmitM SDUL ifetime specifies the maximum amount of, time allowed to transmit an MSDU. [The
timer starts on the attempt to transmit the first fragment of the M'SDU. If the timer exceeds aMaxTransinit-
MYDUL ifetime, then all remaining fragments are discarded<by the source STA and no attempt is madg to
complete transmission of the MSDU.

9.5 Defragmentation

Eagh fragment contains information to allow the complete MSDU or MMPDU to be reassembled fron its
cortituent fragments. The header of each fragment contains the following information that is used by|the
deglination STA to reassemble the MSDU or MMPDU:

+ Frametype
—+ Address of the sender, obtained from the Address2 field
—+ Destination adldness

—+ Sequence‘€ontrol field: This field allows the destination STA to check that all incoming fragments
bel ong.to the same MSDU or MMPDU, and the sequence in which the fragments should be reas-
sembled. The sequence number within the Sequence Control field remains the same for al ffag-
ments of an MSDU or MMPDU, while the fragment number within the Sequence Control fjeld
increments for each fragment.

— More Fragments indicator: Indicates to the destination STA that this is not the last fragment of the

MSDU or MMPDU. Only the last or sole fragment of the MSDU or MMPDU shall have this bit set
to zero. All other fragments of the MSDU or MM PDU shall have this bit set to one.

The destination STA shall reconstruct the MSDU or MMPDU by combining the fragments in order of frag-
ment number subfield of the Sequence Control field. If WEP has been applied to the fragment, it shall be
decrypted before the fragment is used for defragmentation of the MSDU or MMPDU. If the fragment with
the More Fragments bit set to zero has not yet been received, then the destination STA knows that the M SDU
or MMPDU is not yet complete. As soon as the STA receives the fragment with the More Fragments bit set
to zero, the STA knows that no more fragments may be received for the MSDU or MMPDU.
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All STAs shall support the concurrent reception of fragments of at least three MSDUs or MMPDUSs. Note
that a STA receiving more than three fragmented MSDUs or MMPDUSs concurrently may experience asig-
nificant increase in the number of frames discarded.

The destination STA shall maintain a Receive Timer for each MSDU or MMPDU being received, for amin-
imum of three MSDUs or MMPDUSs. The STA may implement additional timers to be able to receive addi-
tional concurrent MSDUs or MMPDUSs. The receiving STA shall discard all fragments that are part of an
MSDU or MMPDU for which atimer is not maintained. There is also an attribute, aMaxReceivel ifetime,
that specifies the maximum amount of time allowed to receive an MSDU. The receive MSDU or MMPDU
timer starts on the reception of the first fragment of the MSDU or MMPDU. If the receive MSDU timer
excpeds aviaxRecalveLiTeime, then all recelved Tragments of this or are discar the
deglination STA. If additional fragments of a directed MSDU or MMPDU are received after its aMaxRe-
ceivelifetime is exceeded, those fragments shall be acknowledged and discarded.

To properly reassemble MPDUs into an MSDU or MMPDU, a destination STA shall discard any duplicgted
fragments received. A STA shall discard duplicate fragments as described in 9.2.9. However, an ackngwl-
edgment shall be sent in response to a duplicate fragment of a directed MSDU.

9.9 Multirate support

Sorne PHY s have multiple data transfer rate capabilities that allow implementations to perform dynamic rate
swifching with the objective of improving performance. The agarithm for performing rate switchinp is
beypond the scope of this standard, but in order to ensure coexistefice and interoperability on multirate-cgpa-
ble|PHY s, this standard defines a set of rules that shall be fallowed by all STAs.

All|{Control frames shall be transmitted at one of the rates’in the BSSBasicRateSet (see 10.3.10.1), or atjone
of the ratesin the PHY mandatory rate set so they wili“be understood by all STAs.

All|frames with multicast and broadcast -RA "shall be transmitted at one of the rates included in|the
BS$BasicRateSet, regardless of their type.

Datia and/or management MPDUSs with a unicast immediate address shall be sent on any supported data [rate
selgcted by the rate switching mechanism (whose output is an internal MAC variable called MACCurrentRate,
defilned in units of 500 kbit/s, which is used for calculating the Duration/ID field of each frame). A STA ghall
not|transmit at a rate thatis\known not to be supported by the destination STA, as reported in the suppoyted
ratgs el ement in the management frames. For frames of type Data+CF-ACK, Data+CF-PolI+CF-ACK, and [CF-
Pol|+CF-ACK, theate-chosen to transmit the frame must be supported by both the addressed recipient $TA
and the STA to which the ACK isintended.

Ungler nocifeumstances shall a STA initiate transmission of a data or management frame at a data fate
higherthan the greatest rate in the Operational RateSet, a parameter of the MLME-JOIN.request primitiv

®

In order to allow the transmitting STA to calculate the contents of the Duration/ID field, the responding STA
shall transmit its Control Response frame (either CTS or ACK) at the same rate as the immediately previous
frame in the frame exchange sequence (as defined in 9.7), if thisrate belongs to the PHY mandatory rates, or
€else at the highest possible rate belonging to the PHY rates in the BSSBasicRateSet.

9.7 Frame exchange sequences

The allowable frame exchange sequences are summarized in Table 21 and Table 22. A legend applicable to
both tables follows Table 22.
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Table 21—Frame sequences

Framesin
Sequence sequence Usage

Data(bc/mc) 1 Broadcast or multicast MSDU

Mgmt(bc) 1 Broadcast MMPDU

{RTS—-CTS-} [Frag—ACK -] Last —ACK 2 Directed MSDU or MMPDU

P<PEall —ACK 2 Deferred PS POl | response

P$-Poll —[Frag—ACK -] Last —ACK 3 Immediate PS-POLL response

D['IM(CF) — [<CF-Sequence> -] { CF-End} 2ormore | Start of CFP

[£CF-Sequence> —] { CF-End} 2ormore | Continuation of CFP after missing ACK or
medium occupancy boundary

Table 22—CF frame sequences
Framesin
CF frame sequence sequence Usage

Bpacon(CF) 1 Beacon during CFP

Dgta(bc/mc) 1 Broadcast or multicast MSDU

Mgmt(bc) lor2 Broadcast MMPDU

Magmt(dir) —-ACK 2an3 Directed MMPDU

Dgta(dir)+CF-Poll{ +CF-Ack} — Data(dir)+CF-Ack 2 Poll and ACK sent with MPDUs

—{ CF-Ack(no data)}

Dgta(dir)+CF-Poll{ +CF-Ack} — CF-Ack(no data) 2 Poll of STA with empty queue, insufficient
time for queued MPDU, or too little time
remaining before a dwell or medium occu-
pancy boundary to send a queued frame

CF-Poll(no data){ +CF-Ack} — Data(dit) — { CF- 2 Separate poll, ACK sent with MPDU

Ark(no data)}

CF-Poll(no data){ +CF-Ack}\> Data(dir) —ACK 3 Polled STA sendsto STA in BSS

CF-Poll(no data){ +CF=Aek} — Null(no data) 2 Separate poll, STA queue empty, or insuffi-
cient time for queued MPDU or too little
time remaining before a dwell or medium
occupancy boundary to send a queued frame

Deta(dir)§+EF-Ack} —ACK 2 ACK if not CF-Pollable or not polled

LEGEND' (For Table 21 and Table 22)

1—Items enclosed in brackets “[...]” may occur zero or more times in the sequence.

2—Itemsenclosed in braces“{...}” may occur zero or one time in the sequence.

3—An isolated hyphen “-" represents a SIFS interval separating the pair of frames.

4—"Data(bc/mc)” represents any frame of type Data with a broadcast or multicast address in the Addressl field.
5—*Mgmt(bc)” represents any Management type frame with a broadcast address in the DA field.

6—"RTS’ represents a Control frame of subtype RTS.

7—"CTS’ represents a Control frame of subtype CTS.
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LEGEND (Continued)

8—"ACK" represents a Control frame of subtype ACK.

9—"“Frag” represents an MPDU of type Data or an MMPDU of type Management with an individual address in the
Addressl field that has the More Fragments field set to “1.”

10—"Last” represents an MDPU of type Data or an MMPDU of type Management with an individual address in the
Addressl field that has the More Fragments field set to “0.”

11—*PS-Poll” represents a Control frame of subtype PS-Poll.

12—"DTIM(CF)" represents a management frame of subtype Beacon that contains a DTIM information element with a
nongero value in the CFPDurRemaining field of its Parameter Set element.

131“CF-End” represents a Control frame of type CF-End, or (if the final frame of the immediately preceding 4CF-
Seqgpence> was a directed data or management frame requiring acknowledgment by the AP) of type CF-End+Ack.

14+Beacon(CF)” represents a management frame of subtype Beacon with a nonzero value in the CFPDurRemaiping
fielq of its CF Parameter Set element.

151"Data(dir)” represents any MPDU of type Data with an individual addressin the Address1(ield.
16+"“Mgmt(dir)” represents any MMPDU of type Management with an individual address in the Addressl field.
17—+ CF-Ack(no data)” represents a data frame of subtype CF-ACK (no data).

18+ CF-Poll(no data)” represents a data frame of subtype CF-Poll (no data).

19+“Null(no data)” represents a data frame of subtype Null Function (no data).

20" {+CF-Ack}” indicates that the frame may or may not include.a.contention-free acknowledgment.
21+1“+CF-Ack” indicates that the frame includes a contention-free acknowledgment.

22—1“+CF-Poll” indicates that the frame includes a contention*free poll.

23+<CF-Sequence> represents a sequence of one or more frames sent during a CFP. A valid <CF-Sequence> shall fon-
sist jof one of the frame sequences shown in Table 22:-The collection of sequences of frame exchanges correspondirjg to
[<CF-Sequence>] may occur in any order withinthe CFP.

Ind|vidual frames within each of these Sequences are separated by a SIFS.

9.8 MSDU transmission restrictions

To @void reordering MSDUWs between pairs of LLC entities and/or unnecessarily discarding MSDUSs, theffol -
lowfing restrictions,shall be observed by any STA that is able to concurrently process multiple outstanging
M3DUsfor transmission. Note that here the term “ outstanding” refersto an MSDU or MMPDU that is eligi
blefto be transmitted at a particular time. A STA may have any number (greater than or equal to one) of
ble|M SDUs'gutstanding concurrently, subject to the restrictions bel ow.

The STA shall ensure that no more than one MSDU or MMPDU from a particular SA to a particular indiyid-
ual RA is outstanding at atime. Note that a ssimpler, more restrictive invariant to maintain is that no more
than one MSDU with a particular individual RA may be outstanding at atime.

In a STA where the optional StrictlyOrdered service class has been implemented, that STA shall ensure that
thereis no group-addressed (multidestination) MSDU of the StrictlyOrdered service class outstanding from the
SA of any other outstanding MSDU (either directed or group-addressed). This is because a group-addressed
MSDU isimplicitly addressed to a collection of peer STAsthat could include any individual RA.

It is recommended that the STA select avalue of aMaxMSDUTransmitLifetime that is sufficiently large that the
STA does not discard M SDUs due to excessive Transmit MSDU timeouts under normal operating conditions.
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. Layer management

1 Overview of management model

Both MAC and PHY layers conceptually include management entities, called MAC sublayer management
and PHY layer management entities (MLME and PLME, respectively). These entities provide the layer
management service interfaces through which layer management functions may be invoked.

In order to provide correct MAC operation, a station management entity (SME) shall be present within each

STA. The SME is alayer-independent entity that may be viewed as residing in a separate management-plane
or s residing “off to the side.” The exact functions of the SME are not specified in this standard, butin‘gen-
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various entities within this model interact in various ways. Certain of. these interactions are defi
icitly within this standard, via a service access point (SAP) across ‘which defined primitives
hanged. Other interactions are not defined explicitly within this standard, such as the interfaces betw
C and MLME and between PLCP and PLME, represented as double arrows within Figure 63. The
C manner in which these MAC and PHY management entities are integrated into the overall MAC
¥ layersis not specified within this standard.

management SAPs within this model are the following:

- SME-MLME SAP
- SME-PLME SAP
- MLME-PLME SAP

latter two SAPs support identical- primitives, and in fact may be viewed as a single SAP (called
ME SAP) that may be used eitherdirectly by MLME or by SME. In this fashion, the model reflects v
nticipated to be a comman“implementation approach in which PLME functions are controlled by

ned other than their(intérfaces with the MAC and MLME.

2 Generic/management primitives

management information specific to each layer is represented as a management information base (M
that’layer. The MAC and PHY layer management entities are viewed as “containing” the MIB for

this entity may be viewed as being responsible for such functions as the gathering of layer-dependlent

s from the various layer management entities, and similarly setting the value of layer-specific pargme-

. SME would typically perform such functions on behalf of general system management entities jand

wotld implement standard management protocols. Figure 11 depicts the relationshipcamong manag
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to alow the SAP user-entity to either GET the value of a MIB attribute, or to SET the value of a MIB
attribute. The invocation of a SET.request primitive may require that the layer entity perform certain defined

acti

ons.

Figure 63 depicts these generic primitives.
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—
MAC
MLME_GET/SET
PLME_GET/SET .
- Station
— Management
‘ Entity
PLCP {HYMIB L PILME_GET/SET
— .
PMD PLME

Figure 63—GET and SET operations

The GET and SET primitives are represented as REQUEST s with assoeiated CONFIRM primitives. These
primitives are prefixed by MLME or PLME depending upon whether the' MAC or PHY layer management
SAPisinvolved. In the following, XX denotes MLME or PLME:

AX-GET.request (MIBattribute)
Reguests the value of the given MIBattribute.

AX-GET.confirm (status, M Battribute, M1Battribateval ue)
Returns the appropriate MIB attribute valtie If status = “success,” otherwise returns an error indica-
tion in the Status field. Possible error_status values include “invalid MIB attribute” and “attempt to
get write-only MIB attribute.”

AX-SET.request (MIBattribute, M|Battributeval ue)
Reguests that the indicated MIB attribute be set to the given value. If this MIBattribute implies a
specific action, then this requests that the action be performed.

AX-SET.confirm (status; M| Battribute)
If status = “success,” this confirms that the indicated MIB attribute was set to the requested vdue,
otherwise itwreturns an error condition in status field. If this MIBattribute implies a specific actjon,
then thiSicenfirms that the action was performed. Possible error status values include “invalid MIB
attriute™ and “ attempt to set read-only MIB attribute.”

as follows:

— XX-RESET.request: where XX isMLME or PLME as appropriate
— XX-RESET.confirm

This serviceis used to initialize the management entities, the MIBs, and the datapath entities. It may include
alist of attributes for itemsto be initialized to non-default values. The corresponding .confirm indicates suc-
cess or failure of the request.

Other SAP-specific primitives are identified in 10.3.
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10.3 MLME SAP interface

The services provided by the MLME to the SME are specified in this subclause. These services are described
in an abstract way and do not imply any particular implementation or exposed interface. MLME SAP primi-
tives are of the general form ACTION.request followed by ACTION.confirm. The SME uses the services
provided by the MLME through the MLME SAP.

10.3.1 Power management

This mechanism supports the process of establishment and maintenance of the power management mode of
aSA.

10.8.1.1 MLME-POWERMGT.request

10.8.1.1.1 Function

Thip primitive requests a change in the power management mode.
10.B.1.1.2 Semantics of the service primitive

The primitive parameters are as follows:

NMLME-POWERMGT.request (
PowerM anagementMode,
WakeUp,
ReceiveDTIMs
)

Name Type Valid range Description
PgwerM anagementMode Enumeration \ACTIVE, An enumerated type that describes the desireql
POWER_SAVE | power management mode of the STA.

WekeUp Boolean True, fase When true, the MAC isforced immediately info
the Awake state. This parameter has no effect|if
the current power management modeis
ACTIVE.

ReceiveDTIMs Boolean True, false When true, this parameter causes the STA to
awaken to receive all DTIM frames. When
false, the STA is not required to awaken for
every DTIM frame.

10.3.1.1.3 When generated

Thip primitive is generated by the SME to implement the power-saving strategy of an implementation.

10.3.1.1.4 Effect of receipt

This request sets the STA's power management parameters. The MLME subsequently issues a MLME-
POWERMGT.confirm that reflects the results of the power management change request.

10.3.1.2 MLME-POWERMGT.confirm
10.3.1.2.1 Function

This primitive confirms the change in power management mode.
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MLME-POWERMGT.confirm (
ResultCode
)
Name Type Valid range Description
ResultCode Enumeration | SUCCESS, Indicates the result of the
INVALID_PARAMETERS, MLME-POWERMGT.request
NOT_SUPPORTED
10.3.1.2.3 When generated

Thi
povi

10.

The

10.

Thi

10.

10.

Thi

10.

The

5 primitive is generated by the MLME as aresult of an MLME-POWERMGT.request to establish a
er management mode. It is not generated until the change has completed.

3.1.2.4 Effect of receipt

SME is notified of the change of power management mode.

3.2 Scan

5 mechanism supports the process of determining the characteristics of the available BSSs.
3.2.1 MLME-SCAN.request

3.2.1.1 Function

5 primitive requests a survey of potential\BSSs that the STA may later elect to try to join.
B.2.1.2 Semantics of the service primitive

primitive parameters are asfollows:

NILME-SCAN.request (

BSSType,
BSSID,
SSID,
ScanType,
ProbeDelay,

ChannelList,

MinChanne Time,
MaxChannel Time

)
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Name Type Valid range Description
BSSType Enumeration INFRASTRUCTURE, Determines whether Infrastructure BSS,
INDEPENDENT, Independent BSS, or both, areincluded in
ANY_BSS the scan
BSSID MACAddress Any valid individual or Identifies a specific or broadcast BSSID
broadcast MAC address
SSID Octet string 0-32 octets Specifies the desired SSID or the
broadcast SSID
ScanType Enumeration ACTIVE, Indicates either active or passive scanning
PASSIVE
PrpbeDeay Tteger N7 Delay (IN [IS) 10 be used prior 10
transmitting a Probe frame during active
scanning
ChannelList Ordered set of Each channel will be Specifies alist of channelsthat are
integers selected from the valid examined when scanning for aBSS
channel range for the
appropriate PHY and
carrier set.
MjnChannel Time Integer > ProbeDelay The minimurptime (in TU) to spend on
each chanpél when scanning
MpxChannel Time Integer > MinChannelTime The maxitum time (in TU) to spend on
each-channel when scanning

10.

Thi

10.

Thi

10.

10.

Thi

10.

3.2.2.1 Function

B.2.1.3 When generated

3.2.1.4 Effect of receipt

3.2.2 MLME-SCAN.confirm

5 primitive is generated by the SME for a STA to determineif there are other BSSsthat it may join.

5 request initiates the scan process when the current frame exchange sequence is completed.

5 primitive returns the descriptions of the set of BSSs detected by the scan process.

B.2.2.2 Semantics of the service primitive

The primitive parameters are as follows:

NLME=SEAN.confirm (
BSSDescriptionSet,
ResultCode
)
Name Type Valid range Description

BSSDescriptionSet

Set of BSSDescriptions | N/A

The BSSDescriptionSet is returned to
indicate the results of the scan request. It
isaset containing zero or more instances
of a BSSDescription.

ResultCode Enumeration SUCCESS, Indicates the result of the MLME-
INVALID_ SCAN.confirm
PARAMETERS
102 Copyright © 1999 IEEE. Al rights reserved.
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each ingteger in the set)

Name Type Valid range Description
BSSID MACAddress N/A The BSSID of the found BSS
SSID Octet string 1-32 octets The SSID of the found BSS
BSSType Enumeration INFRASTRUCTURE, | Thetype of the found BSS
INDEPENDENT
Beacon Period Integer N/A The Beacon period of thefound BSS (in
TU)
DTIM Period Integer As defined in frame The DTIM period of the BSS (in
format beacon periods)
Timestamp Integer N/A The timestamp of the received frame
(probe response/beacon) from the found
BSS
Lgcal Time Integer N/A The value of the STA's TSF timer at the
start of reception of thefirst octet of the
timestamp field ef \the received frame
(probe response-or’beacon) from the
found BSS
PHY parameter set Asdefined in As defined in frame The parameter set relevant to the PH
frame format format
CK parameter set Asdefined in As defined in frame Tihe parameter set for the CF periods, |if
frame format format folind BSS supports CF mode
IBSS parameter set Asdefined in Asdefined in frame The parameter set for the IBSS,; if found
frame format format BSSisan IBSS
Cépabilitylnformation Asdefined in As defined in frame The advertised capabilities of the BS$
frame format format
B$SBasicRateSet Set of integers 2-127 inclusive (for The set of data rates (in units of

500 kb/s) that must be supported by 3
STAsthat desire to join this BSS. The
STAs must be able to receive at each pf
the datarates listed in the set.

10.3.2.2.3When generated

Thip primitive is generated by the MLME as aresult of an MLME-SCAN.request to ascertain the operg
envjronment of the STA.

10.B.2.2.4 Effect'ef.receipt

The SME isnetified of the results of the scan procedure.

10.B.3'Synchronization

ling

This mechanism supports the process of selection of a peer in the authentication process.

10.3.3.1 MLME-JOIN.request

10.3.3.1.1 Function

This primitive requests synchronization with a BSS.
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10.3.3.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-JOIN.request (
BSSDescription,
JoinFailureTimeout,
ProbeDelay.
Operationa RateSet
Name Type Valid range Description
B$SDescription BSSDescription N/A The BSSDescription of the BSS to join. Thé
BSSDescription is amember of the set of
descriptions that was returned as aresult of a
MLME-SCAN.request.
JojnFailureTimeout Integer >1 The time limit, in units of beacon‘intervals, after
which the join procedure wilhbe terminated
PrpbeDelay Integer N/A Delay (in ps) to be used prior to transmitting a
Probe frame duringsactive scanning
Operational RateSet Set of integers 2-127 inclusive | Theset of datarates(in units of 500 kbit/s) that the
(foreachinteger | STA may use-for.communication within the BSS.
in the set) The STA must.be ableto receive at each of the dgta
rates listed.in the set. The Operational RateSet isfa
supersetof the BSSBasicRateSet advertised by the
BSS
10.3.3.1.3 When generated
Thip primitive is generated by the SME for a STA te.&stablish synchronization with a BSS.
10.B.3.1.4 Effect of receipt
Thip primitive initiates a synchronizatien-procedure once the current frame exchange sequence is compliete.
MLME synchronizes its timingwith the specified BSS based on the elements provided in the BS3De-

The

scrifption parameter. The ML M E-subsequently issues a MLME-JOIN.confirm that reflects the results.

10.

10.

Thi

10.

3.3.2 MLME-JOIN.confirm

3.3.2.1 Function

5 primitive-confirms synchronization with a BSS.

3.3.2,2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-JOIN.confirm (
ResultCode
)
Name Type Valid range Description
ResultCode Enumeration SUCCESS, Indicates the result of the MLME-JOIN.request
INVALID_PARAMETERS,
TIMEOUT
104 Copyright © 1999 IEEE. Al rights reserved.
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10.3.3.2.3When generated

This primitiveis generated by the MLME as aresult of an MLME-JOIN.request to establish synchronization
with aBSS.

10.3.3.2.4 Effect of receipt
The SME is notified of the results of the synchronization procedure.

10.3.4 Authenticate

This mechanism supports the process of establishing an authentication relationship with a peer MAE emlity.
10.8.4.1 MLME-AUTHENTICATE.request

10.8.4.1.1 Function

Thip primitive requests authentication with a specified peer MAC entity.
10.8.4.1.2 Semantics of the service primitive

The primitive parameters are as follows:
NMLME-AUTHENTICATE.request  (

PeerSTAAddress,

AuthenticationType,
AuthenticateFailuireTimeout

)
Name Type Valid range Description
PgerSTAAddress MACAddress ~Any vaid Specifies the address of the peer MAC entity
individual MAC with which to perform the authentication
address process
AlithenticationType Enumeration OPEN_SYSTEM, Specifies the type of authentication algorithin
SHARED_KEY to use during the authentication process
AlithenticationFailure- lnteger =21 Specifiesatime limit (in TU) after which the
Timeout authentication procedure will be terminated

10.8.4.1.3 When generated

Thip primitivie is generated by the SME for a STA to establish authentication with a specified peer MAC
entity in,order to permit Class 2 frames to be exchanged between the two STAs. During the authentication
propedure;/the SME may generate additional MLME-AUTHENTICATE.request primitives.

10.3.4.1.4 Effect of receipt

This primitive initiates an authentication procedure. The MLME subsequently issuesa MLME-AUTHENTI-
CATE.confirm that reflects the results.

10.3.4.2 MLME-AUTHENTICATE.confirm
10.3.4.2.1 Function

This primitive reports the results of an authentication attempt with a specified peer MAC entity.
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10.3.4.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.confirm  (
PeerSTAAddress,
AuthenticationType,
ResultCode
)
Name Type Valid range Description
PeprSTAAddress MACAddress | Any valid individual Specifies the address of the peer MAC. éntity
MAC address with which the authentication process was
attempted. This value must match the peer-
STAAddress parameter specified in the corref
sponding MLME-AUTHENTICATE.request|
AdthenticationType | Enumeration OPEN_SYSTEM, Specifies the type of. atthentication algorithm
SHARED_KEY that was used during the authentication process.
This value must rhatch the authenticationTypg
parameter spegified in the corresponding
MLME-AUTHENTICATE.request.
ResultCode Enumeration SUCCESS, INVALID_ | Indicatesthe result of the MLME-AUTHENTI-
PARAMETERS, CATErequest.
TIMEOUT,
TOO_MANY_
SIMULTANEOUS
REQUESTS,
REFUSED
10.B.4.2.3 When generated
Thip primitiveis generated by the MLME.asaresult of an MLME-AUTHENTICATE.request to authentitate
with a specified peer MAC entity.
10.3.4.2.4 Effect of receipt
The SME is notified of thevesults of the authentication procedure.
10.3.4.3 MLME<AUTHENTICATE.indication
10.8.4.3.1 Runction
Thip primitive reports the establishment of an authentication relationship with a specific peer MAC entity.

10.3.4.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.indication

106

(

PeerSTAAddress,
AuthenticationType

)
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Name Type Valid range Description
PeerSTAAddress MACAddress | Any validindivid- Specifies the address of the peer MAC entity
ual MAC address with which the authentication relationship was
established
AuthenticationType Enumeration OPEN_SYSTEM, Specifies the type of authentication algorithm
SHARED_KEY that was used during the authentication process

10.3.4.3.3 When generated

This primitive is generated by the MLME as a result of the establishment of an authentication relationship
witiraspeciicpesr MAT entity That TesUITed Trom an authentication procedure thal Was Mitrared by That pe-
cifi¢ peer MAC entity.

10.3.4.3.4 Effect of receipt

The SME is notified of the establishment of the authentication relationship.
10.B.5 De-authenticate

This mechanism supports the process of invalidating an authentication relationship with a peer MAC entity.
10.8.5.1 MLME-DEAUTHENTICATE.request
10.8.5.1.1 Function

Thip primitive requests that the authentication relationshipwith a specified peer MAC entity be invalidated.
10.B.5.1.2 Semantics of the service primitive
The primitive parameters are as follows:

NLME-DEAUTHENTICATE.request (

PeerSTAAddress,
ReasonCode
)
Name Type Valid range Description
PgerSTAAddress MACAddress | Any valid Specifies the address of the peer MAC entity with whi¢h
individual to perform the deauthentication process
MAC address
ReasonCode Asdefined in Asdefined in Specifies the reason for initiating the deauthentication
frame format frame format procedure

10.3.5.1.3When generated

This primitive is generated by the SME for a STA to invalidate authentication with a specified peer MAC
entity in order to prevent the exchange of Class 2 frames between the two STAs. During the deauthentication
procedure, the SME may generate additional MLME-DEAUTHENTICATE.request primitives.

10.3.5.1.4 Effect of receipt

This primitive initiates a deauthentication procedure. The MLME subsequently issues a MLME-DE-
AUTHENTICATE.confirm that reflects the results.
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10.3.5.2 MLME-DEAUTHENTICATE.confirm

10.3.5.2.1 Function

This primitive reports the results of a deauthentication attempt with a specified peer MAC entity.

10.3.5.2.2 Semantics of the service primitive

The primitive parameters are as follows:

NLME-DEAUTHENTICATE.confirm (

PeerSTAAddress,
ResultCode
)
Name Type Valid range Description
PaerSTAAddress | MACAddress Any vaid individual MAC Specifiestheraddress of the peer MAC
address entity, with’'which the deauthentication pro-
cess\was attempted
RésultCode Enumeration SUCCESS, I ndicates the result of the
INVALID_PARAMETERS, ¢, MLME-DEAUTHENTICATE.request
TOO_MANY_SIMUL-
TANEOUS REQUESTS

10.

Thi
dat

10.

The

10.

10.

Thi

B.5.2.3 When generated

5 primitive is generated by the MLME as aresult of an MLME-DEAUTHENTICATE.request to in
b the authentication relationship with a specified peer MAC entity.

3.5.2.4 Effect of receipt

SME isnotified of the results of the deauthentication procedure.
3.5.3 MLME-DEAUTHENTICATE.indication

3.5.3.1 Function

5 primitive reports the invalidation of an authentication relationship with a specific peer MAC entity.

10.3.5.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DEAUTHENTICATE.indication (

108

PeerSTAAddress,
ReasonCode

)

ali-
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Name Type Valid range Description
PeerSTAAddress MACAddress Any valid Specifies the address of the peer MAC entity with
individual MAC which the authentication relationship was
address invalidated
ReasonCode Asdefined in Asdefined in Specifies the reason the deauthentication procedure
frame format. frame format was initiated

10.3.5.3.3When generated

This primitive is generated by the MLME as a result of the invalidation of an authentication relationship

w

th a specific peer MAC entity.

10.3.5.3.4 Effect of receipt

The SME is notified of the invalidation of the specific authentication relationship.
10.B.6 Associate
The following primitives describe how a STA becomes associated with an access point (AP).

10.8.6.1 MLME-ASSOCIATE.request

10.8.6.1.1 Function

Thip primitive requests association with a specified peer MAC entity that is acting asan AP,
10.B.6.1.2 Semantics of the service primitiye

The primitive parameters are as follows:

NMLME-ASSOCIATE.request (
PeerSTAAddress,
AssociatefailureTimeout,
CapabilityInformation,
Listenlnterval
)
Name Type Valid range Description
Pger STAAddress MACAddress | Anyvalidindivid- | Specifiesthe address of the peer MAC entity
ual MAC address | with which to perform the association process
AssnaiateFailureTimeot it Intpgpr >1 QPP!‘iﬁPQ atimelimit (in TU) after which thé
associate procedure will be terminated
Capabilitylnformation Asdefinedin Asdefinedin Specifies the operational capability definitions
frame format frame format to be used by the MAC entity
Listeninterval Integer =0 Specifies the number of beacon intervals that

may pass before the STA awakens and listens
for the next beacon

10.3.6.1.3 When generated

This primitive is generated by the SME when a STA wishes to establish association with an AP,
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This primitive initiates an association procedure. The MLME subsequently issues an MLME-ASSOCI-
ATE.confirm that reflects the results.

10.3.6.2 MLME-ASSOCIATE.confirm

10.3.6.2.1 Function

This primitive reports the results of an association attempt with a specified peer MAC entity that is acting as

an AF

10.3.6.2.2 Semantics of the service primitive

The primitive parameters are as follows:

NLME-ASSOCIATE.confirm (

ResultCode
)

Name

Type

Valid range

Description

RésultCode Enumeration

SUCCESS,
INVALID_
PARAMETERS,
TIMEOUT,
REFUSED

Indicates theresult of the MLME-ASSOCI-

ATE.request

10.8.6.2.3 When generated

Thip primitive is generated by the MLME asaresult of an MLME-ASSOCIATE.request to associate with a
spegified peer MAC entity that is acting as-an'AP.

10.3.6.2.4 Effect of receipt

The SME is notified of the results of the association procedure.

10.3.6.3 MLME-ASSOCIATE.indication

10.8.6.3.1 Function

Thip primitive-reports the establishment of an association with a specific peer MAC entity.

10.B:6¢3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.indication (

MAC address

PeerSTAAddress
)
Name Type Valid range Description
PeerSTAAddress MACAddress | Any vdidindividual | Specifiesthe address of the peer MAC entity with

which the association was established

110
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10.3.6.3.3When generated

This primitive is generated by the MLME as a result of the establishment of an association with a specific
peer MAC entity that resulted from an association procedure that was initiated by that specific peer MAC
entity.

10.3.6.3.4 Effect of receipt

The SME is notified of the establishment of the association.

10.B.7 Reassociate

The following primitives describe how a STA becomes associated with another AP,
10.8.7.1 MLME-REASSOCIATE.request

10.B.7.1.1 Function

Thip primitive requests a change in association to a specified new peer MAC €ntity that is acting as an AP.
10.8.7.1.2 Semantics of the service primitive

The primitive parameters are as follows:
NLME-REASSOCIATE.request (
NewAPAddress,

ReassociateFailureTimeout,
Capabilitylnformation,

Listenlnterval
)
Name Type Valid range Description
NéwAPAddress MACAddress | Anyvaidindi- | Specifiesthe address of the peer MAC
vidual MAC entity with which to perform the
address reassociation process
ReassociateFailureTimegut Integer 21 Specifiesatime limit (in TU) after which
the reassociate procedure will be
terminated
Capabilityl nforfmation Asdefined in Asdefined in Specifies the operational capability
frame format frame format definitions to be used by the MAC entity
LigtenIntérval Integer =0 Specifies the number of beacon intervals
that may pass before the STA awakens afd
listens for the next beacon. aT

10.3.7.1.3 When generated

This primitive is generated by the SME for a STA to change association to a specified new peer MAC entity
that is acting as an AP,

10.3.7.1.4 Effect of receipt

This primitive initiates a reassociation procedure. The MLME subsequently issues a MLME-REASSOCI-
ATE.confirm that reflects the results.
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10.3.7.2 MLME-REASSOCIATE.confirm

10.3.7.2.1 Function

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

This primitive reports the results of areassociation attempt with a specified peer MAC entity that is acting as
anAP.

10.3.7.2.2 Semantics of the service primitive

The primitive parameters are as follows:

I\LILM E-REASSOCIATE.confirm (

ResultCode
)

Name Type Valid range Description

RésultCode Enumeration SUCCESS, Indicates the result of the MLIME-REASSOCI-

INVALID_ ATE.request
PARAMETERS,
TIMEOUT,
REFUSED

10.

Thi
wit

10.

The

10.

10.

Thi

10.

The

NMLME-REASSOCIATE.indication (

3.7.2.3 When generated

5 primitive is generated by the MLME as a result of an MLME-REASSOCIATE.request to reassod
N a specified peer MAC entity that is acting asan AP.

3.7.2.4 Effect of receipt

SME is notified of the results of the reassogiation procedure.

3.7.3 MLME-REASSOCIATE.indication

3.7.3.1 Function

5 primitive reports the establishment of a reassociation with a specified peer MAC entity.
B.7.3.2 Semantics.of the service primitive

primitive parameters are as follows:

PeerSTAAddress

iate

)

Name Type Valid range Description

PeerSTAAddress MACAddress Any valid individual | Specifiesthe address of the peer MAC entity with

MAC address which the reassociation was established

10.3.7.3.3When generated

This primitive is generated by the MLME as aresult of the establishment of a reassociation with a specific
peer MAC entity that resulted from a reassociation procedure that was initiated by that specific peer MAC

enti

112

ty.

Copyright © 1999 IEEE. All rights reserved.


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)
MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSV/IEEE Std 802.11, 1999 Edi

10.3.7.3.4 Effect of receipt

The SME is notified of the establishment of the reassociation.

10.3.8 Disassociate

10.3.8.1 MLME-DISASSOCIATE.request

10.3.8.1.1 Function

tion

Thi

10.

The

NMLME-DISASSOCIATE.request (

5 primitive requests disassociation with a specified peer MAC entity that is acting as an AP.
3.8.1.2 Semantics of the service primitive

primitive parameters are as follows:

PeerSTAAddress,
ReasonCode
)
Name Type Valid range Description
PgerSTAAddress MACAddress | Any validindividual | <Specifiesthe address of the peer MAC entity with
MAC address which to perform the disassociation process
ReasonCode Asdefined in As defined in frame Specifies the reason for initiating the disassociatipn
frame format format procedure
10.3.8.1.3 When generated
Thip primitive is generated by the SMEfor a STA to establish disassociation with an AP,
10.3.8.1.4 Effect of receipt
Thip primitive initiates a disassociation procedure. The MLME subsequently issues an MLME-DISASEO-
CIATE.confirm that reflects the results.
10.8.8.2 MLME-DISASSOCIATE.confirm
10.B.8.2.5Function
Thik Ir\rimi’ri\/r:- reports the results of a disassociation prnr‘prll rewith a anprifir‘ peer MAC pntihj/ that isacl ing
asanAP.
10.3.8.2.2 Semantics of the service primitive
The primitive parameters are as follows:
MLME-DISASSOCIATE.confirm  (
ResultCode
)
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Name Type Valid range Description
ResultCode | Enumeration | SUCCESS, Indicates the result of the MLME-DISASSOCIATE.request
INVALID_
PARAMETERS,
TIMEOUT,
REFUSED

10.3.8.2.3 When generated

This primitive is generated by the MLME as aresult of an MLME-DISASSOCIATE.request to disassociate

witlraspecifred peer MAC etity that s ectmges arAR
10.B.8.2.4 Effect of receipt

The SME is notified of the results of the disassociation procedure.
10.8.8.3 MLME-DISASSOCIATE.indication

10.B.8.3.1 Function

Thip primitive reports disassociation with a specific peer MAC entity:
10.B.8.3.2 Semantics of the service primitive

The primitive parameters are as follows:

NILME-DISASSOCIATE.indication (

PeerSTAAddress,
ReasonCode
)
Name Typé Valid range Description
PderSTAAddress MACAddress Anyvalidindividual | Specifiesthe address of the peer MAC entity with
MAC address which the association relationship was
invalidated
ReasonCode Asdefined in Asdefined in frame | Specifies the reason the disassociation procedufe
frame format format wasinitiated

10.3.8.3.3:When generated

Thi e enerafe
specific peer MAC entity.

10.3.8.3.4 Effect of receipt
The SME is notified of the invalidation of the specific association relationship.
10.3.9 Reset

This mechanism supports the process of resetting the MAC.
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10.3.9.1 MLME-RESET.request

10.3.9.1.1 Function

This primitive requests that the MAC entity be reset.

10.3.9.1.2 Semantics of the service primitive
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The primitive parameters are as follows:

NILME-RESET.request

(

STAAddress,
SetDefaultM 1B
)
Name Type Valid range Description
STAAddress MACAddress Any valid Specifiesthe MAC address that isto be used by the MAC
MAC address | entity that is being reset. Thiswvalue may be used to pro
vide alocally administeréd STA address.
SatDefaultM 1B Boolean True, false If true, all MIB attributes are set to their default values.
The default values.are'implementation dependent.
If false, the MAC.isreset, but all MIB attributes retain the
values that werein place prior to the generation of the
MLME-RESET.request primitive.
10.8.9.1.3 When generated
Thip primitive is generated by the SME to reset the'MAC to initial conditions. The MLME-RESET.regpest
primnitive must be used prior to use of the MLME-START.request primitive.
10.3.9.1.4 Effect of receipt
Thip primitive sets the MAC to initia conditions, clearing all internal variables to the default values. MIB
attr|butes may be reset to their implementati on-dependent default values by setting the SetDefaultM 1B flag

tot

10.

10.

Thi

10

3.9.2 MLME-RESET.confirm

3.9.2.1 Fupction

ue. The MLME subsequently issues a ML ME-RESET.confirm that reflects the resuilts.

5 primitive reports the results of areset procedure.

R 9.2 2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-RESET.confirm (
ResultCode
)
Name Type Valid range Description
ResultCode | Enumeration | SUCCESS Indicates the result of the MLME-RESET.request

Copyright © 1999 IEEE. All rights reserved.
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10.3.9.2.3When generated

This primitive is generated by the MLME as aresult of an MLME-RESET.request to reset the MAC entity.
10.3.9.2.4 Effect of receipt

The SME is notified of the results of the reset procedure.

10.3.10 Start

This mechanism supports the process of creating anew BSS.
10.8.10.1 MLME-START.request
10.8.10.1.1 Function
Thip primitive requests that the MAC entity start anew BSS.
10.3.10.1.2 Semantics of the service primitive
The primitive parameters are as follows:
NMLME-START.request (
SSID,
BSSType,
BeaconPeriod,
DTIMPeriod;
CF parameter set,
PHY<parameter set,
IBSS parameter set,
ProbeDelay.
CapabilityInformation,
BSSBasicRateSet,
Operational RateSet
)
Name Type Valid range Description
S$ID Octet string 1-32 octets The SSID of the BSS
B$SType Enumeration INFRA- The type of the BSS
STRUCTURE,
INDEPEN-
Beacon Period Integer >1 The Beacon period of the BSS (in TU)
DTIM Period Integer Asdefined in The DTIM Period of the BSS (in beacon periods)
frame format
CF parameter set Asdefined in Asdefined in The parameter set for CF periods, if the BSS supports
frame format frame format CF mode. aCFPPeriod is modified as a side effect of
the issuance of an MLME-START.request primitive.
PHY parameter set Asdefinedin Asdefined in The parameter set relevant to the PHY
frame format frame format
IBSS parameter set Asdefined in Asdefined in The parameter set for the IBSS, if BSSisan IBSS
frame format frame format
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tion

Name Type Valid range Description

ProbeDelay Integer N/A Delay (in ps) to be used prior to transmitting a Probe

frame during active scanning

Capabilitylnforma- Asdefined in Asdefined in The capabilities to be advertised for the BSS
tion frame format frame format

BSSBasicRateSet Set of integers | 2-127inclusive | The set of datarates (in units of 500 kbit/s) that must
(for each inte- be supported by al STAsto join this BSS. The STA
ger in the set) that is creating the BSS must be able to receive and

transmit at each of the datarateslisted in the set.

Operational RateSet Set of integers | 2-127inclusive | The set of datarates (in units of 500 kbit/s) that the
Hercochthte STA-Fay-tsetercommunteatiorwihithe BSSTe
ger in the set) STA must be able to receive at each of the data fatgs

listed in the set. The Operational RateSet is a-superget
of the BSSBasicRateSet advertised by thelBSS.
10.3.10.1.3 When generated

Thi
an

The
use
join
Thd

prif
RE

10.

Thi

plefe. The MLME subsequently issues an MLME-START.confirm that reflects the results of the crea

pro

10.

10.

Thi

10.

5 primitive is generated by the SME to start either an infrastructure BSS (with thetMAC entity actin
\P), or to start an independent BSS (with the MAC entity acting asthe first STA in the IBSS).

MLME-START.request primitive must be generated after an MLME-RESET.request primitive has k
1 to reset the MAC entity and before an MLME-JOIN.request primitive has been used to successf
an existing infrastructure BSS or independent BSS.

MLME-START.request primitive must not be used after<sticcessful use of the MLME-START.req
hitive or successful use of the MLME-JOIN.request<without generating an intervening ML
SET.request primitive.

3.10.1.4 Effect of receipt

5 primitive initiates the BSS initializationrocedure once the current frame exchange sequence is ¢
Cedure.

3.10.2 MLME-START.confirm

3.10.2.1 Function

5 primitive reportsthe results of a BSS creation procedure.

B.10.2.2.Semantics of the service primitive

[y as

een
ully

/I E-

DM-
fion

The

primitive parameters are as follows:

MLME-START.confirm (

ResultCode
)

Name Type Valid range resetDescription

ResultCode Enumeration SUCCESS, Indicates the result of the MLME-

INVALID_PARAMETERS, START request
BSS ALREADY_STARTED_
OR_JOINED
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10.3.10.2.3When generated

This primitive is generated by the MLME as aresult of an MLME-START.request to create anew BSS.

10.3.10.2.4 Effect of receipt

The SME is notified of the results of the BSS creation procedure.

10.

4 PLME SAP interface

The
PH
IST|

10.

10.

Thi
stat

10.

The

The

10.

Thi

10.

Req
rec

10.

10.

PHY management service interface consists of the generic PLMEGET and PLMESET primitives
Y MIB attributes, as described previously, together with the PLME-RESET and PLME-CHARACT
| CS primitives and the following specific primitives.

1.1 PLME-RESET.request
1.1.1 Function

5 primitive shall be arequest by the LME to reset the PHY. The PHY shall be always reset to the rec
e to avoid accidental data transmission.

1.1.2 Semantics of the service primitive

semantics of the primitive are as follows:

L ME-RESET.request ( )

re are no parameters associated with this primitive.
1.1.3When generated

5 primitive shall be generated.at‘any time to reset the PHY.
1.1.4 Effect of receipt

eipt of this primitive by the PHY sublayer shall cause the PHY entity to reset both the transmit and
bive state machines and place the PHY into the receive state.

1.2 PLME-CHARACTERISTICS.request

1.2{1-Function

on
ER-

Bive

the

This primitive is arequest by the LME to provide the PHY operational characteristics.

10.4.2.2 Semantics of the service primitive

The semantics of the primitive are as follows:

PLME-CHARACTERISTICS.request ( )

There are no parameters associated with this primitive.
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10.4.2.3When generated

This primitive is generated by the LME, at initialization time, to request the PHY entity to provide its opera-
tional characteristics.

10.4.2.4 Effect of receipt

The effect of receipt of this primitive by the PHY entity will be to generate a PLME-CHARACTERISTICS.
confirm primitive that conveys its operational characteristics.

10.4.3 PLME-CHARACTERISTICS.confirm

10.4.3.1 Function

Thip primitive provides the PHY operational parameters.

10.4.3.2 Semantics of the service primitive

The primitive provides the following parameters:

RLME-CHARACTERISTICS.confirm(

aSlotTime,

aS|IFSTime,
aCCATime,
aRXT¥xTurnaroundTime,
arxPLCPDelay,
aRxPLCPDelay,
aRxTxSwitchTime,
aTxRampOnTime,
aTxRampOffTime,
aTxRFDelay,
aRxRFDelay,
aAirPropagationTime,
aMACProcessingDelay,
aPreambl el ength,

aPL CPHeaderL ength,
aMPDUDurationFactor,
aMPDUMaxL ength,
aCWmin,

aCWmax

)
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Name Type Description

aSlotTime integer | The Slot Time (in ps) that the MAC will use for defining the PIFS and DIFS periods. See
9.2.10.

aSIFSTime integer | Thenominal time (in ps) that the MAC and PHY will require to receive the last symbol of a
frame at the air interface, process the frame, and respond with the first symbol on the air
interface of the earliest possible response frame. See 9.2.10.

aCCATime integer | The minimum time (in ps) the CCA mechanism has available to assess the medium within
every time slot to determine whether the medium isbusy or idle.

aRXTxTurn- integer | The maximum time (in ps) that the PHY requires to change from receiving to transmit-

aroundTime ting the start of the first symbol. The following equation is used to derive the RXTxTurn-
aroundTime:
al XPLCPDelay + arxTxowitchTime + al XRampOnTime + al XRFDelay.

arxPLCPDelay integer | Thenominal time (in ps) that the PLCP uses to deliver asymbol from the MACinterface
to the transmit data path of the PMD.

aRxIPLCPDelay integer | Thenominal time (in ps) that the PLCP usesto deliver abit from the PM P, fecéive path to
the MAC.

aRxTxSwitch- integer | The nominal time (in ps) that the PMD takes to switch from Receive to Transmit.

Time

arxRampOnTime | integer | The maximum time (in ps) that the PMD takes to turn the Transmitter on.

aTxRampOffTime | integer | The nominal time (in ps) that the PMD takes to turn the Transmit Power Amplifier off.

aTxRFDelay integer | Thenominal time (in ps) between the issuance of a PMD<DATA .request to the PMD|and
the start of the corresponding symbol at the air intérface. The start of a symbol is defined
to be 1/2 symbol period prior to the center of the-symbol for FH, or 1/2 chip period prior
to the center of thefirst chip of the symbol for DS, or 1/2 slot time prior to the centey of
the corresponding slot for IR.

aRXRRFDelay integer | The nominal time (in ps) between theend of a symbol at the air interface to the issugnce
of aPMD-DATA. .indicate to the PLL.CP-The end of asymbol is defined to be 1/2 synfbol
period after the center of the symbol“for FH, or 1/2 chip period after the center of the last
chip of the symbol for DS, or 1/2'slot time after the center of the corresponding slot for
IR.

aAirPropagation- integer | The anticipated time (in'Js) it takes a transmitted signal to go from the transmitting $ta-

Timg tion to the receiving stetion.

aMACProcess- integer | Thenominal time (in ps) that the MAC uses to process aframe and prepare a response to

ingDjelay the frame.

aPrepmblel ength integer | The currentPHY’s Preamble Length (in ps). If the actual value of the length of the mod-
ulated preambleis not an integral number of microseconds, the value shall be rounded up
to the'next higher value.

aPL CPHeader- integer | Thecurrent PHY’s PLCP Header Length (in ps). If the actual value of the length of the

Length modulated header is not an integral number of microseconds, the value shall be rounded
Up to the next higher value.

aMPPUDuration- | integer/| The overhead added by the PHY to the MPDU asit is transmitted through the wi relm&

Factor medium expressed as a scaling factor applied to the number of bitsin the MPDU. The
value of aM PDUDurationFactor is generated by the following equation:
Truncate]((PPDUbits/PSDUbits)—1) x 10%)].
The total time to transmit a PPDU over the air is generated by the following equatiop
rounded up to the next integer s:
aPreamblel ength + aPL CPHeaderLength + ( ( (aMPDUDurationFactor x 8 x PSDUoc-
tets) / 10°%) + (8 x PSDUoctets) ) / data rate
whare datarate s Mbitss:
Thetotal time (in ps) to the beginning of any octet in a PPDU from the first symbol of the
preamble can be calculated using the duration factor in the following equation:
Truncate] aPreambl el ength + aPL CPHeaderL ength + ( ( (aM PDUDurationFactor x 8 x
N)/10% + (8 x N) ) / datarate] + 1,
where datarateisin Mbit/s and where N counts the number of octetsin the PPDU prior to
the desired octet, but does not count the number of octets in the preamble PL CP Header.

aMPDUMax- integer | The maximum number of octetsin an MPDU that can be conveyed by a PLCPPDU.

Length

aCWmin integer | The minimum size of the contention window, in units of aSlotTime.

aCWmax integer | The maximum size of the contention window, in units of aSlotTime.
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10.4.3.3When generated

This primitive will be issued by the PHY entity in response to a PLME-CHARACTERISTICS.request.

10.4.3.4 Effect of receipt

The receipt of this primitive provides the operational characteristics of the PHY entity.

10.4.4 PLME-DSSSTESTMODE.request

10.F- 2T Function

Thip primitive requests that the DSSS PHY entity enter a test mode operation. The parameters ‘associ gted
with this primitive are considered as recommendations and are optional in any particular implementatior).

10.4.4.2 Semantics of the service primitive
The primitive parameters are as follows:

RLME-DSSSTESTMODE.request  (
TEST_ENABLE,
TEST_MODE,
SCRAMBLE_STATE,
SPREADING_STATE,

DATA_TYPE,
DATA_RATE;
)
Name Type Valid range Description
TEST_ENABLE Boolean True, false If true, enables the PHY test mode according to the
remaining parameters
TEST MODE integer 1,23 TEST_MODE selects one of three operational
states:
01 = transparent receive
02 = continuous transmit
03 = 50% duty cycle
SCRAMBLE_STATE Boolean True, false If true, sets the operational state of the scrambler fo
ON
SPREADING_STATE Boolean True, false If true, selects the operational state of the chippinp
DATA_TYPE integer 1,23 Selects one of three data patterns to be used for the
transmit portions of the tests
DATA_RATE integer 2,4 Selects between 1 and 2 Mbit/s operation
02 =1 Mhit/s
04 = 2 Mbit/s

10.4.4.3When generated
This primitive shall be generated at any time to enter the DSSS PHY test mode.
10.4.4.4 Effect of receipt

Receipt of this primitive by the PHY sublayer shall cause the DSSS PHY entity to enter the test mode of
operation.
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10.4.5 PLME-DSSSTESTOUTPUT.request

10.4.5.1 Function

This optional primitive shall be a request by the LME to enable selected test signals from the PHY. The
parameters associated with this primitive are considered as recommendations and are optional in any partic-

ular implementation.

10.4.5.2 Semantics of the service primitive

HSI F T
Tht }JIIIIIItIVU [J(JI(JIIIUtCIDGICGDIUIIUVVD.

RLME-DSSSTESTOUTPUT.request (
TEST_OUTPUT,

)

Name Type Valid range Description
TEST_OUTPUT Boolean | True, false If true, enables the selected test signal's for testing DS PHY]

TEST _OUTPUT enables and disables selected signals for debugging and testing the PHY. Some signalsthat
may be available for output are PHY-TXSTART.request, PHY-RXSTART.indicate(RXVECTOR), PHY-
CCA .indicate, the chipping clock, the data clock, the symbol clock, X data, and RX data.
10.4.5.3When generated

Thik primitive shall be generated at any time to enable thetest outputs when in the DSSS PHY test modg.
10.4.5.4 Effect of receipt

Regeipt of this primitive by the DSSS PHY (stiblayer shall cause the DSSS PHY entity to enable the(test
outputs using the modes set by the most reeent PLME-DSSSTESTMODE.request primitive.

122 Copyright © 1999 IEEE. All rights reserved.


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)
MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSVI/IEEE Std 802.11, 1999 Edition

11. MAC sublayer management entity

11.1 Synchronization

All STAs within a single BSS shall be synchronized to a common clock using the mechanisms defined
herein.

11.1.1 Basic approach

A t|ming synchronization function (TSF) keeps the timers for al STAs in the same BSS synchronized.|All
STAs shall maintain alocal TSF timer.

11..1.1 TSF for infrastructure networks

In an infrastructure network, the AP shall be the timing master and shall perform the SF. The AP shall |ini-
tialjze its TSF timer independently of any simultaneously started APs in an effort to'minimize the synchrpni-
zatijon of the TSF timers of multiple APs. The AP shall periodically transmit speciial frames called beaqons
thal contain a copy of its TSF timer to synchronize the other STAs in a BSS»Afeceiving STA shall always
accgpt the timing information in beacons sent from the AP servicing its BSS.'If a STA’s TSF timer is difffer-
ent|from the timestamp in the received beacon, the receiving STA shallLset its local timer to the recejved
timpstamp value.

Bedcons shall be generated for transmission by the AP once every BeaconPeriod time units.

11.[1.1.2 TSF for an independent BSS (IBSS)

The TSF in an IBSS shall be implemented via a distributed algorithm that shall be performed by all of|the
bers of the BSS. Each STA in the BSS shall transmit beacons according to the algorithm describefl in
thigclause. Each STA in an IBSS shall adopt the timing received from any beacon or probe response that{has

11.1.2 Maintaining synchronization

Eagh STA shall maintain.a TSF timer with modulus 264 counting in increments of microseconds. SfAs
t to receive beacons/at a nominal rate. The interval between beacons is defined by the aBeaconPefiod
pargmeter of the STAA STA sending a beacon shall set the value of the beacon’s timestamp so that it eglials
thevalue of the STA's TSF timer at the time that the first bit of the timestamp is transmitted to the PHY plus
theltransmitting‘STA's delays through its local PHY from the MAC-PHY interface to its interface with| the
wirgless medium (antenna, LED emission surface, etc.). The algorithms in this clause define a mecharfism
thaf mai hitaihs the synchronization of the TSF timersin a BSS to within 4 ps plus the maximum propagation
ofthe PHY for PHY s of 1 Mbit/s, or greater.

11.1.2.1 Beacon generation in infrastructure networks

The AP shall define the timing for the entire BSS by transmitting beacons according to the aBeaconPeriod
attribute within the AP. This defines a series of TBTTs exactly aBeaconPeriod time units apart. Time zero is
defined to be a TBTT with the beacon being a DTIM and transmitted at the beginning of a CFP. At each
TBTT, the AP shall schedule a beacon as the next frame for transmission. If the medium is determined by the
carrier-sense mechanism (see 9.2.1) to be unavailable, the AP shall delay the actual transmission of a beacon
according to the basic medium access rules specified in Clause 9. The beacon period is included in Beacon
and Probe Response frames, and STAs shall adopt that beacon period when joining the BSS.
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NOTE—Though the transmission of a beacon may be delayed because of CSMA deferrals, subsequent beacons shall be
scheduled at the nominal beacon interval. Thisis shown in Figure 64.
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Figure 64—Beacon transmission on a busy network

1.2.2 Beacon generation in an IBSS

jcon generation in an IBSS is distributed. The beacon period is included in Beacon and Probe Respd
hes, and STAs shall adopt that beacon period when joining the IBSS. All members of the IBSS par
b in beacon generation. Each STA shall maintain its own TSF timer thatvis used for aBeaconPe
ng. The beacon interval within an IBSS is established by the STA that instantiates the IBSS. This def
ries of TBTTs exactly aBeaconPeriod time units apart. Time zero isdefined to bea TBTT. At each TH
STA shall

Suspend the decrementing of the backoff timer for any_periding non-beacon or non-ad hoc traffic ing
tion (ATIM) transmission,

Cadlculate a random delay uniformly distributed in the range between zero and twice aCW
x aSlotTime,

Wait for the period of the random del ay; decrementing the random delay timer using the same al
rithm as for backoff,

Cancel the remaining random délay and the pending beacon transmission, if a beacon arrives bel
the random delay timer has expired, and the ATM backoff timer shall resume decrementing.
Send a beacon if the randem delay has expired and no beacon has arrived during the delay perio
b Figure 65.)

beacon transmission shall always occur during the Awake Period of STASs that are operating in al
er mode., Thisis described in more detail in 11.2.

1.2.3.Beacon reception
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STAs shall use information from the CF Parameter Set element of all received Beacon frames to update their
NAV as specified in 9.3.2.2.

STAsin an infrastructure network shall only use other information in received Beacon frames, if the BSSID
field is equal to the MAC address currently in use by the STA contained in the AP of the BSS.

STAsin an IBSS shall use other information in any received Beacon frame for which the IBSS subfield of
the Capability field is set to 1 and the content of the SSID element is equal to the SSID of the IBSS. Use of
thisinformation is specified in 11.1.4.
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Figure 65—Beacon transmission in.an IBSS

11.[1.2.4 TSF timer accuracy

Upon receiving a Beacon frame with avalid FCS and BSSID or SSID, as described in 11.1.2.3, a STA shall
update its TSF timer according to the following algarithm: The received timestamp value shall be adjusted
by pdding an amount equal to the receiving STA*s:delay through its local PHY components plus the fme
singe the first bit of the timestamp was receivediat the MAC/PHY interface. In the case of an infrastructure
BS$§, the STA's TSF timer shall then be set tothe adjusted value of the timestamp. In the case of an IBSS|the
STA's TSF timer shall be set to the adjusted value of the received timestamp, if the adjusted value of|the
timpstamp is later than the value of the STA's TSF timer. The accuracy of the TSF timer shall be £0.01%.

11.1.3 Acquiring synchronization, scanning

A $TA shall operate in @ther a Passive Scanning mode or an Active Scanning mode depending on|the
curfent value of the ScanMode parameter of the MLME-SCAN.request primitive.

Upon receipt-efithe MLME-SCAN.request primitive, a STA shall perform scanning. The SSID paramgeter
indjcates the.SSID for which to scan. To become a member of a particular ESS using passive scanning, a
STA shall scan for Beacon frames containing that ESS's SSID, returning al Beacon frames matching|the
deqred . 8SID in the BSSDescriptionSet parameter of the corresponding MLME-SCAN.confirm primi|tive
with The appropriate bits in the Capahbilities Information field indicaling whether the beacon came 1rom an
Infrastructure BSS or IBSS. To actively scan, the STA shall transmit Probe frames containing the desired
SSID. Upon completion of scanning, an MLME-SCAN.confirm isissued by the MLME indicating all of the
BSS information received.

Upon receipt of an MLME-JOIN.request, the STA will join a BSS by adopting the BSSID, TSF timer value,
PHY parameters, and the beacon period specified in the request.

Upon receipt of an MLME-SCAN.request with the broadcast SSID, the STA shall passively scan for any
Beacon frames, or actively transmit Probe frames containing the broadcast SSID, as appropriate depending
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upon the value of ScanMode. Upon completion of scanning, an MLME-SCAN.confirm is issued by the
MLME indicating al of the BSS information received.

If a STA's scanning does not result in finding a BSS with the desired SSID and of the desired type, or does
not result in finding any BSS, the STA may start an IBSS upon receipt of the MLME-START.reguest.

A STA may start its own BSS without first scanning for aBSSto join.

When a STA gtarts a BSS, that STA shall determine the BSSID of the BSS. If the BSSType indicates an infra-
aructure BSS then the STA shall start an mfrastructure BSS and the BSSID shal be equal to the STA's

dot 3 anged
after the completlon of the MLME-Start. request If the BSSType |nd|cat$an IBSS, the STA shall sart an IE SS,
and the BSSID shall be an individua locally administered IEEE MAC address as defined in 5.2 of JEEE|Std
802-1990. The remaining 46 bits of that MAC address shall be anumber selected in amanner that minimizes the
propability of STAs generating the same number, even when those STAs are subjected to the same initia condi-
tiorls. The value SSID parameter shdl be used as the SSID of the new BSS. It isimportant-that designers re¢og-
niz¢ the need for gtatistical independence among the random number streams among STAS,

11.1.3.1 Passive scanning

If d ScanType is passive, the STA shall listen to each channel scanned for\no longer than a maximum dpra-
tion) defined by the Channel Time parameter.

11.1.3.2 Active scanning

ve scanning involves the generation of Probe frames:and the subsequent processing of received Priobe
onse frames. The details of the active scanning procedures are as specified in the following subclauges.

STAs, subject to criteria below, receiving Prebe Request frames shall respond with a probe response only if
onse frames shall be sent as directed frames to the address of the STA that generated the probe request.

regliests meeting the above criteria: In an IBSS, the STA that generated the last beacon shall be the STA that

h BSS there shall be at least one STA that is awake at any given time to respond to probe requests. A
STA that sent a beacon shall remain in the Awake state and shall respond to probe requests until a Begcon
e with thecurrent BSS ID isreceived. If the STA isan AP, it shall always remain in the Awake statejand
s respond)to probe requests. There may be more than one STA in an IBSS that responds to any given
prope reguest, particularly in cases where more than one STA transmitted a Beacon frame following|the
recent TBTT, either due to not receiving successfully a previous beacon or due to collisions between
OR transmissions.

11.1.3.2.2 Active scanning procedure

Upon receipt of the MLME-SCAN.request with ScanType indicating an active scan, a STA shall use the
following procedure;

For each channel to be scanned,

a)  Wait until the ProbeDelay time has expired or a PHY RxStart.indication has been received;
b) Perform the Basic Access procedure as defined in 9.2.5.1;
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c¢) Send aprobe with the broadcast destination, SSID, and broadcast BSSID;
d) Clear and start a ProbeTimer;

e

Time, then clear NAV and scan the next channel, el se when ProbeTimer reaches MaxChannel Ti
process all received probe responses;

f)  Clear NAV and scan the next channel.

See Figure 66.
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Figure 66—Proberesponse

N the BSSDescriptionSet containing all of the'information gathered during the scan.

1.3.3 Initializing a BSS

bct channel synchronization“information, select a beacon period, initialize and start its TSF timer,
n transmitting beacons!

JL.3.4 Synchronizing with a BSS

Up

n receipt.ofan MLME-Join.request, a STA shall adopt the BSSID, channel synchronization informat|

and TSF timer‘value of the parameters in the request. Upon receipt of a Beacon frame from the BSS,
MUME shall issue an MLME-Join.confirm indicating the operation was successful. If the JoinFailureTi
out| expires prior to the receipt of a Beacon frame from the BSS, the MLME shall issue an MLN
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en al channels in the ChannelList have been*scanned, the MLME shall issue an MLME-Scan.confirm

'3)1
and

on,
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me-
N E-

Join.confirm indicating the operation was UNsuccessT Ul

11.1.4 Adjusting STA timers

In the infrastructure network, STAs shall always adopt the timer in a beacon or probe response coming from
the APintheir BSS.

In an IBSS, a STA shall always adopt the information in the contents of a Beacon or Probe Response frame
when that frame contains amatching SSID and the value of the time stamp is later than the STA'S TSF timer.
In response to an MLME-Join.request, a STA shall initialize its TSF timer to 0 and shall not transmit a
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beacon or probe response until it hears abeacon or probe response from a member of the IBSS with amatch-
ing SSID.

All Beacon and Probe Response frames carry a Timestamp field. A STA receiving such a frame from another
STA in an IBSSwith the same SSID shall compare the Timestamp field with its own TSF time. If the Timestamp
field of the received frame is later than its own TSF time, the STA shall adopt dl parameters contained in the
Beacon frame.

11.1.5 Timing synchronization for frequency-hopping (FH) PHYs

NOJ E—This subclause pertains only to STAs using an FH PHY.

The TSF described here provides a mechanism for STAs in an FH system to synchronize their transitions
from one channel to another (their “hops’). Every STA shall maintain atable of all of the hopping sequences
thaf are used in the system. All of the STAsin a BSS shall use the same hopping sequence! Each beaconjand
prope response includes the channel synchronization information necessary to determinethe hop patternjand
tim|ng for the BSS.

STAs shall use their TSF timer to time the aCurrentDwell Time. The aCurrentDwellTime is the length of
timg that STAs shall stay on each frequency in their hopping sequence-Once STAS are synchronized, they
have the same TSF timer value.

STAs in the BSS shall issue an appropriate PLME service primitive for the PHY in use to tune to the pext
frequency in the hopping sequence whenever

TSF timer MOD aCurrentDwelITime=0

11]2 Power management
11.p.1 Power management in an infrastructure network

STAs changing Power Management mode shall inform the AP of this fact using the Power Management [bits
within the Frame Control figld-of transmitted frames. The AP shall not arbitrarily transmit MSDUs to S[TAs
opgrating in a power-save(PS) mode, but shall buffer MSDUs and only transmit them at designated times.

The STAs that currently have buffered MSDUs within the AP are identified in a traffic indication rrap
(TIM), which-shalt be included as an element within all beacons generated by the AP. A STA shall determine
thal an M SDU-is buffered for it by receiving and interpreting aTIM.

STASOperating in PS modes shall periodically listen for beacons, as determined by the STA’s Listeninteyval
and RecelveDTIMs parameters of the MLME-Power-Mgt.request primitive.

In a BSS operating under the DCF, or during the contention period of a BSS using the PCF, upon determin-
ing that an MSDU is currently buffered in the AP, a STA operating in the PS mode shall transmit a short PS-
Poll frame to the AP, which shall respond with the corresponding buffered MSDU immediately, or acknowl-
edge the PS-Poll and respond with the corresponding MSDU at alater time. If the TIM indicating the buff-
ered MSDU is sent during a contention-free period (CFP), a CF-Pollable STA operating in the PS mode does
not send a PS-Poll frame, but remains active until the buffered MSDU is received (or the CFP ends). If any
STA initsBSSisin PS mode, the AP shall buffer all broadcast and multicast MSDUs and deliver them to al
STAsimmediately following the next Beacon frame containing adelivery TIM (DTIM) transmission.
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A STA shall remainin its current Power Management mode until it informs the AP of a Power Management
mode change via a successful frame exchange. Power Management mode shall not change during any single
frame exchange sequence, as described in 9.7.

11.2.1.1 STA Power Management modes
A STA may bein one of two different power states:

— Awake: STA isfully powered.

Doza- STAcnot ahlata trancmit aor roacaiva and conciimac vzany Lonns nenazor
D OZC O T To ot TiorEtotrar ot O T ECtry C oo CoroaricS v CryTovy povv e

The manner in which a STA transitions between these two power states shall be determined by'the STA's
Power Management mode. These modes are summarized in Table 23.

The¢ Power Management mode of a STA is selected by the PowerManagementMade |parameter of | the
MUME-POWERMGT.request. Once the STA updates its Power Management mode, the MLME shall igsue
an MLME-POWERMGT.confirm indicating the success of the operation.

Table 23—Power Management modes

Active mode or AM STA may receive frames at any time,In‘Active mode, a STA shall bein the
Awake state. A STA on the polling-ist of a PCF shall bein Active mode for
the duration of the CFP.

Power Save or PS STA listensto selected beacons(based upon the Listeninterval parameter of the

MLME-Associate.request primitive) and sends PS-Poll framesto the AP if the
TIM element in the mastrecent beacon indicates adirected MSDU buffered for
that STA. The AP shall\transmit buffered directed MSDUsto aPS STA only in
responseto aPS-Pell from that STA, or during the CFP in the case of a CF-Pol-
lable PS STA: If2’PS mode, a STA shall bein the Doze state and shall enter the
Awake stateto receive selected beacons, to receive broadcast and multicast
transmissions following certain received beacons, to transmit, and to await
responsesto transmitted PS-Poll frames or (for CF-Pollable STAS) to receive
contention-free transmissions of buffered MSDUs.

To ¢hange Power Management modes, a STA shall inform the AP through a successful frame exchange ipiti-
atedl by the STA. The\Power Management bit in the Frame Control field of the frame sent by the STA inthis
exchange indicatesthe Power Management mode that the STA shall adopt upon successful completion of| the
entire frame exehange.

A $TA that'is changing from Doze to Awake in order to transmit shall perform clear channel ent
(CQA)<until a frame sequence is detected by which it can correctly set its NAV, or until a period of gme
equal o the ProbeDelay has transpited.

11.2.1.2 AP TIM transmissions

The TIM shall identify the STAs for which traffic is pending and buffered in the AP. This information is
coded in apartial virtual bitmap, as described in 7.3.2.6. In addition, the TIM contains an indication whether
broadcast/multicast traffic is pending. Every STA is assigned an Association ID code (AID) by the AP as
part of the association process. AID 0 (zero) isreserved to indicate the presence of buffered broadcast/multi-
cast MSDUs. The AP shall identify those STAs for which it is prepared to deliver buffered MSDUs by
setting bitsin the TIM’s partial virtual bitmap that correspond to the appropriate SIDs.
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11.2.1.3 TIM types

Two different TIM types are distinguished: TIM and DTIM. After aDTIM, the AP shall send out the buff-
ered broadcast/multicast MSDUs using normal frame transmission rules, before transmitting any unicast
frames.

The AP shall transmit a TIM with every beacon. Every DTIMPeriod, aTIM of type “DTIM” is transmitted
within a beacon, rather than an ordinary TIM.

Figure 67 illustrates the AP and STA activity under the assumption that a DTIM is transmitted once every
thrge TIMs. Thetop line in Figure 67 represents the time axis, with the beacon interval shown together, With
aDTIM Interval of three beacon intervals. The second line depicts AP activity. The AP schedulesbeagons
for fransmission every beacon interval, but the beacons may be delayed if thereistraffic at the TBTT. Th|sis
indjcated as “busy medium” on the second line. For the purposes of this figure, the important fact alpout
begcons is that they contain TIMs, some of which may be DTIMs. Note that the second STA with
RegeiveDTIMs set to false does not power up its receiver for al DTIMSs.

The third and fourth lines in Figure 67 depict the activity of two STAs operating with different pawer
maihagement requirements. Both STAs power-on their receivers whenever theyirieed to listen for aTIM. This
isindicated as aramp-up of the receiver power prior to the TBTT. The first"STA, for example, powers up its
recgiver and receivesaTIM in the first beacon; that TIM indicates the ptesence of abuffered MSDU for| the
recgiving STA. Thereceiving STA then generates a PS-Poll frame, which elicits the transmission of the buff-
erefl data MSDU from the AP. Broadcast and multicast MSDUs are-sent by the AP subsequent to the trans-
migsion of abeacon containing aDTIM. The DTIM isindicatedty the DTIM count field of the TIM elenpent
havjng avalue of 0.

Beacon-Interval DTIM interval
< »  Time-axis < >
\ \ | [l [l |
\ \ \ I I \
TIM (in Beacon) ~ TIM DTIM TIM TIM DTIM

m AP activity WH WHﬂ H Hm mBroadcast
*\ Busy Medium} *\

Buffered Frame

PS Station [, | [ ] ‘ ‘ [ ]

ool | | | | |

| PS Station (e‘xtreme low power)‘ | /‘ Hv |

\ \ \ \ \ Poll \

Example: DTIM at every 3 TIM intervals

Figure 67—Infrastructure power management operation (no PCF operating)

11.2.1.4 AP operation during the contention period

APs shall maintain a Power Management status for each currently associated STA that indicates in which
Power Management mode the STA is currently operating. An AP shall, depending on the Power Manage-
ment mode of the STA, temporarily buffer the MSDU or management frame destined to the STA. No
MSDUs or management frames received for STAs operating in the Active mode shall be buffered for power
management reasons.
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a)

b)
<)

11.p.1.5 AP operation during the CFP

MSDUs, or management frames destined for PS STAs, shall be temporarily buffered in the AP. The
agorithm to manage this buffering is beyond the scope of this standard.

MSDUSs, or management frames destined for STAs in the Active mode, shall be directly transmitted.
At every beacon interval, the AP shall assemble the partial virtual bitmap containing the buffer status
per destination for STAs in the PS mode, and shall send this out in the TIM field of the beacon. The
bit for AID 0 (zero) shall be set whenever broadcast or multicast traffic is buffered.

All broadcast/multicast MSDUSs, with the Order bit in the Frame Control field clear, shall be buff-
ered if any associated STAs arein PS mode.

Immediately after every DTIM, the AP shall transmit all buffered broadcast/multicast MSDUs. The
More Data field of each broadcast/mulUcast frame shall be set to |nd|cate the presence of further

multicast MSDUs before the TBTT foIIOW| ng the DTIM, the AP shall |nd|cate that it will contl nue
to deliver the broadcast/multicast MSDUSs by setting the bit for AID 0 (zero) of the TIM, elemert of
every Beacon frame, until all buffered broadcast/multicast frames have been transmitted.
A single buffered MSDU or management frame for a STA in the PS mode shall be ferwarded tq the
STA after aPS-Poll has been received from that STA. The More Datafield shall.be set to indicatg the
presence of further buffered MSDUs or management frames for the polling STA. Further PS-Pall
frames from the same STA shall be acknowledged and ignored until the MSDU or managenent
frame has either been successfully delivered, or presumed failed due'to maximum retries bging
exceeded. This prevents a retried PS-Poll from being treated as a new.request to deliver a buffgred
frame.
An AP shall have an aging function to delete pending traffic whent is buffered for an excessive jme
period.
Whenever an AP isinformed that a STA changes to the Active mode, then the AP shall send bufféred
MSDUs and management frames (if any exist) to that,SFA without waiting for a PS-Pall.

APs$ shall maintain a Power Management status for.each currently associated CF-Pollable STA that indicates
in ywhich Power Management mode the STA -is‘currently operating. An AP shall, for STAs in PS mode,

terrporarily buffer the MSDU destined to the STA.

Q)

T

f)

MSDUs destined for PS STAs shall be temporarily buffered in the AP. The algorithm to managefthis
buffering is beyond the scope of this standard.

MSDUs destined to STAsin the Active mode shall be transmitted as defined in Clause 9.
Prior to every CFR,and at each beacon interval within the CFP, the AP shall assemble the paftial
virtual bitmap centaining the buffer status per destination for STAsin the PS mode, set the bitsinthe
partial virtualbitmap for STAs the point coordinator (PC) is intending to poll during this CFP, fand
shall send thisout in the TIM field of the DTIM. The bit for AID 0 (zero) shall be set whengver
broadcast or multicast traffic is buffered.
All lroadcast and multicast MSDUSs, with the Order bit in the Frame Control field clear, shal| be
buffered if any associated STAs are in the PS mode, whether or not those STAs are CF-Pollable.
Immediately after every DTIM (Beacon frame with DTIM Count field of the TIM element equal to

zero). the AP shall transmit all buffered broadcast and multicast frames. The More Datafield shall be

set to indicate the presence of further buffered broadcast/multicast MSDUSs. If the AP is unable to
transmit all of the buffered broadcast/multicast MSDUs before the TBTT following the DTIM, the
AP shall indicate that it will continue to deliver the broadcast/multicast MSDUSs by setting the bit for
AID 0 (zero) of the TIM element of every Beacon frame, until al buffered broadcast/multicast
frames have been transmitted.

Buffered MSDUs or management frames for STAs in the PS mode shall be forwarded to the CF-
Pollable STAs under control of the PC. Transmission of these buffered MSDUs or management
frames shall begin immediately after transmission of buffered broadcast and multicast frames (if
any), and shall occur in order by increasing AID of CF-Pollable STAs. A CF-Pollable STA for which
the TIM element of the most recent beacon indicated buffered MSDUs or management frames shall
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0)

h)

be in the Awake state at least until the receipt of a directed frame from the AP in which the Frame
Control field does not indicate the existence of more buffered MSDUs or management frames. After
acknowledging the last of the buffered M SDUs or management frames, the CF-Pollable STA operat-
ing in the PS mode may enter the Doze state until the next DTIM is expected.

An AP shall have an aging function to delete pending traffic buffered for an excessive time period.
The exact specification of the aging function is beyond the scope of this standard.

Whenever an AP detects that a CF-Pollable STA has changed from the PS mode to the Active mode,
then the AP shall queue any buffered frames addressed to that STA for transmission to that CF-
Pollable STA as directed by the AP's PC function (PCF).

11.P.1.6 Receive operation for STAs In PS mode during the contention period

STAs in PS mode shall operate as follows to receive an MSDU or management frame from the AP-whef no

PClis operating and during the contention period when a PC is operating.

11.p.1.7 Receive operation for-STAs in PS mode during the CFP

STAs shall wake up early enough to be able to receive the next scheduled beacon-after Listenl nteyval
fromthelast TBTT.
When a STA detects that the bit corresponding to itsAID is set in the TIVF, the STA shall issue afPS-
Poall to retrieve the buffered MSDU or management frame. If more thatvone bit is set in the TIM | the
PS-Poll shall be transmitted after arandom delay uniformly distributed between zero and aCWnpin.

The STA shall remain in the Awake state until it receives théresponse to its poll, or it recejves
another beacon whose TIM indicates that the AP does not have any MSDUs or management frajnes
buffered for this STA. If the bit corresponding to the SFA’'SAID is set in the subsequent TIM [the
STA shall issue another PS-Poall to retrieve the buffered MSDU or management frame(s).
If the More Data field in the received MSDU or management frame indicates that more traffid for
that STA is buffered, the STA, at its convenience,shall Poll until no more MSDUs or managenpent
frames are buffered for that STA.
When ReceiveDTIMs istrue, the STA shalltwake up early enough to be able to receive every DT[IM.
A STA receiving broadcast/multicast MSDUs shall remain awake until the More Data field of|the
broadcast/multicast M SDUs indicates’there are no further buffered broadcast/multicast MSDU$, or
until aTIM is received indicating there are no more buffered broadcast/multicast MSDUSs.

STAs in PS mode that are associated as CF-Pollable shall operate as follows in a BSS with an active PC to

recg¢ive MSDUs or management frames from the AP during the CFP:

Q)

STAs shallenter the Awake state so as to receive the Beacon frame (which contains a DTIM) atjthe
start of ,each CFP.

To recaive broadcast/multicast MSDUS, the STA shall wake up early enough to be able to recgive
every-DTIM that may be sent during the CFP. A STA receiving broadcast/multicast MSDUs ghall
remain awake until the More Data field of the broadcast/multicast MSDUs indicates there ar¢ no
further buffered broadcast/multicast MSDUSs, or until a TIM is received indicating there are no njore

0)

d)

132

broadcast/multicast MSDUs buffered.

When a STA detects that the bit corresponding to itsAID isset in the DTIM at the start of the CFP
(or in a subsequent TIM during the CFP), the STA shall remain in the Awake state for at least that
portion of the CFP through the time that the STA receives a directed MSDU or management frame
from the AP with the More Data field in the Frame Control field indicating that no further traffic is
buffered.

If the More Data field in the Frame Control field of the last MSDU or management frame received
from the AP indicates that more traffic for the STA is buffered, then, when the CFP ends, the STA
may remain in the Awake state and transmit PS-Poll frames during the contention period to request
the delivery of additional buffered MSDU or management frames, or may enter the Doze state
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during the contention period (except at TBTTs for DTIMs expected during the contention period),
awaiting the start of the next CFP.

11.2.1.8 STAs operating in the Active mode

A STA operating in this mode shall have its receiver activated continuously; it does not need to interpret the
traffic announcement part of the beacons.

11.2.1.9 AP aging function

The AP shall have an aging function to delete buffered traffic when it has been buffered for an excessive
perjod of time. That function shall be based on the Listeninterval parameter of the MLME-Associatéreqgliest
primnitive of the STA for which the traffic is buffered. The AP aging function shall not cause the buffered fraf-
fic o be discarded after any period that is shorter than the Listeninterval of the STA for which the traffic is
buffered. The exact specification of the aging function is beyond the scope of this standard.

11.p.2 Power management in an IBSS
Thip subclause specifies the power management mechanism for use within an4BSS.
11.p.2.1 Basic approach

The basic approach is similar to the infrastructure case in that/theSTAs are synchronized, and multifast
M3DUs and those MSDUSs that are to be transmitted to a powersconserving STA are first announced dufing
a period when al STAs are awake. The announcement is‘done via an ad hoc traffic indication mesgage
(AT|IM). A STA in the PS mode shall listen for these annournicements to determineiif it needsto remain irfthe
awdgke state.

When an MSDU s to be transmitted to a destination STA that isin a PS mode, the transmitting STA first
trar)smits an ATIM frame during the ATIM Window, in which al the STAsincluding those operating in & PS
mofle are awake. The ATIM Window is defined as a specific period of time, defined by aATIMWindow,
follpwing a TBTT, during which only“Beacon or ATIM frames shall be transmitted. ATIM transmisgion
times are randomized, after a Beacon-frame is either transmitted or received by the STA, using the backoff
profedure with the contention window equal to aCWminx. Directed ATIMs shall be acknowledged. If a $TA
transmitting a directed ATIM doés not receive an acknowledgment, the STA shall execute the backoff proce-
durg for retransmission ofithe ATIM. Multicast ATIMs shall not be acknowledged.

If d STA receives adirected ATIM frame during the ATIM Window, it shall acknowledge the directed ATIM
and stay awake for:the entire beacon interval waiting for the announced MSDU(s) to be received. If a $TA
doss not receive.an ATIM, it may enter the Doze state at the end of the ATIM Window. Transmissions of
M3DUs announced by ATIMs are randomized after the ATIM Window, using the backoff procegure
destribed in Clause 9.

Itis possible that an ATIM may be received from more than one STA, and that a STA that receives an ATIM
may receive more than a single MSDU from the transmitting STA. ATIM frames are only addressed to the
destination STA of the MSDU.

AnATIM for abroadcast or multicast MSDU shall have a destination address identical to that of the MSDU.
After the ATIM interval, only those directed MSDUs that have been successfully announced with an
acknowledged ATIM, and broadcast/multicast MSDUs that have been announced with an ATIM, shall be

transmitted to STAs in the PS mode. Transmission of these frames shall be done using the normal DCF
access procedure.
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Figure 68 illustrates the basic power-save operation.

Target Beacon Beacon Interval Beacon Interval
Time \I‘
—p| ATIM —— ATM —— ATIM q—
I Window| ! Window | ! Window |
Beacon I I I

— Xmit ATIM | |

‘ ‘ _ Rcv ACK
Xmit Frame |
| | [ ¥y ReVACK |

sionn T | 111 i | e

. Rev ATIM

Xmit ACK ‘
Rcv Frame |

Station B —| I H—I_I_I_I I |_

Station C —| I | I l I I_

Power-Saving State

Figure 68—Power management in an IBSS—Basic operation

The estimated power-saving state.'of ‘another STA may be based on the power management information
trar)smitted by that STA and on'additional information available locally, such as a history of failed transmis-
attempts. The use of RTS/CTS in an IBSS may reduce the number of transmissionsto a STA that isin
PSmode. If an RTSis sentiand a CTS is not received, the transmitting STA may assume that the destinafion
isin PS mode. Themethod of estimating the power management state of other STAsin the IBSS is put-

The fellowing procedure shall be used to initialize power management within anew IBSS, or to learn atl)out
the i ithi isti ngBSS

a) A STA joining an existing IBSS by the procedurein 11.1.3.3 shall update itsATIM Window with the
value contained in the ATIM Window field of the IBSS Parameter Set element within the Beacon or
Probe Response management frame received during the scan procedure.

b) A STA creating a hew IBSS by the procedure in 11.1.3.3 shall set the value of the ATIM Window
field of the IBSS Parameter Set element within the Beacon management frames transmitted to the
value of itsATIM Window.

c) Thedtart of the ATIM Window shall bethe TBTT, defined in 11.1.2.2. The end of the ATIM Window
shall be defined as
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TSF timer MOD Beaconinterval = ATIMWindow.
d) TheATIM Window period shall be static during the lifetime of the IBSS.
e) AnATIM Window value of zero shall indicate that power management is not in use within the IBSS.

11.2.2.3 STA power state transitions
A STA may enter PS mode if and only if the value of the ATIM Window in use within the IBSS is greater

than zero. A STA shall set the Power Management subfield in the Frame Control field of MSDUSs that it
transmits according to the procedurein 7.1.3.1.7.

A STA in PS mode shall transition between Awake and Doze states according to the following rules;

If a STA is operating in PS mode, it shall enter the Awake state prior to each TBTT.
) If a STA receives adirected ATIM management frame containing its individual address, or a muilti-
cast ATIM management frame during the ATIM Window it shall remain in the Awake state until| the
end of the next ATIM Window.
q If aSTA transmits a Beacon or an ATIM management frame, it shall remaip-in the Awake state untilf the
end of the next ATIM Window regardless of whether an acknowledgment-isteceived for the ATIM
q If the STA has not transmitted an ATIM and does not receive eithet\a directed ATIM management
frame containing its individual address, or a multicast ATIM nianagement frame during the ATIM
Window, it may return to the Doze state following the end of¢he current ATIM Window.

Q)

11.p.2.4 ATIM and frame transmission

If power management isin use within an IBSS, all STAsshall buffer MSDUs for STAs that are known tp be
in BS mode. The algorithm used for the estimation of the power management state of STAs within the IBSS
is gutside the scope of this standard. MSDUs may be'sent to STAs in Active mode at any valid time.

g Following the reception or transmission of the beacon, during the ATIM Window, the STA shall
transmit a directed ATIM management frame to each STA for which it has one or more buffé¢red
unicast MSDUs. If the STA has'ehe or more buffered multicast MSDUSs, with the Strictly Ordgred
bit clear, it shall transmit an-appropriately addressed multicast ATIM frame. A STA transmitting an
ATIM management frameshall remain awake for the entire current beacon interval.
) All STAs shall use the backoff procedure defined in 9.2.5.2 for transmission of the first ATIM f[fol-
lowing the beacon.’All remaining ATIMs shall be transmitted using the conventional DCF acg¢ess
procedure.
ATIM management frames shall only be transmitted during the ATIM Window.
A STA shatl transmit no frame types other than RTS, CTS, and ACK Control frames and Beaconjand
ATIM management frames during the ATIM Window.
[ Directed ATIM management frames shall be acknowledged. If no acknowledgment is received,| the
ATIM shall be retransmitted using the conventional DCF access procedure. Multicast ATIM
management frames shall not be acknowledged.
f)  If a STA is unable to transmit an ATIM during the ATIM Window, for example due to contention
with other STAs, the STA shall retain the buffered MSDU(s) and attempt to transmit the ATIM
during the next ATIM Window.
g) Immediately following the ATIM Window, a STA shall begin transmission of buffered broadcast/
multicast frames for which an ATIM was previously transmitted. Following the transmission of any
broadcast/multicast frames, any MSDUs and management frames addressed to STAs for which an
acknowledgment for a previoudly transmitted ATIM frame was received shall be transmitted. All
STAs shall use the backoff procedure defined in 9.2.5.2 for transmission of the first frame following
the ATIM Window. All remaining frames shall be transmitted using the conventional DCF access
procedure.
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h) A buffered MSDU may be transmitted using fragmentation. If an MSDU has been partially transmit-
ted when the next beacon frame is sent, the STA shall retain the buffered MSDU and announce the
remaining fragments by transmitting an ATIM during the next ATIM Window.

i) If an STA is unable to transmit a buffered MSDU during the beacon interval in which it was
announced, for example due to contention with other STAS, the STA shall retain the buffered MSDU
and announce the MSDU again by transmitting an ATIM during the next ATIM Window.

j)  Following the transmission of all buffered MSDUSs, a STA may transmit M SDUs without announce-
ment to STAs that are known to be in the Awake state for the current beacon interval due to an appro-
priate ATIM management or Beacon frame having been transmitted or received.

k) A STA may discard frames buffered for later transmission to power-saving STAs if the STA deter-

11/3 Association and reassociation
Thip subclause defines how a STA associates and reassociates with an AP,

11.3.1 STA association procedures

mines that the frame has been buffered for an excessive amount of time or if other conditions.irter-
nal to the STA implementation make it desirable to discard buffered frames (for example/\bffer
starvation). In no case shall aframe be discarded that has been buffered for less than aBeaconPerjod.
The agorithm to manage this buffering is beyond the scope of this standard.

Upon receipt of an MLME-ASSOCIATE.request, a STA shall associate with an AP viathe following proce-

durg:

Q)

11.B.2 AP association procedures

AnAP shall operate as follows in order to support the association of STAS.

The STA shall transmit an association request to an’AP with which that STA is authenticated.

If an Association Response frame is received with a status value of “successful,” the STA is now
associated with the AP and the MLME shall issue an MLME-ASSOCIATE.confirm indicating| the
successful completion of the operation,
If an Association Response frame isreceived with a status value other than “ successful” or the Agso-
ciateFailureTimeout expires, the-STA is not associated with the AP and the MLME shall issug¢ an
MLME-ASSOCIATE.confirm indicating the failure of the operation.

Whenever.an Association Request frame is received from a STA and the STA is authenticated,|the
AP shall/transmit an association response with a status code as defined in 7.3.1.9. If the status value
is “stceessful,” the Association ID assigned to the STA shall be included in the response. If the $TA
is not authenticated, the AP shall transmit a Deauthentication frame to the STA.

When the association response with a status value of “successful” is acknowledged by the STA | the

0)

STATsconsitered-tobeassocratedwitihrthisAP:
The AP shall inform the distribution system (DS) of the association and the MLME shall issue an
MLME-ASSOCIATE.indication.

11.3.3 STA reassociation procedures

Upon receipt of an MLME-REASSOCIATE.request, a STA shall reassociate with an AP via the following
procedure:

a)

136

The STA shall transmit a Reassociation Request frame to an AP,
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b) If a Reassociation Response frame is received with a status value of “successful,” the STA is how
associated with the AP and the MLME shall issue an MLME-REASSOCIATE.confirm indicating
the successful completion of the operation.

c) If aReassociation Response frame is received with a status value other than “successful” or the
ReassociateFailureTimeout expires, the STA is not associated with the AP and the MLME shall
issue an MLME-REA SSOCIATE.confirm indicating the failure of the operation.

11.3.4 AP reassociation procedures

An AP shall operate as followsin order to support the reassociation of STAS.

d Whenever a Reassociation Request frame is received from a STA and the STA is authenticated, the
AP shall transmit a reassociation response with a status value as defined in 7.3.1.9. If the status value
is“successful,” the Association ID assigned to the STA shall be included in the response, If the $TA
is not authenticated, the AP shall transmit a Deauthentication frame to the STA.
) When the reassociation response with a status value of “successful” is acknowledged by the STA,
the STA is considered to be associated with thisAP.
d The AP shdl inform the DS of the reassociation and the MLME shall issue an MLME-
REASSOCIATE.indication.

11{4 Management information base (MIB) definitions

The MIB comprises the managed objects, attributes, actions, and notifications required to manage a statjon.
The definition of these managed objects, attributes, actions, and notifications, as well as their structure, is
pregented in Annex D.
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ANS

12. Physical layer (PHY) service specification

12.

1 Scope

The PHY services provided to the IEEE 802.11 wireless LAN MAC are described in this clause. Different
PHY s are defined as part of the IEEE 802.11 standard. Each PHY can consist of two protocol functions as
follows:

a)

A physical layer convergence function, which adapts the capabilities of the physical medium depen-

Eag
defi

12

The
con

The
PH
the

12

12.

The
des

12.

The

gence procedure (PLCP), which defines a method of mapping the |IEEE 802.11 MAC &ubl
protocol data units (MPDUS) into a framing format suitable for sending and receiving user-data
management information between two or more STASs using the associated PMD system.

A PMD system, whose function defines the characteristics of, and method of, transmitting
receiving data through, awireless medium (WM) between two or more STAS,

h PMD sublayer may require the definition of a unique PLCP. If the PMD sublayer aready provideg
ned PHY services, the physical layer convergence function might be null;

2 PHY functions

protocol reference model for the IEEE 802.11 architectur€is shown in Figure 11. Most PHY definit

PHY serviceis provided to the MAC entity at'the STA through a service access point (SAP), called
Y-SAP, as shown in Figure 11. A set of primitives might also be defined to describe the interface betw
physical layer convergence protocol sublayer and the PMD sublayer, called the PMD-SAP.

3 Detailed PHY service specifications
3.1 Scope and field of application

services provided-by-the PHY to the IEEE 802.11 MAC are specified in this subclause. These services
Cribed in an abstract'way and do not imply any particular implementation or exposed interface.

3.2 Overview of the service

PHEY. function as shown in Figure 11 is separated into two sublayers. the PLCP sublayer and the P|

Su

dent (PMD) system to the PHY service. This function is supported by the physical layer conyer-

er
and

and

the

ons

tain three functional entities. the PMD function, the physical layer convergence function, and the layer
maihagement function.

the
een

are

MD

ayer—Fhefunction-ofthe PLCP sublaver lsto-provide a-mechanismfortransterring MPDUS betn

een

two or more STAs over the PMD sublayer.

12.3.3 Overview of interactions

The primitives associated with communication between the IEEE 802.11 MAC sublayer and the IEEE
802.11 PHY fall into two basic categories:

a)  Service primitives that support MAC peer-to-peer interactions;
b)  Service primitives that have local significance and support sublayer-to-sublayer interactions.

138
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12.3.4 Basic service and options

All of the service primitives described here are considered mandatory unless otherwise specified.

12.3.4.1 PHY-SAP peer-to-peer service primitives

Table 24 indicates the primitives for peer-to-peer interactions.

Table 24—PHY-SAP peer-to-peer service primitives

Primitive

Request

Indicate Confirm

PHY-DATA

X

X X

12.3.4.2 PHY-SAP sublayer-to-sublayer service primitives

Taljle 25 indicates the primitives for sublayer-to-sublayer interactions.

Table 25—PHY-SAP sublayer-to-sublayer service primitives

Primitive Request Indicate Confirm
PHY-TXSTART X X
PHY-TXEND X X
PHY-CCARESET X X
PHY-CCA X
PHY-RXSTART X
PHY-RXEND X

12.B.4.3 PHY-SAP service primitives parameters

Tall e 26 shows the parameters used by one or more of the PHY-SAP service primitives.

Table 26—PHY-SAP service primitive parameters

Pararneter ASsocTatedprimitive vatue
DATA PHY-DATA .request Octet value X'00—-X'FF'
PHY-DATA .indication

TXVECTOR PHY-TXSTART.request A set of parameters

STATUS PHY-CCA .indication BUSY, IDLE

RXVECTOR PHY-RXSTART.indication A set of parameters

RXERROR PHY-RXEND.indication NoError, FormatViolation, Carrier-
Lost, UnsupportedRate
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12.3.4.4 Vector descriptions

Several service primitives include a parameter vector. This vector is a list of parameters that may vary
depending on the PHY type. Table 27 lists the parameter values required by the MAC or PHY in each of the
parameter vectors. Parameters in the vectors that are management rather than MAC may be specific to the
PHY and arelisted in the clause covering that PHY.

Table 27—Vector descriptions

Par ameter Associate vector Value

DATARATE TXVECTOR, RXVECTOR PHY dependent. The name.of the
field used to specify the Tx\datardte
and report the Rx datarate may vafy
for different PHY-s.

LENGTH TXVECTOR, RXVECTOR PHY dependent

12.3.5 PHY-SAP detailed service specification

The following subclause describes the services provided by each PHY sublayer primitive.

12.8.5.1 PHY-DATA.request

12.8.5.1.1 Function

Thip primitive defines the transfer of an octet of datafrom the MAC sublayer to the local PHY entity.
12.3.5.1.2 Semantics of the service primijtive

The primitive provides the following parameters:

RHY-DATA .request (DATA)

The DATA parameter is an-getet of value X'00' through X'FF.

12.3.5.1.3 When generated

Thip primitiveisgenerated by the MAC sublayer to transfer an octet of datato the PHY entity. This primitive

can| only_beuissued following a transmit initialization response (PHY-TXSTART.confirm) from the RHY
layer.

12.3.5.1.4 Effect of receipt

The receipt of this primitive by the PHY entity causes the PLCP transmit state machine to transmit an octet
of data. When the PHY entity receives the octet, it will issue a PHY-DATA.confirm to the MAC sublayer.

12.3.5.2 PHY-DATA.indication
12.3.5.2.1 Function

This primitive indicates the transfer of datafrom the PHY sublayer to the local MAC entity.
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3.5.2.2 Semantics of the service primitive

The primitive provides the following parameters:

PHY-DATA.indication (DATA)

The DATA parameter is an octet of value X'00' through X'FF'.

12.

3.5.2.3When generated
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locil MAC entity. The time between receipt of the last bit of the provided octet from the wireless'med
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Thi

12.
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response te-every PHY-DATA .request primitive issued by the MAC sublayer.

PHY-DATA.indication is generated by areceiving PHY entity to transfer the received octet of datato

the receipt of this primitive by the MAC entity will be the sum of aRXRFDelay + aRxPL EPDelay.
3.5.2.4 Effect of receipt

effect of receipt of this primitive by the MAC is unspecified.

3.5.3 PHY-DATA.confirm

3.5.3.1 Function

5 primitive isissued by the PHY sublayer to the local MAE entity to confirm the transfer of data from
C entity to the PHY sublayer.

3.5.3.2 Semantics of the service primitiye
semantics of the primitive are as follows:
HY-DATA .confirm

5 primitive has no parameters.

3.5.3.3 When generated

5 primitive wilkbe issued by the PHY sublayer to the MAC entity whenever the PLCP has completed
sfer of data from the MAC entity to the PHY sublayer. The PHY sublayer will issue this primitiv|

12.

the
um

the

the
e in

5.3.4 Effect of receipt

The receipt of this primitive by the MAC will cause the MAC to start the next MAC entity request.

12.3.5.4 PHY-TXSTART.request

12.3.5.4.1 Function

This primitive is a request by the MAC sublayer to the local PHY entity to start the transmission of an
MPDU.
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12.3.5.4.2 Semantics of the service primitive
The primitive provides the following parameters:
PHY-TXSTART.request (TXVECTOR)

The TXVECTOR represents a list of parameters that the MAC sublayer provides to the local PHY entity in
order to transmit an MPDU. This vector contains both PLCP and PHY management parameters. The
required PHY parameters arelisted in 12.3.4.4.

12.3.5.4.3When generated

Thip primitive will be issued by the MAC sublayer to the PHY entity whenever the MAC sublayér needs to
begin the transmission of an MPDU.

12.3.5.4.4 Effect of receipt

The effect of receipt of this primitive by the PHY entity will be to start the local transmit state machine.
12.8.5.5 PHY-TXSTART.confirm

12.8.5.5.1 Function

Thip primitive is issued by the PHY sublayer to the local MAC entity to confirm the start of a transmisgon.
The PHY sublayer will issue this primitive in responsetoevery PHY-TXSTART.request primitive issued by
the[MAC sublayer.

12.B.5.5.2 Semantics of the service primitive
The semantics of the primitive are as follows:
RHY-TXSTART.confirm

There are no parameters associated with this primitive.
12.3.5.5.3 When generated

Thip primitivie will be issued by the PHY sublayer to the MAC entity whenever the PHY has received a
PHY-TXSTART.request from the MAC entity and is ready to begin receiving data octets.

12.8.5.5.4 Effect of rnr\mpf

The receipt of this primitive by the MAC entity will cause the MAC to start the transfer of data octets.
12.3.5.6 PHY-TXEND.request
12.3.5.6.1 Function

This primitive is arequest by the MAC sublayer to the local PHY entity that the current transmission of the
MPDU be compl eted.
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12.3.5.6.2 Semantics of the service primitive

The semantics of the primitive are as follows:

PHY-TXEND.request

There are no parameters associated with this primitive.

12.3.5.6.3 When generated

ANSVI/IEEE Std 802.11, 1999 Edition
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by the MAC sublayer.
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The
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12.

Thi
PH

thal the last-data octet has been transferred.

5 primitive will be generated whenever the MAC sublayer has received the last PHY-DATA..confirm-f
local PHY entity for the MPDU currently being transferred.

3.5.6.4 Effect of receipt

effect of receipt of this primitive by the local PHY entity will be to stop the trangmit state machine.
3.5.7 PHY-TXEND.confirm

3.5.7.1 Function

5 primitive is issued by the PHY sublayer to the local MAC-éntity to confirm the completion of atr
Sion. The PHY sublayer issues this primitive in responseto every PHY-TXEND.request primitive iss

3.5.7.2 Semantics of the service primitiye
semantics of the primitive are as follows:
HY-TXEND.confirm

re are no parameters associated with this primitive.
3.5.7.3 When generated

5 primitive will-be issued by the PHY sublayer to the MAC entity whenever the PHY has receivg
Y-TXENDrequest immediately after transmitting the end of the last bit of the last data octet indica

fom

bNS-
ued

d a
ting

12.

5.7.4 Effect of receipt

The receipt of this primitive by the MAC entity provides the time reference for the contention backoff protocol.

12.3.5.8 PHY-CCARESET.request

12.3.5.8.1 Function

This primitiveisarequest by the MAC sublayer to thelocal PHY entity to reset the clear channel assessment
(CCA) state machine.
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12.

3.5.8.2 Semantics of the service primitive

The semantics of the primitives are as follows:

PHY-CCARESET.request

There are no parameters associated with this primitive.

12

.3.5.8.3When generated

LAN

12.

The

the

12.

12.

Thi

3.5.8.4 Effect of receipt

state appropriate for the end of areceived frame.
3.5.9 PHY-CCARESET.confirm

3.5.9.1 Function

CCA state machine.

12.

3.5.9.2 Semantics of the service primitive

The semantics of the primitives are as follows:

RHY-CCARESET.request

There are no parameters associated with this primitive.

12.

Thi
CC

12.

3.5.9.3 When generated

5 primitive is issued by.the PHY sublayer to the MAC entity whenever the PHY has received a P
ARESET.request.

3.5.9.4 Effectwaf.receipt

The effect of(receipt of this primitive by the MAC is unspecified.

12.

12

Thi

3.5.10/PHY-CCA.indication

effect of receipt of this primitive by the PHY entity is to reset the PLCP CS/CCA assessment timets to

5 primitive is issued by the PHY sublayer to the local MAC entity 'to confirm that the PHY has resef| the

.3.5.10.1 Function

s primitive is an indication by the PHY sublayer to the local MAC entity of the current state of

medium.

12.

3.5.10.2 Semantics of the service primitive

The primitive provides the following parameter:

PHY-CCA .indication (STATE)
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The STATE parameter can be one of two values. BUSY or IDLE. The parameter value is BUSY if the chan-
nel assessment by the PHY sublayer determines that the channel is not available. Otherwise, the value of the
parameter isIDLE.

12.

3.5.10.3 When generated

This primitive is generated every time the status of the channel changes from channel idle to channel busy or
from channel busy to channel idle. Thisincludes the period of time when the PHY sublayer is receiving data.
The PHY sublayer maintains the channel busy indication until the period indicated by the length field in a

vali

d PLCP Header has expired.

12.

The

12.

12.

Thi
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12.
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12.
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12.

3.5.10.4 Effect of receipt

effect of receipt of this primitive by the MAC is unspecified.
3.5.11 PHY-RXSTART.indication

3.5.11.1 Function

5 primitive is an indication by the PHY sublayer to the local MAC entity, that the PLCP has receivg
d start frame delimiter (SFD) and PLCP Header.

B.5.11.2 Semantics of the service primitive
primitive provides the following parameter:
HY-RXSTART.indication (RXVECTOR)
RXVECTOR represents alist of parametersithat the PHY sublayer provides the local MAC entity u
bipt of avalid PLCP Header. This vector.miay' contain both MAC and MAC management parameters.
lired parameters are listed in 12.3.4.4.

3.5.11.3 When generated

5 primitive is generated by-the'local PHY entity to the MAC sublayer whenever the PHY has successf
dated the PLCP Header. éror check CRC at the start of anew PLCP PDU.

3.5.11.4 Effect ofreceipt
effect of reCeipt of this primitive by the MAC is unspecified.

3.5.12 PHY-RXEND.indication

ed a

pon
The

ully

12.3.5.12.1 Function

This primitive is an indication by the PHY sublayer to the local MAC entity that the MPDU currently being
received is complete.

12.3.5.12.2 Semantics of the service primitive

The primitive provides the following parameter:

PHY-RXEND.indication (RXERROR)

Copyright © 1999 IEEE. All rights reserved.

145


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)

ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

The RXERROR parameter can convey one or more of the following values. NoError, FormatViolation, Car-
rierLost, or UnsupportedRate. A number of error conditions may occur after the PLCP's receive state

machine has detected what appears to be avalid preamble and SFD. The following describes the parameter
returned for each of those error conditions.

— NokError. Thisvalue is used to indicate that no error occurred during the receive process in the PLCP.

— FormatViolation. This value is used to indicate that the format of the received PLCPPDU was in
error.

— CarrierLost. This value is used to indicate that during the reception of the incoming MPDU, the
carrier was lost and no further processing of the MPDU can be accomplished.

YnsupportedRate—Fhrsvatuetstusec-tondcate-thatdurmgthereceptrorrof-the-meomimgPECP-

PDU, a nonsupported date rate was detected.

12.8.5.12.3 When generated

Thik primitive is generated by the PHY sublayer for the local MAC entity to indicate that'the receive gtate
maghine has completed a reception with or without errors.

12.8.5.12.4 Effect of receipt

The effect of receipt of this primitive by the MAC is unspecified.
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13. PHY management

The MIB comprises the managed objects, attributes, actions, and notifications required to manage a station.
The definition of these managed objects, attributes, actions, and notifications, as well as their structure, is
presented in Annex D.
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14. Frequency-Hopping spread spectrum (FHSS) PHY specification for the
2.4 GHz Industrial, Scientific, and Medical (ISM) band

14

.1 Overview

14.1.1 Overview of FHSS PHY

The PHY services provided to the IEEE 802.11 wireless LAN MAC for the 2.4 GHz frequency-hopping
spread spectrum (FHSS) system are described in this clause. The FHSS PHY consists of the following two

Projocal Tunctions.

14.

The 2.4 GHz FHSS PHY architecture is shown in Figure 11. The FHSS PHY contains three functional 4
ties

The FHSS PHY serviceis provided to the MAC entity at.the STA through a PHY service access point (S

call

face between the physical layer convergence protocol sublayer and the PMD sublayer, called the PMD-§

14.

To

gerice sublayer is defined. Thisfunction simplifies provision of aPHY service interface to the |IEEE 80}
MAC services.

14.

The

enti

14,

) A PMD system, whose function defines the characteristics of, and method of transmitting

dent (PMD) system to the PHY service. This function is supported by the physicallayer co

gence procedure (PLCP), which defines a method of mapping the IEEE 802.11 MAC subl
protocol data units (MPDUS) into a framing format suitable for sending and regeiving user data
management information between two or more STAs using the associated PMD system.

d A physica layer convergence function, which adapts the capabilities of the physical medium d1 -

receiving data through, a wireless medium (WM) between two or mor€ STAs.

1.2 FHSS PHY functions

led the PHY-SAR, as shown in Figure 11. A set of\primitives might also be defined that describe the ir

1.2.1 PLCP sublayer

bl low the IEEE 802.11 MAC to eperate with minimum dependence on the PMD sublayer, aPHY con

1.2.2 Physical layer management entity (PLME)

fty.

1.2.3.PMD sublayer

er
and

and

nti-

the PMD function, the physical layer convergence function,»and the physical layer management fyinc-
tior). Each of these functionsis described in detail in the following subclauses.

AP)
ter-
AP

.11

PLME perferms management of the local PHY functions in conjunction with the MAC managenent

The PMD sublayer provides a transmission interface used to send and receive data between two or more
STAs.

14.

1.3 Service specification method and notation

The models represented by state diagrams in the following subclauses are intended as the primary specifica-
tions of the functions provided. It is important to distinguish, however, between a model and areal imple-
mentation. The models are optimized for simplicity and clarity of presentation, while any realistic
implementation may place heavier emphasis on efficiency and suitability to a particular implementation
technol ogy.

148
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The service of alayer or sublayer isthe set of capabilities that it offers to a user in the next higher layer (or
sublayer). Abstract services are specified here by describing the service primitives and parameters that char-
acterize each service. This definition of serviceisindependent of any particular implementation.

14.2 FHSS PHY-specific service parameter lists

14.2.1 Overview

Tha architecture of the IEEE 802.11 MAC is intended to be PHY independent. Some PHY implementat
reqlire medium management state machines running in the MAC sublayer in order to meet certain P
reqlirements. These PHY-dependent MAC state machines reside in a sublayer defined as the MAC-subl
maagement entity (MLME). The MLME in certain PM D implementations may need to interact with the pl
ical| layer management entity (PLME) as part of the normal PHY-SAP primitives. These interactions
defiined by the PLME parameter list currently defined in the PHY Service Primitivesi:as TXVECTOR
RXNVECTOR. The list of these parameters and the values they may represent are defined in the specific R
spetifications for each PMD. This subclause addresses the TXVECTOR and RXAV/ECTOR for the FHSS P

All

maindatory unless otherwise specified. The 1 Mbit/s and 2 Mbit/s datarates are the only rates currently s
ed. Other indicated datarates are for possible future use.

jpor]

14.

The
PH

P.2 TXVECTOR parameters

parameters in Table 28 are defined as.‘part of the TXVECTOR parameter list in
Y-TXSTART.request service primitive.

Table:28—TXVECTOR parameters

ons

MD

yer
ys-

are
and

HY
HY.

of the values included in the TXVECTOR or RXVECTOR described in this subclause are considgred

bUP-

the

Parameter

Associate primitive

Value

LENGTH

PHY-TXSTART.request (TXVECTOR)

1-4095

DATARATE

PHY-TXSTART.request (TXVECTOR)

1,15,2,25,3,35,4,45

14,

P.2.L. TXVECTOR LENGTH

Th

CENGTH parameter fias the vatue of 110 2095, This parameter 1S Used 1o imdicate the numier of o

ets

in the MPDU that the MAC is currently requesting the PHY to transmit. This value is used by the PHY to
determine the number of octet transfers that will occur between the MAC and the PHY after receiving a

request to start a transmission.

14.2.2.2 TXVECTOR DATARATE

The DATARATE parameter describesthe bit rate at which the PLCP should transmit the PSDU. Its value can
be any of the rates as defined in Table 28, and supported by the conformant FH PHY.
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ANS

14.2.3 RXVECTOR parameters

The parameters in Table 29 are defined as part of the RXVECTOR parameter list in the
PHY-RXSTART.indicate service primitive.

Table 29—RXVECTOR parameters

14,

The
the
to g
the

14.
The
Ma|
the

end
racy

14

14,

Thi
rad
mul

14.

The

Parameter Associate primitive Value
LENGITH I"HY-H)\DII-\HI.iﬂGica[EU'()\VI:L,IUI'() 1—4UY90
RSSI PHY-RXSTART.indicate (RXVECTOR) 0-RSSI Max
DATARATE PHY-RXSTART.request (RXVECTOR) 1,15,2,25,3,35,4,45

P.3.1 TRXVECTOR LENGTH
LENGTH parameter has the value of 1 to 4095. This parameter is used to indicate the val ue containe
LENGTH field that the PLCP has received in the PLCP Header. The MAC and PLCP will use this v
etermine the number of octet transfers that will occur between the two sublayers during the transfeg
received PSDU.
P.3.2 RXVECTOR RSSI
receive signa strength indicator (RSSI) is an optional parameter that has a value of 0 through R
K. This parameter is ameasure by the PHY sublayer of the energy observed at the antenna used to rec
current PPDU. RSS| shall be measured between the beginning of the start frame delimiter (SFD) and

of the RSSI reading is not specified.

3 FHSS PLCP sublayer
3.1 Overview

5 subclause provides a convergence procedure to map MPDUs into a frame format designed for FH
o transceivers. The-procedures for transmission, carrier sense, and reception are defined for single
tiple antenna diversity radios.

B.1.1 State diagram notation

din
bl ue
r of

SS|
pive
the

of the PLCP header error check (HEC). RSS), isintended to be used in arelative manner. Absolute ag¢cu-

HSS
and

opefration of the procedures can be described by state diagrams. Each diagram represents the donpain

and consists of a group of connected, mutually exclusive states. Only one state is active at any given time.
Each stateis represented by arectangle as shown in Figure 69. These are divided into two parts by ahorizon-
tal line. In the upper part the state isidentified by a name. The lower part contains the name of any signal that

isg

enerated. Actions described by short phrases are enclosed in brackets.

Each permissible transition between the states is represented graphically by an arrow from the initial to the
terminal state. A transition that is global in nature (for example, an exit condition from all statesto the IDLE
or RESET state) is indicated by an open arrow. Labels on transitions are qualifiers that must be fulfilled
before the transition will be taken. The label UCT designates an unconditional transition. Qualifiers
described by short phrases are enclosed in parentheses.
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<State Name>

Terms to » Terms to
enter state | <Message Sent> | exit state R

<... > (condition)

[Actions taken]

Key: () = condition, for example, (if no_collision)

[1] = action, for example, [resetPLSfunctions]
* = logical AND
+ = logical OR
UCT = unconditional fransition

Figure 69—State diagram notation example

Stale transitions and sending and receiving of messages occur instantaneously. When a state'is entered

the
me;

Sor
des
test]
of \
toq
con

Q)

The
bet
hov

The
im(g
for
effi

condition to leave that state is not immediately fulfilled, the state executes contiuously, sending
bsages and executing the actions contained in the state in a continuous manner.

ne devices described in this standard are allowed to have two or more ports. State diagrams capabl
Cribing the operation of devices with an unspecified number of portsreguire qualifier notation that all
ng for conditions at multiple ports. The notation used is a term that includes a description in parenth
Vhich ports must meet the term for the qualifier to be satisfied (€.9., ANY and ALL). It is also neces
rovide for term-assignment statements that assign a name te-aport that satisfies aqualifier. The follow
vention is used to describe a term-assignment statement that'is associated with a transition:

The character “:” (colon) is adelimiter used te denote that a term assignment statement follows.

The character “<” (left arrow) denotes,assignment of the value following the arrow to the t
preceding the arrow.

veen descriptive text and state diagrams arise, the state diagrams are to take precedence. This does
ever, override any explicit description in the text that has no parallel in the state diagrams.

models presented by) state diagrams are intended as the primary specifications to be provided.
ortant to distinguisti, however, between a model and a real implementation. The models are optimi
simplicity andielarity of presentation, while any realistic implementation may place heavier emphasi
Ciency and-sditability to a particular implementation technology. It is the functional behavior of any

thal must match the standard, not its interna structure. The internal details of the model are useful onl

the

extent that they specify the external behavior clearly and precisaly.

state diagrams contain the autharitative statement of the procedures they depict; when apparent conflicts

not,

tis
zed
50N
Linit
 to

14.3.2 PLCP frame format

The PLCP protocol data unit (PPDU) frame format provides for the asynchronous transfer of MAC sublayer
MPDUs from any transmitting STA to al receiving STAs within the wireless LAN’s BSS. The PPDU illus-
trated in Figure 70 consists of three parts: a PLCP Preamble, a PLCP Header, and a PSDU. The PLCP
Preamble provides a period of time for several receiver functions. These functions include antenna diversity,
clock and data recovery, and field delineation of the PLCP Header and the PSDU. The PLCP Header is used
to specify the length of the whitened PSDU field and support any PLCP management information. The
PPDU contains the PL CP Preamble, the PL CP Header, and the PSDU modified by the PPDU data whitener.
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PLCP Preamble PLCP Header
Start Frame Header Er- Whitened PSDU
Sync Delimiter PLW | PSF ror Check

80 bits 16 bits 12 bits 4 bits 16 bits Variable number of octets

Figure 70—PLCP frame format

3.2.1 PLCP Preamble

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

The PLCP Preamble contains two separate subfields; the Preamble Synchronization (SYNC) field and
Start Frame Delimiter (SFD), to allow the PHY circuitry to reach steady-state demodulation and synchr
zation of bit clock and frame start.

14,

The
wit
seld
tion

14,

The
bit
14.
The
Sig
14.
The
prif
X'H

use
min

3.2.1.1 Preamble SYNC field

Preamble SYNC field is an 80-bit field containing an alternating zero-one patterh, transmitted star
n zero and ending with one, to be used by the PHY sublayer to detect a potentially receivable sig
ct an antennaif diversity is utilized, and reach steady-state frequency offset’correction and synchron

with the received packet timing.

3.2.1.2 Start Frame Delimiter (SFD)

SFD consists of the 16-bit binary pattern 0000 1100 10111101 (transmitted leftmost bit first). The
pf the SFD follows the last bit of the sync pattern. The SED defines the frame timing.

3.2.2 PLCP Header field

PLCP Header field contains three separate subfields; a 12-bit PSDU Length Word (PLW), a 4-bit PL
haling field (PSF), and a 16-bit PLCP HEC field.

3.2.2.1 PSDU length word

PSDU length word (PLW),is\passed from the MAC as a parameter within the PHY-TXSTART.req
hitive. The PLW specifies the number of octets contained in the PSDU. Its valid values are X'0
FF', representing countsief one to 4095 octets. The PLW istransmitted Isb first and msb last. The PLV
H by the receiving STA)in combination with the 32/33 coding agorithm specified in this clause, to dg
e the last bit in the packet.
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14.3.2.2.2 PLCP Signaling field (PSF)

ISO/IEC 8802-11: 1999(E)

The 4-bit PSF is defined in Table 30. The PSF is transmitted bit O first and bit 3 last.

Table 30—PSF bit descriptions

ANSVI/IEEE Std 802.11, 1999 Edition

Bit Parameter name Parameter values Description

0 Reserved Default =0 Reserved

1.8 PLCP_BITRATE bl b2 b3 = DataRate Thisfield indicates the data rate of the
0 0O = 1.0 Mbit/s, whitened PSDU from 1 Mbit/sto
0O 0 1 = 1.5 Mbit/s, 4.5 Mbit/sin 0.5 Mbit/s increments.
0 1 0 = 2.0 Mbit/s,
0 1 1 = 2.5 Mbit/s,
1 00 = 3.0 Mbit/s,
1 01 = 3.5 Mbit/s,
1 10 = 4.0 Mbit/s,
1 11 = 4.5 Mbit/s

14.8.2.2.3 Header Error Check (HEC) field

The HEC field isa 16-bit CCITT CRC-16 error detection field. The HEC usesthe CCITT CRC-16 gener
polynomia G(x) as follows:

o)

b(X) = xW0+x124x0+1

The HEC shall be the one's complement of the sum(modulo 2) of the following:

The remainder of x x (x13

+xM 4+ @+ %2 + xt +1) divided (modulo 2) by G(X), where k is

number of bitsin the PSF and PLW-fields of the PLCP Header;

The remainder after multiplicafien by x'® and then division (modulo 2) by G(x) of the con
(treated as a polynomial) of the PSF and PLW fields.

The HEC shall be transmitted with the coefficient of the highest term first.

Asptypical implementation, at the transmitter, the initial remainder of the division is preset to all ones
is then modified hy ‘division of the PSF and PLW fields by the generator polynomial, G(x). The of

complement of thisemainder isinserted in the HEC field with the msb transmitted first.

At the receiver; the initial remainder of the division is again preset to all ones. The division of the recel
PSH, PLW,jand HEC fields by the generator polynomial, G(X), results, in the absence of transmission err
in g uhique nonzero value, which is the following polynomia R(X):

ptor

the

fent

and
Ne's

ors,

RX) =x2+xM+x10 458 453+ 5241+ 1

14.3.2.3 PLCP data whitener

The PLCP data whitener uses a length-127 frame-synchronous scrambler followed by a 32/33 bias-suppres-
sion encoding to randomize the data and to minimize the data dc bias and maximum run lengths. Data octets
are placed in the transmit serial bit stream Isb first and msb last. The frame synchronous scrambler uses the
generator polynomia S(x) as follows:

X) = x"+x+1
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and isillustrated in Figure 71. The 127-bit sequence generated repeatedly by the scrambler is (leftmost bit
used first) 00001110 11110010 11001001 00000010 00100110 00101110 10110110 00001100 11010100
11100111 10110100 00101010 11111010 01010001 10111000 1111111. The same scrambler is used to
scramble transmit data and to descramble receive data. The data whitening starts with the first bit of the
PSDU, which follows the last bit of the PLCP Header. The specific bias suppression encoding and decoding
method used is defined in Figure 75 and Figure 80. The format of the packet after data whitening is as shown
in Figure 72.

Data in

r T

tialize all registers with ones

v

A
A
A

=3

(De-)Scrambjed
Data out

Figure 71—Frame synchronous scrambler/descrambler

< PPDU R
(T Preamble 32-symbol Black
Sync SFD PLCP Header I !
Stuff symbol T Stuff symbol Stuff symbol
Data Octet

Figure 72—PLCP’data whitener format

14.B.3 PLCP state machines

The PLCP consists of three state'machines, as illustrated in the overview diagram of Figure 73: the trangmit
(TX), carrier sense/clear channel-assessment (CS/CCA), and receive (RX) state machines. The three PLCP
state machines are defined in the subclauses below; Figure 73 is not a state diagram itself. Execution of|the
PLCP state machines normally is initiated by the FH PLME state machine and begins at the CS/CCA gtate
maghine. The PLCP(returns to the FH PLME state machine upon interrupt to service a PLME seryice
reguest, such as RLME-SET, PLME-RESET, etc.

14.3.3.1 PLEP transmit procedure

The ‘PLCP transmit procedure is invoked by the CS/CCA procedure immediately upon receiving a
PHY-TXSTART.request{TXVECTOR) from the MAT sublayer. The CSMATCA protocol 1S performed by
the MAC with the PHY PLCP in the CS/CCA procedure prior to executing the transmit procedure.

14.3.3.1.1 Transmit state machine

The PLCP transmit state machine illustrated in Figure 74 includes functions that must be performed prior to,
during, and after PPDU data transmission. Upon entering the transmit procedure in response to a
PHY-TXSTART.request (TXVECTOR) from the MAC, the PLCP shall switch the PHY PMD circuitry from
receive to transmit state; ramp on the transmit power amplifier in the manner prescribed in 14.6; and transmit
the preamble sync pattern and SFD. The PLCP shall generate the PLCP Header as defined in 14.3.2.2 in
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Enter from FH PLME Return to FH PLME

(on interrupt for SETFREQ,
PHY RESET, etc.)

CS/CCA
State Machine

PHY-TXSTART.request
(TXVECTOR)

PHY-RXSTART.indication
. (RXVECTOR)
) __PHY-RXEND.indication
-~ (RXERROR= no_error)

Transmit
State Machine

Receive
State Machine

PHY-TXEND.confirm PHY-RXEND.indication
(STATUS) (RXERROR=type)

Figure 73—PLCP top-level state diagram

l PHY-TXSTART.req

(TXVECTOR)
Start Transmit > < Transmit PSDU
¢ PHY-TXSTART. [Process data with PSDU
confirm data whitener (see Data
Whitener Encoding
. Procedure);

transmit whitened data]

Switch to Transmit * PHY-DATA req(DATA)

* PMD_TXRX.req * PHY-DATA.confirm
(RF_STATE=transmit) * PMD_DATA.req
[dwell] (TXD_UNIT)
Y l
Ramp on Ramp down

* PMD_RAMP;req « PHY-TXEND.req
(RAMP_STATE=o0n) « PHY-TXEND.confirm
fdwell] « PMD_RAMP.req

(RAMP_STATE=0ff)

h 4

Transmit Preamble

A
[send 80 bit sync field and Switch_to_Rx
16 bit start frame delim] - PMD_TXRX.req

ZTF%D‘S,\/,\.TTA)M (RF_STATE=receive)

A 4
Transmit Header

[combine PLW, PSF, and
HEC; calculate header
bias (see Data Whitener
Encoding Procedure);
transmit header]

* PMD_DATA.req
(TXD_UNIT)

Go to CS/CCA Proc

Figure 74—Transmit state machine
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sufficient time to send the bits at their designated bit slot time. The PLCP shall add the PLCP Header to the
start of the PSDU data.

Prior to transmitting the first PSDU data bit, the PLCP shall send a PHY-TXSTART.confirm message to the
MAC indicating that the PLCP is ready to receive an MPDU data octet. The MAC will pass an MPDU data
octet to the PHY with a PHY-DATA .request(DATA), which the PHY will respond to with a PHY-DATA..con-
firm. This sequence of PHY-DATA .request(DATA) and PHY-DATA.confirm shall be executed until the last
data octet is passed to the PLCP. During transmission of the PSDU data, each bit of the PSDU shall be
processed by the data whitener algorithm defined in Figure 75 and described in 14.3.2.3. Each PSDU data
octet is processed and transmitted Isb first and msb last.

Dafa whitener encoding algorithm:

/* If msb of stuff symbol = 1 then the next block is inverted; O = not inverted *
Vid Accumulate PLCP Header; begin stuffing on first bit of the PSDU *

[tk Calculate number of 32-symbol BSE blocks required to send PSDU;

no padding is necessary when the number of symbols is ngta’multiple of 32 *******x#/
Inppt parameter: number_of PSDU_octets, rate; /* rate is 1'or)2*/

number_of_symbols= (humber_of _PSDU_octets *8) /rate;

nurpber_of_blocks_in_packet = truncate{(number_of_symbols + 31) /32)};

[k Accumulate the bias in the header to use in calculating.the inversion state of the first
block of PSDU data ******++%/

Reqd in header {b(1),...,b(32)}; /*b(1) is first-bitin */

hedder_bias = Sum{weight(b(1))....,weight(b(32))};

/* calculate bias in header; weights are defined in Table 31%*/
Trapsmit {b(1),...,b(32)}; /* no.stuffing on header */

acdum=header_bias; /* initidlize accum */

Initfalize scrambler to all ones;

[k (W hiten the PSDU data with scrambler and BSE encoder ******#%%/
Forln = 1 to number_of_blocks_in_packet

{
b(0) = 0 for 1 Mbit/s; b(0)=00 for 2 Mbit/s; /* b(0) is the stuff symbol */
N = min(32, number_af_symbols); /* N= block size in symbols */
Read in next symbol‘block {b(1),...,b(N)}; /*b(n) ={0,1} or {0,1,2,3};
1 - 8 octets, useRPHY-DATA.req(DATA), PHY-DATA.confirm for each octet*/
Scramble {b(1),..),b(N)}; /*see 14.3.2.3%
bias_next_block = Sum{weight(b(0)),...,weight(b(N))}; /* calculate bias with b(0)=0 */
/7**% if accum and bias of next block has the same sign, then invert block;
if accum=0 or bias_next_block=0, don’t invert *****/
If{[accum * bias_next_block > 0] then
Invert {b(0),...,b(N)}; /* Invert deviation, or, negate msb of symbol */
bias next block = - bias next block;
}
accum = accum + bias_next_block;
transmit {b(0),...,b(N)}; /* b(0) is first symbol out */
number_of_symbols = number_of_symbols - N
}

Figure 75—Data whitener encoding procedure
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After the last MPDU octet is passed to the PLCP, the MAC will indicate the end of the frame with a
PHY-TXEND.request. After the last bit of the PSDU data has completed propagation through the radio and
been transmitted on the air, the PL CP shall complete the transmit procedure by sending a PHY-TXEND.con-
firm to the MAC sublayer, ramp off the power amplifier in the manner prescribed in 14.6, and switch the
PHY PMD circuitry from transmit to receive state. The execution shall then return to the CS/CCA proce-
dure.

The weights assigned to each value of the symbols are defined in Table 31 for the 1 Mbit/s (2GFSK) and
2 Mbit/s (4GFSK) symboals.

Fable-31—PLCR field-bit-descrptions
2GFSK 4GFSK Weight
— 10 3
1 — 2
— 11 1

Center Center 0
— 01 -1
0 — -2
— 00 -3

14.8.3.1.2 Transmit state timing

The

TOR ) is received from the MAC sublayer. The PLCP shiall_switch the PMD circuitry from receive to trang

turn
may
mit

transmit timing illustrated in Figure 76 is defined fromitheinstant that the PHY-TXSTART.request(TXV

on and settle the transmitter, and begin transmitting the first bit of the preamble at the antenna with
imum of 20 ps of receiving the PHY-TXSTART.request(TXVECTOR). The PLCP Preamble shall be tr
ed at 1 Mbit/s and be completed in 96 ps\Fhe PLCP Header shall be transmitted at 1 Mbit/s ang

EC-
mit,
na
NS
be

completed in 32 ps. The variable length PSDU shall be transmitted at the selected data rate. After the last bit of

the
sen
out]
the

14,
The

rec
net

PSDU data has completed propagation through the radio and been transmitted on the air, the PLCP s
[l the PHY-TXEND.confirm to thefMAC sublayer. The PLCP shall turn off the transmitter, reducing
but energy to less than the spegified off-mode transmit power within the time specified in 14.6. At theen
power amplifier ramp down period, the PLCP shall switch the PMD circuitry from transmit to receive.

B.3.2 Carrier senselclear channel assessment (CS/CCA) procedure
PLCP CS/CCA procedure is executed while the receiver is turned on and the STA is not curre

biving or transmitting a packet. The CS/CCA procedure is used for two purposes:. to detect the start
vork signal that can be received (CS) and to determine whether the channel is clear prior to transmit|

hall
the
d of

ntly
Of a
ling

a packet (CCA).

14,

.3.2.1 CS/CCA state machine

Timing for priority (PIFS, DIFS), contention backoff (slot times), and CS/CCA assessment windows is defined
relative to the end of the last bit of the last packet on the air. The CS/CCA state machineis shown in Figure 77.
The PLCP shall perform a CS/CCA assessment on aminimum of one antennawithin aMAC contention back-
off dot time of 50 ps. The PLCP shall be capable of detecting within the dot time an FH PHY conformant
signal that is received at the selected antenna up to 22 ps after the start of the slot time with the synchronous
detection performance specified in 14.6.15.3. Subclause 14.6.15.3 specifies detection performance with
zero-one sync patterns and with random data patterns. If a start of atransmission is asynchronous with the BSS
and arrives after the start of the dlot but at least 16 s prior to the end of the dot, the PLCP shall indicate abusy
channd prior to the end of the dot time with the asynchronous detection performance specified in 14.6.15.3.
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The CCA indication immediately prior to transmission shall be performed on an antenna with essentially the
same free space gain and gain pattern as the antenna to be used for transmission. The method of determining
CS/CCA isunspecified except for the detection performance of a conformant method as specified in 14.6.15.3.

Start CS/CCA Procedure [«

[set countdown_timer ]

4

CS/CCA Assessment
[Check for
PHY-TXSTART.req or > Go to TX Procedure
PHY-CCARESET.req; PHY-TXSTART.req
Perform CS/CCA : (TXVECTOR) received (TXVECTOR)
Update countdown_timer;
Reset CS/CCA » Clear countdown _timer > ‘
Assessment when PHY-CCARESET.req -
countdown_timer reaches received PHY-CCARESET. confirm
zero]
* PMD _ANTSEL.req »| Check countdown_timer »| Repoft Channel ldle —>1
Channel
idle [Test countdown_timer] cotlij:qtg:):én “PHY-CCA.ind
Channel - (STATUS=idle)
\ busy countdown
v ;
_timer>0
Report Channel Busy v
* PHY-CCA.ind Report Channel Busy
(STATUS=busy) :
* PHY-CCA.ind >o
(STATUS=busy) A

A
SFD/PLCP Header Search|

Timeout
[Wait until valid SFD and
PLCP headerdetected or Go to RX Procedure
timeout expires] Va'r':l as(i?dae’;:cfe'-dcp - PHY-RXSTART.IND
(RXVECTOR)

Figure 77—CS/CCA state machine

If 3 PHY-TXSTART.requésts(TXVECTOR) is received, the CS/CCA procedure shall exit to the trangmit
propedure within 1 ps.\lf/a PHY-CCARESET.request is received, the PLCP shall reset the CS/CCA dtate
maghine to the state appropriate for the end of a complete received frame. This service primitive is genergted
by the MAC at-the'end of a NAV period. The PHY shall indicate completion of the request by sending a
PH-CCARESET.confirmto the MAC.

If & CS/ICCA assessment returns a channel idle result, the PHY shall send a PHY-CCA.indicate(STA-
TUB=1dle) to the MAC.

If a CS/ICCA assessment returns a channel busy result, the PHY shall send a PHY-CCA.indicate(STA-
TUS=busy) to the MAC. Upon a channel busy assessment, the PLCP shall stop any antenna switching prior
to the earliest possible arrival time of the SFD and detect avalid SFD and PLCP Header if received. A valid
PL CP Header is defined as containing valid PLCP Length Word and PHY Signaling field values and a valid
HEC fidd. If a valid SFD/PLCP Header is detected, the CS/CCA procedure shall send a
PHY-RXSTART.indicate(RXVECTOR) message to the MAC sublayer and exit to the receive procedure.
The PLCP shall dwell and search for the SFD/PLCP Header for a minimum period longer than the latest
possible arrival time of the SFD/PLCP Header. Indication of abusy channel does not necessarily lead to the
successful reception of aframe.
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The octet/bit count remaining may be a nonzero value when returning from the receive procedure if a signal
in the process of being received was lost prior to the end as determined from the Length field of a valid
PL CP Header. The countdown timer shall be set to the octet/bit count and used to force the CS/CCA indica-
tion to remain in the BUSY state until the predicted end of the frame regardless of actual CS/CCA indica-
tions.

However, if the CS/CCA procedure indicates the start of a new frame within the countdown timer period, it
is possible to transition to the receive procedure prior to the end of the countdown timer period. If the PHY
transitions to receive under these conditions, the countdown timer shall be reset to the longer of (1) the
remaining time of the current frame or (2) the length of the new frame.

anonzero countdown timer reaches zero, the PLCP shall reset the CS/CCA state machine toithe %late
appropriate for the end of a complete received frame and the CS/CCA indication shall reflect the state of| the

for the duration of the frame by setting the countdown timer to the value corresponding to the calcu-
time based on the information in the PLCP Header and the 33/32 expansion-factor.

B.3.2.2 CS/CCA state timing
ing for priority (PIFS, DIFS), contention backoff (slot times),‘and CS/CCA assessment windows is
defined relative to the end of the last bit of the last packet on the air. The PLCP shall perform a CS/QCA
assessment on a minimum of one antenna within a slot time/The appropriate CS/CCA indication shal| be

ava|lable prior to the end of each 50 ps slot time with the pefformance specified in 14.6. See Figure 78.

If 4 STA has not successfully received the previous packet, the perceived packet end time and slot boundary
times will have ahigher uncertainty for that STA.

14.3.3.3 PLCP receive procedure

The PLCP receive procedure is invoked-by the PLCP CS/CCA procedure upon detecting a portion of
prepmble sync pattern followed by aValid SFD and PLCP Header.

he

—

14.B3.3.3.1 Receive state machine

The PLCP receive proeedure shown in Figure 79 includes functions that must be performed while the PPDU is
beiing received. ThePLEP receive procedure begins upon detection of avalid SFD and PLCP Header in thelCS/
CCA procedure~The PLCP shall set a PPDU octet/bit counter to indicate the last bit of the packet, receivg the
PPIDU bits, and, perform the data whitening decoding procedure shown in Figure 80 on each PPDU bit. [The
PLCP shalt-pass correctly received data octets to the MAC with a series of PHY-DATA.indicate(DATA). After
thejast PPDU bit isreceived and the last octet is passed to the MAC, the PLCP shall send a PHY-RXEND.indi-
cate(RXERROR=no_error) to the MAC sublayer. Upon error-free completion of a packet reception, the PLCP
shall exit the receive procedure and return to the PLCP CS/CCA procedure with the octet/bit count set to O.

If the PLCP Header was decoded without a CRC error but encountered an unsupported rate, then the PLCP
shall immediately complete the receive procedure with a PHY-RXEND.indicate (RXERROR =
unsupported rate) to the MAC, and return to the CS/CCA procedure with the octet/bit count remaining and
the data rate value contained in the PLCP Header.

If an error was detected during the reception of the PPDU, the PLCP shall immediately complete the receive
procedure with a PHY-RXEND.indicate(RXERROR=carrier_lost) to the MAC, and return to the CS/CCA
procedure with the octet/bit count remaining and the data rate value contained in the PLCP Header.
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\4

Start Receive procedure Receive PLCPPDU

(RXVECTOR) [Load byte/bit length
counter;
RXERROR = no error]

'

Data whitener decoding
(SeeData Whitener
Decoding Procedure)

~PMD—DATATT
[Decode data]
error [If error detected, set
detected | RXERROR = error type]
[Passoctets up to MAC]
* PHY-DATA.ind(DATA)

A\ 4

—— » | Complete RX procedure

Go to CS/CCA Proc |« + PHY-RXEND.ind
(RXERROR)

[ byte/bitcount remaining,
datarate]

Figure 79—Receive statesmachine

Dafa whitener decoding algorithm:

/* If msb of stuff symbol = 1 then the next block is inverted; O = not inverted *
Vid Stuffing begins on first symbol of PLCRHeader following the SFD */
/* Algorithm begins after verifying validity of header with HEC */

/**“****** Read header *********/
Repd in header {b(1),...,b(32)}; /*b(1) is first bit in */

Geft number_of PSDU_octets, rate from header; /frateis1or2*
number_of_symbols = (hnumber_of _PSDU_octets*8)/rate
number_of_blocks_in_pagket = truncate{(number_of_symbols + 31) / 32},
Initjalize scrambler to all ones;

/et Da-whiteRnthe PPDU data with BSE decoder and de-scrambler *****+xx%/
Fof n =1 to number_of blocks_in_packet

{

N-=min(32, # of symbols remaining); /* N= block size in symbols *

Read in next block {b(0),...,b(N)};/ *b(n) ={0,1} or {0,1,2,3} */

If {{msh of h(0)=1] then Invert {h(1)  b(N)}: [ if invert bit=trie */

Descramble {b(1),...,b(N)}; /*see 14.3.2.3%

Send {b(1),...,b(N)} to MAC

/* 1 - 8 octets; use PHY-DATA.ind(DATA) for each octet. */

}

Figure 80—Data whitener decoding procedure
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14.3.3.3.2 Receive state timing

The receive state timing shown in Figure 81 is defined to begin upon detection of a valid SFD and PLCP
Header in the CS/CCA procedure. The PLCP shall begin receiving the variable length whitened PSDU
immediately after the end of the last bit of the PLCP Header. The PLCP shall send a PHY-RXEND.indi-
cate(RXERROR) after receiving the last PPDU data bit.

If any error was detected during the reception of the PPDU, the PLCP may send a PHY-RXEND.indi-
cate(RXERROR) and terminate the receive procedure before the last bit arrives.

14}4 PLME SAP layer management
14.A4.1 Overview

Thip subclause describes the services provided by the FHSS PLME to the upper layer management entifies.
The PLME/PMD services are defined in terms of service primitives. These primitives,are abstract repregen-
tatipns of the services and are not intended to restrict implementations.

14.4.2 FH PHY specific MAC sublayer management entity (MLME)\procedures
144.2.1 Overview

The specific MAC sublayer management entity (MLME) procedures required for operating the FHSS RHY
are|specified in this portion of the subclause. The relationship between the MLME and FH PLME proce-
duresis also described.
14.4.2.2 FH synchronization
The MLME of acompliant FH PHY STA shall.perform the FH time synchronization procedure as defined in
11.1.5. This procedure provides for synchrohized frequency hopping for all compliant FH PHY STAswithin
asipgle BSS or ad hoc network. The FH-PCME accepts PLME-SET.request commands from the MLME to
change the tune frequency at the time determined by the MLME. The tune frequency is changed by updating
any| combination of the Set, Pattern{and Index PHY MIB parameters.
14.4.3 FH PHY layer management entity state machines

14.4.3.1 Overview

Thip portion of this subclause describes the FH PHY layer management state machines to turn the PM D] on/
off | reset thePLCP state machine, and change the frequency hop channel.

14.4.3.2.PLME state machine

The PLME state machine in Figure 82 begins with a PLME-SET.request (dot11CurrentPower Sate= ON) ,
which turns on the PHY circuitry, resets the PLME and PLCP state machines, and sends a PLME-SET.con-
firm. The MAC then sends a series of three PLME-SET.request primitives to update the dot11CurrentSet,
dot11CurrentPattern, and dot11Currentindex PHY MIB parameters, which together tune the PMD to the
selected channel. The PLME then transfers execution to the PLCP state machine as defined in 14.3.3.

Upon receiving a PLME request from a higher-level LME, the PLCP shall return execution to the PLME
state machine and process the request. A PLME-RESET.request shall cause a reset to the PLME and PLCP
state machines. A PLME-SET.request updating the dotl1Currentindex or a combination of the
dot11CurrentSet, dot11CurrentPattern, and dot11Currentindex shall cause the PLCP to terminate a receive
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PHY-RXEND.ind (RXERROR) |

99 Edition

PHY-DATA.ind (DATA) ¢—|
PHY-DATA.ind (DATA) |
PHY-DATA.ind (DATA) ¢—|
PHY-DATA.ind (DATA) |
PHY-DATA.ind (DATA) ¢—|

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

state machine

CS/CCA state
machine

PHY:ACCA.ind (STATUS=busy) 4—

PHY-DATA ind (nATA) <

PHY-DATA.ind (DATA) <—|
PHY-DATA.ind (DATA) <—|
PHY-DATA.ind (DATA) «—|
PHY-DATA.ind (DATA) <—|
PHY-DATA.ind (DATA) «—|
PHY-DATA.ind (DATA) <—|
PHY-DATA.ind (DATA) «—|
PHY-DATA.ind (DATA) «—|
PHY-DATA.ind (DATA) «—|
PHY-DATA.ind (DATA) «—|
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or CS/CCA process and change frequency before returning to the PLCP state machine. A
PLME-SET.request(dot11CurrentPower Sate= OFF) shall cause the PLCP to terminate areceive or CS/CCA
process, power down the PMD circuitry, and return the PLME state machine to the idle state.
PLME-SET.requests to any parameter other than the ones identified within this paragraph shall be executed
and control shall be returned to the PLCP state machine. The MAC should not send a PLME request while
the PLCP isin the transmit state.

All PLME-GET.requests shall be processed in parallel and with no interruption to the execution of any state
machine in process.

PLME-SET.req

(power_state, ON) Y
Power up/Reset PHY |« Idle < Power down PMD
[Power up/reset PHY] [Wait for PLME-SET.req [Power down sequenge}
+ PMD_PWRMGNT.req (Dot11CurrentPowerState=ON)] + PMD_PWRMGNTired
(mode=0ON) (mode=0OFF)
* PLME-SET.confirm * PLME-SETConfirm
(Dot11CurrentPowerState=ON) (Dot11CurrentRowerState=OFF)
A
vy
Reset PHY
[Reset PLCP, PLME,
PMD]
* PLME-RESET.con
(status)
Y.
PLME-SET.req(dot11CurrentSet)
v and/or
Set tune frequency aPrI]_(Ij\;I(I)Er-SET.req(dot1 1CurrentPattern)
+ PHY-CCA.ind PLME-SETifeq(dot11Currentindex)
(STATUS=Busy)
- PMD_FREQ.req
(CHNL_ID)
[Dwell for freq hop
settling time]
* PLME-SET.configm
* PHY-CCA.ind
(STATUS=Idle)
Y Execute PLME_SET.req P
h [All other parameters] N
h 4
PLCP State Machine PLME-SET.req(other parameters)
[Check for PLME |«

commands]

PLME-RESET.req

oLaa- T =y Stat =
T CiviC-oLC . regacurrentrowersae=0orT)

Figure 82—PLME state machine

14.4.3.3 PLME management primitives

The FH PLME uses the generic management primitives defined in 10.2 to manage all FH PHY parameters.
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14.5 FHSS PMD sublayer services

14.5.1 Scope and field of application

The PMD services provided to the PLCP for the FHSS PHY are described in this subclause. Also defined in
this subclause are the functional, electrical, and RF characteristics required for interoperability of implemen-
tations conforming to this specification. The relationship of this specification to the entire FHSS PHY is
shown in Figure 83.

14.

Ing
by

at
subj
the

14.

The
foll

Q)

o

14.

Al

PHY PLCP
L Sublayer -
A PMD_SAP PHY
Y — Layer
E Management
R PMD I . Entity
Sublayer

Figure 83—PMD layer reference model

b.2 Overview of services

eneral, the FHSS PMD sublayer accepts PL CP sublayer service primitives and provides the actual m

vhich the signal s required by these primitives are impaoséd onto the medium. In the FHSS PMD subl

Ne receiver the process is reversed. The combined funetion of the transmitting and receiving FHSS P
ayers results in a data stream, timing information, and receive parameter information being delivere
receiving PLCP sublayer.

b.3 Overview of interactions

primitives associated with the {EEE 802.11 PLCP sublayer to the FHSS PMD sublayer fall into
pwing two basic categories:

Service primitives that ‘support PLCP peer-to-peer interactions;
Service primitives'that have local significance and support sublayer-to-sublayer interactions.

b.4 Basic service and options

of theservice primitives described in this subclause are considered mandatory unless otherwise specifig

S

er
MD
dto

the

14.

4. TPMD_SAP peer-to-peer Service primitives

Table 32 indicates the primitives for peer-to-peer interactions.

166

Table 32—PMD-SAP peer-to-peer service primitives

Primitive Request Indicate Confirm Response

PMD_DATA X X — —
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14.5.4.2 PMD_SAP sublayer-to-sublayer service primitives

Table 33 indicates the primitives for sublayer-to-sublayer interactions.

Table 33—PMD_SAP sublayer-to-sublayer service primitives

Primitive Request Indicate Confirm Response
PMD_TXRX X — — —
PVMD_FA_RAMP X — — —
PMD_ANTSEL X — — —
PMD_TXPWRLVL X — — —
PMD_FREQ X — — —
PMD_RSSI — X — —
PMD_PWRMGMT X — — —

14.6.4.3 PMD_SAP service primitives parameters

Talhle 34 shows the parameters used by one or more of the PMD_SAR'service primitives.

Table 34—List of parameters for PMD primitives

Parameter Associate primitive Value

TXD_UNIT PMD_DATA .request 1 Mbit/s: 0, 1

2Mbhit/s: 0,1, 2,3
RXD_UNIT PMD_DATA.indicate 1 Mbit/s: O, 1

2Mhit/s: 0,1, 2,3
RF_STATE PMD (TXRX.request TRANSMIT, RECEIVE
RAMP_STATE PMD™ PA_ RAMPrequest ON, OFF
ANTENNA_STATE PMD_ANTSEL .request 1to 255
TXPWR_LEVEL PMD_TXPWRLVL.request LEVEL1, LEVEL2, LEVEL3, LEVEL4
CHNL_ID PMD_FREQ.request 2-80inclusive
STRENGTH PMD_RSSl.indicate 0 to RSSI Max
MODE PMD_PWRMGMT.request ON, OFF

14.5.5 PMD_SAP detailed service specification
This subclause describes the services provided by each PMD primitive.
14.5.5.1 PMD_DATA.request

14.5.5.1.1 Function

This primitive defines the transfer of data from the PLCP sublayer to the PMD entity.
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14.5.5.1.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD_DATA .request (TXD_UNIT)

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

The TXD_UNIT parameter can take on one of two values: one or zero. This parameter represents a single
data bit. The effect of this parameter isthat the PMD will properly modulate the medium to represent ones or
zeros as defined in the FHSS PM D modul ation specifications for a given data rate.

14.

Thi

sub

5.5.1.3 When generated

clogk edge once the PL CP has begun transmitting data.

14.

b.5.1.4 Effect of receipt

The receipt of this primitive will cause the PMD entity to encode and transmit a single data bit.

14.

14.

Thi

14,

5.5.2 PMD_DATA.indicate
b.5.2.1 Function
5 primitive defines the transfer of data from the PM D.entity to the PLCP sublayer.

b.5.2.2 Semantics of the service primitive

The primitive shall provide the following-parameter:

AMD_DATA.indicate (RXD_UNIT)

The RXD_UNIT parameterican take on one of two values: one or zero. This parameter represents the cur
state of the medium as determined by the FHSS PM D modulation specifications for a given data rate.

14.

The
PM

14.

b.5.2.3 When:generated

D _DATA .request is issued.

5 primitive is generated by the PLCP sublayer to request the transmission of a single data bit on the PMD
ayer. The bit clock is assumed to be resident or part of the PLCP and this primitive is'issued at eyery

rent

PMD-DATA.indicate is generated to al receiving PLCP entities in the network aftef a

5.5.2.4 Effect of receipt

The effect of receipt of this primitive by the PLCP is unspecified in this standard.

14.

14.

5.5.3 PMD_TXRX.request

5.5.3.1 Function

This primitive is used to place the PMD entity into the transmit or receive function.
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5.5.3.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD_TXRX.request (RF_STATE)

ANSVI/IEEE Std 802.11, 1999 Edition

The RF_STATE parameter can take on one of two values: TRANSMIT or RECEIVE. When the value of the
primitive is TRANSMIT, the RF state of the radio is transmit. If the value of the primitive is RECEIVE, the

RF

state of theradio isreceive.

14.

Thi
tor

14.

The
rec

14.
14.
Thi
14.
The
F
Thq
ON
trar

14.

Thi
the

.0.5.5When generated

5 primitive is generated whenever the mode of the radio needs to be set or when changing frem_trang
bceive or receive to transmit.

b.5.3.4 Effect of receipt

bive.
b.5.4 PMD_PA_RAMP.request
5.5.4.1 Function
5 primitive defines the start of the ramp up or ramp down.of the radio transmitter’s power amplifier.
b.5.4.2 Semantics of the service primitive

primitive shall provide the following parameter:

MD_PA_RAMPrequest (RAMP_STATE)

RAMP_STATE parameter can take on one of two values: ON or OFF. When the value of the primitiv
, the state of the transmit power amplifier is “on.” If the value of the primitive is OFF, the state of
smit power amplifier is “off.”
b.5.4.3 When generated

5 primitive isyissued only during transmit and to establish the initial state. It is generated by the PLC
start of thetransmit function to turn the transmitter’s power amplifier “on.” A power amplifier ramg

EMi t

receipt of this primitive by the PMD entity will cause the mode of the radip-to e in either transmit or

eis
the

P at
-up

perjod follewsthe change of state from “off” to “on.” After the PLCP has transferred al required data td the
PMID entity, this primitive again will be issued by the PLCP to place the transmit power amplifier back |nto
the[‘off” state. A power amplifier ramp-down period follows the change of state from “on” to “off.”
14.5.5.4.4 Effect of receipt

The receipt of this primitive by the PMD entity will cause the transmit power amplifier to turn on or off.
14.5.5.5 PMD_ANTSEL.request

14.5.5.5.1 Function

This primitive is used to select which antennathe PMD entity will use to transmit or receive data.
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5.5.5.2 Semantics of the service primitive

The primitive shall provide the following parameter:

PMD_ANTSEL .request (ANTENNA_STATE)

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

The ANTENNA_STATE parameter can take on values from one to N (where N is the number of antennas
supported). When the value of the primitive is a ONE, the PMD will switch to antenna 1 for receive or trans-
mit; if the value of the primitiveis TWO, the PMD entity will switch to antenna 2 for receive or transmit, etc.

14,
Thi
prin
trar
14,
The
14,
14.
Thi
14.
The

F

The

b.5.5.3 When generated

5 primitive is generated at various times by the PLCP entity to select an antenna. During feceive,
smit antenna. This primitive will also be used during CCA.

b.5.5.4 Effect of receipt

receipt of this primitive by the PMD entity will cause the radio to selectthéantenna specified.
5.5.6 PMD_TXPWRLVL.request

5.5.6.1 Function

5 primitive defines the power level the PMD entity willuse to transmit data.

5.5.6.2 Semantics of the service primitive

primitive shall provide the following parameter:

MD_TXPWRLVL.request (TXPOWER_LEVEL)

TXPOWER_LEVEL parameter-can be one of the values listed in Table 35.

Table 35—Transmit power levels

this

hitive can be used to manage antenna diversity. During transmit, this primitive can be Use'to select a

TXPWR_LEVEL Level description

LEVEL1 Defined as TxPowerLevel1in MIB
LEVEL2 Defined as TxPowerLevel2 in MIB
LEVEL3 Defined as TxPowerLevel3in MIB
LEVEL4 Defined as TxPowerl eveld in MIB
LEVEL5 Defined as TxPowerLevel5in MIB
LEVEL6 Defined as TxPowerLevel6 in MIB
LEVEL7 Defined as TxPowerLevel 7 in MIB
LEVELS8 Defined as TxPowerLevel8in MIB

14.5.5.6.3 When generated

This primitive is generated as part of the transmit sequence.
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14.5.5.6.4 Effect of receipt

The receipt of this primitive by the PMD entity will cause the transmit power level to be modify.

14.5.5.7 PMD_FREQ.request

14.5.5.7.1 Function

ANSVI/IEEE Std 802.11, 1999 Edition

This primitive defines the frequency the PMD entity will use to receive or transmit data. Since changing the
radio frequency is not an immediate function, this primitive serves also as an indication of the start of this

pro

14.
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14,

Thi

14.
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14.
14.
Thi
tot
mey
14.
The
F

Th

ress— Thecomptetionof thisprocessTsdictated-by other Pivtbspecifications:
5.5.7.2 Semantics of the service primitive

primitive shall provide the following parameter:

AMD_FREQ.request (CHANNEL _ID)

CHANNEL_ID parameter can be one of the values listed in Table 38, Table'39, Table 40, or Table 4
b.5.7.3 When generated
5 primitive is generated by the PLCP whenever a change to a newfrequency is required.

5.5.7.4 Effect of receipt

value of the CHNL _ID.

5.5.8 PMD_RSSl.indicate

5.5.8.1 Function

he PLCP sublayer. This value will be used by the PLCP to perform any diversity or clear channel asg
it functions required by the.PLCP or other sublayers.

5.5.8.2 Semantics-of the service primitive

primitive shiall\provide the following parameter:

MD_RSSl.indicate (STRENGTH)

=

receipt of this primitive by the PMD entity will causethe radio to change to a new frequency definegl by

5 primitive transfers areceiversignal strength indication of the physical medium from the PMD sublayer

SSN

MD

STRENGTH parameter can be a value from 0 to 15. This parameter is an indication by the P

sublayer of the magnitude of the energy observed at the selected antenna. This reported value is used to
generate the RSSI term in the PHY-RXSTART.ind(RXVECTOR) primitive and might also be used by any
diversity function. Since RSS! is only used in a relative manner by the MAC sublayer, this parameter is
defined to have no more than 16 values, ranging from 0 through RSSI_Max. The value zero is the weakest
signal strength, while RSSI_Max is the strongest signal strength.

14.5.5.8.3 When generated

This primitive is generated continually by the PMD entity to transfer a receive signal strength indication to

the

Copyright © 1999 IEEE. All rights reserved.
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14.5.5.8.4 Effect of receipt

The effect of receipt of this primitive by the PLCP is unspecified in this standard.

14.5.5.9 PMD_PWRMGMT.request

14.5.5.9.1 Function

This primitive is used by the higher-layer entities to manage or control the power consumption of the PMD
when not in use. This alows higher-layer entities to put the radio into a sleep or standby mode when receipt

or g

14.

The

The
PM
the
mo
ind

14.

Thi

14,

Upon receipt of this primitive, the PMDcentity will enter afully functional or low power consumption s

den

14

14,

AMD_PWRMGMT.request (MODE)

ending of any datais not expected.
5.5.9.2 Semantics of the service primitive

primitive shall provide the following parameter:

MODE parameter can have one of two values: ON or OFF. When the valueof the parameter is ON,
D entity will enter into afully functional mode that alows it to send or receive data. When the valu
parameter is OFF, the PMD entity will place itself in a standby or power-saving mode. In the low-pd
e, the PMD entity is not expected to be able to perform any request by the PLCP, nor is it expecte
cate any changein PMD state or status.
b.5.9.3 When generated
5 primitive is delivered by the PL CP but actually is generated by a higher-layer management entity.

5.5.9.4 Effect of receipt

ending on the value of the primitive’s parameter.

6 FHSS PMD sublayer,1.0 Mbit/s

5.1 1 Mbit/s PMD'operating specifications, general

In

thelsignals required by these primitives are imposed on the medium. In the PMD sublayer at the receiver
profess isteversed. The combined function of the transmitting and receiving PM D sublayersresultsin a

Str
su

the
e of
wer
i to

tate

eneral, the PMD accepts convergence layer service primitives and provides the actual means by wihich

; timing information, and receive parameter information being delivered to the receiving converge
ayer.

the
lata
nce

14.6.2 Regulatory requirements

Wireless LANSs implemented in accordance with this standard are subject to equipment certification and
operating requirements established by regional and national regulatory administrations. The PMD specifica-
tion establishes minimum technical requirements for interoperability, based upon established regulations for
Europe, Japan, and North America at the time this standard was issued. These regulations are subject to revi-
sion, or may be superseded. Requirements that are subject to local geographic regulations are annotated
within the PMD specification. Regulatory requirements that do not affect interoperability are not addressed
within this standard. Implementors are referred to the following regulatory sources for further information.
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Operation in countries within Europe, or other regions outside Japan or North America, may be subject to
additional or alternative national regulations.

The documents listed below specify the current regulatory regquirements for various geographic areas at the
time this standard was developed. They are provided for information only, and are subject to change or revi-
sion at any time.

Geogrr:aphlc Approval standards Documents Approval authority
Europe European Telecommunications ETS 300-328, National type approval
Standards Institute (ETSI) ETS 300-339 authorities
Frence Régle technique applicable aux SP/DGPT/ATAS/23, Direction Générale des-Postes
équipements radioél ectriques ETS 300-328, et Télécommunicatiens
de transmission de données a ETS 300-339 (DGPT)
large bande fonctionnant dans
labande de fréquences a 2,4
GHz et utilisant la technique
de I’ étalement de spectre
(Edition février 1995)
Japan Association of Radio Industries | RCR STD-33A Ministry of Telecommunica;
and Businesses (ARIB) tions (MKK)
North America
Canada Industry Canada (1C) GL36 IC
USA Federal Communications CFR47, Part 15, Sections FCC
Commission (FCC) 15.205, 15:2Q9, 15.247
Spgain Supplemento Del Numero 164 ETS 3004328, ETS Cuadro Nacional De Atribu-
Del Boletin Oficial Del 300:339 cion De Frecuesias
Estado (Published 10 July
1991, Revised 25 June 1993)
14.6.3 Operating frequency range

0eg
of g

Table 36—Operating frequency range

fonformant PMD  implementation_shall be able to select the carrier frequency (F.) from the
graphi c-specific set of available carrier frequencies. Table 36 summarizes these frequencies for a nunber
eographic locations.

full

Lower Limit Upper limit Regulatory range Geography

2:402 GHz 2.480 GHz 2.400-2.4835 GHz North America

2.402 GHz 2.480 GHz 2.400-2.4835 GHz Europe?

2.473 GHz 2.495 GHz 2.471-2.497 GHz Japan

2447 Clld= 2472 Clld= 24468 2 A70 ClLl=> SN

2447 CGHz 2473-GHz 24452 475 CHz Spath

2.448 GHz 2.482 GHz 2.4465-2.4835 GHz France
NOTE—The frequency ranges in this table are subject to the geographic-specific regulatory
authorities.

3Excluding Spain and France.
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14.6.4 Number of operating channels

The number of transmit and receive frequency channels used for operating the PMD entity is 79 for the USA
and Europe, and 23 for Japan. Table 37 summarizes these frequencies for a number of geographic locations.
Thisismore fully defined in Table 38 through Table 41.

Table 37—Number of operating channels

Minimum Hopping set Geography
75 79 North America
20 79 Europe?
Not applicable 23 Japan
20 27 Spain
20 35 France

NOTE—The number of

geographic-specific regulatory authorities.

required hopping channels

is \stibject to

the

8Excluding Spain and France.

14.6.5 Operating channel center frequency

The
nel

channel center frequency is defined in sequential>1.0 MHz steps beginning with the first channel, ¢
2.402 GHz for the USA and Europe excluding ‘Spain and France, as listed in Table 38. The ch
centers for Japan, starting at 2.473 GHz with LIMHz increments, are listed in Table 39. The channel cen

for [Spain and France are listed in Table 40 and’Table 41, respectively.

Table 38—Reguirements in North America and Europe
(excluding Spain and France; values specified in GHz)

an_
nel
ters

Channel # Value Channel # Value Channel # Value
2 2.402 28 2428 54 2454
3 2.403 29 2429 55 2455
4 2404 30 2430 56 2.456
5 2.405 31 2431 57 2457
6 2.406 32 2432 58 2.458
7 2.407 33 2433 59 2.459
8 2.408 34 2434 60 2.460
9 2.409 35 2435 61 2461
10 2410 36 2.436 62 2.462
11 2411 37 2437 63 2.463
12 2412 38 2438 64 2.464
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Table 38—Requirements in North America and Europe

(excluding Spain and France; values specified in GHz) (continued)

Channel # Value Channel # Value Channel # Value
13 2413 39 2.439 65 2.465
14 2414 40 2.440 66 2.466
15 2415 41 2441 67 2.467
16 2416 42 2442 68 2468
17 2417 43 2.443 69 2.469
18 2418 14 2444 70 2470
19 2419 45 2.445 71 2471
20 2420 46 2.446 72 2472
21 2421 a7 2447 73 2473
22 2422 438 2.448 4 2474
23 2423 49 2.449 75 2475
24 2424 50 2.450 76 2476
25 2425 51 2.45% 77 2477
26 2.426 52 2.452 78 2478
27 2427 53 2453 79 2479
— — — — 80 2.480

Table 39+—Requirements in Japan
(values specified in GHz)

Channel # Value Channel # Value Channel # Value
73 24473 81 2481 89 2.489
74 2474 82 2482 90 2.490
75 2475 83 2483 91 2.491
76 2476 84 2484 92 2.492
w 2477 85 2.485 93 2493
78 2478 86 2486 o4 2404
79 2479 87 2.487 95 2.495
80 2.480 88 2.488 — —
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Table 40—Requirements in Spain
(values specified in GHz)

Channel # Value Channel # Value Channel # Value
a7 2447 56 2.456 65 2.465
438 2.448 57 2.457 66 2.466
49 2.449 58 2.458 67 2.467
50 2450 59 2459 68 2468
51 2451 60 2.460 69 2.469
52 2452 61 2461 70 2470
53 2.453 62 2.462 71 2471
54 2.454 63 2.463 72 2472
55 2.455 64 2.464 73 2473

Table 41—Requirements in Frange
(values specified in GHz)

Channel # Value Channel # Value Channel # Value
48 2.448 60 2.460 72 2472
49 2.449 61 2.461 73 2473
50 2.450 62 2.462 74 2474
51 2451 63 2.463 75 2475
52 2.452 64 2.464 76 2.476
53 2.453 65 2.465 77 2477
54 2.454 66 2.466 78 2.478
55 2:455 67 2.467 79 2479
56 2456 68 2.468 80 2.480
57 2.457 69 2.469 81 2.481
58 2.458 70 2.470 82 2.482
59 2.459 71 2471 — —

14.6.6 Occupied channel bandwidth

Occupied channel bandwidth shall meet all applicable local geographic regulations for 1 MHz channel spac-
ing. The rate at which the PMD entity will hop is governed by the MAC. The hop rate is an attribute with a
maximum dwell time subject to local geographic regulations.

14.6.7 Minimum hop rate

The minimum hop rate shall be governed by the regulatory authorities.
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14.6.8 Hop sequences

The hopping sequence of an individual PMD entity is used to create a pseudorandom hopping pattern utiliz-
ing uniformly the designated frequency band. Sets of hopping sequences are used to co-locate multiple PMD
entitiesin similar networks in the same geographic area and to enhance the overall efficiency and throughput
capacity of each individual network.

An FH pattern, F,, consists of a permutation of all frequency channels defined in Table 38 and Table 39. For
a given pattern number, X, the hopping sequence can be written as follows:

L& _[aN £ /[

=1 (D 2ot 1

where

—h

(i) isthechannel number (as defined in 14.6.4) for i th frequency in xth hopping pattern;

o isthe number of frequency channelsin hopping pattern (79 for North Americaand most of Eurppe,
23 for Japan, 35 for France, 27 for Spain).

<

Givien the hopping pattern number, x, and the index for the next frequency, i (intherange 1 to p), the chafinel
number shall be defined to be as follows:

—h

(i) =[b(i) +x] mod (79) + 2 in North Americaand most of Europe, with b(i) defined in Tablg 42.
=[(i—1) xx] mod (23) + 73 in Japan.
=[b(i) + X] mod (27) + 47 in Spain with b(i) definedhin Table 43.
=[b(i) +x] mod (35) + 48  in France with b(i) defined in Table 44.

Table 42—Base-Hopping sequence b(i)for North America and most of Europe

i b(i) i b(i) i b(i) i b(i) i b(i) i b(i) i b(i) i bfi)
| 0 11 76 21 18 31 34 41 14 51 20 61 48 71 55
p 23 12 29 22 1T 32 66 42 57 52 73 62 15 72 35
J 62 13 59 23 36 33 7 43 41 53 64 63 5 73 53
L 8 14 22 24 71 34 68 44 74 54 39 64 17 74 p
b 43 15 52 25 54 35 75 45 32 55 13 65 6 75 44
b 16 16 63 26 69 36 4 46 70 56 33 66 67 76 51
1 71 17 26 27 21 37 60 47 9 57 65 67 49 7 38
B 47 18 77 28 3 38 27 48 58 58 50 68 40 78 30

9 19 19 3t 29 3t 39 12 49 78 59 56 69 + 79 46

10 61 20 2 30 10 40 25 50 45 60 42 70 28 —
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Table 43—Base-Hopping sequence b(i) for Spain

i b(i) i b(i) i b(i)
1 13 10 19 19 14
2 4 11 8 20 1
3 24 12 23 21 20
4 18 13 15 22 7
j$) 8] 14 4 25 10
6 12 15 9 24 2
7 3 16 21 25 11
8 10 17 0 26 17
9 25 18 6 27 26

Table 44—Base-Hopping sequence b(i) for France

i b(i) i b(i) i b(i)
1 17 13 31 25 15
2 5 14 20 26 3
3 18 15 29 27 11
4 32 18 22 28 30
5 23 17 12 29 24
6 7 18 6 30 9
Z 16 19 28 31 27
8 4 20 14 32 19
9 13 21 25 33 2
10 33 22 0 34 21
11 26 23 8 35 34
12 10 24 1 — —

The seguences are designed to ensure some minimum distance in frequency between contiguous hops. [The
mirjimurn hop sizeis 6 MHz for North America and Europe, including Spain and France, and 5 MHz for Japan.

The hopping pattern numbers x are divided into three sets. The sets are designed to avoid prolonged collision
periods between different hopping sequencesin a set. Hopping sequence sets contain 26 sequences for North
Americaand Europe, and 4 sequences per set for Japan:

For North America and most of Europe:

x={0,3,6,9,12,15,18,21,24,27,30,33,36,39,42,45,48,51,54,57,60,63,66,69, 72,75} Setl
x={1,4,7,10,13,16,19,22,25,28,31,34,37,40,43,46,49,52,55,58,61,64,67,70,73,76} Set 2
x={2,5,8,11,14,17,20,23,26,29,32,35,38,41,44,47,50,53,56,59,62,65,68,71,74,77} Set 3
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For Japan:
x={6,9,12,15} Set 1l
x={7,10,13,16}  Set2
x={811,14,17}  Set3
For Spain:
x={0,3,6,9,12,15,18,21,24} Setl
= L& 10 I3716,19,22,25F a2z
¥={2,5,8,11,14,17,20,23,26} Set 3
For|France:
¥ ={0,3,6,9,12,15,18,21,24,27,30} Setl
¥={1,4,7,10,13,16,19,22,25,28,31} Set 2
¥={2,5,8,11,14,17,20,23,26,29,32} Set 3
The three sets of hopping sequences for North Americaand most of Eurppe-of 26 patterns each, arelisted in

Tal
Sets

14.6.9 Unwanted emissions

Conformant PMD implementations shall limit the~eémissions that fall outside of the operating frequd

ran

14.

The
foll

The
wit
the
of

pes

An

e, defined in Table 36, to the geographi callyapplicable limits.

5.10 Modulation

DWS.

N anominal bandwidth bit-period (BT)=0.5. The PMD shall accept symbols from the set {{1} {0}} f

k frequency)deviation of (), giving a pesk transmit frequency of (F.—fy).

neoming bit stream at 1 Mbit/swill be converted to symbolsat Fclk = 1 Msymbols/s, as shown in Tablg

Copyright © 1999 IEEE. All rights reserved.

Table 45—Symbol encoding into carrier deviation (1 Mbit/s, 2-GFSK)

Symbol Carrier deviation
1 1/2 x h2 x Fclk
0 —1/2 x h2 x Fclk

NOTE—These deviation values are measured using the center sym-
bol of 7 consecutive symbols of the same value. The instantaneous
deviation will vary due to Gaussian pulse shaping.

lesB.1, B.2, and B.3in Annex B. Similarly, there are three sets far Japan of four patterns each. The three
for Spain have nine patterns each. The three sets for France have 11 patterns each. The channel numbers
listéd under each pattern refer to the actual frequency values listed in Table 38 and Table 39.

minimum set of requirements for-a PMD to be compliant with the IEEE 802.11 FHSS PHY shall b as

PMD shall be capable:of operating using two-level Gaussian frequency shift key (GFSK) modulgion

PLCP. The symbol {1} shall be encoded with a peak deviation of (+fy), giving a peak transmit frequency
F.+fy), whichis greater than the carrier center frequency (F.). The symbol {0} shall be encoded with a

45,
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The deviation factor h2 for 2GFSK (measured as difference between frequencies measured in the middle of
0000 and 1111 patterns encountered in the SFD, divided by 1 MHZz) will nominally be 0.32.

The minimum frequency deviation, as shown in Figure 84, shall be greater than 110 kHz relative to the
nominal center frequency F.. Fq isthe average center frequency of the last 8 bits of the Preamble Sync field,
measured as the deviation at the midsymbol. Midsymbol is defined as the point that is midway between the
zero crossings derived from a best fit to the last 8 bits of the Sync field. Maximum deviation is not specified,
but modulation is subject to the occupied bandwidth limits of 14.6.5.

Thezeto cross ng errar chall helessthan +1/8 of a :ymhnl pprind The zero craoss ng errar isthe time differ-
ence between the ideal symbol periods and measured crossings of F... Thisisillustrated in Figure 84,

Ideal Zero Crossing

Min.
Deviation

¢ Min.

F \ / » Time
Deviation

-—

Zero Crossing Error

Frequency >
Figure 84—Transmit modulation mask
14.6.11 Channel datarate

A ¢ompliant IEEE-802.11 FHSS PMD shall be capable of transmitting and receiving at a nominal datafate
of 1.0 Mbit/s£50 parts per million (ppm).

14.p.X2'Channel switching/settling time

The time to change from one operating channel frequency, as specified in 14.6.3, is defined as 224 ps. A
conformant PMD meets this switching time specification when the operating channel center frequency has
settled to within £60 kHz of the nominal channel center frequency as outlined in 14.6.3.

14.6.13 Receive to transmit switch time

The maximum time for a conformant PMD to switch the radio from the receive state to the transmit state and
place the start of the first bit on the air shall be 19 ps. At the end of this 19 us, the RF carrier shall be within
the nominal transmit power level range, and within the described modulation specifications.
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14.6.14 PMD transmit specifications

The following portion of this subclause describes the transmit functions and parameters associated with the
PMD sublayer. In general, these are specified by primitives from the PLCP, and the transmit PMD entity
provides the actual means by which the signals required by the PLCP primitives are imposed onto the
medium.

14.6.14.1 Nominal transmit power

Thenominal transmit power of a frameis defined asthe power averaged between the start of the first symbol
in the PLCP Header to the end of the last symbol in the PLCP Header. When in the transmit state, the trans-
mit|power shall be within 2 dB of the nominal transmit power from the start of the Preamble SYNCTield to
thellast symbol at the end of the frame.

14.6.14.2 Transmit power levels

Unlless governed by more stringent local geographic regulations, the radiated .emissions from compljant
devjces shall meet IEEE Std C95.1-1991 limits for controlled or uncontrolled’environments, in accordance
with their intended usage. In addition, al conformant PM D implementations'shall support at least one pawer
levgl with a minimum equivalent isotropically radiated power (EIRP) of 10.mW.

14.6.14.3 Transmit power level control

If gconformant PMD implementation has the ability to transmit in a manner that results in the EIRP of| the
trar)smit signal exceeding the level of 100 mW, at least ene level of transmit power control shall be imple-
mented. This transmit power control shall be such that'the level of the emission is reduced to a level gt or
bel pw 100 mW under the influence of said power coritrol.

14.6.14.4 Transmit spectrum shape

Within the operational frequency hand-the transmitter shall pass a spectrum mask test. The duty cycle
betyveen Tx and Rx is nominally 50% and the transmit frame length is nominally 400 ps. The adjacent chan-
nel [power is defined as the sum of ‘the power measured in a 1 MHz band. For a pseudorandom data pattern,
theladjacent channel power,_shall be a function of the offset between channel number N and the assigned
tranjsmitter channel M, where M isthe actual transmitted center frequency and N is a channel separated ffom
it by an integer number ‘of' megahertz.

Channel offset:

IN<Nj=3 —40 dBm or —60 dBc, whichever isthe lower power.

m—Ml:Z —20 dBm or —40 dBc, whichever is the lower power.

The levels given in dBc are measured relative to the transmitter power measured in a 1 MHz channel
centered on the transmitter center frequency. The adjacent channel power and the transmitter power for this
subclause of the specification shall be measured with aresolution bandwidth of 100 kHz, a video bandwidth
of 300 kHz, and a peak detector, and with the measurement device set to maximum hold.

For any transmit center frequency M, two exceptions to the spectrum mask requirements are permitted
within the operational frequency band, provided the exceptions are less than —-50 dBc, where each offset
channel exceeded counts as a separate exception. An exception occurs when the total energy within a given
1 MHz channel as defined in 14.6.5 exceeds the level s specified above.
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14.6.14.5 Transmit center frequency tolerance

The PMD transmit center frequency shall be within £60 kHz of the nominal center frequency as specified in

14.6.5.

14.6.14.6 Transmitter ramp periods

The transmitter shall go from off to within 2 dB of the nominal transmit power in 8 ps or less. The transmit-

ter shall go from within 2 dB of the nominal transmit power to off (less than 50 dBm) in 8 s or less.

14.6.15 PMD receiver specifications

The following portion of this subclause describes the receive functions and parameters associated with

the

PMD sublayer. In general, these are specified by primitives from the PLCP. The Receive’PMD entity

proyides the actual means by which the signals required by the PLCP primitives are recovered from
meglium. The PMD sublayer monitors signals on the medium and will return symbols from'the set {{ 1} {
to the PLCP sublayer.

14.6.15.1 Input signal range

The PMD shall be capable of recovering a conformant PMD signal from the medium, as described in rel
subglauses, with aframe error ratio (FER) <3% for PSDUs of 400 ogtéts generated with pseudorandom d

the
O} }

hted
ata,

for |receiver input signal levels in the range from —20 dBm to the receiver sensitivity (as specifiegl in

14.6.15.4), across the frequency band of operation.
14.6.15.2 Receive center frequency acceptanceérange

An|IEEE 802.11 FHSS compliant PMD shall meet all specifications with an input signal having a ce
frequency range of £60 kHz from nominal.

14.6.15.3 CCA power threshold

In the presence of any |IEEE 80211 compliant 1 Mbit/s FH PMD signa above -85 dBm that starts sync
noudy with respect to dot times'as specified in 14.3.3.2.1, the PHY shall signal busy, with a 90% probabilit

hro-
y of

detéction, during the preamble within the CCA assessment window. I n the presence of any |EEE 802.11 conmpli-

ant [l Mbit/s FH PMD signal above —85 dBm that starts asynchronoudly with respect to dot times as specifig
14.3.3.2.1, the PHY shall signal busy, with a 70% probability of detection, during the preamble within the C
window. In the presence of any |EEE 802.11 compliant 1 Mbit/s FH PMD signal above—65 dBm, the PHY S
signa busy, with@70% probability of detection, during random data within the CCA window. This specificg
appliesto aPMD operating with anomina EIRP of <100 mW. A compliant PMD operating at anominal ou
power greater than 100 mW shall use the following equation to define the CCA threshold, where Py repres
trarjsmit power.

din
CA
hal|
fion
put
ents

P
CCA threshold (preamble) = — 85 dBm — [5 x Iogm%m—trm/\—g} dBm

CCA threshold (random data) = CCA threshold (preamble) + 20 dB

14.6.15.4 Receiver sensitivity

The sengitivity is defined as the minimum signal level required for an FER of 3% for PSDUs of 400 octets
generated with pseudorandom data. The sensitivity shall be less than or equal to —80 dBm. The reference sensi-

tivity is defined as—80 dBm for the 1 Mbit/s FH PHY specifications.
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14.6.15.5 Intermodulation

Intermodulation protection (IMp) is defined as the ratio of the minimum amplitude of one of two equal inter-
fering signals to the desired signal amplitude, where the interfering signals are spaced 4 MHz and 8 MHz
removed from the center frequency of the desired signal, both on the same side of center frequency. The IMp
protection ratio is established at the interfering signal level that causes the FER of thereceiver to beincreased
to 3% for PSDUs of 400 octets generated with pseudorandom data, when the desired signal is—77 dBm. Each
interfering signal is modulated with the FH PM D modulation uncorrelated in time to each other or the desired
signal. The PMD shall have the IMp for the interfering signal at 4 MHz and 8 MHz be =30 dB.

14.6.15.6 Desensitization

Degensitization (Dp) is defined as the ratio to measured sensitivity of the minimum amplitude.of an inteffer-
ing|signal that causes the FER at the output of the receiver to be increased to 3% for PSDUs of 400 odgtets
generated with pseudorandom data, when the desired signal is —77 dBm. The interfefing signal shal| be
mofgiulated with the FHSS PMD modulation uncorrelated in time to the desired signal’ The minimum|Dp
sha|l be as given in Table 46. The spectra purity of the interferer shall be sufficient to ensure that|the
megsurement is limited by the receiver performance.

Table 46—1 Mbit/s Dp

Interferer frequency?® Dp minimum
M=Nzx2 30dB
M = N % 3 or more 40 dB

A\here M isthe interferer frequency'and N is the desired channe! frequency.

14.6.15.7 Receiver radiation

The signal |eakage when receiying'shall not exceed -50 dBm EIRP in the operating frequency range. [The
FHBES PHY shall conform with out-of-band spurious emissions by regulatory bodies.

14.6.16 Operating temperature range

Two temperatureranges for full operation compliance to the FH PHY are specified. Type 1 isdefined as( °C
to 40 °C andlis’designated for office environments. Type 2 is defined as —30 °C to +70 °C and is designated
for jndustrial environments.

14.7 FHSS PMD sublayer, 2.0 Mbit/s
14.7.1 Overview

This subclause details the RF specification differences of the optional 2 Mbit/s operation from the baseline
1 Mbit/s PMD as contained in 14.6. Unless otherwise specified in this subclause, the compliant PMD shall
also meet all requirements of 14.6 when transmitting at 2 Mbit/s. When implementing the 2 Mbit/s option,
the preamble and PHY Header shall be transmitted at 1 Mbit/s. STAsimplementing the 2 Mbit/s option shall
also be capabl e of transmitting and receiving PPDUs at 1 Mbit/s.
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14.7.2 Four-Level GFSK modulation

For an FHSS 2 Mbit/s PMD, the modulation scheme shall be four-level Gaussian frequency shift keying
(4GFSK), with a nominal symbol-period bandwidth product (BT) of 0.5. The four-level deviation factor,
defined as the frequency separation of adjacent symbols divided by symbol rate, h4, shall be related to the
deviation factor of the 2GFSK modulation, h2, by the following equation:

h4/h2 = 0.45 = 0.01

1 Msymbol/s. The first received bit will be encoded as the LMB of the symbol in Table 47. The bitsywil] be
encpded into symbols as shown in Table 47.

Table 47—Symbol encoding into carrier deviation

1 Mbit/s, 2GFSK

Symbol Carrier deviation
1 1/2 x h2 x Rclk
0 -1/2 x h2-x Fclk

2 Mbit/s, 4GFSK

Symbol Carrier deviation
10 3/2 xh4 x Fclk
11 1/2 x hd x Fclk
01 -1/2 x h4 x Fclk
00 —-3/2 x h4 x Fclk

NOTE-<These deviation values are measured using the
center-symbol of 7 consecutive symbols of the same value.
Theinstantaneous deviation will vary due to Gaussian pulse

Shaping.

The deviation-factor h2 for 2GFSK (measured as the difference between frequencies measured in the mididie
of Q000 and:1111 patterns encountered in the SFD, divided by 1 MHz) will nominally be 0.32. The devigtion
factor h2 will be no less than 0.30 (with maximum dictated by regulatory bandwidth requirement). Accprd-
ingly; b (measured as a difference between the outermost frequencies, divided by 3, divided by 1 MH2) is
nominally 0.45 X 0.5Z = 0.144, and 1t will be no lessthan 0.45 X 0.5 = 0.155.

The modulation error shall be less than £15 kHz at the midsymbol time for 4GFSK, from the frequency
deviations specified above, for a symbol surrounded by identical symbols, and less than £25 kHz for any
symbol. The deviation isrelative to the actual center frequency of the RF carrier. For definition purposes, the
actual center frequency is the midfrequency between symbols 11 and 01. The actual center frequency shall
be within £60 kHz of the nominal channel center frequency defined in 14.6.5 and shall not vary by more
than +£10 kHz/ms, from the start to end of the PPDU. The peak-to-peak variation of the actual center
frequency over the PPDU shall not exceed 15 kHz. Symbols and terms used within this subclause are illus-
trated in Figure 85.
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Figure 85—Four-Level GFSK transmit modulation

14.[7.2.1 Frame structure for HS FHSS PHY

The high rate FHSS PPDU consists of PLCP Preamble, PLCP,Header, and whitened PSDU. The PLCP
amble and PLCP Header format are identical to the 1 Mbit/s\PHY, as described in 14.3.2. The whitg

PSDU is transmitted in 2GFSK, 4GFSK, or potentially athigher-rate format, according to the rate cho
Therateisindicated in a 3-bit field in a PLCP Header, having avalue of 1 or 2 bits/symbol (or Mbit/seco

The
(nu

PPDU is transmitted as four-level symbals, with the amount determined by number_of symbo
mber_of PSDU_octets x 8)/rate.
The input bits are scrambled accordingtothe method in 14.3.2.3.

The scrambled bit stream is divided into groups of rate (1 or 2) consecutive bits. The bits are mapped
symbols according to Table 47.

A L
defined in 14.3.2,3)\Figure 72, and Figure 75. A polarity control symbol is inserted prior to each bloc
32 symbols (ordess for the last block). The polarity control signals are 4GFSK symbols 10 or 00. The &
rithim is equivalent to the case of 2GFSK, with the polarity symbol 2GFSK “1” replaced with 4GH
symibol 740;"and the 2GFSK polarity symbol “0" replaced with a 4GFSK symbol “00.”

Pre-
ned
5en.
nd).

nto

ias suppression algarithm is applied to the resulting symbol stream. The bias suppression algorithin is

of

go-
-SK

The data rate for the whitened PSDU at the optional rate shall be 2.0 Mbit/s £ 50 ppm.

14.7.3.1 Input dynamic range

The PMD shall be capable of recovering aconformant PMD signal from the medium, as described in related
subclauses, with an FER <3% for PSDUs of 400 octets generated with pseudorandom data, for receiver
input signal levelsin the range from —20 dBm to the receiver sensitivity (as specified in 14.7.3.2), across the

frequency band of operation.
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14.7.3.2 Receiver sensitivity

The sensitivity is defined as the minimum signal level required for an FER of 3% for PSDUs of 400 octets
generated with pseudorandom data. The sensitivity shall be less than or equal to —75 dBm. The reference
sensitivity is defined as—75 dBm for the 2 Mbit/s FH PHY specifications.

14.7.3.3 IMp

IMp is defined as the ratio to —77 dBm of the minimum amplitude of one of the two equal-level interfering
signalsat 4 M Hz and 8 M Hz removed from center frequency, both on the same side of center frequency, that

datg, when the desr red signal is—72 dBm (3 dB above the specified sensitivity specrfred in 14.7.3.2)-Hach
intgrfering signal is modulated with the FH 1 Mbit/s PMD modulation uncorrelated in time to eachyothgr or
theldesired signal. The FHSS optional 2 Mbit/srate IMp shall be =225 dB.

14[7.3.4 Dp

Dplis defined as the ratio to measured sensitivity of the minimum amplitude of ainterfering signal that
caupes the FER of the receiver to be increased to 3% for PSDUs of 400 octets genefated with pseudorangiom
datg, when the desired signal is—72 dB (3 dB above sensitivity specified in 14,7.3.2). The interfering siInal
shall be modulated with the FHSS PMD modulation uncorrelated in time to the desired signal. The njini-
mum Dp shall be as given in Table 48.

Table 48—2 Mbit/s.Dp

Interferer frequency?® DP minimum
M=Nzx2 20dB
M = N+ 3 or more 30dB

&Vhere M is the interferer.frequency and N is the desired channel frequency.

1418 FHSS PHY management information base (MIB)
14.B8.1 Overview

The following is the M1B for the FHSS PHY.
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This subclause defines the attributes for the FHSS MIB. Table 49 lists these attributes and the default values.
Following the table is a description of each attribute.

Table 49—FHSS PHY attributes

Attribute

Default value

Operational
semantics

Operational behavior

dof

TIPHY Type

FHSS = X'0T

Static

Identical tor all FH PHY.S

do

11RegDomainsSupported

FCC = X'10'
IC=X"20
ETSI = X'30'
Spain = X'31'
France = X'32'
MKK = X'40'

Static

Implementation deperdent

do

11CurrentRegDomain

X'00'

Dynamic LME

Implementation dependent

do

11TempType

Typel=X'01
Type 2 =X'02
Type 3 =X'03'

Static

I'mplementation dependent

do

11SupportedDataRatesT X

1 Mbit/s= X'02' mandatory
2 Mbit/s=X'04' optiona

Static

Identical for all FH PHY's

do

11SupportedDataRatesRX

1 Mbit/s= X'02' mandatory
2 Mbit/s=X'04' optiona

Static

Identical for all FH PHY's

do

11SupportedTxAntennas

Ant1=X'01
Ant2=X'02
Ant 3=X'03
Antn=n

Static

I mplementation dependent

do

11CurrentTxAntenna

Ant 1 = default

Dynamic LME

Implementation dependent

do

11SupportedRxAntennas

Ant 1= X101
Ant 2 =X"'02'
Ant 3= X'03'
Anthr=n

Static

Implementation dependent

do

11DiversitySupport

Available = X'01'
Not avail. = X'02'
Control avail. = X'03'

Static

I mplementation dependent

do

11DiversitySelectionRx

Ant1=X'01
Ant2=X'02
Ant 3=X'03'
Ant 4 =X'04
Ant5=X'05
Ant 6 = X'06'
Ant7=X'07
Ant 8 =X'08'

Dynamic LME

Implementation dependent

do

12Ndmber SupportedPowerLevels

Lvil1=X'01

Static

Implementation dependent

Lvi2 =X'02
Lvi3=X'03
Lvi4 = X'04
LvI5 = X'05'
Lvi6 = X'06'
Lvl7 = X'07'
LvI8 = X'08'

dot11TxPowerLevel1

Factory default

Static

Implementation dependent

dot11TxPowerLevel2

Factory default

Static

I mplementation dependent

dot11TxPowerLevel3

Factory default

Static

Implementation dependent
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Table 49—FHSS PHY attributes (continued)

; Operational . .

Attribute Default value semantics Operational behavior
dot11TxPowerLevel4 Factory def. Static Implementation dependent
dot11TxPowerLevel 5 Factory def. Static Implementation dependent
dot11TxPowerLevel6 Factory def. Static I mplementation dependent
dot11TxPowerLevel 7 Factory def. Static Implementation dependent
dot11TxPowerLevel8 Factory def. Static Implementation dependent
dofTTCurrentTxPowerLevel TxPowerLevell Dynamic LME | Implementation dependent
dof11HopTime 224 us Static Identical for al FH PHY's
dof11CurrentChannel Number X'00 Dynamic PLME
dofl1MaxDwell Time 390 TU Static Regulatory demain dependgnt
dof11CurrentSet X'00 Dynamic PLME
dof11CurrentPattern X'00 Dynamic PLME
dof11Currentlndex X'00' Dynamic PLME
dof11CurrentPowerState X'01' off Dynamic LME

X'02' on

NOTE—The column titled “ Operational semantics’ contains two types: static@nd-dynamic. Static MIB attributesjre
fixpd and cannot be modified for a given PHY implementation. MIB attributes'defined as dynamic can be modified by
sofne management entity. Whenever an attribute is defined as dynamic, the:column also shows which entity has cpn-
tro| over the attribute. LME refers to the MAC sublayer management extity (MLME), while PHY refersto the physical
lafler management entity (PLME).

14.8.2.1 FH PHY attribute definitions
14.8.2.1.1 dot11PHYType

The dot11PHY Type is FHSS. The LME uses this attribute to determine what PLCP and PMD are proviging
seryices to the MAC. It aso is used by’ the MAC to determine what MAC sublayer management gtate
maghines must be invoked to support;the PHY. The value of this attribute is defined as the integer 01 to ipdi-
cat¢ the FHSS PHY.

14.8.2.1.2 dot11RegDoemainsSupported

Opgrational requirements for FHSS PHY are defined by agencies representing certain geographical regpla-
tory domains. These regulatory agencies may define limits on various parameters that differ from regiop to
region. This parameters may include dot11TxPowerLevels, and dot11MaxDwell Time, as well as the total
number of<frequencies in the hopping pattern. The values shown in Table 50 indicate regulatory agenfies
supported. by this document.

Since a PLCP and PMD might be designed to support operation in more than one regulatory domain, this
attribute can actually represent alist of agencies. Thislist can be one or more of the above agencies and must
be terminated using the null terminator. Upon activation of the PLCP and PMD, the information in this list
must be used to set the value of the dot11CurrentRegDomain attribute.

14.8.2.1.3 dotllCurrentRegDomain
The dot11CurrentRegDomain attribute for the FHSS PHY is defined as the regulatory domain under which

the PMD is currently operating. This value must be one of the values listed in the
dot11RegDomainsSupported list. This MIB attribute is managed by the LME.
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Table 50—Regulatory domain codes

14.B8.2.1.4 dotl1TempType

The

supports atemperature range of 0 °C to 40 °C. Type 2 equipment (X'02) supports atemperature range of —2(

to +
14,
The
con
ble
14,

The

datq rates in the transmit mode for this implementation. Table 51 shows the possible values appearing in

list)

14.

Code point Regulatory agency Region
X'10 FCC United States
X'20 IC Canada
X'30' ETSI Most of Europe
X'31" Spain Spain
PS4 France France
X'40 MKK Japan

parameter dot11TempType defines the temperature range supported by the PHY. Type 1 equipment (X
55 °C. Type 3 equipment (X'03") supports atemperature range of —30 °C to.+70 °C.

8.2.1.5 dot11CurrentPowerState

dot11CurrentPowerState attribute for the FHSS PHY allowsthe MAC sublayer management entit
trol the power state of the PHY. This attribute can be updatéd using the PLMESET.request. The perm
values are ON and OFF.

B.2.1.6 dotl1SupportedDataRatesTX

dot11SupportedDataRatesT X attribute for the FHSS PHY is defined as anull terminated list of suppo

Table 51—Supported data rate codes (dotll1SupportedDataRatesTX)

Code point Datarate
X'02 1 Mbit/s
X'o4' 2 Mbit/s
X'00 Null terminator

tion

01)
°C

 to
SSi-

rted
the

B.211.7 dotl1lSupportedDataRatesRX

The dot11SupportedDataRatesRX attribute for the FHSS PHY is defined as a null terminated list of supported
datarates in the receive mode for thisimplementation. Table 52 shows the possible values appearing in the list.

14.

8.2.1.8 aMPDUMaxLength

The aM PDUMaximumLength attribute for the FHSS PHY is defined as the maximum PSDU, in octets, that
the PHY shall ever be capable of accepting. This value for the FHSS PHY is set at 4095 octets. The recom-
mended value for maximum PSDU length in an FHSS PHY system is 400 octets at 1 Mbit/s and 800 octets
at 2 Mbit/s, which corresponds to a frame duration less than 3.5 ms. These values are optimized to achieve
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Table 52—Supported data rate codes (dotllSupportedDataRatesRX)

Code point Datarate
X'02 1 Mbit/s
X'04 2 Mbit/s
X'00' Null terminator

high performance in avariety of RF channel conditions, particularly with respect to indoor multipath, chan-
nel [F@anitity Tor moving STAS, and interference in the 2.4 GHZ banad.

14.8.2.1.9 dot11SupportedTxAntennas
The dot11SupportedTxAntennas attribute for the FHSS PHY is defined as a null terminatedlist of antennas

thaf this implementation can use to transmit data. Table 53 shows the possible values appearing in the|ist,
where N < 255.

Table 53—Number of transmit antennas

Code point Antenna number
X'or Tx Antenpa 1
X'02' Tx Antenna 2
X'03 TxAntenna3
N Tx AntennaN
X'00' Null terminator

14.B.2.1.10 dot11CurrentTxAntenna

The dot11CurrentTxAntenna attribute for the FHSS PHY is used to describe the current antenna the imple-
mentation is using for transmission. This value should represent one of the antennas appearing in|the
dotll1SupportedTxAntennas|ist.

14.8.2.1.11 dotliSupportedRxAntenna

The dot11SuppoertedRxAntennas attribute for the FHSS PHY is defined as a null terminated list of anternas
thal this implementation can use to receive data. In the FHSS PHY primitives, one of these valuesis passefl as
parf of the PHY-RX START.indicate to the MAC sublayer for every received packet. Table 54 shows the pgssi-
blevalues appearing in the list, where N < 255.
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Table 54—Number of receive antennas

Code point Antenna number
X'o1r' Rx Antenna 1
X'02' Rx Antenna 2
X'03' Rx Antenna 3
N Rx AntennaN

14.8.2.1.12 dotl11DiversitySupport

The dot11DiversitySupport attribute for the FHSS PHY is used to describe the implementation’s diversity
support. Table 55 shows the possible values appearing in the lit.

Table 55—Diversity support codes

Code point Diversity support
X'or Diversity available
X'02' No diversity
X'03 Control available

The value X'01' indicates that this implementation.tses two or more antennas for diversity. The value X'02
indjcates that the implementation has no diversity*support. The value X'03' indicates that the choice of anfen-
nas{used during diversity is programmable. (See 14.8.2.1.13.)

14.8.2.1.13 dot11DiversitySelectionRx
The dot11DiversitySelectionRx. attribute for the FHSS PHY is a null terminated list describing the recgive

anténna or antennas currently in use during diversity and packet reception. Table 56 shows the possible yal-
ues|appearing in the list;where N < 255.

Table 56—Diversity select antenna codes

Code point Antenna number
X'0r Rx Antenna 1
X'02' Rx Antenna 2
X'03' Rx Antenna 3
N Rx Antenna N
X'00' Null terminator

The null terminated list can consist of one or more of the receive antennas listed in the
dot11SupportedRxAntennas éttribute. This attribute can be changed dynamically by the LME.
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14.8.2.1.14 dotl1NumberSupportedPowerLevels

The dot11NumberSupportedPowerL evels attribute for the FHSS PHY describes the number of power levels
this implementation supports. This attribute can be an integer of value 1 through 8, inclusive.

14.8.2.1.15 dot11TxPowerlLevel1-8

Some implementations may provide up to eight different transmit power levels. The dot11TxPowerLevels
attribute for the FHSS PHY isalist of up to eight power levels supported. Table 57 describes the list.

Table 57—Transmit power levels

Attribute Power level
TxPowerLevell Default setting
TxPowerLevel2 Level 2
TxPowerLevel3 Level 3
TxPowerLevel4 Level 4
TxPowerLevel5 Level 5
TxPowerLevel6 Level 6
TxPowerLevel7 Level 7
TxPowerLevel8 Level'8

14.B.2.1.16 dot1l1CurrentTxPowerLevel

The dot11CurrentTxPowerL evel attribute forthe FHSS PHY is defined as the current transmit output pawer
levgl. This level shall be one of the levels,implemented in the list of attributes called dot11TxPowerLejelN
(where N is 1-8). This MIB attributeis'also used to define the sensitivity of the CCA mechanism when the
output power exceeds 100 mW. ThisMIB attribute is managed by the LME.

14.8.2.1.17 dotl1HopTime

The dot11HopTime attribute for the FHSS PHY describes the time all ocated for the PHY to change to a hew
frequency. For theFHSS PHY, thistime period is 224 ps.

14.B.2.1.38dot11CurrentChannelNumber

The-detticurrentChanneiNumberattribute-for-the- FHSSPHY—s-definred-as-the-edrrent-operating-channel
number of the PMD. The values of this attribute correspond to the values shown in Table 38. This MIB
attribute is managed by the PLME and is updated as the result of a PLMESET.request to dot11CurrentSet,

dot11CurrentPattern, or dot11Currentlndex.

14.8.2.1.19 dotl1MaxDwellTime

The dot11MaxDwel I Time attribute for the FHSS PHY is defined as the maximum time the PMD can dwell
on a channel and meet the regquirements of the current regulatory domain. For the FCC regulatory domain,
this number is 390 TU (FCC = 400 ms). The recommended dwell time for the FHSS PHY is19 TU.
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8.2.1.20 dotl1CurrentSet

ition

The FHSS PHY contains three sets of hopping patterns. The dot11CurrentSet attribute for the FHSS PHY
defines what set the STA is using to determine the hopping pattern. Its value can be 1, 2, or 3. This attribute
is managed by the PLME.

14.

8.2.1.21 dotl1CurrentPattern

There are up to 78 patterns in each hopping set used by the FHSS PHY. The dot11CurrentPattern attribute

for the FHSS PHY definesthe x value used in Equation (1) in 14.6.8 to calculate the current channel number.

|tS varte oS val ou Al'TgCS,— arway W C ovead a e O O O , UCMJCITU U », the
dotfLl1CurrentRegDomain. This attribute is managed by the PLME.

14.8.2.1.22 dot11Currentindex

The FHSS PHY addresses each channel in the selected hopping pattern through’ an index. [The
dotll1Currentindex attribute for the FHSS PHY defines the i value used in the equationfor f,(i) in 14.6.8 to
calgul ate the current channel number. Its value has various ranges, always within theverall range of 1 tg 79,
depending on the dot11CurrentRegDomain. This attribute is managed by the PLME.

14.8.2.1.23 dot1l1CurrentPowerState

Th¢ parameter dot11CurrentPowerState defines the operational state-of the FHSS PHY. When this attrilpute
hasga value of X'01', the PHY is “OFF.” When this attribute has’a value of X'02, the PHY is “ON.” This
attr|bute is managed by the PLME.
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14.9 FH PHY characteristics

Following are the static FH PHY characteristics, provided through the PLME-CHARACTERISTICS service
primitive. The definitions of these characteristics arein 10.4.3.

Table 57a—FH PHY characteristics

Characteristic Value Notes

arotTimme 50T —

ajIFSTime 28 ps In order to account for variations between implementations, this
value has a tolerance as specified in 9.2.3.1.

adCATime 27 pys This period includes the aRxRFDelay and the aRxPL CPDel ay.

aRXTxTurnaroundTime 20 ys —

allxPLCPDelay lps Implementors may choose to increase or deCréase this delay aslong
as the requirements of aRxTxTurnaroundiTime are met.

aRxPLCPDelay 2 s Implementors may chooseto increaseor decrease thisdelay aslong
as the requirements of aSIFSTime'and aCCATime are met.

aRxTxSwitchTime 10 ps Implementors may chooséto increase or decrease this delay aslong
as the requirements of aRXTxTurnaroundTime are met.

allxRampOnTime 8 s Implementors may.choose to increase or decrease thisdelay aslong
as the requirements of aRxTxTurnaroundTime are met.

allxRampOffTime 8 s —

allxRFDelay lus Implementors may chooseto increase or decrease thisdelay aslong
as the'requirements of aRXTxTurnaroundTime are met.

aRxRFDelay 4ps Fmplementors may choose to increase or decrease this delay aslong
as the requirements of aSIFSTime and aCCATime are met.

aAirPropagationTime 1lps Variationsin the actual propagation time are accounted for in the
alowable range of aSIFSTime.

aNIACProcessingDelay 2 s Implementors may chooseto increase or decrease thisdelay aslong
as the requirements of aSIFSTime are met.

aHreamblel ength 96 ps —

aHL CPHeaderL ength 32us —

aNIPDUDurationFactor 31250000 Thisfactor is calculated as[(33/32) —1] x 10° to account for the
expansion due to the data whitener encoding al gorithm.

aNIPDUMaxL ength 4095 The recommended value for maximum PSDU length in an FHSS
PHY system is 400 octets at 1 Mbit/s and 800 octets at 2 Mbit/s,
which corresponds to a frame duration less than 3.5 ms. These val-
ues are optimized to achieve high performance in avariety of RF
channel conditions, particularly with respect to indoor multipath,
channel stability for moving STAs, and interference in the 2.4 GHz
band.

aCWmin 15 —

aCWmax 1023 —
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15. Direct sequence spread spectrum (DSSS) PHY specification for the
2.4 GHz band designated for ISM applications

15.1 Overview

The PHY for the direct sequence spread spectrum (DSSS) system is described in this clause. The RF LAN
system is initially aimed for the 2.4 GHz band designated for ISM applications as provided in the USA
according to FCC 15.247, in Europe by ETS 300328, and in other countries according to 15.4.6.2.

TheBSSSsysters HHeresSS AN WA Dot-& T VoS aZVotS
capgbility. According to the FCC regulations, the DSSS system shall provide
10 ¢B. This shall be accomplished by chipping the baseband signal at 11 MHz with an 11-chip PN(Code. [The
DSBS system uses baseband modulations of differential binary phase shift keying (DBPSK) and differential
quadrature phase shift keying (DQPSK) to provide the 1 Mbit/s and 2 Mbit/s data rates, respectively.

15.1.1 Scope

The PHY services provided to the IEEE 802.11 wireless LAN MAC by the 2.4 GHz DSSS system|are
desribed in this clause. The DSSS PHY layer consists of two protocol functiens:

d A physica layer convergence function, which adapts the capabilities of the physical medium depen-
dent (PMD) system to the PHY service. This function shall be supported by the physical Ig@yer
convergence procedure (PLCP), which defines a method of mapping the IEEE 802.11 MAC
sublayer protocol data units (MPDU) into a framing-fermat suitable for sending and receiving fiser
data and management information between two ar.moere STAs using the associated PMD system,
) A PMD system, whose function defines the¢characteristics of, and method of transmitting jand
receiving data through, a wireless medium (WM) between two or more STAs each using the DESS
system.

15.11.2 DSSS PHY functions

The 2.4 GHz DSSS PHY architecture is depicted in the reference model shown in Figure 11. The DESS
PHY contains three functional entities: the PMD function, the physical layer convergence function, and the
layér management function. Eachjof these functionsis described in detail in the following subclauses.

The DSSS PHY service-shall be provided to the MAC through the PHY service primitives describedl in
Clause 12.

15.11.2.1 PLCPsublayer
To pllow-the*l EEE 802.11 MAC to operate with minimum dependence on the PMD sublayer, a phydical

layér convergence sublayer is defined. This function simplifiesthe PHY service interface to the IEEE 802.11
MAC sarvices.

15.1.2.2 PMD sublayer

The PMD sublayer provides a means to send and receive data between two or more STAs. This clause is
concerned with the 2.4 GHz | SM bands using direct sequence modulation.

15.1.2.3 Physical layer management entity (PLME)
The PLME performs management of the local PHY functions in conjunction with the MAC management

entity.
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15.

1.3 Service specification method and notation

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

The models represented by figures and state diagrams are intended to be illustrations of functions provided.
It is important to distinguish between a model and a real implementation. The models are optimized for
simplicity and clarity of presentation; the actual method of implementation is left to the discretion of the
|IEEE 802.11 DSSS PHY compliant developer.

The service of alayer or sublayer is a set of capabilities that it offers to a user in the next-higher layer (or
sublayer). Abstract services are specified here by describing the service primitives and parameters that char-
acterize each service. This definition isindependent of any particular implementation.

15

15.

Thi

2 DSSS PLCP sublayer
P.1 Overview

5 clause provides a convergence procedure in which MPDUSs are converted to and from PPDUs. Du

ing

trarjsmission, the MPDU shall be prepended with a PLCP Preamble and Headex( to create the PPDU. Atlthe

rec
15.
Fig

the
Del

P.2 PLCP frame format

Lire 86 shows the format for the PPDU including the DSSS PLL.CP Preamble, the DSSS PL CP Header,
MPDU. The PLCP Preamble contains the following fields. Synchronization (Sync) and Start Fr
imiter (SFD). The PLCP Header contains the following fields: IEEE 802.11 Signaling (Signal), IE

biver, the PLCP Preamble and header are processed to aid in demodulation.and delivery of the MPDU.

and
bme
FEE
din

802.11 Service (Service), LENGTH (Length), and CENFT CRC-16. Each of these fields is describe
detdil in 15.2.3.

SYNC SFD SIGNAL SERVICE LENGTH CRC

128 bits 16 bits 8 bits 8 bits 16 bits 16 bits

PLCP Preamble PLCP Header
144 bits 48 bits MPDU
PPDU
Figure 86—PLCP frame format

15.2.3 PLCP field definitions

The entire PLCP Preamble and Header shall be transmitted using the 1 Mbit/s DBPSK modulation described
in 15.4.7. All transmitted bits shall be scrambled using the feedthrough scrambler described in 15.2.4.

15.

2.3.1 PLCP Synchronization (SYNC) field

The SYNC field shall consist of 128 bits of scrambled ones. This field shall be provided so that the receiver

can

196

perform the necessary operations for synchronization.
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2.3.2 PLCP Start Frame Delimiter (SFD)

ition

The SFD shall be provided to indicate the start of PHY-dependent parameters within the PLCP Preamble.
The SFD shall be a 16-hit field, X'F3AQ' (msb to Isb). The Isb shall be transmitted first in time.

15.

2.3.3 PLCP IEEE 802.11 Signal (SIGNAL) field

The 8-bit IEEE 802.11 signal field indicates to the PHY the modulation that shall be used for transmission
(and reception) of the MPDU. The data rate shall be equal to the signal field value multiplied by 100 kbit/s.
The DSSS PHY currently supports two mandatory modulation services given by the following 8-bit words,

whéretheTsb shal be transmitted Tirst in time:

Q)

o

The
CR

15.

The
devi
CR

15.

The
216

det
itiv
mig
shal

15.

The
CR
rem

b

X'0A" (msb to Isb) for 1 Mbit/s DBPSK
X'14" (msb to Isb) for 2 Mbit/s DQPSK

DSSS PHY rate change capability is described in 15.2.5. This field shall be protected by the CC
C-16 frame check sequence described in 15.2.3.6.

P.3.4 PLCP |IEEE 802.11 Service (SERVICE) field

ce compliance. The Ish shall be transmitted first in time. This field shall be protected by the CC
C-16 frame check sequence described in 15.2.3.6.

p.3.5 PLCP Length (LENGTH) field

PLCP Length field shall be an unsigned 16-hit integer that indicates the number of microseconds (1
-1 as defined by aMPDUMaxLength) required to transmit the MPDU. The transmitted value shal

b described in 12.3.5.4. The length field @rovided in the TXVECTOR is in bytes and is convertes
roseconds for inclusion in the PLCP LENGTH field. The Isb shall be transmitted first in time. This f
| be protected by the CCITT CRC-16-frame check sequence described in 15.2.3.6.

p.3.6 PLCP CRC (CCITT/CRC-16) field

|IEEE 802.11 SIGNALWEEE 802.11 SERVICE, and LENGTH fields shall be protected with a CC
C-16 frame check-sequence (FCS). The CCITT CRC-16 FCS shall be the one’'s complement of
ainder generated by the modulo 2 division of the protected PL CP fields by the polynomial:

16+ x12 1 5F 1

The

scrqzmbl ing.

protected bits shall be processed in transmit order. All FCS calculations shall be made prior to

TT

8-bit IEEE 802.11 service field shall be reserved for future use. ThevalUe of X'00" signifies |EEE 802.11

TT

b to
be

ermined from the LENGTH parameter in the TXVECTOR issued with the PHY-TXSTART.request pfim-

l to
eld

TT
the

lata

As an example, the SIGNAL, SERVICE, and LENGTH fields for a DBPSK signal with a packet length of
192 ps (24 bytes) would be given by the following:

0101 0000 0000 0000 0000 0011 0000 0000 (leftmost bit transmitted first in time)

The one’'s complement FCS for these protected PLCP Preamble bits would be the following:

0101 1011 0101 0111 (leftmost bit transmitted first in time)

Figure 87 depicts this example.
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Transmit and Receive PLCP Header
CCITT CRC-16 Calculator

Serial Data CCITT Serial Data
Input CRC-16 Output
1) Preset to all ones
Preset to 2) Shift signal, service, length fields
ones Through the shift register

3) Take one’s complement of remainder
4) Transmit out serial msb first

CCITT CRC-16 Polynomial: G() =X+ X + X + 1

Serial Data Input Y. o 4 L % Y
P X X X X X X XX XXX X X X X X

msb Isb

Serial Data Output
ones complement

(msb first)

A

A\ 4

Figure 87—CCITT CRC-16 implementdtion

Anjllustrative example of the CCITT CRC-16 FCS using the information from Figure 87 followsin Figurg 88.

Data CRC registers
msb Isb

1111111112111111 ;initialize preset to 1's
1110111111011111
1101111110111110
1010111101011101
0101111010111010
1011110101110100.
011010101100100%
1101010110010010
1011101100000101
0110011000101011
1100110001010110
1000160010001101
0000000100111011
0000001001110110
0000010011101100
0000100111011000
0001001110110000
0010011101100000
0100111011000000
1001110110000000
0010101100100001
0101011001000010
1010110010000100
0T0TTI00TI0000TI000
1010001000110001
0101010001000011
1010100010000110
0100000100101101
1000001001011010
0001010010010101
0010100100101010
0101001001010100
1010010010101000
0101101101010111 ; one’s complement, result = CRC FCS parity

OO0 O0OO0OO0OO0OO0OORFRPRHOOOOODOODOOODOOOOOOOOORrORrO

Figure 88—Example CRC calculation
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15.2.4 PLCP/DSSS PHY data scrambler and descrambler

The polynomial G(z) = z~/ + 7 + 1 shall be used to scramble all bits transmitted by the DSSS PHY. The
feedthrough configuration of the scrambler and descrambler is self-synchronizing, which requires no prior
knowledge of the transmitter initialization of the scrambler for receive processing. Figure 89 and Figure 90
show typical implementations of the data scrambler and descrambler, but other implementations are possible.

The scrambler should be initialized to any state except all ones when transmitting.

o Il Dal il o\ 7T 74 4
StramoretT orynomar,~o(Z)=zZ + £ |

Serial Data Outb

Serial Data InI XOR 7172 75 74 7576 77
A
A 4 “
[xORk

et

Figure 89—Data scrambler

Descrambler Polynomial; G(z)=Z" + Z* #4

Serial Data In

2'z2° 227" z°z° 7'
A 4 _‘
xork [xORk

DR ¢ ¢

Serial Data Out >

Figure 90—Data descrambler

15.p.5 PLCP data modulation and modulation rate change

The PLCP Preambleshall be transmitted using the 1 Mbit/s DBPSK modulation. The |IEEE 802.11 SIGNAL
fielgl shall indicate the modulation that shall be used to transmit the MPDU. The transmitter and recgver
shall initiatethe modulation indicated by the |EEE 802.11 SIGNAL field starting with the first symbol (1 bit
for [DBRSK “or 2 bits for DQPSK) of the MPDU. The MPDU transmission rate shall be set by the DAJTA-
RATE<parameter in the TXVECTOR issued with the PHY-TXSTART.request primitive described in
15.47T

15.2.6 PLCP transmit procedure

The PLCP transmit procedure is shown in Figure 91.

In order to transmit data, PHY-TXSTART.request shall be enabled so that the PHY entity shall be in the
transmit state. Further, the PHY shall be set to operate at the appropriate channel through station manage-

ment viathe PLME. Other transmit parameters such as DATARATE, TX antenna, and TX power are set via
the PHY-SAP with the PHY-TX START.request(TXVECTOR) as described in 15.4.4.2.
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Eizg;XSTART' EOHn\f(iFn:XSTART PHY_TXEND.req or length count met
MAC | (TXVECTOR) T PHY_DATA.req(DATA) |T |T |T |T |T +
PMD_ANTSEL, PMD_RATE, v |
PHY PMD_TXPWRLVL, PMD DATA PMD_TXEND
I
PLCP | PMD_TXSTART | —| | |eq iR
PHY
PMD SYNC SFD | Signal, Service, Length| CRC MPDU
T A
Scramble start CRC16 CRC16 Rate change start TX Power
TX Power RAMP start end RAMP Off

Figure 91—PLCP transmit procedure

ed on the status of clear channel assessment (CCA) indicated by PHY-CCA.indicate, the MAC will as

, transmission of the PPDU shall be initiated by issuing the PHY-TXSTART.request (TXVECTOR) pr
tivg The TXVECTOR e ements for the PHY-TXSTART.request are-the PLCP Header parameters SIGN
(DATARATE), SERVICE, and LENGTH, and the PMD parametersof TX_ANTENNA and TXPWR_LEV]
The PLCP Header parameter LENGTH is calculated from the TXVECTOR element by multiplying by 4
1 Mbit/s and by 4 for 2 Mbit/s.

The PLCP shall issuePMD_ANTSEL, PMD_RATE, and PMD_TXPWRLVL primitivesto configure the P
Tha PLCP shall then issue a PMD_TXSTART.request and the PHY entity shall immediately initiate

scrambling and transmission of the PLCP .Preamble based on the parameters passed in the P
TXBTART.request primitive. The time requiredfor TX power-up ramp described in 15.4.7.7 shall be incly
in the PLCP synchronization field. Once the PLCP Preamble transmission is complete, data shall be exchar
betyveen the MAC and the PHY by a seriés of PHY-DATA.request(DATA) primitives issued by the MAC
PHY-DATA .confirm primitives issued by the PHY. The modulation rate change, if any, shall be initiated

the|first data symbol of the MPDU as described in 15.2.5. The PHY proceeds with MPDU transmis|
thrqugh a series of data octet transfers from the MAC. At the PMD layer, the data octets are sent in Isb to
order and presented to th&sRPHY layer through PMD_DATA .request primitives. Transmission can be pre
turgly terminated by the MAC through the primitive PHY-TXEND.request. PHY-TXSTART shall be disal
by the issuance of the,PHY-TXEND.request. Norma termination occurs after the transmission of the fina
of the last MPDWY octet according to the number supplied in the DSSS PHY preamble LENGTH field.
packet transmission shall be completed and the PHY entity shall enter the receive state (i.e., PHY-TXSTA
shall be disabled). It is recommended that chipping continue during power-down. Each PHY-TXEND.req
is acknowledged with a PHY-TXEND.confirm primitive from the PHY.

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

eSS

the channel is clear. A clear channel shall be indicated by PHY-CCA.indicate(IDLE). If the channgl is

mi-
AL
EL.
for

HY.
Hata
HY-
ded
ged
and
vith
5ion
msb
Mma-
bled

bit
The

RT
est

A typical state machine implementation of the PLCP transmit procedure is provided in Figure 92.
15.2.7 PLCP receive procedure

The PLCP receive procedure is shown in Figure 93.

In order to receive data, PHY-TXSTART.request shall be disabled so that the PHY entity is in the receive

state. Further, through station management viathe PLME, the PHY is set to the appropriate channel and

the

CCA method is chosen. Other receive parameters such as receive signal strength indication (RSSI), signal

quality (SQ), and indicated DATARATE may be accessed viathe PHY-SAP.
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PHY_TXSTART.request(TXVECTOR)

l

Initialize

PMD_TXPWRLVL.req

PMD_ANTSEL.req

TXMPDU OCTET

A

TX SYNC PATTERN

PHY_DATA.req(DATA) |¢

ISO/IEC 8802-11: 1999(E)
ANSI/IEEE Std 802.11, 1999 Edition

get octet from MAC
Set Octet bit count

l

TX SYMBOL

PMD_RATE.req (DBPSK)
PMD_TXSTART.req
TX 128 scrambled 1's

A

TX PLCP DATA

TX 16 bit SFD
TX 8 bit SIGNAL

TX 16 bit CRC

TX 8 bit SERVICE
TX 16 bit LENGTH

l

SETUP MPDU

T

PMD_RATE.req (D

set Length count

if RATE = DQPSK

A

PMD_DATA.req

l

Decrement Bit

decrement bit count

by bits per symbol

l bit count = 0

Decrement Length

bit count <30

decrement length count

fength =0

Swifeh to RX STATE

QPSK)

length<>0

—)

@ At any stage-in the above flow diagram, if a PHY_THEND. Request is received.

Figure 92—PLCP transmit state machine

PHY:-ECA.ind(BUSY)

PHY_DATA.ind(DATA) PHY_RXEND.ind(RXERROR)

PHY _CCA(IDLE)

MAC T PHY_RXSTARTInd(RXVECTOR) 4 4 4 4 4
| R | |

RKY

PLCP | PMD_ED/ PMD_CS PMD_DATA.ind PMD_ED or

44 A | PMD_CS

| L1 | v

PHY SYNC SFD | Signal, Service, Length [CRC| MPDU

PMD

Descramble start

CRC start

A A

CRC end

Rate change start

Figure 93—PLCP receive procedure
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ANS

Upon receiving the transmitted energy, according to the selected CCA mode, the PMD_ED shall be enabled
(according to 15.4.8.4) as the RSSI strength reaches the ED_THRESHOLD and/or PMD_CS shall be
enabled after code lock is established. These conditions are used to indicate activity to the MAC via PHY-
CCA.indicate according to 15.4.8.4. PHY-CCA.indicate(BUSY) shall be issued for energy detection and/or
code lock prior to correct reception of the PLCP frame. The PMD primitives PMD_SQ and PMD_RSS! are
issued to update the RSSI and SQ parameters reported to the MAC.

After PHY-CCA.indicate is issued, the PHY entity shall begin searching for the SFD field. Once the SFD
field is detected, CCITT CRC-16 processing shall be initiated and the PLCP IEEE 802.11 SIGNAL, |IEEE
802.11 SERVICE and LENGTH fields are received. The CCITT CRC-16 FCS shall be processed. If the

CC

Shquld the status of CCA return to the IDLE state during reception prior to completion of the full-Pl

pro

If
Sup
prif
LE

The
DA
shal
rec
LEl
RX
foll
selq

Int
bef
PH
wil

If t
RX
catq
DS]
PH
ind
The

At

essing, the PHY receiver shall return to the RX Idle state.

he PLCP Header reception is successful (and the SIGNAL field is completely réeognizable
ported), a PHY-RXSTART.indicate(RXVECTOR) shall beissued. The RXVECTOR associated with
hitive includes the SIGNAL field, the SERVICE field, the MPDU length in bytes-(ealculated from
NGTH field in microseconds), the antenna used for receive (RX_ANTENNA), RSS!, and SQ.

received MPDU hits are assembled into octets and presented to the\MAC using a series of P
FA.indicate(DATA) primitive exchanges. The rate change indicated.in_the IEEE 802.11 SIGNAL f
| beinitiated with the first symbol of the MPDU as described in 15:2:5. The PHY proceeds with MF

94.
CP

and
this
the

HY-
eld
DU

bption. After the reception of the final bit of the last MPDU octet indicated by the PLCP Preamble

NGTH field, the receiver shall be returned to the RX Idle state as shown in Figure 94. A Pl
END.indicate(NoError) primitive shall be issued. A PHY-CCA .indicate(IDLE) primitive shall be iss
pwing a changein PHYCS (PHY carrier sense) and/or:PHY ED (PHY energy detection) according td
cted CCA method.

he event that a change in PHY CS or PHY ED weuld cause the status of CCA to return to the IDLE S
bre the complete reception of the MPDU asiindicated by the PLCP LENGTH field, the error condi
Y-RXEND.indicate(CarrierLost) shall beréported to the MAC. The DSSS PHY will ensure that the G

indicate a busy medium for the intended duration of the transmitted packet.

he PLCP Header is successful (but the indicated rate in the SIGNAL field is not receivable, a P
START.indicate will not ke )issued. The PHY shall issue the error condition PHY-RXEND.i
b(UnsupportedRate). If thé PLCP Header is successful, but the SERVICE field is out of IEEE 802
S specification, a PHY=RXSTART.indicate will not be issued. The PHY shall issue the error condi
Y-RXEND.indicate(FermatViolation). Also, in both cases, the DSSS PHY will ensure that the CCA 3

HY-
ued
the

tate
tion
CA

HY-
ndi-
P11
lion
hall

cate a busy medium for the intended duration of the transmitted frame as indicated by the Length field.

intended duration is indicated by the Length field (Iength x1 ps).

pi cal-state machine implementation of the PLCP receive procedure is provided in Figure 94.
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RX Idle State
Wait for
.
PMD_ED.ind and/or
PMD_CS.ind as
needed for CCA mode
» RX SYMBOL
l
PHY-DATA.ind
D t : ”».‘u :-\’_‘TTE'—\N $ CoAUdDLEN $ CCOALRLISN
Wait until SFD Signal not valid Decrement Length
PHY-CCAing 'S 9etected
(IDLE) PHY-RXEND.ind decrement length count S
A
(carrier lost) by 1 microsecond A
2
[}
RX PLCP Fields l l -
.
RX 8 bit SIGNAL BYTE assimilation
PHY-CCA.ind )
(IDLE) RX 8 bit SERVICE Wait for intended Increment bit count
RX 16 bit LENGTH end of MPDU set,Octet bit count
l PHY-DATA.ind(DATA)
PHY-CCA.ind
(IDLE)
RX PLCP CRC length = 0
or
A
RX and Test CRC
CRC FAIL END OF MPDU RX
PHY-CCA.ind l CRC Correct PHY-CCA.ind(IDLE) PHY-RXEND.ind
length=0 | (IDLE) (No_Error)
VALIDATE PLCP PHY-CCA.ind(IDLE)
Decrement Length
decrement length count | Check PLCP
PLCP
Field
Out Of
Specification. PLCP Correct
SETUP MPDU RX
if RATE = DQPSK
PMD_RATE.ind (DQPSK)|___|
set Length count
set Octet bit count
PHY-RXSTART.ind
(RXVECTOR)
Figure 94—PLCP receive state machine

15.3 DSSS physical layer management entity (PLME)
15.3.1 PLME_SAP sublayer management primitives

Table 58 lists the MIB attributes that may be accessed by the PHY sublayer entities and intralayer of higher-

layer management entities (LMES). These attributes are accessed via the PLME-GET, PLME-SET, and
PLME-RESET primitives defined in Clause 10.
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15.3.2 DSSS PHY MIB

All DSSS PHY MIB attributes are defined in Clause 12, with specific values defined in Table 58.

Table 58—MIB attribute default values/ranges

204

Managed object Default value/range Osgriggt(i) 2:1
dot11PhyOperationComplianceGroup
dot11PHY dot11TempType DSSS-2.4 (02) Static
dot11TempType Implementation dependent Static
dot11RegDomainsSupported Implementation dependent Static
dot11CurrentRegDomain Implementation dependent Static
dot11PhyRateGroup
dot11SupportedDataRatesTx X'02, X'04' Static
dot11SupportedDataRatesRx X'02, X'04' Static
dot11PhyAntennaComplianceGroup
dot11CurrentTxAntenna Implementation dependent Dynamic
dot11DiversitySupport Implementation dependent Static
dot11CurrentRxAntenna Implementation dependent Dynamic
dot11PhyTxPower ComplianceGroup
dot11NumberSupportedPowerL evels Implementation dependent Static
dot11TxPowerLevell | mplementation dependent Static
dot11TxPowerLevel2 I mplementation dependent Static
dot11TxPowerLevel3 Implementation dependent Static
dot11TxPowerLevel4 Implementation dependent Static
dot11TxPowerLevel5 Implementation dependent Static
dot11TxPowerLevel6 Implementation dependent Static
dot11TxPowerLevel 7 implementation dependent Static
dot11TxPowerL evel8 Implementation dependent Static
dot11CurrentTxPowerL evel Implementation dependent Dynamic
dot11PhyDSSSComplianceGroup
dotli€urrentChannel Implementation dependent Dynamic
doet11CCAModeSupported Implementation dependent Static
dot11CurrentCCAMode Implementation dependent Dynamic
dot11EDThreshold Implementation dependent Dynamic
dot11AntennasListGroup
dot11SupportedTxAntenna Implementation dependent Static
dot11SupportedRxAntenna Implementation dependent Static
dot11DiversitySelectionRx Implementation dependent Dynamic
NOTE—The column titled “Operational semantics’ contains two types: static and dynamic.
Static MIB attributes are fixed and cannot be modified for a given PHY implementation.
MIB attributes defined as dynamic can be modified by some management entities.
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15.3.3 DS PHY characteristics

The static DS PHY characteristics, provided through the PLME-CHARACTERISTICS service primitive,
are shown in Table 59. The definitions of these characteristics arein 10.4.3.

Table 59—DS PHY characteristics

Characteristic Value
aSotrime 2015
aSIFSTime 10 ys
aCCATime <15ps
aRXxTxTurnaroundTime <5pus

aTxPLCPDelay Implementors may choose any value for this delayas long
as the requirements of aRxTxTurnaroundTime.are met.

aRXPLCPDelay Implementors may choose any value forthis delay aslong
as the requirements of aSIFSTime and aCCATime are met.

aRxTxSwitchTime <5ps

arxRampOnTime Implementors may choose any value for this delay aslong
as the requirements of . @aRXTxTurnaroundTime are met.

aTxRampOffTime Implementors may ‘ehoose any value for this delay aslong
as the requirements of aSIFSTime are met.

aTxRFDelay Implementars may choose any value for this delay aslong
as the reguirements of aRxTxTurnaroundTime are met.

aRxRFDelay Implementors may choose any value for this delay aslong

as'the requirements of aSIFSTime and aCCATime are met.

aAirPropagationTime

lus

aMACProcessingDel ay. 0 (not applicable)
aPreamblelength 144 us

aPL CPHeaderl-ength 48 us

aM PDUDuirationFactor 0
aMPDRUMaxLength 4<x<(2B8-1)
aCWmin 31

aCWmax 1023

15.4 DSSS PMD sublayer

15.4.1 Scope and field of application

This subclause describes the PMD services provided to the PLCP for the DSSS PHY. Also defined in this
subclause are the functional, electrical, and RF characteristics required for interoperability of implementa-
tions conforming to this standard. The relationship of this standard to the entire DSSS physical layer is
shown in Figure 95.
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MAC
MAC MAC Management
Station
Convergence Layer Management
PHY
DSSS PLCP Sublayer
PMD SAP
DSSS PMD Sublayer
Figure 95—PMD layer reference model
15.4.2 Overview of service

The
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15.

Tay

da;’E shall be transmitted or received from the medium. The combined function of’DSSS PMD subl

DSSS PMD sublayer accepts PLCP sublayer service primitives and provides the@ctual means by w

itives and parameters for the receive function results in a data stream, timihg information, and asg
received signal parameters being delivered to the PLCP sublayer. A\ similar functionality shal
Vided for data transmission.

1.3 Overview of interactions

primitives associated with the IEEE 802.11 PLCP-sublayer to the DSSS PMD fall into two b
Pgories:

Service primitives that support PLCP pegr-to-peer interactions, and

Service primitives that have local significance and that support sublayer-to-sublayer interactions

1.4 Basic service and options

of the service primitives described in this clause are considered mandatory unless otherwise specifieq

1.4.1 PMD_SAP-peer-to-peer service primitives

le 60 indicates the primitives for peer-to-peer interactions.

ich

er
DCi-
be

BSiC

Table 60—PMD SAP peer-to-peer service primitives

206

Primitive Request Indicate Confirm Response
PHY-RXSTART X —
PHY-RXEND X —
PHY-CCA X —
PHY-TXSTART X X —
PHY-TXEND X X —
PHY-DATA X X X —
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Several service primitives include a parameter vector. This vector shall be alist of parameters that may vary
depending on PHY type. Table 61 indicates the parameters required by the MAC or DSSS PHY in each of
the parameter vectors used for peer-to-peer interactions.

Table 61—DSSS PMD_SAP peer-to-peer service primitives

15.

Tal

Par ameter Associated primitive Value
LENGTH RXVECTOR, TXVECTOR | 0to28-1
DATARATE RXVECTOR, TXVECTOR | 1, 2 Mbit/s
SERVICE RXVECTOR, TXVECTOR | 1, 2 Mbit/s
TXPWR_LEVEL | TXVECTOR 1, 2 Mbit/s
TX_ANTENNA TXVECTOR 1, 2 Mbit/s
RSSI RXVECTOR 1, 2 Mbit/s
SQ RXVECTOR 1, 2 Mbit/s
RX_ANTENNA RXVECTOR 1, 2 Mbit/s

1.4.3 PMD_SAP sublayer-to-sublayer service primitives

|e 62 indicates the primitives for sublayer-to-sublayer interactions.

Table 62—PMD_SAP sublayefsto-sublayer service primitives

Primitive

Request Indicate

Confirm

Response

PMD_TXSTART

X

PMD_TXEND

PMD_ANTSEL

PMD_TXPWRLVLE

PMD_RATE

X
X
X
X

PMD_RSS!

PMDSQ

PMD_CS

PMD_ED

X| X | X | X| X
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15.4.4.4 PMD_SAP service primitive parameters

Table 63 indicates the parameters for the PMD primitives.

Table 63—List of parameters for the PMD primitives

Parameter Associate primitive Value
DATA PHY-DATA .request Octet value: X'00'—X'FF'
PHY_.DATA indicate
TXVECTOR PHY-DATA .request A set of parameters
RXVECTOR PHY-DATA .indicate A set of parameters
TXD_UNIT PMD_DATA .request One(1), Zero(0): DBPSK

dibit combinations
00,01,11,10: DQPSK

RXD_UNIT PMD_DATA. .indicate One(1), Zero(0): DBPSK
dibit combinations
00,01,11;10: DQPSK

RF_STATE PMD_TXE.request Receive, Transmit
ANT_STATE PMD_ANTSEL .indicate 1 to 256
PMD_ANTSEL .request
TXPWR_LEVEL PHY-TXSTART 0, 1, 2, 3 (max of 4 levels)
RATE PMD_RATE.indicate X'0A' for 1 Mbit/s DBPSK
PMD_RATE.request X'14" for 2 Mbit/s DQPSK
RSS PMD_RSSl.indicate 0-8 bits of RSSI
SQ PMD_SQ.indicate 0-8 bits of SQ

15.4.5 PMD_SAP detailed service specification

The following subclauses describathe services provided by each PMD primitive.
15.4.5.1 PMD_DATA.request

15.4.5.1.1 Functign

Thip primitive.defines the transfer of data from the PLCP sublayer to the PMD entity.

15.4°65:2.2 Semantics of the service primitive

The primitive shall provide the following parameter:
PMD_DATA .request(TXD_UNIT)

The TXD_UNIT parameter takes on the value of either one(1) or zero(0) for DBPSK modulation or the dibit
combination 00, 01, 11, or 10 for DQPSK modulation. This parameter represents a single block of data,
which, in turn, shall be used by the PHY to be differentially encoded into a DBPSK or DQPSK transmitted
symbol. The symbol itself shall be spread by the PN code prior to transmission.
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This primitive shall be generated by the PLCP sublayer to request transmission of a symbol. The data clock
for this primitive shall be supplied by the PMD layer based on the PN code repetition.

15.4.5.1.4 Effect of receipt

The PMD performs the differential encoding, PN code modulation, and transmission of the data.

15.4.5.2 PMD_DATA.indicate

15.
Thi
15.

The

The
001
late
15.

Thi

clogk for this primitive shall be supplied by the RMD layer based on the PN code repetition.

15.

The
dur

15.
15.

Thi
EY

15.

AMD_DATA.indicate(RXD_UNIT)

1.5.2.1 Function
5 primitive defines the transfer of data from the PMD entity to the PLCP sublayer.
1.5.2.2 Semantics of the service primitive

primitive shall provide the following parameter:

RXD_UNIT parameter takes on the value of one (1) or zero (0){for DBPSK modulation or as the g
01, 11, or 10 for DQPSK modulation. This parameter represents-a single symbol that has been demq
d by the PMD entity.
1.5.2.3 When generated

5 primitive, which is generated by the PMD entity, forwards received data to the PLCP sublayer. The

1.5.2.4 Effect of receipt

PLCP sublayer either interpretsthie bit or bits that are recovered as part of the PL CP convergence pr
P Or passes the data to the MAC sublayer as part of the MPDU.

1.5.3 PMD_TXSTART:request
1.5.3.1 Function

5 primitive;\which is generated by the PHY PLCP sublayer, initiates PPDU transmission by the P
Y.

1:5:3.2 Semantics of the service primitive

ibit
du-

Hata

pce-

MD

The primitive shall provide the following parameter:

PMD_TXSTART.request

15.4.5.3.3 When generated

This primitive shall be generated by the PLCP sublayer to initiate the PMD layer transmission of the PPDU.
The PHY-DATA.request primitive shall be provided to the PLCP sublayer prior to issuing the

PM

D_TXSTART command.
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15.4.5.3.4 Effect of receipt

PMD_TXSTART initiates transmission of a PPDU by the PMD sublayer.
15.4.5.4 PMD_TXEND.request

15.4.5.4.1 Function

This primitive, which is generated by the PHY PLCP sublayer, ends PPDU transmission by the PMD layer.

15.4.5.4.2 Semantics of the service primitive
The semantics of the primitive are as follows:
AMD_TXEND.request

15.4.5.4.3 When generated

Thip primitive shall be generated by the PLCP sublayer to terminate the_PMD layer transmission of|the
PPDU.

15.4.5.4.4 Effect of receipt

PMID_TXEND terminates transmission of a PPDU by thePMD sublayer.
15.4.5.5 PMD_ANTSEL.request

15.4.5.5.1 Function

Thip primitive, which is generated by _the PHY PLCP sublayer, selects the antenna used by the PHY
trarjsmission or reception (when diversity is disabled).

—

or

15.4.5.5.2 Semantics of\thé service primitive

The primitive shall previde the following parameter:

MD_ANTSEL .request(ANT_STATE)

AN[T (STATE selects WhICh of the available antennas should be used for transmit. The number of available

15.4.5.5.3When generated

This primitive shall be generated by the PLCP sublayer to select a specific antenna for transmission or
reception (when diversity is disabled).

15.4.5.5.4 Effect of receipt

PMD_ANTSEL immediately selects the antenna specified by ANT_STATE.
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15.4.5.6 PMD_ANTSEL.indicate
15.4.5.6.1 Function

This primitive, which is generated by the PHY PLCP sublayer, reports the antenna used by the PHY for
reception of the most recent packet.

15.4.5.6.2 Semantics of the service primitive

The-prmitive-shall provide the following-parameter.:
g g I

AMD_ANTSEL.indicate(ANT_STATE)
AN[T_STATE reports which of the available antennas was used for reception of the most recent packet.
15.4.5.6.3 When generated

Thip primitive shall be generated by the PLCP sublayer to report the antennauséd for the most recent pagket
recgption.

15.4.5.6.4 Effect of receipt
PM[D_ANTSEL immediately reports the antenna specified byyANT_STATE.
15.4.5.7 PMD_TXPWRLVL.request

15.4.5.7.1 Function

—h

Thip primitive, which is generated by the PHY PLCP sublayer, selects the power level used by the PHY]
trarjsmission.

or

15.4.5.7.2 Semantics of the'service primitive
The primitive shall providethe following parameter:
AMD_TXPWRLY.L request(TXPWR_LEVEL)

TXPWR_LEVEL selects which of the optional transmit power levels should be used for the current pagket
trajsmission. The number of available power levels shall be determined by the MIB paramgter
dotL 1Nuimber SupportedPowerL evels. Subclause 15.4.7.3 provides further information on the optional DESS

PHI power lavel-cantral canahilities
E § H-ES:

15.4.5.7.3When generated

This primitive shall be generated by the PLCP sublayer to select a specific transmit power. This primitive
shall be applied prior to setting PMD_TXSTART to the transmit state.

15.4.5.7.4 Effect of receipt

PMD_TXPWRLVL immediately setsthe transmit power level given by TXPWR_LEVEL.

Copyright © 1999 IEEE. All rights reserved. 211


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/
ANS

15.

15.

IEC 8802-11: 1999(E)

I/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

4.5.8 PMD_RATE.request

4.5.8.1 Function

This primitive, which is generated by the PHY PLCP sublayer, selects the modulation rate that shall be used
by the DSSS PHY for transmission.

15.

4.5.8.2 Semantics of the service primitive

The primitive shall provide the following parameter:

H

The

MD_RATE.request(RATE)

RATE parameter selects which of the DSSS PHY datarates shall be used for MPDU trangmission. S

clayise 15.4.6.4 provides further information on the DSSS PHY modulation rates. The DSSS PHY

cha

15.

Thi
ratq

15.
The
rate
DS
15.
15.
Thi
rec
802
15.
The
F

In

hge capability isfully described in 15.2.
1.5.8.3 When generated

5 primitive shall be generated by the PLCP sublayer to change or set the'current DSSS PHY modula
used for the MPDU portion of a PPDU.

1.5.8.4 Effect of receipt

receipt of PMD_RATE selects the rate that shall be used,for all subsequent MPDU transmissions. |
shall be used for transmission only. The DSSS PHY.:shall still be capable of receiving all the requ
5S PHY modulation rates.

1.5.9 PMD_RATE.indicate

1.5.9.1 Function

5 primitive, which is generated. by ‘the PMD sublayer, indicates which modulation rate was use
bive the MPDU portion of the PPDU. The modulation shall be indicated in the PLCP Preamble IE
.11 SIGNALING field.

1.5.9.2 Semantics-of:the service primitive

primitive shalltprovide the following parameter:

MD_RATE)indicate(RATE)

eceive-mode, the RATE parameter informs the PLCP layer which of the DSSS PHY data rates was U

bub-
rate

lion

[his
red

1 to
FEE

sed
5SS

to proeess the MPDU portion of the PPDU. Subclause 15.4.6.4 provides further information on the D
PHY modulation rates. The DSSS PHY rate change capability isfully described in 15.2.

15.4.5.9.3 When generated

This primitive shall be generated by the PMD sublayer when the PLCP Preamble |EEE 802.11 SIGNALING
field has been properly detected.

15.4.5.9.4 Effect of receipt

This parameter shall be provided to the PLCP layer for information only.
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4.5.10 PMD_RSSl.indicate

4.5.10.1 Function

ition

This optional primitive, which is generated by the PMD sublayer, provides to the PLCP and MAC entity the
received signal strength.

15.

4.5.10.2 Semantics of the service primitive

The primitive shall provide the following parameter:

The
(25

15.

Thi
uod

15.

Thi
tion

15.
15.
Thi
SQ
loc

15.

The

The
up

FlM D_RSSl.indicate(RSS!)

AMD_SQ.indicate(SQ)

RSSI shall be a measure of the RF energy received by the DSSS PHY. RSSI indicationsief up to 8
5 |evels) are supported.

1.5.10.3 When generated

5 primitive shall be generated by the PMD when the DSSS PHY isin the reeeive state. It shall be cor]
Sly available to the PLCP, which, in turn, provides the parameter to theMAC entity.

1.5.10.4 Effect of receipt

with signal quality (SQ) as part of a CCA scheme.

1.5.11 PMD_SQ.indicate

1.5.11.1 Function

5 optional primitive, which is generatedby the PMD sublayer, provides to the PLCP and MAC entity

of the DSSS PHY PN code correlation. The SQ shall be sampled when the DSSS PHY achieves @
and shall be held until the next-code lock acquisition.

1.5.11.2 Semantics of the€ service primitive

primitive shall provide the following parameter:

SQ shallhbe a measure of the PN code correlation quality received by the DSSS PHY. SQ indication
0 8bits (256 levels) are supported.

bits

tin-

5 parameter shall be provided to the PLCP layer for information only. The RSSI may be used in conjuinc-

the
ode

S Of

15.4.5.11.3 When generated

This primitive shall be generated by the PMD when the DSSS PHY isin the receive state and code lock is
achieved. It shal be continuously available to the PLCP, which, in turn, provides the parameter to the MAC

enti

ty.

15.4.5.11.4 Effect of receipt

This parameter shall be provided to the PLCP layer for information only. The SQ may be used in conjunc-
tion with RSSI as part of a CCA scheme.
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15.4.5.12 PMD_CS.indicate

15.4.5.12.1 Function

This primitive, which is generated by the PMD, shall indicate to the PLCP layer that the receiver has

acq

uired (locked) the PN code and data is being demodul ated.

15.4.5.12.2 Semantics of the service primitive

The PMD_CS (carrier sense) primitive in conjunction with PMD_ED provides CCA status through the

PLCP layer PHYCCA primitive. PMD_CS indicates a binary status of ENABLED or DISABL
PMID_CS shall be ENABLED when the correlator SQ indicated in PMD_SQ is greater than

CS|
tion

15.

Thi
cod

15.
Thi

DS
EN

15.
15.

Thi
has

15.

The
thr

PMD ED shallk"be ENABLED when the RSSI indicated in PMD_RSS| is greater than

ED
det

15.

| THRESHOLD parameter. PMD_CS shall be DISABLED when the PMD_SQ falls below the)corn
threshold.

1.5.12.3 When generated

5 primitive shall be generated by the PHY sublayer when the DSSS PHY is receiving a PPDU and the
e has been acquired.

1.5.12.4 Effect of receipt

5S PHY signal. The DSSS PHY should not be placed ‘into the transmit state when PMD_C3
A\BLED.

1.5.13 PMD_ED.indicate
1.5.13.1 Function

5 optional primitive, which is generated by the PMD, shall indicate to the PLCP layer that the rece
detected RF energy indicated by-the PMD_RSSI primitive that is above a predefined threshold.

1.5.13.2 Semantics of the service primitive

ugh the PHYCCA’ primitive. PMD_ED indicates a binary status of ENABLED or DISABL

bet thresheld.

1.5:43.3 When generated

D.
the
el a-

PN

5 indicator shall be provided to the PLCP for forwarding to-the-MAC entity for information purpgses
thrgugh the PHY CCA indicator. This parameter shall indicatethat-the RF medium is busy and occupied

Dy a
5 is

ver

PMD_ED (energy ‘detect) primitive, along with the PMD_SQ, provides CCA status at the PLCP |gyer

ED.
the

| THRESHOLD parameter. PMD_ED shall be DISABLED when the PMD_RSS! falls below the engrgy

This primitive shall be generated by the PHY sublayer when the PHY is receiving RF energy from any

Sou

rce that exceedsthe ED_THRESHOLD parameter.

15.4.5.13.4 Effect of receipt

This indicator shall be provided to the PLCP for forwarding to the MAC entity for information purposes
through the PMD_ED indicator. This parameter shall indicate that the RF medium may be busy with an RF
energy source that is not DSSS PHY compliant. If a DSSS PHY source is being received, the PMD_CS
function shall be enabled shortly after the PMD_ED function is enabled.
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15.4.5.14 PMD_ED.request
15.4.5.14.1 Function

This optional primitive, which is generated by the PHY PLCP, sets the energy detect ED_ THRESHOLD
value.

15.4.5.14.2 Semantics of the service primitive

The primitive shall provide the following parameters:

FlM D_ED.request(ED_THRESHOLD)
ED|] THRESHOLD isthe value that the RSSI indicated shall exceed for PMD_ED to be enabled:
15.4.5.14.3 When generated

Thip primitive shall be generated by the PLCP sublayer to change or set the current DSSS PHY engrgy
detéct threshold.

15.4.5.14.4 Effect of receipt

The receipt of PMD_ED immediately changes the energy “-detection threshold as set by |the
ED| THRESHOLD parameter.

15.4.5.15 PHY-CCA.indicate
15.4.5.15.1 Function

Thip primitive, which is generated by the PM D indicates to the PLCP layer that the receiver has detected RF
enggy that adheres to the CCA algorithm.

15.4.5.15.2 Semantics of the setVice primitive

The PHY-CCA primitive provides CCA status at the PLCP layer to the MAC.
15.4.5.15.3 When generated

Thip primitive shall* be generated by the PHY sublayer when the PHY is receiving RF energy from jany

souyce that exceeds the ED_THRESHOLD parameter (PMD_ED is active), and optionally is a valid cgrre-
latgd DSSS-PHY signal whereby PMD_CS would also be active.

15.4.5:15.4 Effect of receipt

This indicator shall be provided to the PLCP for forwarding to the MAC entity for information purposes
through the PHY-CCA indicator. This parameter indicates that the RF medium may be busy with an RF
energy source that may or may not be DSSS PHY compliant. If a DSSS PHY source is being received, the
PMD_CS function shall be enabled shortly after the PMD_ED function is enabled.

15.4.6 PMD operating specifications, general

The following subclauses provide general specifications for the DSSS PMD sublayer. These specifications
apply to both the Receive and the Transmit functions and general operation of aDSSS PHY.
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15.4.6.1 Operating frequency range

The DSSS PHY shall operate in the frequency range of 2.4 GHz to 2.4835 GHz as allocated by regulatory
bodiesin the USA and Europe or in the 2.471 GHz to 2.497 GHz frequency band as allocated by regulatory
authority in Japan.

15.4.6.2 Number of operating channels

The channd center frequencies and CHNL_ID numbers shall be as shown in Table 64. The FCC (US), IC
(Canada), and ETSI (Europe) specify operation from 2.4 GHz to 2.4835 GHz. For MKK (Japan), operation is

sp%;:vﬁed as 2.471 GHz to 2.497 GHz. France alows operation from 2.4465 GHz to 2.4835 GHz, and-Spain
allgws operation from 2.445 GHz to 2.475 GHz. For each supported regulatory domain, all channelsin Tgble
64 marked with “X” shall be supported.
Table 64—DSSS PHY frequency channel plan
Regulatory domains
X'10' X'20 X'30' X' S;L' X'32' X'40
CHNL_ID Frequency FCC IC ETS Spain France MKK
1 2412 MHz X X X — — —
2 2417 MHz X X X — — —
3 2422 MHz X X X — — —
4 2427 MHz X X X — — —
5 2432 MHz X X X — — —
6 2437 MHz X X X — — —
7 2442 MHz X X X — — —
8 2447 MHz X X X — — —
9 2452 MHz X X X — — —
10 2457 MHz X X X X X —
11 2462 MHz X X X X —
12 2467 MHz — — X — X —
13 2472 MHz — — X — X —
14 2484 MHz — — — — — X

In amultiple cell network topology, overlapping and/or adjacent cells using different channels can operate
simultaneously without interference if the distance between the center frequenciesis at least 30 MHz. Chan-
nel 14 shall be designated specifically for operation in Japan.

15.4.6.3 Spreading sequence

The following 11-chip Barker sequence shall be used as the PN code sequence:

+1,-1,+1,+1, -1, +1, +1, +1,-1,-1,-1
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The leftmost chip shall be output first in time. The first chip shall be aligned at the start of a transmitted
symbol. The symbol duration shall be exactly 11 chipslong.

15.4.6.4 Modulation and channel data rates

Two modulation formats and data rates are specified for the DSSS PHY: abasic access rate and an enhanced
access rate. The basic access rate shall be based on 1 Mbit/s DBPSK modulation. The DBPSK encoder is
specified in Table 65. The enhanced access rate shall be based on 2 Mbit/s DQPSK. The DQPSK encoder is
specified in Table 66. (In the tables, +jw shall be defined as counterclockwise rotation.)

Table 65—1 Mbit/s DBPSK encoding table

Bit input Phase change (+j w)
0 0
1 T

Table 66—2 Mbit/s DQPSK encoding.table

Dibit pattern (d0,d1)

doisfirst in time Phiase thange (+] )

00 0

01 T2

11 T

10 312 (-172)

15.4.6.5 Transmit and receive in-band and out-of-band spurious emissions

The DSSS PHY shall confarm with in-band and out-of-band spurious emissions as set by regulatory bodies.
For|the USA, refer to FCC:15.247, 15.205, and 15.209. For Europe, refer to ETS 300-328.

15.4.6.6 Transmit-to-receive turnaround time

The TX-to-RX/ turnaround time shall be less than 10 ps, including the power-down ramp specified in
154.7.7¢

The TX-To-RXTurnaround time shall be measared oL the ait interface 1rom the trailing edge of the 1ast rans-
mitted symbol to valid CCA detection of theincoming signal. The CCA should occur within 25 ps (10 psfor
turnaround time plus 15 ps for energy detect) or by the next slot boundary occurring after 25 ps has elapsed
(refer to 15.4.8.4). A receiver input signal 3 dB above the ED threshold described in 15.4.8.4 shall be present
at the receiver.

15.4.6.7 Receive-to-transmit turnaround time

The RX-to-TX turnaround time shall be measured at the MAC/PHY interface, using PHY TXSTART.request
and shall be <5 ps. Thisincludes the transmit power-up ramp described in 15.4.7.7.
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15.4.6.8 Slot time

The slot time for the DSSS PHY shall be the sum of the RX-to-TX turnaround time (5 us) and the energy
detect time (15 s specified in 15.4.8.4). The propagation delay shall be regarded as being included in the
energy detect time.

15.4.6.9 Transmit and receive antenna port impedance

The impedance of the transmit and receive antenna port(s) shall be 50 Q if the port is exposed.

15.4.6.10 Transmit and receive operating temperature range
Three temperature ranges for full operation compliance to the DSSS PHY are specified in Clause 13. Type 1
shall be defined as 0 °C to 40 °C, and is designated for office environments. Type 2 shall be defined as—20 °C
to 450 °C, and Type 3 shall be defined as—30 °C to +70 °C. Types 2 and 3 are designated for.industrial envifon-
ments.

15.A4.7 PMD transmit specifications
The following subclauses describe the transmit functions and parameters associated with the PM D sublayer.
15.4.7.1 Transmit power levels
The¢ maximum allowable output power as measured in accordance with practices specified by the regulaory

bodiesis shown in Table 67. In the USA, the radiated emissions should also conform with the |EEE ung¢on-
troljed radiation emission standard (IEEE Std C95.1-1991).

Table 67—Ttansmit power levels

M aximum output power Geographic location Compliance document

1000 mwW USA FCC 15.247

100 mW (EIRP) Europe ETS300-328

10 mW/MHz Japan MPT ordinance for Regulating Radio
Equipment, Article 49-20

15.4.7.2 Minimum transmitted power level

The minimum transmitted power shall be no less than 1 mw.

15.4.7.3 Transmit power level control

Power control shall be provided for transmitted power greater than 100 mW. A maximum of four power
levels may be provided. At aminimum, a radio capable of transmission greater than 100 mW shall be capa-
ble of switching power back to 100 mW or less.

15.4.7.4 Transmit spectrum mask

The transmitted spectral products shall be less than —30 dBr (dB relative to the SINx/x peak) for f, —22 MHz
<f<f;-11 MHz, f. +11 MHz < f < f; + 22 MHz, -50 dBr for f < f. 22 MHz, and f > f. + 22 MHz, where f;
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is the channel center frequency. The transmit spectral mask is shown in Figure 96. The measurements shall
be made using 100 kHz resolution bandwidth and a 30 kHz video bandwidth.

Transmit Spectrum Mask \ 0 dBr Unfiltered Sinx/x

rd

1N AN

/ 1 / \

15.

The

15.

The

15.

The
pov)

-50 dBr|

transmit power-on

Transmit
Power
Output

fc -22 MHz fc -11 MHz fc fc +11 MHz fc +22 Mhz

1.7.5 Transmit center frequency tolerance

transmitted center frequency tolerance shall be +25 ppm maximuny

1.7.6 Chip clock frequency tolerance

PN code chip clock frequency tolerance shall be better than +25 ppm maximum.

1.7.7 Transmit power-on and power-down gamp

er-on ramp is shown in Figure 97.

Figure 96—Transmit spectrum mask

ramp for 10% to 90% ofimaximum power shall be no greater than 2 ps. The trangmit

A

Max Tx Power

)® / 90% MAX

0,
— 10% MAX

‘0 1 2 ‘3 ‘4 Time us

Figure 97—Transmit power-on ramp

The transmit power-down ramp for 90% to 10% maximum power shall be no greater than 2 ps. The transmit
power down ramp is shown in Figure 98.

The transmit power ramps shall be constructed such that the DSSS PHY emissions conform with the spuri-
ous frequency product specification defined in 15.4.6.5.
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Transmit Max TX Power

Power
Output \ - 90% MAX

15.4.7.8 RF carrier suppression

The
SIN
dat
be

15.4.7.9 Transmit modulation accuracy

The
act
m

tude shall not exceed 0.35 for the normalized:sampled chip data. Theideal complex | and Q constellation pg

usefl asthe reference. These measurements shall be from baseband | and Q sampled data after recovery thrg
ardference receiver system.

Figure 99 illustrates the ideal DQPSK constellation points and range of worst-case error specified for ma
latipn accuracy.

Err

magle under carrier lock conditions. The distortion induced in the constellation by the reference rece
| be calibrated and measured. The test data error vectors described below shall be corrected to compen-

sha
satdg

\ ——10% MAX

0 i1 2 13 4 Time ps

Figure 98—Transmit power-down ramp

RF carrier suppression, measured at the channel center frequency, shall be at least 15 dB below the
(X)/x power spectrum. The RF carrier suppression shall be measured)while transmitting a repetitive
sequence with the scrambler disabled using DQPSK modulation: A 100 kHz resolution bandwidth g
sed to perform this measurement.

transmit modulation accuracy requirement for the®@SSS PHY shall be based on the difference betweer
al transmitted waveform and the ideal signal*waveform. Modulation accuracy shall be determineg
ring the peak vector error magnitude measured during each chip period. Worst-case vector error ma

ciated with DQPSK modulation (0.707,0.707), (0.707, —0.707), (~0.707, 0.707), (-0.707, —0.707) shal

Dr vector measurement requires a reference receiver capable of carrier lock. All measurements shal

for the'reference receiver distortion.
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The TEEE 8UZ.IT vendor compatible radio shall provide an exposed TX chip clock, which shall be used to
sample the | and Q outputs of the reference receiver.

The measurement shall be made under the conditions of continuous DQPSK transmission using scrambled
al 1s.

The eye pattern of the | channel shall be used to determine the | and Q sampling point. The chip clock
provided by the vendor radio shall be time delayed such that the samplesfall at a 1/2 chip period offset from
the mean of the zero crossing positions of the eye (see Figure 100). Thisis the ideal center of the eye and
may not be the point of maximum eye opening.
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Figure 99—Modulation accuracy measurement example
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Figure 100—Chip clock alignment with baseband eye pattern

Using the aligned chip clock, 1000 samples of the | and Q baseband outputs from the reference receiver| are
captured. The vector error magnitudes shall be calculated as follows:

Calculate the dc offsets for | and Q samples.

1000

Imean = 3 [1(n)|/1000
n=1
1000

Qmean = Y 1Q(N)1/1000
n=1
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Calculate the dc corrected | and Q samplesfor al n =1000 sample pairs.
lac(M)=1(n) = Imean
Qdc(n)= Q(N) — Qmean

Calculate the average magnitude of | and Q samples.

1000
| oe =% [14(n)[ /1000
4 L' T
n=1
1000
Qmag = Z ‘Qdc(n)‘/looo
n=1

Calpulate the normalized error vector magnitude for the | 4c(n)/Qgc(n) pairs.

NI

err(n) = [% X ({ “dc(n)‘/lmag} 2+{‘Qdc(n)‘/Qmag} 2@ _Vcorrection

<

ith Veorrection = €rror induced by the reference receiver systefm.

A vendor DSSS PHY implementation shall be compliant.if.for all n =1000 samples the following condition
is npet:

<=

r(N) < 0.35

15.4.8 PMD receiver specifications
The following subclauses describe the-receive functions and parameters associated with the PMD sublayler.
15.4.8.1 Receiver minimum-input level sensitivity
The frame error ratio (FER) shall be less than 8x 107 at an MPDU length of 1024 bytes for an input level of
—80 dBm measured, at-the antenna connector. This FER shall be specified for 2 Mbit/s DQPSK modulatjon.

The test for the.minimum input level senditivity shall be conducted with the energy detection thresholq set
<—80dBm.

15.4.8.2 Receiver maximum input level

The receiver shall provide a maximum FER of 8x10~“at an MPDU length of 1024 bytes for a maximum input
level of -4 dBm measured at the antenna. This FER shall be specified for 2 Mbit/s DQPSK modulation.

15.4.8.3 Receiver adjacent channel rejection

Adjacent channel rejection is defined between any two channels with >30 MHz separation in each channel
group defined in 15.4.6.2.

The adjacent channel rejection shall be > 35 dB with an FER of 8x 1072 usi ng 2 Mbit/s DQPSK modulation
described in 15.4.6.4 and an MPDU length of 1024 bytes.
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The adjacent channel rejection shall be measured using the following method:
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Input a 2 Mbit/s DQPSK modulated signal at alevel 6 dB greater than specified in 15.4.8.1. In an adjacent
channel (=30 MHz separation as defined by the channel numbering), input a signal modulated in a similar
fashion that adheres to the transmit mask specified in 15.4.7.4 to a level 41 dB above the level specified in
15.4.8.1. The adjacent channel signal shall be derived from a separate signal source. It cannot be a frequency
shifted version of the reference channel. Under these conditions, the FER shall be no worse than 8x1072,

15.4.8.4 CCA

The

The energy detection status shall be given by the PMD primitive,PMD_ED. The carrier sense status shal

giv
ind

A husy channel shall be indicated by PHY-CCA .indicate of class BUSY.
A dear channel shall beindicated by PHY-CEA.indicate of classIDLE.

The PHY MIB attribute dot11CCAModeSupported shall indicate the appropriate operation modes.

PH

The CCA shall be TRUE-fthere is no energy detect or carrier sense. The CCA parameters are subject tg

foll

Q)

—+ CCA Mode 1: Energy above threshold. CCA shall report a busy medium upan detection of

+ CCA Mode 2: Carrier sense only. CCA shall report a busy medium only-upon detection of a D

) < With avalid signal (according to the CCA mode of operation) present at the receiver antenna wi

energy above the ED threshold.
signal. This signal may be above or below the ED threshold.

detection of a DSSS signal with energy above the ED threshold,

bn by PMD_CS. The status of PMD_ED and PMD_CS(sused in the PL CP convergence procedur,
cate activity to the MAC through the PHY interface primitive PHY-CCA .indicate.

¥ shall be configured through the PHY MIB attribute dot11CurrentCCAMode.

pwing criteria

The enefgy detection threshold shall be < —-80 dBm for TX power > 100 mW, —76 dBm for 50 m
TX power < 100 mW, and —70 dBm for TX power < 50 mW.

DSSS PHY shall provide the capability to perform CCA according to at least one of the following t?l\ree
mejhods:

any

5SS

—+ CCA Mode 3: Carrier sense with energy above threshold. CCA_shall report a busy medium upon

| be
310

The

the

vV <

thin

5 us of the start of a MAC dlot boundary, the CCA indicator shall report channel busy before the

d

of the ot time. Thisimplies that the CCA signd is available as an exposed test point. Refer to Fig-

ure 47 for a definition of dot time boundary.

In the event that a correct PLCP Header is received, the DSSS PHY shall hold the CCA signal inac-

tive (channel busy) for the full duration as indicated by the PLCP LENGTH field. Should a loss of

carrier sense occur in the middle of reception, the CCA shall indicate a busy medium for
intended duration of the transmitted packet.

the

Conformance to DSSS PHY CCA shall be demonstrated by applying a DSSS compliant signal, above the
appropriate ED threshold &), such that all conditions described in b) and c) above are demonstrated.

Copyright © 1999 IEEE. All rights reserved.

223


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)

ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

16. Infrared (IR) PHY specification

16.1 Overview

The physical layer for the infrared system is specified in this clause. The IR PHY uses near-visible light in

the 850 nm to 950 nm range for signaling. Thisis similar to the spectral usage of both common consu

mer

devices such as infrared remote controls, as well as other data communications equipment, such as Infrared

DataAssociation (IrDA) devices.

Unliike many other infrared devices, however, the IR PHY is not directed. That is, the receiver and transi
ter flo not have to be aimed at each other and do not need a clear line-of-sight. This permits the canstruc
of atrue LAN system, whereas with an aimed system, it would be difficult or impossible to,install a L]
because of physical constraints.

A dair of conformant infrared devices would be able to communicate in atypical epyvironment at a rangI]up

to gbout 10 m. This standard allows conformant devices to have more sensitive receivers, and this
inctease range up to about 20 m.

The IR PHY relies on both reflected infrared energy as well as line-of-sight infrared energy for commun
tionys. Most designs anticipate that all of the energy at the receiver\is reflected energy. This reliancd
reflpected infrared energy is called diffuse infrared transmission.

Thip standard specifies the transmitter and receiver in such.away that a conformant design will operate
in most environments where there is no line-of-sight path.from the transmitter to the receiver. However, i
envjronment that has few or no reflecting surfaces, and where there is no line-of-sight, an IR PHY syq
may suffer reduced range.

The IR PHY will operate only in indoor environments. Infrared radiation does not pass through walls, arn
significantly attenuated passing through most exterior windows. This characteristic can be used to “cont

PHY can operate in adjacent roems separated only by awall without interference, and without the po:
ity pf eavesdropping.

At the time of this standard’s preparation, the only known regulatory standards that apply to the use of in
red|radiation are safety’regulations, such as IEC 60825-1: 1998 [B2] and ANSI Z136.1-1993 [B1]. Whi
cornfformant IR PHY device can be designed to also comply with these safety standards, conformance \
thig standard(does not ensure conformance with other standards.

Woyldwide, there are currently no frequency allocation or bandwidth allocation regulatory restrictions

an |R PHY in asingle physical room;-like a classroom or conference room. Different LANSs using tﬁ IR

mit-
lion
AN

ay

Ca
on

vell
h an
fem

dis
ain"

bil-
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le a
vith

on

infrared-emissions

Emitter (typically LED) and detector (typically PIN diode) devices for infrared communications are r
tively inexpensive at the infrared wavelengths specified in the IR PHY, and at the electrical operating
guencies required by this PHY.

ea
fre-

While many other devicesin common use also use infrared emissionsin the same optical band, these devices
usualy transmit infrared intermittently and do not interfere with the proper operation of a compliant IR
PHY. If such a device does interfere, by transmitting continuously and with a very strong signal, it can be

physically isolated (placing it in a different room) from the IEEE 802.11 LAN.
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16.1.1 Scope

The PHY services provided to the IEEE 802.11 wireless LAN MAC by the IR system are described in this
clause. The IR PHY layer consists of two protocol functions as follows:

a) A physica layer convergence function, which adapts the capabilities of the physical medium depen-
dent (PMD) system to the PHY service. This function is supported by the physical layer conver-
gence procedure (PLCP), which defines a method of mapping the IEEE 802.11 MAC sublayer
protocol data units (MPDU) into a framing format suitable for sending and receiving user data and
management information between two or more STAs using the associated PMD system.

)y APMD system, whose Tunction defines the characternsiics of, and method of transmitting and redeiv-

ing data through, the wireless medium (WM) between two or more STAS.

16..1.2 IR PHY functions

The IR PHY contains three functiona entities. the PMD function, the physical layer convergence functjon,
and the layer management function. Each of these functionsis described in detail below.

The IR PHY service is provided to the MAC entity at the STA through a.service access point (SAP) as
destribed in Clause 12. For avisual guide to the relationship of the IR PHYAto the remainder of the sysiem,
refer to Figure 11.

16.[1.2.1 PLCP sublayer

To pllow the IEEE 802.11 MAC to operate with minimumdependence on the PMD sublayer, a phydical
laygr convergence sublayer is defined. This function simplifiesthe PHY service interface to the IEEE 802.11
MAC services. The PHY-specific preamble is normally associated with this convergence layer.

16.1.2.2 PMD sublayer
The PMD sublayer provides a clear chanriel assessment (CCA) mechanism, transmission mechanism, jand
recg¢ption mechanism that are used by the’MAC via the PLCP to send or receive data between two or njiore
STAs.

16.[1.2.3 PHY management entity (PLME)
The PLME performs management of the local PHY functions in conjunction with the MAC managenment
entity. Subclause 16.4-lists the MIB variables that may be accessed by the PHY sublayer entities and intra-
lay¢r of higher-layer management entities (LMES). These variables are accessed via the PLME-GET,
PLIME-SET, andPLME-RESET primitives defined in Clause 10.

16.1.3 Service specification method and notation

The model s represented by figures and state diagrams are intended as illustrations of functions provided. It is
important to distinguish between a model and areal implementation. The models are optimized for simplic-
ity and clarity of presentation; the actual method of implementation is left to the discretion of the IEEE
802.11 IR PHY compliant developer. Conformance to this standard is not dependent on following the model,
and an implementation that follows the model closely may not be conformant.

Abstract services are specified here by describing the service primitives and parameters that characterize
each service. This definition is independent of any particular implementation. In particular, the PHY-SAP
operations are defined and described as instantaneous; however, this may be difficult to achieve in an imple-
mentation.
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16.2 IR PLCP sublayer

While the PLCP sublayer and the PMD sublayer are described separately, the separation and distinction
between these sublayers is artificial, and is not meant to imply that the implementation must separate these
functions. This distinction is made primarily to provide a point of reference from which to describe certain
functional components and aspects of the PMD. The functions of the PLCP can be subsumed by a PMD sub-
layer; in this case, the PMD will incorporate the PHY-SAP asitsinterface, and will not offer a PMD-SAP.

16.2.1 Overview

A gonvergence procedure is provided by which MPDUs are converted to and from PLCPDUSs. During trans-
migsion, the MPDU (PLCSDU) is prepended with a PLCP Preamble and PLCP Header, to, ctreate|the
PLCPDU. At the receiver, the PLCP Preambleis processed and the internal data fields are processed to aidin
demodulation and delivery of the MPDU (PSDU).

16.p.2 PLCP frame format

Figpre 101 showsthe format for the PLCPDU including the PL CP Preamble;-the PL CP Header, and the PSPpU.
The PLCP Preamble contains the following fields: Synchronization (SY NC) and Start Frame Delimiter (SED).
The PLCP Header contains the following fields: Data Rate (DR), DC Level Adjustment (DCLA), Lefgth
(LENGTH), and Cyclic Redundancy Check (CRC). Each of thesefieldsis described in detail in 16.2.4.

| PLCP Preamble || PLCP Header |
PSDU
SYNC SFD DR DCLA ||LENGTH CRC
57~ 73 slots 4 slots 3 slots 32 slots 16 bits 16 bits variable number of octets

Figure101—PLCPDU frame format

16.p.3 PLCP modulation andjrate change

The PLCP Preambl e shéll)be transmitted using the basic pulse defined in 16.3.3.2. The PLCSDU, LENGJTH,
and CRC fields shall beltransmitted using pulse position modulation (PPM). PPM maps bits in the octet jnto
synmbols. 16-PPM:maps four bits into a 16-position symbol, and 4-PPM maps two bits into a 4-position
syzl:bol. Thebasic L-PPM time unit is the slot. A dlot corresponds to one of the L positions of a symbol fand
has|a 250«ns.duration. The PLCSDU, LENGTH, and CRC fields are transmitted at one of two bit rates:
1 Mbit/swor 2 Mbit/s. The Data Rate field indicates the data rate that will be used to transmit the PLCSDU,
LENGTH, and CRC fields. The 1 Mbit/s data rate uses 16-PPM (basic access rate), and the 2 Mbit/s gata
rate uses 4-PPM (enhanced access rate). The transmitter and receiver will initiate the modulation or demod-
ulation indicated by the DR field starting with the first 4 bits (in 16-PPM) or 2 bits (in 4-PPM) of the
LENGTH field. The PSDU transmission rate is set by the DATARATE parameter in the PHY-
TXSTART.request primitive. Any conformant IR PHY shall be capable of receiving at 1 Mbit/s and 2 Mbit/
s. Transmission at 2 Mbit/sis optional.

A PHY-TXSTART.request that specifies a data rate that is not supported by a PHY instance will cause the
PHY toindicate an error to its MAC instance. A PHY is not permitted under any circumstance to transmit at
adifferent rate than the requested rate.
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16.2.4 PLCP field definitions
16.2.4.1 PLCP Synchronization (SYNC) field

The SYNC field consists of a sequence of alternated presence and absence of a pulse in consecutive slots.
The SYNC field has a minimum length of 57 L-PPM slots and a maximum length of 73 L-PPM dots and
shall terminate with the absence of apulsein the last slot. Thisfield is provided so that the receiver can per-
form clock recovery (slot synchronization), automatic gain control (optional), signal-to-noise ratio estima-
tion (optional), and diversity selection (optional).

The SYNC field is not modulated using L-PPM, but instead consists of transitionsin L-PPM dlots that WJ)uI d
otherwise constitute an illegal symbol. See 16.3.2.1 for legal symbols.

16.p.4.2 PLCP Start Frame Delimiter (SFD) field

The SFD field length is four L-PPM dots and consists of the binary sequence 1001, where 1 indicates a
pule in the L-PPM slot and O indicates no pulse in the L-PPM slot. The leftmest ‘bit shall be transmifted
firg. The SFD field is provided to indicate the start of the PLCP Preamble and'to perform bit and symbol
synghronization.

The SFD field is not modulated using L-PPM, but instead consists oftransitions in L-PPM dlots that wguld
otherwise constitute an illegal symbol.

16.p.4.3 PLCP Data Rate (DR) field

The DR field indicates to the PHY the data rate thatyshall be used for the transmission or reception of|the
PLCSDU, LENGTH, and CRC fields. Thetransmitted value shall be provided by the PHY-
TXBTART.request primitive as described in Clause 12. The DR field has a length of three L-PPM slots.
The leftmost bit, as shown below, shall be transmitted first. The IR PHY currently supports two data rptes
defiined by the slot pattern shown for thethree L-PPM dlots following the SFD, where 1 indicates a pulge in
the[L-PPM dlot and O indicates no pulse'tn the L-PPM dlot:

1 Mbit/s. 000
Mbit/s: 001

N

The DR field is not medulated using L-PPM, but instead consists of transitions in L-PPM slots that would
otherwise constittite an illegal symbol.

16.p.4.4.RECP DC Level Adjustment (DCLA) field

The-DCLAfield-isrequired-to-allow the receiver to-stabilize the dolevel after the SYNC SED—andDR
fields. The leftmost bit, as shown below, shall be transmitted first. The length of the DCLA field is 32 L-PPM

slots and consists of the contents shown, where 1 indicates a pulse in the L-PPM dlot and O indicates no
pulsein the L-PPM dlot:

1 Mbit/s:  00000000100000000000000010000000
2 Mbit/s:  00100010001000100010001000100010

The DCLA field is not modulated using L-PPM, but instead consists of transitions in L-PPM dlots that
would otherwise constitute an illegal symbol.
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ANS

16.2.4.5 PLCP LENGTH field

The LENGTH field is an unsigned 16-bit integer that indicates the number of octets to be transmitted in the
PSDU. The transmitted value shall be provided by the PHY TXSTART.request primitive as described in
Clause 12. The Isb shall be transmitted first. Thisfield is modulated and sent in L-PPM format. Thisfield is
protected by the CRC described in 16.2.4.6.

16.2.4.6 PLCP CRC field

The LENGTH field shall be protected by a 16-bit CRC-CCITT. The CRC-CCITT is the one's complement

of t

X
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16.
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16.
16.
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. Thisfield shall be modulated and sent in L-PPM format. All CRC-CCITT calculationsshall be made g
-PPM encoding on transmission and after L-PPM decoding on reception.

P.4.7 PSDU field
5 field is composed of a variable number of octets. The minimum~is O (zero) and the maximun
PM format.

P.5 PLCP procedures

P.5.1 PLCP transmit procedure

commandsissued by the MAC require that aconfirmation primitive be issued by the PHY. The confir
primitives provide flow control between the MAC and the PHY.

transmit procedure is as follows:

Based on the status of CCA, the MAC shall determine whether the channel is clear.
If the channel is clear; transmission of the PSDU shall beinitiated by a PHY-TXSTART.request
parameters LENGTH and DATARATE.

based on the LENGTH and DATARATE parameters passed in the PHY-TXSTART.request. Oncs
PLCP Preamble and PLCP Header transmission is completed, the PHY entity shall issue a P
TXSFART.confirm.

tive. Each PHY-DATA .request shall be confirmed by the PHY with a PHY-DATA..confirm before
next request can be made.

e Temamder generared by The moduio 2 division of The CENGT Hffetd by the pofynomiar
164 x124x0+1
protected bits will be processed in transmit order. The msb of the 16-bit CRC-CCITT shdl*be transmijtted

rior

nis

0. Thelsb of each octet shall be transmitted first. All the octets of thisfield shall be modulated and sert in

ma-

vith

The PHY entity.shall immediately initiate transmission of the PLCP Preamble and PLCP Hegder

the
HY-

Each.octet of the PSDU is passed from the MAC to the PHY by a single PHY-DATA..request primi-

the

e)

f)

228

symbols shall be modulated using L-PPM and transmitted into the medium.

confirm the resulting end of transmission with a PHY-TXEND.confirm.

At the PHY layer each PSDU octet shall be divided into symbols of 2 bits or 4 bits each. The

Transmission is terminated by the MAC through the primitive PHY-TXEND.request. The PHY shall
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16.2.5.2 PLCP receive procedure
The receive procedureis as follows:

a) CCA isprovided tothe MAC viathe PHY-CCA.indicate primitive. When the PHY senses activity on
the medium, it shall indicate that the medium is busy with a PHY-CCA.indicate with a value of
BUSY. Thiswill normally occur during the SYNC field of the PLCP Preamble.

b) The PHY entity shall begin searching for the SFD field. Once the SFD field is detected, the PHY
entity shall attempt to receive the PLCP Header. After receiving the DR and DCLA fields, the PHY
shall initiate processing of the received CRC and LENGTH fields. The datarate indicated in the DR
field applies to al symbols in the latter part of the received PHY SDU, commencing with the first
symbol of the LENGTH field. The CRC-CCITT shall be checked for correctness immediately-after
its reception.

q If the CRC-CCITT check fails, or the value received in the DR field is not one supported by|the

PHY, then a PHY-RXSTART.indicate shall not be issued to the MAC. When the medium is again
free, the PHY shall issue a PHY-CCA.indicate with avalue of IDLE.

q If the PLCP Preamble and PLCP Header reception is successful, the PHY shall send a PHY-
RXSTART.indicate to the MAC; thisincludes the parameters DATARATE and LENGTH.

In the absence of errors, the receiving PHY shall report the same léngth to its local MAC, in|the
RXVECTOR parameter of the PHY-RXSTART.indicate primitive,.that the peer MAC presentefl to
itslocal PHY entity in the TXVECTOR parameter of its respective PHY-TXSTART.request.

d) Thereceived PLCSDU L-PPM symbols shall be assembled.into octets and presented to the MAC
using a series of PHY-DATA.indicate primitives, one per. octet.

f Reception shall be terminated after the reception of the final symbol of the last PLCSDU octet indi-
cated by the PLCP Header’'s LENGTH field. Afterthe PHY-DATA.indicate for that octet is isslied,
the PHY shall issue a PHY-RXEND.indicate primitive to its MAC.

d) Afterissuing the PHY-RXEND.indicate priniitive, and when the medium is no longer busy, the BHY
shall issue a PHY-CCA .indicate primitive with avalue of IDLE.

16.R.5.3 CCA procedure
CCA isprovided to the MAC via the PHY-CCA .indicate primitive.
The¢ CCA procedureis asfollows:

When the PHY 'senses activity on the medium, a PHY-CCA .indicate primitive with avalue of BUSY
shall be issued: Thiswill normally occur during reception of the SYNC field of the PLCP Preamble.
) WhenthePHY sensesthat the medium isfree, a PHY-CCA.indicate primitive with avalue of IDLE
shall (be issued.
d Atany time, the MAC may issue a PHY-CCARESET.request primitive, which will reset the PHY's
internal CCA detection mechanism to the medium not-busy (IDLE) state. This primitive wil| be
acknowledged with a PHY-CCARESET.confirm primitive.

Q)

Copyright © 1999 IEEE. All rights reserved. 229


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/I
ANSI

EC 8802-11: 1999(E)

/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

16.2.5.4 PMD_SAP peer-to-peer service primitive parameters

Several service primitives include a parameter vector. This vector shall be alist of parameters that may vary
depending on PHY type. Table 68 indicates the parameters required by the MAC or IR PHY in each of the
parameter vectors used for peer-to-peer interactions.

Table 68—IR PMD_SAP peer-to-peer service primitives

16

The
and
par

fungtions of both the PLCP and PMD, presenting only the PHY-SAP.

16.8.1 Overview

The
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enti

16.

General specifications for the IR PMD sublayer are provided in this subclause. These specifications appl

bot

16.

Twi
acg
fied
ratqg

int
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Parameter Associated primitive Value
LENGTH RXVECTOR, TXVECTOR 4102161
DATARATE RXVECTOR, TXVECTOR PHY dependent

3 IR PMD sublayer

IR PMD sublayer does not define PMD SAPs. The mechanism for communi cations between the PL
PMD sublayers, aswell asthe distinction between these two sublayers, if\aqy, isleft to implementors
icular, it is possible to design and implement, in a conformant way, a@hgle sublayer that subsumes

PMD functional, electrical, and optical characteristics required for interoperability of implementat
forming to this specification are described in this subelause. The relationship of this specification to
re IR physical layer is shown in Figure 11.

3.2 PMD operating specifications, general

N the receive and transmit functions‘and general operation of acompliant IR PHY.
B.2.1 Modulation and channel data rates

h modulation formats and data rates are specified for the IR PHY: a basic access rate and an enhar
pss rate. The basic.access rate is based on 1 Mbit/s 16-PPM modulation. The 16-PPM encoding is sp
in Table 69. Each-group of 4 data bits is mapped to one of the 16-PPM symbols. The enhanced ac
is based on,2:Mbit/s 4-PPM. The 4-PPM encoding is specified in Table 70. Each group of 2 data bi

mapped to oneof the 4-PPM symbols. Transmission order of the symbol dlotsisfrom left to right, as shgf/wn
[

ne table, where a 1 indicates in-band energy in the slot, and a 0 indicates the absence of in-band ener
Slof.
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The datain Table 69 and Table 70 have been arranged (gray coded) so that a single out-of-position-by-one
error in the medium, caused, for example, by intersymbol interference, resultsin only asingle bit error in the
received data, rather than in amultiple bit error.

Table 69—Sixteen-PPM basic rate mapping

Data 16-PPM symbol

0000 0000000000000001
0001 0000000000000010
0011 0000000000000100
0010 0000000000001000
0110 0000000000010000
0111 0000000000100000
0101 0000000001000000
0100 0000000010000000
1100 0000000100000000
1101 0000001000000000
1111 0000010000000000
1110 0000100000000000
1010 0001000000000000
1011 001000Q0600000000
1001 010@000000000000
1000 1000000000000000

Table 70—Four-PRM enhanced rate mapping

Data 4-PPM symbol
00 0001
01 0010
11 0100
10 1000

16.3.2.2 Octet partition and PPM symbol generation procedure

Singe PPMNS a block modulation method, with the block size less than a full octet, octets have to be parti-
tioned prior to modulation (mapping into PPM symboals).

Octet partition depends on the PPM order being used.

Assume an octet is formed by eight bits numbered 76 54 32 1 0, where bit O isthe Ish. Partition the octet as
follows:

For 16-PPM, create two PPM symboals:

— The symbol using bits 32 1 0 shall be transmitted onto the medium first.
— Thesymbol using bits 7 6 5 4 shall be transmitted onto the medium last.
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4-PPM, create four PPM symbols:

— The symbol using bits 1 0 shall be transmitted onto the medium first.
— The symbol using bits 3 2 shall be transmitted onto the medium second.
— The symbol using bits 5 4 shall be transmitted onto the medium third.
— The symbol using bits 7 6 shall be transmitted onto the medium last.

16.3.2.3 Operating environment

The IR PHY will operate only in indoor environments. IR PHY interfaces cannot be exposed to direct sun-

"

ligh
and

of the environment and with natural and artificial illumination conditions.

16.B.2.4 Operating temperature range

The

t—hetR-PHY-retresonreftectec-mfrared-energy-ancddoesnot requtreatimeof=sight betweerremjtter
receiver in order to work properly. The range and bit error rate of the system may vary with the geomgtry

temperature range for full operation compliance with the IR PHY is specified asQ-<€ to 40 °C.
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The following subclauses describe the transmit functions and parameters associated with the PMD sublayer.

16.

3.3.1 Transmitted peak optical power

The peak optical power of an emitted pulse shall be as specified in Table 71.

Table 71—Peak optical power as a function of emitter radiation pattern mask

16.

The
tim
tim
defi
pul

Emitter radiation .
pattern mask Peak optical power
Mask 1 2W + 20%
Mask 2 0.55W + 20%

3.3.2 Basic pulse shape and parameters

basic pulse width, measured between the 50% amplitude points, shall’be 250 + 10 ns. The pulse
b, measured between the 10% and 90% amplitude points, shall he'no more than 40 ns. The pulse
b, measured between the 10% and 90% amplitude points, shall ‘be no more than 40 ns. The edge ji
ned as the absol ute deviation of the edge from its correct pesifton, shall be no morethan 10 ns. The b
be shape is shown in Figure 102.

90%

10%

s40n34>§ H ﬁ Fs40ns

;7250 ns £10 ns 4>

rise
fall
[ter,
BSiC

[+ Jitter +10 ns sl Jitter +10 ns
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16.3.3.3 Emitter radiation pattern mask

The standard contains two emitter radiation pattern masks. Mask 1 is defined in Table 72 and illustrated in
Figure 103. Mask 2 is defined in Table 73 and illustrated in Figure 105.

Table 72—Definition of the emitter radiation pattern mask 1

Declination angle Normalized irradiance
B

d=souU S.0 X 1U

o <29 <22x10°
29° <o <43 <-1.06x 104+ (0.44 x 10°)
43 < <57 <1.15% 10%-(7.1x 10 a
57 <o <74 <298x 10%-(39x% 109 a
74 <a<90° <4.05% 10°-(45% 107Ya

Normalized IR-radiance, W/cm’

100 1
80
60

uw/cm:

20 R T ks ..

0 : : : : : : NERMALETSE RN Maximum
0°_&40° 20° 30° 40° 50° 60° 70° 80° 90°

Minimum

Emitting Angle, Degrees

Figure 103—Emitter radiation pattern mask 1

Fol|owing.is a description of how to interpret the Mask 1 table and figure. Position the conformant Magk 1
devjce'in its recommended attitude. Define the conformant Mask 1 device axis as the axis passing through
the emitter center and having the direction perpendicular to the floor. The mask represents the irradiance nor-
malized to the total peak emitted power, as a function of the angle between the conformant Mask 1 device
axis and the axis from the emitter center to the test receiver center (declination angl€). The distance between
emitter and test receiver is 1 m. The test receiver normal is always aimed at the emitter center. The azimuth
angle isarotation angle on the conformant device axis.

A deviceis conformant if for any azimuth angle its radiation pattern as a function of declination angle falls
within the pattern mask.

Figure 104 is a description of how to interpret the Mask 2 table with reference to Figure 105.
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Table 73—Definition of emitter radiation pattern mask 2

Declination angle Pitch angle Normalized irradiance
a <60 a=0 0.05 + 15%
a<90 a=0 0.025 + 15%

a =100 a=0 <0.015
0<a<60 0<a<10 0.035<1<0.055
U060 T0Za <20 U02Z53TZ005
0<a<60 a=30 <0.015

/
Pitch angle /7\f

Declination angle

Figure 104—Mask 2 device orientation drawing
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Figure 105—Emitter radiation pattern mask 2
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Position the conformant Mask 2 device in its recommended attitude. Define the conformant Mask 2 device
axis as passing through the emitter center and having the direction relative to the device as defined by the
manufacturer. The declination angle plane is as defined by the manufacturer. The mask represents the irradi-
ance normalized to the peak emitted power on the conformant Mask 2 device axis, as afunction of the angle
between the conformant device axis and the axis from the emitter center to the test receiver center (declina-
tion angle) in the declination plane. The distance between emitter and test receiver is 1 m. The test receiver
normal is always aimed at the emitter center. The pitch angle is an angle relative to the conformant device
axiswhich is perpendicul ar to the declination plane.

The device is conformant if, for a pitch angle of 0 degrees, at any declination angle from 0 to 100 degrees,
an(1 if, for any declination angle from 0 to 60 degrees, at any pitch angle from 0 to 20 degrees, its radigtion
patiern as afunction of angle falls within the pattern mask.

Other radiation patterns are for future study.

16.3.3.4 Optical emitter peak wavelength

The optical emitter peak wavelength shall be between 850 nm and 950 nm.

16.3.3.5 Transmit spectrum mask

Define the transmit spectrum of a transmitter as the Fourier Transform, or equivalent, of a voltage (or gur-
rent) signal whose amplitude, as afunction of time, is proportional to the transmitted optical power.

The transmit spectrum of a conformant transmitter.Shall be 20 dB below its maximum for all frequengies
abave 15 MHz. The transmit spectrum mask is shown in Figure 106.

O\\
R\
0dB A=

20 dB at 15 MHz

20 B~ Y |

i
0 MHz 15 MHz

Figure 106—Transmit spectrum mask

16.3.4 PMD receiver specifications

The following subclauses describe the receive functions and parameters associated with the PMD sublayer.
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16.3.4.1 Receiver sensitivity

Thereceiver sensitivity, defined as the minimum irradiance (in mW/cmz) at the photodetector plane required
for aframe error ratio (FER) of 4x107° with a PLCSDU of 512 octets and with an unmodulated background
IR source between 800 nm and 1000 nm with alevel of 0.1 mW/cm?, shall be

1 Mbit/s; 2 x 10> mw/cm?
2 Mbit/s; 8 x 10> mw/cm?

16.3.4.2 Receiver dynamic range

The receiver dynamic range, defined as the ratio between the maximum and minimum irradiance at the’plane
normal to the receiver axisthat assures an FER lower than or equal to 4 x 10~° with aPLCSDU of 512 odtets
and with an unmodulated background IR source between 800 nm and 1000 nm with alevel of.0.1 mW/gm<,
shall be =230 dB.

16.B.4.3 Receiver field-of-view (FOV)

The receiver axis is defined as the direction of incidence of the optical signal/at*which the received optjical
power is maximum.

The received optical power shall be greater than the values given in Table 74, at the angles indicated, wihere
“anple of incidence” is the angle of the optical signal relative to,thereceiver axis, and “received power” is
the|received optical power as a percentage of that measured at thereceiver axis.

Table 74—Definition of the.receiver field of view

Angle of incidence Received power
a<20° > 65%
a <40° > 55%
o <60° > 35%
a<80° > 10%

16.3.5 Energy Detect, Carrier Sense, and CCA definitions
16.8.5.1 Engrgy Detect (ED) signal

The ED,signal shall be set true when IR energy variations in the band between 1 MHz and 10 MHz exgeed
0.0p2mVV/cm?.

The ED shall operate independently of the CS. The ED shall not be asserted at the minimum signal level
specified in 16.3.4.1, which is below the level specified in this subclause.

Thissignal isnot directly available to the MAC.
16.3.5.2 Carrier Sense (CS) signal

The CS shall be asserted by the PHY when it detects and locks onto an incoming PLCP Preamble signal.
Conforming PHY s shall assert this condition within the first 12 ps of signal reception, at the minimum signal

Copyright © 1999 IEEE. All rights reserved. 237


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)
ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

level equal to the receiver sensitivity specified in 16.3.4.1, with a background IR level as specified in
16.3.4.1.

The CS shall be deasserted by the PHY when the receiving conformant device loses carrier lock.
NOTE—The 12 ps specification is somewhat |ess than the minimum length of the PLCP SYNC interval, which is 14.25 ps.

The CS shall operate independently of the ED and shall not require a prior ED before the acquisition and
assertion of CS. This permits reception of signals at the minimum signal level specified in 16.3.4.1, even

thopgtrthesesigrats fattbetow the EDtevet:

Thig signal is not directly available to the MAC.
16.8.5.3 CCA

CCA shall be asserted “IDLE” by the PHY when the CS and the ED are both false;or when ED has heen
cortinuously asserted for a period of time defined by the product of dotl1LCCAWatchdogTimerMax fand
dot]l 1CCAWatchdogCountMax without CS becoming active. When either-CS-or ED go true, CCA is ipdi-
cated as “BUSY” to the MAC via the primitive PHY-CCA.indicate. €S-and DE behavior are definefl in
16.8.5.2.

Nofmally, CCA will be held “BUSY” throughout the period<f)the PLCP Header. After receiving the|last
PLCP bit and the first data octet, the PHY shall signa“PHY-RXSTART.indicate with the paramaters
LENGTH and RATE. CCA shall be held “BUSY” unti] the'number of octets specified in the decoded P CP
er are received. At that time the PHY shall sigha PHY-RXEND.indicate. The CCA may rempain
“BUSY” after the end of data if some form of enérgy is still being detected. The PHY will signal PHY-

The transition of CCA from “BUSY” to “HDLE" isindicated to the MAC viathe primitive PHY-CCA..indicgte.

If ¢S and ED go false before the'PHY signals PHY-RXSTART.indicate, CCA isset to “IDLE” and immgdi-
signaled to the MAC via'PHY-CCA.indicate with a value of IDLE. If CS and ED go false after|the
has signaled PHY-RXSTART.indicate, implying that the PLCP Header has been properly decogled,
the PHY shall not signal a change in state of CCA until the proper interval has passed for the number of
s indicated by the peceived PLCP LENGTH. At that time, the PHY shall signal PHY-RXEND.indigate
an RXERRQR parameter of CarrierLost followed by PHY-CCA.indicate with avalue of IDLE.

transition of CCA from “CLEAR” to “BUSY” resets the CCA watchdog timer and CCA watchdog
ter.\dot11CCAWatchdogTimerMax and dot11CCAWatchdogCountMax are parameters available|via
ehtfies and can be read and set viathe LME.

Rise and fall times of CCA relative to the OR’ing of the CS and ED signals shall be less than 30 ns. CS and
ED are both internal signals to the PHY and are not available directly to the MAC, nor are they defined at
any exposed interface.

16.3.5.4 CHNL_ID

For the IR PHY, CHNL_ID = X'01' is defined as the baseband modulation method. All other values are not
defined.
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16.4 PHY attributes

PHY attributes have allowed values and default values that are PHY dependent. Table 75 and Table 76 describe
those values, and further specify whether they are permitted to vary from implementation to implementation.

Table 75 does not provide the definition of the attributes, but only provides the IR PHY-specific values for
the attributes whose definitions are in Clause 13.

Table 75—IR PHY MIB attributes

: Operational . .
PHY MIB object Default value semantics Operational behavier
dqt11CCAWatchdogTimerMax Implementation Dynamic A conformant PHY may set thisvja
dependent the LME
dqt11CCAWatchdogCountMax Implementation Dynamic A conformant PHY may set thisvja
dependent the LME
dqt11CCAWatchdogTimerMin 22 us Static Identicd for al conformant PHY 4
dqt11CCAWatchdogCountMin 1 Static Identical for al conformant PHY
dqt11SupportedDataRatesTx Implementation Static Al conformant PHY s must include
dependent the value X'02' (1 Mbit/s).
dqt11SupportedDataRatesRx Implementation Static All conformant PHY s must include
dependent the values X'02' (1 Mbit/s) and
X'04' (2 Mbit/s).
dqt11PhyType 03 Static Identical for al conformant PHY
dqt11PhyTempType X'or Static Identical for al conformant PHY
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The static IR PHY characteristics, provided through the PLME-CHARACTERISTICS service primitive, are
shown in Table 76. The definitions of these characteristicsarein 10.4.3.

Table 76—IR PHY characteristics

Characteristic Value
aSlotTime 8 s
aSIFSTime 10 ys
aCCATime 5us
aRXTxTurnaroundTime Ops
aTxPLCPDelay Implementors may choose any value for this delay aslong as
the requirements of aRxTxTurnaroundTime are met.
aRXPLCPDelay 1us
aRxTxSwitchTime Ops
arTxRampOnTime Ops
aTxRampOffTime Ops
aTxRFDelay Implementors may choose any vaue for this delay aslong as
the requirements of aRXxTxTurharoundTime are met.
aRxRFDelay Implementors may choOse any value for this delay aslong as
the requirements of aSNFSTime and aCCATime are met.
aAirPropagationTime 1lps
aMACProcessingDelay 2ps
aPreamblelength 16 ps (1 Mbit/s)
20 ps (2 Mbit/s)
aPL CPHeaderLength 41 ps (1 Mbit/s)
25 s (2 Mbit/s)
aM PDUDurationFactor 0
aMPDUM axl-éngth 2500
aCWmin 63
aCWmax 1023
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Annex A

(normative)

Pr
pr

otocol Implementation Conformance Statement (PICS)
oforma

ition

Al

The supplier of a protocol implementation that is claimed to conform to ISO/IEC 8802.11: 1999.shall ¢

frrtrodoction

pm-

plete the following PICS proforma.

A dompleted PICS proforma is the PICS for the implementation in question. The PICSA's a statement of
which capabilities and options of the protocol have been implemented. The PICS canhave a number of uses,
incuding use

g By the protocol implementor, as a checklist to reduce the risk of failure to conform to the stangiard
through oversight;

o By the supplier and acquirer, or potential acquirer, of the implementation, as a detailed indication of
the capabilities of the implementation, stated relative to’the’common basis for understanding pro-
vided by the standard PICS proforma;

q By the user, or potential user, of the implementationyias a basis for initially checking the possiblity
of interworking with another implementation (note that, while interworking can never be guafan-
teed, failure to interwork can often be predicted from incompatible PICS proformas);

q By aprotocol tester, as the basis for selecting appropriate tests against which to assess the clain for
conformance of the implementation.

A.2 Abbreviations and special symbols
A.2.1 Status symbols

] mandatory

¢ optional

d.<n> optional, but support of at least one of the group of options labeled by the same numeral kn>

isrequired

dred: conditional symboal, including predicate identification

A.2.2 General abbreviations

N/A not applicable

AD address function capability

CF implementation under test (IUT) configuration

FR MAC frame capability

FS frame sequence capability

PC protocol capability

PICS protocol implementation conformance statement
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A.3 Instructions for completing the PICS proforma

A.3.1 General structure of the PICS proforma

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Thefirst part of the PICS proforma, |mplementation identification and Protocol summary, isto be completed

asi

ndicated with the information necessary to identify fully both the supplier and the implementation.

The main part of the PICS proforma is a fixed questionnaire, divided into subclauses, each containing a

nu
eit
or
ble

E
be
the

whéther support is mandatory, optional, or conditional, and provide the space for the answers (see

A3
sub

Ag
Inf
fur
any

The
or A

AQ
for

NO
d
sonj

A3

er Of Inaividual 1tems. ANSWErS 10 the questionnarre Iems are 1o be provided 1n the rightmost colu
er by simply marking an answer to indicate a restricted choice (usually Yes or No) or by entering:aVv:

mn,
bl ue

set or arange of values. (Note that there are some items where two or more choices from a set/of pgssi-

swers may apply. All relevant choices are to be marked in these cases.)

h item isidentified by an item reference in the first column. The second column centains the question to

main body of ISO/IEC 8802-11: 1999. The remaining columns record thie status of each item,

Lipplier may also provide, or be required to provide, furtherinformation, categorized as either Additi
rmation or Exception Information. When present, each.kind of further information is to be provided
er subclause of items labeled A<I> or X<I>, respéctively, for cross-referencing purposes, where <I

\.4.7 corresponding to the PHY implemented.

ompleted PICS proforma, including any Additional Information and Exception Information, is the P
fhe implementation in question.

E—Where an implementation is capable of being configured in more than one way, a single PICS may be abl
ribe al such cenfigurations. However, the supplier has the choice of providing more than one PICS, each covd
e subset of thielimplementation’s capabilities, if this makes for easier and clearer presentation of the information

ZAdditional information

PICS proforma for a station consists of*A.4.1 through A.4.4 inclusive, and at least one of A.4.5, A }4.

swered. The third column contains the reference or references to the material that'specifies the item in

i.e.,
Al so

.4). Marking an item as supported is to be interpreted as a statement thatyall relevant requirements of| the
Clauses and normative annexes, cited in the References column for.theitem, are met by the implementa-
tion.

bnal
ina
> s

unambiguous identification for the item (e.g., simply a numeral). There are no other restrictions on its
format or presentation.

CS

eto
ring

Items of Additional Information allow a supplier to provide further information intended to assist in the
interpretation of the PICS. It is not intended or expected that alarge quantity of information will be supplied,
and a PICS can be considered complete without any such information. Examples of such Additional Infor-
mation might be an outline of the ways in which an (single) implementation can be set up to operate in a
variety of environments and configurations, or information about aspects of the implementation that are out-
side the scope of this standard but have a bearing upon the answers to some items.

References to items of Additional Information may be entered next to any answer in the questionnaire, and
may be included in items of Exception Information.
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A.3.3 Exception information

It may happen occasionally that a supplier will wish to answer an item with mandatory status (after any con-
ditions have been applied) in away that conflicts with the indicated requirement. No preprinted answer will
be found in the Support column for this. Instead, the supplier shall write the missing answer into the Support
column, together with an X<I> reference to an item of Exception Information, and shall provide the appro-
priate rationale in the Exception Information item itself.

An implementation for which an Exception Information item is required in this way does not conform to
ISO/IEC 8802-11: 1999.

NOJTE—A possible reason for the situation described above is that a defect in ISO/IEC 8802-11: 1999 has lLeen
repgrted, a correction for which is expected to change the requirement not met by the implementation.

A.3.4 Conditional status

The PICS proforma contains a number of conditional items. These are items for whiehthoth the applicabllity
of the item itself, and its status if it does apply, mandatory or optional, are dependent upon whether or{not
cerfain other items are supported.

e a group of items is subject to the same condition for applicability;-a separate preliminary quegion
t the condition appears at the head of the group, with an instructionto skip to alater point in the ques-
tionnaire if the Not Applicable (N/A) answer is selected. Otherwise)individual conditional items are ipdi-

nditional symbol is of the form “<pred>:<S>", where\' <pred>" is a predicate as described below, jand
" is one of the status symbols M or O.

If the value of the predicate istrue, the conditional item is applicable, and its statusis given by S: the support
mn is to be completed in the usual way,-Otherwise, the conditional item is not relevant and the IN/A
angver isto be marked.

A dredicateis one of the following:

d Anitem-reference for anitem in the PICS proforma: the value of the predicate is true if the item is
marked as supported, and is false otherwise.
) A boolean expression constructed by combining item-references using the boolean operator oR:| the
va ue of the predicate istrue if one or more of theitemsis marked as supported, and is fal se otherwfise.

Eagh item referenced in a predicate, or in a preliminary question for grouped conditional items, is indicgted
by @n asterisk_in the Item column.

Copyright © 1999 IEEE. All rights reserved. 243


https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)
ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

A.4 PICS proforma—ISO/IEC 8802-11: 1999

A.4.1 Implementation identification

Supplier

Cntact point for queries about the PICS

Inmpplementation Name(s) and Version(s)

Other information necessary for full identification, e.g.,
ngme(s) and version(s) of the machines and/or operating
syptems(s), system names

NOTES

1—Pnly thefirst three items are required forall implementations. Other information may be completed as approprigte in
megting the requirement for full identification.

2—{The terms Name and Version should be interpreted appropriately to correspond with a supplier’s terminology (e.g.,
Type, Series, Model).

A.4.2 Protocol summary, ISO/IEC 8802-11: 1999

Identificatien.of protocol standard ISO/IEC 8802-11: 1999
Identification of amendments and corrigendato this Amd. : Corr.
PICS pmfnrma that have heen rnmplpmd as part of this

PICS Amd. : Corr.
Have any exception items been required? YesO No[O

(See A.3.3; the answer Yes means that the implementa-
tion does not conform to 1SO/IEC 8802-11: 1999.)

Date of statement (dd/mm/yy)

7Copyright release for PICS proforma: Users of this standard may freely reproduce the PICS proforma in this annex so that it can be
used for itsintended purpose and may further publish the completed PICS.
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A.4.3 IUT configuration

ISO/IEC 8802-11: 1999(E)
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Item IUT configuration References Status Support
What is the configuration of the IUT?
* CF1 Access Point (AP) 52 0.1 YesOO No [
* CF2 Independent station (not an AP) 5.2 0.1 YesO No O
* CF3 Frequency-Hopping spread spectrum 0.2 Yes No O
(FHSS) PHY for the 2.4 GHz band
* CFZ DiTect Sequence Spread Spectram (o4 YE&STT No O
(DSSS) PHY for the 2.4 GHz band
* CF5 Infrared PHY 0.2 Yes No-OJ
A.4.4 MAC protocol
A.4.4.1 MAC protocol capabilities
Item Protocol capability References Status Support
Arethe following MAC protocol capabilities
supported?
PC1 Authentication service 54341, M Yesd No O
54312,
5.7.6,5.7.7,
8.1, Annex C
PC1.1 Authentication state 55 M YesO No O
PC1.2 Open System authentication 811 M YesOO No[O
PC1.3 Shared Key authentication 812,83 PC2:M YesOO No O N/A
* PC2 WEP agorithm 5.4.3.3,8.2, (0] YesO No [
Annex C
PC2.1 WEP Encryption precedure 8.2.3,8.24, PC2:M YesO No O N/A I
825
PC2.2 WEP Decryption procedure 8.2.3,8.24, PC2:M YesO No O N/A I
825
PC2.3 Seclrity "services management 8.3 M YesO No [
PC3 Distributed Coordination function 9.1, 9.2, M Yesd No O
Annex C
PC3.1 Net Allocation Vector (NAV) 9.2.1,9.25, M YesO No [
function 9.3.2.2
PC3,2 Interframe space usage and timing 9.2.3,9.25, M Yes NoO
9.2.10
PC3.3 Random Backoff function 9.24 M YesO No[O
PC3.4 DCF Access procedure 9.25.1, M Yes[d No O
9.255
PC3.5 Random Backoff procedure 9.25.2 M YesO No[O
PC3.6 Recovery procedures and 9.25.3 M YesO No [
retransmit limits
PC3.7 RTS/CTS procedure 9.2.54, M YesO No O
9.2.5.6,
9.25.7
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A.4.4.1 MAC protocol capabilities (continued)

Item Protocol capability References Status Support
PC3.8 Directed MPDU transfer 9.2.6 M Yesd No O
PC3.9 Broadcast and multicast MPDU 927 M YesO No O
transfer
PC3.10 MAC level acknowledgment 9.2.2, M Yes NoO
9.2.8
pC3.11 Duplicate detection and recovery 929 M Yes[1No[]
* PC4 Point coordinator (PC) 9.1, 9.3, CF1.0 Yes O No O N/A]
Annex C
PC4.1 Maintenance of CFP structure 9.3.1,9.3.2 PC4:M YesO No *N/A [
and timing
PC4.2 PCF MPDU transfer from PC 9.3.3 PC4:M Yes/1 NoON/A ]
* |PC4.3 PCF MPDU transfer to PC 9.3.3 PC4.0 Yesd No O N/A [
PC4.4 Overlapping PC provisions 9.3.3.2 PCAM YesO No O N/A I
PC4.5 Polling list maintenance 9.34 PC4.3: YesOO No O N/A [
M
* PC5 CF-Pollable 9.1,9.3, CF2.0 Yes No O N/A [JI
Annex C
PC5.1 Interpretation of CFP structure 9.3449.3.2 PC5:M YesO NoON/A [
and timing
PC5.2 PCF MPDU transfer to/from 9.3.3 PC5:M Yes[O No O N/A [}
and CF-Pollable STA
PC5.3 Polling list update 9.34 PC5:M Yesd No O N/A (]I
PC6 Fragmentation 9.2, 9.4, M Yes[d No O
Annex C
PC7 Defragmentation 9.2, 9.5, M Yes O No O
Annex C
PC8 MAC data service 9.1.5,9.38, M Yesd No O
Annex C
PC8.1 Reorderable-Mdilticast service class 9.8 M YesO No O
PC8.2 Strictly©rdered service class 9.8 (0] YesOO No[O
PC9 Multirate’support 9.6, M YesO No O
Annex C
* PC10 Multiple outstanding MSDU support 9.8, (0] YesO No [
Annex C
PC1041 Multiple outstanding MSDU 9.8 PC10:M | YesO NoO N/A [
transmission restrictions
PC11 Timi ng ojlnr‘hrnni7nfinn 111 : MM Yes 1 Nall
Annex C
PC11.1 Timing in an infrastructure 11.1.1.1, CF1:M YesOO No O N/A O
network 11.1.4
PC11.2 Timing in an Independent BSS 11.1.1.2, CF2:M YesO No O N/A O
(IBSS) 11.1.4
PC11.3 Beacon Generation function 11.1.2 M YesOO NoON/A O
PC11.5 TSF synchronization and accuracy 11.1.2 M YesOO No[O
PC11.5 Infrastructure BSS initialization 11.1.3 CF1:M YesOO NoON/A O
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A.4.4.1 MAC protocol capabilities (continued)

Item Protocol capability References Status Support
PC11.6 Independent BSS initialization 11.1.3 CF2:M YesO No O N/A O
PC11.7 Passive scanning 1113 CF2:M YesO No O N/A O
PC11.8 Active scanning 11.1.3 CF2:M YesO No O N/A O
PC11.9 Probe response 11.1.3 M Yes NoO
PC11.10 Hop Synchronization function 11.15 CF3:M YesO No O N/AO

PE12 Infrastructure power management 11.21, M Yes No O
Annex C
PC12.1 Station power management modes 11.21.1, CF2:M Yes O No'R] N/A I
11.2.1.8
PC12.2 TIM transmission 11.2.1.2, CF1:M Yes Pl No O N/A T
11.2.1.3
PC12.3 AP function during CP 11.2.14 CF1:M YesOO No O N/A I
PC12.4 AP function during CFP 11.2.15 PCA'M YesO No O N/A T
PC12.5 Receive function during CP 11.2.1.6 CF2:M YesO No O N/A I
PC12.6 Receive function during CFP 11217 PC5:M YesO No O N/A I
PC12.7 Aging function 11.2.1.9 CF1:M YesO No O N/A I
PC13 IBSS power management 11.2.2, CF2:M YesO No O N/A I
Annex C
PC13.1 Initialization of power 11.2.2.2 CF2:M YesO No O N/A T
management
PC13.2 STA power state transitions 11.2.2.3 CF2:M YesO No O N/A
PC13.3 ATIM and frame transmission 11224 CF2:M YesO No O N/A
PC14 Association and reassociation 54,57, M Yes No O
11.3,
Annex C
PC14.1 Association state 55 M Yes[d No [
PC14.2 STA association procedure 1131 CF2:M YesU No O N/A T
PC14.3 AP association procedure 11.3.2 CF1:M YesOO No O N/A [
PC14.4 STAreassociation procedure 11.33 CF2:M YesU No O N/A T
PC14.5 AP reassociation procedure 11.34 CF1:M YesO No O N/A [
PC15 Management information base (MIB) Annex D M YesO No OO
PC15.1 dot11SMThase, Annex D M YesOO No[O
dot11SmtAuthenticationAlgorithms
* |PC15:2 dot11SMTprivacy Annex D PC2:M YesO No O N/A I
PC15 3 dot11M A(“h:qn1 dot11CountersGrot |p, Annex D MM Yes 1 Naoll
dot11MacGroupAddresses
* PC15.4 dot11IMACStatistics Annex D (0] YesO No [
PC15.5 dot11ResourceTypel D Annex D M YesO No O
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A.4.4.2 MAC frames

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Item MAC frame References Status Support
Is transmission of the following 7,Annex C
MAC frames supported?
FT1 Association request 7 CF2:M YesUO No O N/A O
FT2 Association response 7 CF1:M YesO NoO N/A O
FT3 Reassociation request 7 CF2:M YesUO No O N/A O
% RESSSOCTAtioT TESporTSE 7 CFT™ Yes T No T NATT
F15 Probe request 7 CF2:M Yes O No O NfAH
F16 Probe response 7 M Yes[O No [
F17 Beacon 7 M Yes O)No'd
F18 ATIM 7 CF2:M Yes[ONoON/ADO
FT9 Disassociation 7 M YesO No O
F110 Authentication 7 M Yes No O
FT11 Deauthentication 7 M YesO No O
FT12 PS-Poll 7 CF2:M YesONoON/AO
FT13 RTS 7 M YesO No O
FT14 CTS 7 M YesO NoO
F115 ACK 7 M YesO No O
FT16 CF-End 7 PC4:M YesONoON/AO
F117 CF End+CF-Ack 7 PC4:M YesU No O N/A O
F118 Data 7 M YesO NoO
FT19 Data + CF-Ack 7 (PC4 oRrR YesUO No O N/A O
PC5):M
FT20 Data + CF-Pall 7 PC4.3:M YesO No O N/A O
F121 Data + CF-Ack+CF-Poll 7 PC4.3:M YesONoON/AO
F122 Null 7 M YesU No [
F123 CF-Ack (no data) 7 (PC4 or YesO NoON/A O
PC5):M
F124 CE-Pall (no data) 7 PC4.3:M YesONo O N/A O
F125 CF=Ack+CF-Pall (no data) 7 PC4.3:M YesO No O N/A O
1S reception of the following MAC 7,Annex C
frames supported?
FR1 Association request 7 CF1:M YesU No O N/A O
FR2 Association response 7 CF2:M YesO NoO N/A O
FR3 Reassociation request 7 CFLIM YesUONoON/A T
FR4 Reassociation response 7 CF2:M YesO NoON/A O
FR5 Probe request 7 M YesO No O
FR6 Probe response 7 M Yes No O
FR7 Beacon 7 M YesO No O
FR8 ATIM 7 CF2:M YesONoON/ADO
FR9 Disassociation 7 M YesO No O
FR10 Authentication 7 M Yes No O
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A.4.4.2 MAC frames (continued)
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Item MAC frame References Status Support

FR11 Deauthentication 7 M YesO No O

FR12 PS-Poll 7 CF1:M YesO No O N/A O

FR13 RTS 7 M YesO No O

FR14 CTS 7 M Yes No O

FR15 ACK 7 M YesO No O

FR16 CF-End 7 M Yes No O

FR17 CF End+CF-Ack 7 M YesO No O

FR18 Data 7 M Yes O No{J

FR19 Data+ CF-Ack 7 M YesO'No O

FR20 Data+ CF-Poll 7 PC5:M Yes @ No O N/A O

FR21 Data + CF-Ack+CF-Pall 7 PC5:M YesO No O N/A O

FR22 Null 7 M Yes No O

FR23 CF-Ack (no data) 7 (PC4 0r YesO No O N/A O

PC5):M
FR24 CF-Poll (no data) 7 PC5:M YesUO No O N/A O
FR25 CF-Ack+CF-Pall (no data) PC5:M YesONoON/AO
A.4.4.3 Frame exchange sequences
tem Frame exchange sequence References Status Support
Arethe following frame sequences
supported?
F$1 Basic frame sequences 9.7, Annex C M YesO No[O
F$2 CF-Frame sequences 9.7,Annex C | (PC40RPC5):)M | YesO NoON/A
A.4.4.4 MAC addressing functions
Item MAC Address function References Status Support
Arethefollowing MAC Addressing
functions supported?
AD1 STA universal individual 5.3.3, M Yes No I
|EEE 802 address 7.1.33

AD2 BSSidentifier generation 7.13.3, M YesO No[O
1113,
Annex C

AD3 Receive address matching 7.1.3.3, M YesONo O N/AO
7.2.2,
Annex C
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A.4.5 Frequency-Hopping PHY functions

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Item Protocol feature References Status Support
Which requirements and options doesthe
PHY support?
FH1 PHY service primitive parameters
FH1.1 TXVECTOR parameter: LENGTH 14221 M YesO NoO
FH1.2 TXVECTOR parameter: PLCPBITRATE | 14.2.2.2 M YesONoO
FHT.ZT PCCPBITRATE = X 00 (L.U MDITS) Z222Z ™ YeSO NO O
*| FH1.22 PLCPBITRATE = X'02' (2.0 Mbit/s) 14222 O YesONoO
FH1.3 RXVECTOR parameter: LENGTH 14231 M YesO No O3
FH1.4 RXVECTOR parameter: RSSI 14232 O Yes O\No O
FH2 PLCP frame format
FH2.1 PLCP Preamble: Sync 143211 M YesONoO
FH2.2 PLCP Preamble: Start Frame Delimiter 143212 M YesO No U
FH2.3 PLCP Header: Length Word 143221 M YesONoO
FH2.4 PLCP Header: Signaling field 14.32.2.2 M YesO No O
FH2.5 PLCP Header: Header Error Check 14.3.2.2.3 M YesONoO
FH2.6 PLCP Data Whitener: Scrambling and 14.3.2:3, M YesONo O
bias suppression encoding 143381.1
FH3 PL CP Transmit procedure
FH3.1 Transmit: transmit on MAC request 1433.1.1 M YesO No O
FH3.2 Transmit: format and whiten frame 143311 M Yes No O
FH3.3 Transmit: Timing 143311 M YesONo[O
FH4 PLCP CS/CCA procedure
FH4.1 CS/CCA: perform on aminimum of one | 14.3.3.2.1 M YesONo[O
antenna
FH4.2. CS/CCA: Detect. preamble startingupto | 14.3.3.2.1 M YesONoO
20 ps after start of 'slot time
FH4.3 CS/CCA; Detect preamble starting at 143321 M YesOO No O
least 16sprior to end of slot time
FH4.4 CS/CCA: Detect random data 143321 M Yes No O
FH4.5 CS/CCA: Perform on antenna with 143321 M YesONo[O
essentially same gain and pattern as
transmit antenna
FHI4.6 CS/CCA: Detect valid SFD and PLCP 143321 M YesONoO
header
FH4-7 CSICCA-MartarBYSY-dieation 143321 M YesH-NeH
until end of length contained in valid
PLCP header
FH5 PLCP Receive procedure
FH5.1 Receive: Receive and dewhiten frame 143331 M YesO No O
FH6 PHY LME
FH6.1 PLME: Support FH sync 14.4.2.2 M YesUU No[J
FH6.2 PLME: Support PLME primitives 14.43.2 (0] YesONoO
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A.4.5 Frequency-Hopping PHY functions (continued)
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Item Protocol feature References Status Support
FH7 Geographic area specific requirements
* FH7.1 Geographic areas
FH7.1.1 North America 14.6.2 0.1 YesONoO
FH7.1.2 Most of Europe 14.6.2 01 YesO No[
FH7.1.3 Japan 14.6.2 0.1 YesONoO
FH7.1.4 Spain 14.6.2 0.1 YesONoO
FH7.1.5 France 14.6.2 0.1 Yes No [
FH7.2 Operating frequency range 14.6.3 FH7.1:M Yes[ No UJ
FH7.3 Number of operating channels 14.6.4 FH7.1:M YesONo[O
FH7.4 Operating channel frequencies 14.6.5 FH7.1:M Yestl No
FH7.5 Occupied channel bandwidth 14.6.6 FH7.1:M YesONo[O
FH7.6 Minimum hop rate 14.6.7 FH7.2:M YesO No[
FH7.7 Hop sequences 14.6.8 FHZ.::M YesONo[O
FH7.8 Unwanted emissions 14.6.9 FH7.1:M YesONo [
FHI8 1 Mbit/s PMD
FH8.1 Modulation 2GFSK, BT=0.5, 1=positive | 14.6.10 M YesONo[
frequency deviation, O=negative
frequency deviation
FH8.2 Peak frequency deviation 14.6.10 M YesONo[O
FH8.3 Zero-Crossing error 14.6.10 M YesO No O
FH8.4 Nominal channel datarate 146.11 M YesONo[O
FH8.5 Channel switching/settling time 14.6.12 M YesO No O
FH8.6 Receive to transmit switch time 14.6.13 M YesUNo [
FH8.7 Nominal transmit power 14.6.14.1 M YesO No O
FH8.8 Transmit powerlevels 14.6.14.2 M YesONoO
FH8.9 Transmit powerlevel control to 14.6.14.3 M YesONoO
<100 mW.
FH8.10 Transmit spectrum shape 14.6.14.4 M YesONo O
FH8.11 fransmit center frequency tolerance 14.6.145 M YesO No O
FH8.12 Transmitter ramp periods 14.6.14.6 M YesO NoO
FH8.13 Receiver input dynamic range 14.6.15.1 M YesUONo [
FH814 Receiver center frequency acceptance 14.6.15.2 M YesONo[O
range
FH8.15 Clear channel assessment power thresh- 14.6.15.3 M YesO No[
old for aprobability of detection of 90%
(preamble)/70% (random data) for 100
mW units
FH8.16 Clear channel assessment power thresh- 14.6.15.3 M YesOO No O
old for units >100 mW,; sensitivity
threshold is /2 dB lower for every dB
above 20 dBm
FH8.17 Minimum receiver sensitivity at 14.6.15.4 M YesONo[O
FER=3% with 400 octet frames
FH8.18 Intermodulation protection 14.6.155 M YesO No O
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A.4.5 Frequency-Hopping PHY functions (continued)

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Item Protocol feature References Status Support
FH8.19 Desensitization 14.6.15.6 M YesONoO
FH8.20 Operating temperature range 14.6.16 M YesO No O

FH8.20.1 Temperature type 1 14.6.16 (0] YesONo[O

FH8.20.2 Temperature type 2 14.6.16 (0] YesO No O

FH8.20.3 Temperature type 3 14.6.16 (0] YesONo[O

FH9 2 Mbit/sPMD
FH9.1 All 1M PMD requirements 14.7.1 FH1.2.22M | YesO No ON/A [
FH9.2 Modulation 4GFSK, BT=0.5 14.7.2 FH1.2.22M | YesO No O'N/A [
FH9.3 Frame structure for 2M PHY 14721 FH1.2.22M | YesONo O N/A [
FH9.4 Nominal channel datarate 14.7.3 FH1.222M | Yestl No O N/A [
FH9.5 Input dynamic range 1474 FH1.2.2:2M“/y"YesO No O N/A [
FH9.6 Minimum receiver sensitivity at 14.7.5 FH1.2.2:M | YesO No O N/A [
FER=3% with 400 octet frames
FH9.7 Intermodulation protection 14.7.6 FH1.22:M | YesO No O N/A [
FH9.8 Desensitization 14.7.7 FH1.2.22M | YesONo O N/A [
FH10 MIB 13.1, 24.8; M YesO NoO
Annex°\D
FH10.1 dot11PhyFHSSComplianceGroup, 13.1,14.8 M Yes No O
dot11PhyRegDomainsSupportGroup,
grc])(tjllPhyOperati onComplianceGroup
A.4.6 Direct sequence PHY functions
Item RHY\feature References Status Support
PL CP sublayer procedures 15.2
Dp1 Preamble prepend on TX 15.2.1 M YesONo [
DS1.1 PLEP frame format 15.2.2, 15.2.3 M YesO No O
DS1.2 PLCP integrity check generation 15.2.3,15.2.3.6 M YesONo O
DS1.3 TX rate change capability 15.2.33,1525 | M YesONo O
DS14 Supported data rates 15.1,15.2.3.3 M YesO No O
DSL5 Data whitener scrambler 1524 M YesO No O
DS1.6 Scrambler initialization 15.24 M YesUONo [
DS2 Preamble process on RX 15.2.1
DS2.1 PLCP frame format 15.2.2,15.2.3 M YesONo [
DS2.2 PLCP integrity check verify 15.2.3,15.2.3.6 M YesO No O
DS2.3 RX Rate change capability 15.2.3.3,15.25 M YesO No O
DS2.4 Data whitener descrambler 1524 M YesO NoO
DS3 PN code sequence 15.4.6.3 M YesO No O
DA Chipping continue on power down 15.2.6 (0] YesONo O
*DS5 Operating channel capability 15.2.6,15.4.6.2
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A.4.6 Direct sequence PHY functions (continued)
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Item PHY feature References Status Support
* DS5.1 North America (FCC) 15.2.6,15.4.6.2 DS5.0.1 YesONoON/A O
DS5.1.1 channel 1 15.2.6,15.4.6.2 DS5.1:M YesONoON/AD
DS5.1.2 channel 2 15.2.6,15.4.6.2 DS5.1:M YesONoON/A D
DS5.1.3 channel 3 15.2.6,15.4.6.2 DS5.1:M YesOONoON/A O
DS5.1.4 channel 4 15.2.6,15.4.6.2 DS5.1:M YesONoON/AD
DS5.1.5 channel 5 15.2.6,15.4.6.2 DS5.1:M Yes O No 00 N/A|C
DS5.1.6 channel 6 15.2.6,15.4.6.2 DS5.1:M Yes 0 No@\N/A|O
DS5.1.7 channel 7 15.2.6,15.4.6.2 DS5.1:M Yes (0 No 00 N/A|O
DS5.1.8 channel 8 15.2.6,15.4.6.2 DS5.1:M Yes 3 No O N/A|O
DS5.1.9 channel 9 15.2.6,15.4.6.2 DS5.1:M Yes O No O N/A|C
DS5.1.10 | channel 10 15.2.6,15.4.6.2 DS5.1:M Yes O No O N/A|O
DS5.1.11 | channel 11 15.2.6,15.4.6.2 DS5:1:M Yes 0 No 0 N/A|O
* |DS5.2 Canada (IC) 15.2.6,15.4.6.2 DS5:0.1 Yes O No O N/A|O
DS5.2.1 channel 1 15.2.6,15.4.6.2 DS5.2:M Yes 0 No OO N/A|D
DS5.2.2 channel 2 15.2.6, 15.4.6:2 DS5.2:M Yes O No O N/A|O
DS5.2.3 channel 3 15.2.6, 154.6.2 DS5.2:M Yes O No OO N/A|C
DS5.2.4 channel 4 15.26,'15.4.6.2 DS5.2:M Yes O No O N/A|O
DS5.25 channel 5 15.2.6,15.4.6.2 DS5.2:M Yes 0 No OO N/A|O
DS5.2.6 channel 6 15.2.6, 15.4.6.2 DS5.2:M Yes O No O N/A|O
DS5.2.7 channel 7 15.2.6,15.4.6.2 DS5.2:M Yes 0 No OO N/A|O
DS5.2.8 channel 8 15.2.6,15.4.6.2 DS5.2:M Yes O No O N/A|O
DS5.2.9 channel 9 15.2.6,15.4.6.2 DS5.2:M Yes O No OO N/A|C
DS5.2.10 | channel 10 15.2.6,15.4.6.2 DS5.2:M Yes O No OO N/A|O
DS5.2.11 | channel 11 15.2.6,15.4.6.2 DS5.2:M Yes 0 No OO N/A|D
* |DS5.3 Europe (ETSI) 15.2.6,15.4.6.2 DS5:0.1 Yes O No OO N/A|O
DS5.3.1 channel 1 15.2.6,15.4.6.2 DS5.3:M Yes 0 No OO N/A|O
DS5.3.2 channel 2 15.2.6,15.4.6.2 DS5.3:M Yes O No OO N/A|O
DS5.3.3 channel 3 15.2.6,15.4.6.2 DS5.3:M Yes O No O N/A|O
DS5.34 channel 4 15.2.6,15.4.6.2 DS5.3:M Yes O No OO N/A|O
DS5.3:5 channel 5 15.2.6,15.4.6.2 DS5.3:M Yes O No O N/A|O
DS5.8.6 channel 6 15.2.6,15.4.6.2 DS5.3:M Yes O No O N/A|O
DS5.3.7 channel 7 15.2.6, 15.4.6.2 DS5.3:M Yes O No O N/A|O
DS5.3.8 channel 8 15.2.6,15.4.6.2 DS5.3:M YesONoON/ADO
DS5.3.9 channel 9 15.2.6,15.4.6.2 DS5.3:M YesONoON/A O
DS5.3.10 | channel 10 15.2.6,15.4.6.2 DS5.3:M YesONoON/ADO
DS5.3.11 | channel 11 15.2.6,15.4.6.2 DS5.3:M YesONoON/A DO
DS5.3.12 | channel 12 15.2.6,15.4.6.2 DS5.3:M YesONoON/ADO
DS5.3.13 | channel 13 15.2.6,15.4.6.2 DS5.3:M YesONoON/A DO
* DS54 France 15.2.6,15.4.6.2 DS5:0.1 YesONoON/ADO
DS5.4.1 channel 10 15.2.6,15.4.6.2 DS5.4:M YesONoON/AO
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A.4.6 Direct sequence PHY functions (continued)

Item PHY feature References Status Support
DS5.4.2 channel 11 15.2.6,154.6.2 | DS5.4M YesONoON/A O
DS5.4.3 channel 12 15.2.6,154.6.2 | DS5.4M YesONoON/A D
DS5.4.4 channel 13 15.2.6,154.6.2 | DS5.4M YesONoON/A O
* DSb.5 Spain 15.2.6,154.6.2 | DS5:0.1 YesONoON/A D
DS5.5.1 channel 10 15.2.6,154.6.2 | DS5.5:M YesONoON/A O
DS5.5.2 channel 11 15.2.6,154.6.2 | DS5.5:M YesO No O N/A|C
* |DS5.6 Japan (RCR) 15.2.6,1546.2 | DS5:0.1 Yes O NoG\N/A (O
D6 Bits to symbol mapping 154.6.4
DS6.1 1 Mbit/s 154.6.4 M Yes@ NoO
DS6.2 2 Mbit/s 15.4.6.4 M YesO No O
*[pS7 CCA functionality 15484
DS7.1 Energy Only (RSSI above threshold) 154.8.4 DS7:0.2 YesONo O
DS7.2 |EEE 802.11 DSSS correlation 15484 BS7:0.2 YesO No O
DS7.3 Both methods 154.84 DS7:0.2 YesO No O
DS7.4 Hold CCA busy for packet durationof | 15.2.7 M YesONo O

acorrectly received PLCP but carrier
lost during reception of MPDU

DS7.5 Hold CCA busy for packet durationof | 15.27 M YesOO No O
acorrectly received but out of
specification PLCP

DB8 Transmit antenna selection 15.4.5.5, (0] YesONoO
15.45.6
D9 Receive antenna diversity 15.4.5.5, (0] YesOO No O
15.4.5.6,
15.45.7
*[pS10 Antenna port(s) availability 15.4.6.9 (0] YesO No O
DS10.1 50 Q impedarntce 15.4.6.9 DS10:M Yes O No OO N/A|O
*pS11 Transmitpower level support 15.4.5.8, (0] YesO No O
15.4.7.3
DS11.1 If greatér than 100 mW capability 15.4.7.3 DS11:M Yes 0 No OO N/A|O
*[pS12 Radio type (temperature range) 15.4.6.10
Ds12.1 Type 1l 15.4.6.10 DS12:0.3 Yes O No OO N/A|O
DS12.2 Type 2 15.4.6.10 DS12:0.3 Yes O No OO N/A|O
DP13 Spurious emissions conformance 15.4.6.5 M YesOO No O
D54 PRXturraredne-tHne 15-4-6-6 M YesH-Ne-H
DS15 RX-TX turnaround time 15.4.6.7 M YesO NoO
DS16 Slot time 15.4.6.8 M YesO NoO
DS17 ED reporting time 15.4.6.8, M YesO No O
15484
DS18 Minimum transmit power level 15.4.7.2 M YesO NoO
DS19 Transmit spectral mask conformance 154.7.4 M YesO No O
DS20 Transmitted center frequency 15.4.75 M YesONo O
tolerance
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Item PHY feature References Status Support
DS21 Chip clock frequency tolerance 15.4.7.6 M YesONo O
DS22 Transmit power on ramp 154.7.7 M YesO No O
DS23 Transmit power down ramp 15.4.7.7 M YesONo O
DS24 RF carrier suppression 154.7.8 M YesO No O
DS25 Transmit modulation accuracy 15.4.7.9 M YesO No O
D26 Receiver minimum input level 154.8.1 M YesO No O

sensitivity
Dp27 Receiver maximum input level 15.4.8.2 M Yes O No(J
DB28 Receiver adjacent channel rejection 15.4.8.3 M Yesil No[O
D29 MIB 13.1, 15.3.2, Yes O No O
Annex D
DS29.1 dot11PhyDSSSComplianceGroup, 13.1,15.3.2 M YesO No[O
dot11PhyRegDomainsSupportGroup,
and
dot11PhyOperationComplianceGroup
A.4.7 Infrared baseband PHY functions
tem Feature References Status Support
IR1 Isthe transmitted SYNC field length in the 16.2.4.1 M Yes O
range of required number of PPM dlots, with
the absence of apulsein the last slot of the
field?
IR2 Isthe transmitted SYNC field entirely popu- | 16.2.4.1 M Yes O
lated by alternating presenceiand absence of
pulsesin consecutive PPM\Slots, with the
absence of apulsein thelast slot of thefield?
IR3 Isthe transmitted SFB-field the binary 16.2.4.2 M Yes
sequence 1001, where 1 indicates a pulsein
the PPM dlot-and 0 indicates no pulse in the
PPM dlot?
IR4 Is the transmitted DR field pul se sequence 16.2.4.3 M Yes O
equal to'the correct value for the datarate
provided by the TXVECTOR parameter
PL'CP BITRATE, where 1 indicates a pulse
in the PPM slot and 0 indicates no pulsein
the PPM dlot?
IRS Fsthetransmitted DCEAfietd-32PPM 16247 vt Yes T
slots long with the specified sequence for
1 Mbit/s, where 1 indicates a pulse in the
PPM dlot and 0 indicates no pulsein the
PPM dot?
1 Mbit/s:
00000000100000000000000010000000
* IR5a Does the unit support 2 Mbit/s transmission? | 16.2.4.4 o Yes[O No O
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Item

Feature

References

Status Support

IR5b

If the unit supports 2 Mbit/s transmission,
isthe transmitted DCLA field 32 PPM
slots long with the specified sequence for
2 Mbit/s, where 1 indicates apulse in the
PPM dlot and O indicates no pulsein the
PPM dot?

2 Mbit/s:

16.2.4.4

IRSa:M YesO NoON/A O

UU 100U 100U 100U 100U 10UV 10UU 10UV LU

Isthe transmitted LENGTH field the correct
PPM representation of the unsigned 16-bit
binary integer, Isb transmitted first, equal to
the correct value provided by the TXVEC-
TOR parameter LENGTH?

16.2.4.5

M Yes O

Isthe transmitted CRC field the correct PPM
representation of the CRC value calculated
as per reference subclause, transmitted Isb
first?

16.2.4.6

M Yes [

Isthe transmitted PSDU field the correct
PPM representation of the PSDU, transmit-
ted Isb first?

16.2.4.7

M Yes [

When the CCA isfalse does transmission
begin based on PHY TXSTART.request?

16.25.1

M YesUJ

Doesthe PHY issue aPHY TXSTART.con-
firm after the transmission of the PLCP
header?

16.256.1

M Yes O

Doesthe PHY accept each octet of the
PSDU in a PHY DATA .request and answer
with a PHY DATA..confirm?

16.25.1

M YesUJ

Doesthe PHY cease transmission-in
response to a PHY TXEND.reduest and
answer with aPHY TXEND.confirm?

16.25.1

M YesU

13

Doesthe PHY of arecejiving STA send a
PHY CCA..indicate during reception of the
SYNC field?

16.2.5.2

M Yes [

Does the PHY+0of areceiving STA properly
receive atransmission that changes data rate
according.to the DR field?

16.2.5.2

M Yes [

Daesthe PHY of areceiving STA properly
feject an incorrect CRC?

16.2.5.2

M Yes [

16

Doesthe PHY of areceiving STA properly
reject aDR field other than those specified in
reference subclause?

16.2.5.2,16.243 | M

Yes [

IR17

Doesthe PHY of areceiving STA send
PHYRXSTART.indicate with correct RATE
and LENGTH parameters after proper recep-
tion of PLCP preamble and PLCP header?

16.2.5.2

M Yes [

IR18

Doesthe PHY of areceiving STA forward
receive octets in PHY DATA..indicate primi-
tives?

16.2.5.2

M YesU

IR19

Doesthe PHY of areceiving STA send a
PHYRXEND.indicate after the final octet
indicated by the LENGTH field?

16.2.5.2

M Yes [
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Item

Feature

References

Status

Support

IR20

Doesthe PHY of areceiving STA send a
PHY CCA .indicate with a state value of
IDLE after the PHY RXEND.indicate?

16.2.5.2

Yes [

IR21

Doesthe PHY reset its CCA detection mech-
anism upon receiving a PHY C-
CARST.request, and respond with a

PHY CCARST indicate?

16.2.5.3

Yes O

When transmitting at 1 Mbit/s does the

PHY transmit PPM symbolsaccording to the
16-PPM Basic Rate Mapping table, transmit-
ting from left to right?

16.3.2.1,16.3.2.2

Yes [

When transmitting at 2 Mbit/s does the

PHY transmit PPM symbolsaccording to the
4-PPM Enhanced Rate Mapping table, trans-
mitting from left to right?

16.3.2.1,16.3.2.2

IRSaM

Yes Ol

Doesthe PHY operate over atemperature
range of 0 °C to 40 °C?

16.3.2.4

Yes [

* IR25

If the unit is conformant to emitter radiation

mask 1, isthe peak optical power of an emit-
ted pulse within the specification range aver-
aged over the pulse width?

16.33.1

0.1

YesO No O N/A [

* [IR26

If the unit is conformant to emitter radiation

mask 2, isthe peak optical power of an emit-
ted pulse within the specification range aver-
aged over the pulse width?

16.33.2

0.1

YesO No O N/A [

Does the transmitted pulse shape conform.to
the description of the reference subclause?

16.3.3.2

Yes [

Does the emitter radiation pattern as'a func-
tion of angle conform to the reguirements of
the reference subclause as applicable based
on conformance to emitter radiation mask 1?

16.3.3.3

IR25:M

YesO No O N/A [

IR28a

Does the emitter radiation pattern as afunc-
tion of angle conformto the requirements of
the reference subelause as applicable based
on conformance to emitter radiation mask 2?

16.3.3.3

IR26:M

YesOO NoON/A [

Is the peak émitter optical output as afunc-
tion of Wwavelength in the range specified?

16.3.34

Yes[J

Daes the spectrum of the transmit signal
amplitude as a voltage or current meet the
requirements of the reference subclause?

16.3.35

Yes [

Does the receiver sensitivity meet the
1L |

16.34.1

Yes [

rOcu-4 toof tha yrf cbholanicn
regterments-of-thereferenee-subetatise
for receive signals of both 1 Mbit/s and
2 Mbit/s?

IR32

Doesthe receiver exhibit adynamic range as
specified in reference subclause?

16.3.4.2

Yes [

IR33

Does the receiver field-of-view conform to
the requirements of the reference subclause?

16.3.4.3

Yes [

IR34

When it is known that the conditions are
such that the Carrier Detect Signal and the
Energy Detect Signal arefalseisthe CCA
asserted IDLE?

16.35.1

Yes [
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A.4.7 Infrared baseband PHY functions (continued)

Item Feature References Status Support

IR35 When the conditions are such that Energy 16.35.1 M Yes O
Detect istrue for greater than the time
defined in reference subclause, does CCA
become IDLE?

IR36 When conditions are such that either Carrier | 16.3.5.1 M Yes
Detect or Energy Detect go true, does CCA
ga Bl ISY?

IR37 Are these compliance groups implemented? 16.4 M Yes [

dot11Phyl RComplianceGroup,
dot11PhyRegDomainsSupportGroup, and
dot11PhyOperationComplianceGroup
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Annex B

(informative)

Hopping sequences

The following tables pertain to the hopping sequences for North Americaand ETSI.
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Table B.1—Hopping sequence set 1

index 0 3 6 9 12 15 18 21 24 27 30 33 36
1 11 14 17 20 23 26 29 32 35 38
2 25 28 31 34 37 40 43 46 49 52 55 58 61
3 64 67 70 73 76 79 3 6 9 12 15 18 21
4 10 13 16 19 22 25 28 31 34 37 40 43 46
5 45 48 51 54 57 60 63 66 69 72 75 78 2
6 18 21 24 27 30 33 36 39 42 45 48 51 54
7 73 76 79 3 6 9 12 15 18 21 24 27 30
8 49 52 55 58 61 64 67 70 73 76 79 3 6
9 21 24 27 30 33 36 39 42 45 48 51 54 57

10 63 66 69 72 75 78 2 5 8 11 14 17 20
11 78 2 5 8 11 14 17 20 23 26 29 32 35
12 31 34 37 40 43 46 49 52 55 58 61 64 67
13 61 64 67 70 73 76 79 3 6 9 12 15 18
14 24 27 30 33 36 39 42 45 48 51 54 57 60
15 54 57 60 63 66 69 72 75 78 2 5 8 11
16 65 68 71 74 77 80 4 7 10 13 16 19 22
17 28 31 34 37 40 43 46 49 52 55 58 61 64
18 79 3 6 9 12 15 18 21 24 27 30 33 36
19 33 36 39 42 45 48 51 54 57 60 63 66 69
20 4 7 10 13 16 19 22 25 28 31 34 37 40
21 20 23 26 29 32 35 38 41 44 47 50 53 56
22 13 16 19 22 25 28 31 34 37 40 43 46 49
23 38 41 44 47 50 53 56 59 62 65 68 71 74
24 74 7 80 4 7 10 13 16 19 22 25 28 31
25 56 59 62 65 68 71 74 7 80 4 7 10 13
26 71 74 77 80 4 7 10 13 16 19 22 25 28
27 23 26 29 32 35 38 41 44 47 50 53 56 59
28 5 8 11 14 17 20 23 26 29 32 35 38 41
29 39 42 45 48 51 54 57 60 63 66 69 72 75
30 12 15 18 21 24 27 30 33 36 39 42 45 48
31 36 39 42 45 48 51 54 57 60 63 66 69 72
32 68 71 74 77 80 4 7 10 13 16 19 22 25
33 o) 12 15 18 21 24 27 30 33 36 39 42 15
34 70 73 76 79 3 6 9 12 15 18 21 24 27
35 7 80 4 7 10 13 16 19 22 25 28 31 34
36 6 9 12 15 18 21 24 27 30 33 36 39 42
37 62 65 68 71 74 7 80 4 7 10 13 16 19
38 29 32 35 38 41 44 47 50 53 56 59 62 65
39 14 17 20 23 26 29 32 35 38 41 44 47 50
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Table B.1—Hopping sequence set 1 (continued)
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index 0 3 6 9 12 15 18 21 24 27 30 33 36
40 27 30 33 36 39 42 45 48 51 54 57 60 63
41 16 19 22 25 28 31 34 37 40 43 46 49 52
42 59 62 65 68 71 74 e 80 4 7 10 13 16
43 43 46 49 52 55 58 61 64 67 70 73 76 79
44 76 79 3 6 9 12 15 18 21 24 27 30 33
45 34 37 40 43 46 49 52 55 58 61 64 67 70
46 72 75 78 2 5 8 11 14 17 20 23 26 29
47 11 14 17 20 23 26 29 32 35 38 41 44 a7
48 60 63 66 69 72 75 78 2 5 8 11 14 17
49 80 4 7 10 13 16 19 22 25 28 31 34 37
50 47 50 53 56 59 62 65 68 71 74 a4 80 4
51 22 25 28 31 34 37 40 43 46 49 52 55 58
52 75 78 2 5 8 11 14 17 20 23 26 29 32
53 66 69 72 75 78 2 5 8 1 14 17 20 23
54 41 44 47 50 53 56 59 62 65 68 71 74 77
55 15 18 21 24 27 30 33 36 39 42 45 48 51
56 35 38 41 44 47 50 53 56 59 62 65 68 71
57 67 70 73 76 79 3 6 9 12 15 18 21 24
58 52 55 58 61 64 67 70 73 76 79 6 9
59 58 61 64 67 70 73 76 79 3 6 12 15
60 44 47 50 53 56 59 62 65 68 71 74 e 80
61 50 53 56 59 62 65 68 71 74 77 80 4 7
62 17 20 23 26 29 32 35 38 41 44 47 50 53
63 7 10 13 16 19 22 25 28 31 34 37 40 43
64 19 22 25 28 31 34 37 40 43 46 49 52 55
65 8 11 14 17 20 23 26 29 32 35 38 41 4
66 69 72 75 78 2 5 8 11 14 17 20 23 26
67 51 54 57 60 63 66 69 72 75 78 2 5 8
68 42 45 48 51 54 57 60 63 66 69 72 75 78
69 3 6 9 12 15 18 21 24 27 30 33 36 39
70 30 33 36 39 42 45 48 51 54 57 60 63 66
7L 57 60 63 66 69 72 75 78 2 5 8 11 14
72 37 40 43 45 49 52 55 5g 51 54 57 20 73
73 55 58 61 64 67 70 73 76 79 3 6 9 12
74 26 29 32 35 38 41 44 47 50 53 56 59 62
75 46 49 52 55 58 61 64 67 70 73 76 79 3
76 53 56 59 62 65 68 71 74 e 80 4 7 10
77 40 43 46 49 52 55 58 61 64 67 70 73 76
78 32 35 38 41 44 47 50 53 56 59 62 65 68
79 48 51 54 57 60 63 66 69 72 75 78 2 5

Copyright © 1999 IEEE. All rights reserved. 261



https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)
ANSI/IEEE Std 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Table B.1—Hopping sequence set 1 (continued)

index 39 42 45 48 51 54 57 60 63 66 69 72 75

1 41 44 47 50 53 56 59 62 65 68 71 74 7

2 64 67 70 73 76 79 3 6 9 12 15 18 21

3 24 27 30 33 36 39 42 45 48 51 54 57 60

4 49 52 55 58 61 64 67 70 73 76 79 3 6

5 5 8 11 14 17 20 23 26 29 32 35 38 41

6 57 60 63 66 69 12 75 78 2 S 8 11 14

7 33 36 39 42 45 48 51 54 57 60 63 66 69

8 9 12 15 18 21 24 27 30 33 36 39 42 45

9 60 63 66 69 72 75 78 2 5 8 11 14 17
10 23 26 29 32 35 38 41 44 47 50 53 56 59
11 38 41 44 47 50 53 56 59 62 65 68 71 74
12 70 73 76 79 3 6 9 12 15 18 21 24 27
13 21 24 27 30 33 36 39 42 45 48 51 54 57
14 63 66 69 72 75 78 2 5 8 11 14 17 20
15 14 17 20 23 26 29 32 35 38 41 44 47 50
16 25 28 31 34 37 40 43 46 49 52 55 58 61
17 67 70 73 76 79 3 6 9 12 15 18 21 24
18 39 42 45 48 51 54 57 60 63 66 69 72 75
19 72 75 78 2 5 8 11 14 17 20 23 26 29
20 43 46 49 52 55 58 61 64 67 70 73 76 79
21 59 62 65 68 71 74 7 80 4 7 10 13 16
22 52 55 58 61 64 67 70 73 76 79 3 6 9
23 77 80 4 7 10 13 16 19 22 25 28 31 34
24 34 37 40 43 46 49 52 55 58 61 64 67 70
25 16 19 22 25 28 31 34 37 40 43 46 49 52
26 31 34 37 40 43 46 49 52 55 58 61 64 67
27 62 65 68 71 74 7 80 4 7 10 13 16 19
28 44 47 50 53 56 59 62 65 68 71 74 77 80
29 78 2 5 8 11 14 17 20 23 26 29 32 35
30 51 54 57 60 63 66 69 72 75 78 2 5 8
31 75 78 2 5 8 11 14 17 20 23 26 29 32
32 28 31 34 37 40 43 46 49 52 55 58 61 64
33 48 51 54 57 60 63 66 69 72 75 78 2 5

34 30 33 36 39 42 45 48 51 54 57 60 63 66

35 37 40 43 46 49 52 55 58 61 64 67 70 73

36 45 48 51 54 57 60 63 66 69 72 75 78 2
37 22 25 28 31 34 37 40 43 46 49 52 55 58
38 68 71 74 77 80 4 7 10 13 16 19 22 25
39 53 56 59 62 65 68 71 74 7 80 4 7 10
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Table B.1—Hopping sequence set 1 (continued)
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index 39 42 45 48 51 54 57 60 63 66 69 72 75
40 66 69 72 75 78 2 5 8 11 14 17 20 23
41 55 58 61 64 67 70 73 76 79 3 6 9 12
42 19 22 25 28 31 34 37 40 43 46 49 52 55
43 3 6 9 12 15 18 21 24 27 30 33 36 39
44 36 39 42 45 48 51 54 57 60 63 66 69 72
45 73 76 79 3 6 9 12 15 18 21 24 27 30
46 32 35 38 41 44 47 50 53 56 59 62 65 68
47 50 53 56 59 62 65 68 71 74 77 80 4 7
48 20 23 26 29 32 35 38 41 44 47 50 53 56
49 40 43 46 49 52 55 58 61 64 67 70 73 76
50 7 10 13 16 19 22 25 28 31 34 37 40 43
51 61 64 67 70 73 76 79 3 6 9 12 15 18
52 35 38 41 44 47 50 53 56 59 62 65 68 71
53 26 29 32 35 38 41 44 47 50 53 56 59 62
54 80 4 7 10 13 16 19 22 25 28 31 34 37
55 54 57 60 63 66 69 72 75 78 2 5 8 11
56 74 e 80 4 7 10 13 16 19 22 25 28 31
57 27 30 33 36 39 42 45 48 51 54 57 60 63
58 12 15 18 21 24 27 30 33 36 39 42 45 18
59 18 21 24 27 30 33 36 39 42 45 48 51 54
60 4 7 10 13 16 19 22 25 28 31 34 37 10
61 10 13 16 19 22 25 28 31 34 37 40 43 46
62 56 59 62 65 68 71 74 7 80 4 7 10 13
63 46 49 52 55 58 61 64 67 70 73 76 79 3
64 58 61 64 67 70 73 76 79 3 6 9 12 15
65 47 50 53 56 59 62 65 68 71 74 7 80 4
66 29 32 35 38 41 44 47 50 53 56 59 62 65
67 11 14 17 20 23 26 29 32 35 38 41 44 a7
68 2 5 8 11 14 17 20 23 26 29 32 35 38
69 42 45 48 51 54 57 60 63 66 69 72 75 78
70 69 72 75 78 2 5 8 11 14 17 20 23 26
71 17 20 23 26 29 32 35 38 41 44 47 50 53
72 75 79 3 5 Q 12 15 18 21 2/ 27 30 3
73 15 18 21 24 27 30 33 36 39 42 45 438 51
74 65 68 71 74 e 80 4 7 10 13 16 19 22
75 6 9 12 15 18 21 24 27 30 33 36 39 42
76 13 16 19 22 25 28 31 34 37 40 43 46 49
77 79 3 6 9 12 15 18 21 24 27 30 33 36
78 71 74 e 80 4 7 10 13 16 19 22 25 28
79 8 11 14 17 20 23 26 29 32 35 38 41 44
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Table B.2—Hopping sequence set 2

index 1 4 7 10 13 16 19 22 25 28 31 34 37
1 3 6 9 12 15 18 21 24 27 30 33 36 39
2 26 29 32 35 38 41 44 47 50 53 56 59 62
3 65 68 71 74 7 80 4 7 10 13 16 19 22
4 11 14 17 20 23 26 29 32 35 38 41 44 47
5 46 49 52 55 58 61 64 67 70 73 76 79 3
6 19 22 25 28 31 34 37 40 43 46 49 52 55
7 74 7 80 4 7 10 13 16 19 22 25 28 31
8 50 53 56 59 62 65 68 71 74 77 80 4 7
9 22 25 28 31 34 37 40 43 46 49 52 55 58

10 64 67 70 73 76 79 3 6 9 12 15 18 21
11 79 3 6 9 12 15 18 21 24 27 30 33 36
12 32 35 38 41 44 47 50 53 56 59 62 65 68
13 62 65 68 71 74 7 80 4 7 10 13 16 19
14 25 28 31 34 37 40 43 46 49 52 55 58 61
15 55 58 61 64 67 70 73 76 79 3 6 9 12
16 66 69 72 75 78 2 5 8 11 14 17 20 23
17 29 32 35 38 41 44 47 50 53 56 59 62 65
18 80 4 7 10 13 16 19 22 25 28 31 34 37
19 34 37 40 43 46 49 52 55 58 61 64 67 70
20 5 8 11 14 17 20 23 26 29 32 35 38 41
21 21 24 27 30 33 36 39 42 45 48 51 54 57
22 14 17 20 23 26 29 32 35 38 41 44 47 50
23 39 42 45 48 51 54 57 60 63 66 69 72 75
24 75 78 2 5 8 11 14 17 20 23 26 29 32
25 57 60 63 66 69 72 75 78 2 5 8 11 14
26 72 75 78 2 5 8 11 14 17 20 23 26 29
27 24 27 30 33 36 39 42 45 48 51 54 57 60
28 6 9 12 15 18 21 24 27 30 33 36 39 42
29 40 43 46 49 52 55 58 61 64 67 70 73 76
30 13 16 19 22 25 28 31 34 37 40 43 46 49
31 37 40 43 46 49 52 55 58 61 64 67 70 73
32 69 72 75 78 2 5 8 11 14 17 20 23 26
33 10 13 16 19 22 25 28 31 34 37 40 43 16
34 71 74 77 80 4 7 10 13 16 19 22 25 28
35 78 2 5 8 11 14 17 20 23 26 29 32 35
36 7 10 13 16 19 22 25 28 31 34 37 40 43
37 63 66 69 72 75 78 2 5 8 11 14 17 20
38 30 33 36 39 42 45 48 51 54 57 60 63 66
39 15 18 21 24 27 30 33 36 39 42 45 48 51
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Table B.2—Hopping sequence set 2 (continued)
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index 1 4 7 10 13 16 19 22 25 28 31 34 37
40 28 31 34 37 40 43 46 49 52 55 58 61 64
41 17 20 23 26 29 32 35 38 41 14 47 50 53
42 60 63 66 69 72 75 78 2 5 8 11 14 17
43 44 47 50 53 56 59 62 65 68 71 74 77 80
44 7 80 4 7 10 13 16 19 22 25 28 31 34
45 35 33 41 44 47 50 53 56 59 62 65 68 71
46 73 76 79 3 6 9 12 15 18 21 24 27 30
47 12 15 18 21 24 27 30 33 36 39 42 45 13
48 61 64 67 70 73 76 79 3 6 9 12 15 18
49 2 5 8 11 14 17 20 23 26 29 32 35 38
50 48 51 54 57 60 63 66 69 72 75 738 2 5
51 23 26 29 32 35 38 41 44 47 50 53 56 59
52 76 79 3 6 9 12 15 18 21 24 27 30 33
53 67 70 73 76 79 3 6 9 12 15 18 21 24
54 42 45 48 51 54 57 60 63 66 69 72 75 78
55 16 19 22 25 28 31 34 37 40 43 46 49 52
56 36 39 42 45 48 51 54 57 60 63 66 69 72
57 68 71 74 77 80 4 7 10 13 16 19 22 25
58 53 56 59 62 65 68 71 74 e 80 4 7 10
59 59 62 65 68 71 74 77 80 4 7 10 13 16
60 45 48 51 54 57 60 63 66 69 72 75 78
61 51 54 57 60 63 66 69 72 75 78 2 5 8
62 18 21 24 27 30 33 36 39 42 45 438 51 54
63 8 11 14 17 20 23 26 29 32 35 38 41 4
64 20 23 26 29 32 35 38 41 44 47 50 53 56
65 9 12 15 18 21 24 27 30 33 36 39 42 45
66 70 73 76 79 3 6 9 12 15 18 21 24 27
67 52 55 58 61 64 67 70 73 76 79 3 6 9
68 43 46 49 52 55 58 61 64 67 70 73 76 79
69 4 7 10 13 16 19 22 25 28 31 34 37 40
70 31 34 37 40 43 46 49 52 55 58 61 64 67
71 58 61 64 67 70 73 76 79 3 6 9 12 15
72 33 41 A4 47 50 53 56 59 52 65 63 71 74
73 56 59 62 65 68 71 74 7 80 4 7 10 13
74 27 30 33 36 39 42 45 48 51 54 57 60 63
75 47 50 53 56 59 62 65 68 71 74 7 80 4
76 54 57 60 63 66 69 72 75 78 2 5 8 11
7 41 44 47 50 53 56 59 62 65 68 71 74 77
78 33 36 39 42 45 48 51 54 57 60 63 66 69
79 49 52 55 58 61 64 67 70 73 76 79 3 6
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Table B.2—Hopping sequence set 2 (continued)

index 40 43 46 49 52 55 58 61 64 67 70 73 76

1 42 45 48 51 54 57 60 63 66 69 72 75 78

2 65 68 71 74 77 80 4 7 10 13 16 19 22

3 25 28 31 34 37 40 43 46 49 52 55 58 61

4 50 53 56 59 62 65 68 71 74 77 80 4 7

5 6 9 12 15 18 21 24 27 30 33 36 39 42

6 58 61 64 67 70 73 76 79 3 6 9 12 15

7 34 37 40 43 46 49 52 55 58 61 64 67 70

8 10 13 16 19 22 25 28 31 34 37 40 43 16

9 61 64 67 70 73 76 79 3 6 9 12 15 18
10 24 27 30 33 36 39 42 45 48 51 54 57 60
11 39 42 45 48 51 54 57 60 63 66 69 72 75
12 71 74 77 80 4 7 10 13 16 19 22 25 28
13 22 25 28 31 34 37 40 43 46 49 52 55 58
14 64 67 70 73 76 79 3 6 9 12 15 18 21
15 15 18 21 24 27 30 33 36 39 42 45 48 51
16 26 29 32 35 38 41 44 47 50 53 56 59 62
17 68 71 74 77 80 4 7 10 13 16 19 22 25
18 40 43 46 49 52 55 58 61 64 67 70 73 76
19 73 76 79 3 6 9 12 15 18 21 24 27 30
20 44 47 50 53 56 59 62 65 68 71 74 77 80
21 60 63 66 69 72 75 78 2 5 8 11 14 17
22 53 56 59 62 65 68 71 74 7 80 4 7 10
23 78 2 5 8 11 14 17 20 23 26 29 32 35
24 35 38 41 44 47 50 53 56 59 62 65 68 71
25 17 20 23 26 29 32 35 38 41 44 47 50 53
26 32 35 38 41 44 47 50 53 56 59 62 65 68
27 63 66 69 72 75 78 2 5 8 11 14 17 20
28 45 48 51 54 57 60 63 66 69 72 75 78 2
29 79 3 6 9 12 15 18 21 24 27 30 33 36
30 52 55 58 61 64 67 70 73 76 79 3 6 9
31 76 79 3 6 9 12 15 18 21 24 27 30 33
32 29 32 35 38 41 44 47 50 53 56 59 62 65
33 49 52 55 58 61 64 67 70 73 76 79 3 6

34 31 34 37 40 43 46 49 52 55 58 61 64 67

35 38 41 44 47 50 53 56 59 62 65 68 71 74

36 46 49 52 55 58 61 64 67 70 73 76 79 3
37 23 26 29 32 35 38 41 44 47 50 53 56 59
38 69 72 75 78 2 5 8 11 14 17 20 23 26
39 54 57 60 63 66 69 72 75 78 2 5 8 11
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MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

Table B.2—Hopping sequence set 2 (continued)

ISO/IEC 8802-11: 1999(E)
ANSI/IEEE Std 802.11, 1999 Edition

index 40 43 46 49 52 55 58 61 64 67 70 73 76
40 67 70 73 76 79 3 6 9 12 15 18 21 24
41 56 59 62 65 68 71 74 77 80 4 7 10 13
42 20 23 26 29 32 35 38 41 44 47 50 53 56
43 4 7 10 13 16 19 22 25 28 31 34 37 40
44 37 40 43 46 49 52 55 58 61 64 67 70 73
45 74 77 80 4 7 10 13 16 19 22 25 28 31
46 33 36 39 42 45 48 51 54 57 60 63 66 69
47 51 54 57 60 63 66 69 72 75 78 2 5 8
48 21 24 27 30 33 36 39 42 45 48 51 54 57
49 41 44 47 50 53 56 59 62 65 68 7L 74 77
50 8 11 14 17 20 23 26 29 32 35 338 41 14
51 62 65 68 71 74 77 80 4 7 10 13 16 19
52 36 39 42 45 48 51 54 57 60 63 66 69 72
53 27 30 33 36 39 42 45 48 5T 54 57 60 63
54 2 5 8 11 14 17 20 23 26 29 32 35 38
55 55 58 61 64 67 70 73 76 79 3 6 9 12
56 75 78 2 5 8 11 14 17 20 23 26 29 32
57 28 31 34 37 40 43 46 49 52 55 58 61 64
58 13 16 19 22 25 28 31 34 37 40 43 46 19
59 19 22 25 28 31 34 37 40 43 46 49 52 55
60 5 8 11 14 17 20 23 26 29 32 35 38 41
61 11 14 17 20 23 26 29 32 35 38 41 44 A7
62 57 60 63 66 69 72 75 78 2 5 8 11 14
63 47 50 53 56 59 62 65 68 71 74 77 80 4
64 59 62 65 68 71 74 e 80 4 7 10 13 16
65 48 51 54 57 60 63 66 69 72 75 78 2 5
66 30 33 36 39 42 45 48 51 54 57 60 63 66
67 12 15 18 21 24 27 30 33 36 39 42 45 48
68 3 6 9 12 15 18 21 24 27 30 33 36 39
69 43 46 49 52 55 58 61 64 67 70 73 76 79
70 70 73 76 79 3 6 9 12 15 18 21 24 27
71 18 21 24 27 30 33 36 39 42 45 438 51 54
72 77 80 4 7 10 13 16 19 22 o5 29 31
73 16 19 22 25 28 31 34 37 40 43 46 49 52
74 66 69 72 75 78 2 5 8 11 14 17 20 23
75 7 10 13 16 19 22 25 28 31 34 37 40 43
76 14 17 20 23 26 29 32 35 38 41 44 47 50
7 80 4 7 10 13 16 19 22 25 28 31 34 37
78 72 75 78 2 5 8 11 14 17 20 23 26 29
79 9 12 15 18 21 24 27 30 33 36 39 42 45
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Table B.3—Hopping sequence set 3

index 2 5 8 11 14 17 20 23 26 29 32 35 38
1 10 13 16 19 22 25 28 31 34 37 40
2 27 30 33 36 39 42 45 48 51 54 57 60 63
3 66 69 72 75 78 2 5 8 11 14 17 20 23
4 12 15 18 21 24 27 30 33 36 39 42 45 48
5 47 50 53 56 59 62 65 68 71 74 77 80 4
6 20 23 26 29 32 35 38 41 44 47 20 53 56
7 75 78 2 5 8 11 14 17 20 23 26 29 32
8 51 54 57 60 63 66 69 72 75 78 2 5 8
9 23 26 29 32 35 38 41 44 47 50 53 56 59

10 65 68 71 74 77 80 4 7 10 13 16 19 22
11 80 4 7 10 13 16 19 22 25 28 31 34 37
12 33 36 39 42 45 48 51 54 57 60 63 66 69
13 63 66 69 72 75 78 2 5 8 11 14 17 20
14 26 29 32 35 38 41 44 47 50 53 56 59 62
15 56 59 62 65 68 71 74 7 80 4 7 10 13
16 67 70 73 76 79 3 6 9 12 15 18 21 24
17 30 33 36 39 42 45 48 ol 54 57 60 63 66
18 2 5 8 11 14 17 20 23 26 29 32 35 38
19 35 38 41 44 47 50 53 56 59 62 65 68 71
20 6 9 12 15 18 21 24 27 30 33 36 39 42
21 22 25 28 31 34 37 40 43 46 49 52 55 58
22 15 18 21 24 27 30 33 36 39 42 45 48 51
23 40 43 46 49 52 55 58 61 64 67 70 73 76
24 76 79 3 6 9 12 15 18 21 24 27 30 33
25 58 61 64 67 70 73 76 79 3 6 9 12 15
26 73 76 79 3 6 9 12 15 18 21 24 27 30
27 25 28 31 34 37 40 43 46 49 52 55 58 61
28 7 10 13 16 19 22 25 28 31 34 37 40 43
29 41 44 47 50 53 56 59 62 65 68 71 74 77
30 14 17 20 23 26 29 32 35 38 41 44 47 50
31 38 41 44 47 50 53 56 59 62 65 68 71 74
32 70 73 76 79 3 6 9 12 15 18 21 24 27
33 11 14 17 20 23 26 29 32 35 38 41 44 17
34 72 75 78 2 5 8 11 14 17 20 23 26 29
35 79 3 6 9 12 15 18 21 24 27 30 33 36
36 8 11 14 17 20 23 26 29 32 35 38 41 44
37 64 67 70 73 76 79 3 6 9 12 15 18 21
38 31 34 37 40 43 46 49 52 55 58 61 64 67
39 16 19 22 25 28 31 34 37 40 43 46 49 52
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MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

Table B.3—Hopping sequence set 3 (continued)

ISO/IEC 8802-11: 1999(E)
ANSI/IEEE Std 802.11, 1999 Edition

index 2 5 8 11 14 17 20 23 26 29 32 35 38
40 29 32 35 38 41 44 47 50 53 56 59 62 65
41 18 21 24 27 30 33 36 39 42 45 48 51 54
42 61 64 67 70 73 76 79 3 6 9 12 15 18
43 45 48 51 54 57 60 63 66 69 72 75 78 2
44 78 2 5 8 11 14 17 20 23 26 29 32 35
45 36 39 42 45 48 51 54 57 60 63 66 69 72
46 74 e 80 4 7 10 13 16 19 22 25 28 31
47 13 16 19 22 25 28 31 34 37 40 43 46 19
48 62 65 68 71 74 7 80 4 7 10 13 16 19
49 3 6 9 12 15 18 21 24 27 30 33 36 39
50 49 52 55 58 61 64 67 70 73 76 79 3 6
51 24 27 30 33 36 39 42 45 48 51 54 57 60
52 7 80 4 7 10 13 16 19 22 25 28 31 34
53 68 71 74 77 80 4 7 10 13 16 19 22 25
54 43 46 49 52 55 58 61 64 67 70 73 76 79
55 17 20 23 26 29 32 35 38 41 44 47 50 53
56 37 40 43 46 49 52 55 58 61 64 67 70 73
57 69 72 75 78 2 5 8 11 14 17 20 23 26
58 54 57 60 63 66 69 2 75 78 5 8 11
59 60 63 66 69 72 75 78 2 5 11 14 17
60 46 49 52 55 58 61 64 67 70 73 76 79
61 52 55 58 61 64 67 70 73 76 79 3 6
62 19 22 25 28 31 34 37 40 43 46 49 52 55
63 9 12 15 18 21 24 27 30 33 36 39 42 45
64 21 24 27 30 33 36 39 42 45 48 51 54 57
65 10 13 16 19 22 25 28 31 34 37 40 43 46
66 71 74 L7 80 4 7 10 13 16 19 22 25 28
67 53 56 59 62 65 68 71 74 7 80 4 7 10
68 44 47 50 53 56 59 62 65 68 71 74 e 80
69 5 8 11 14 17 20 23 26 29 32 35 38 41
70 32 35 38 41 44 47 50 53 56 59 62 65 68
7L 59 62 65 68 71 74 7 80 4 7 10 13 16
72 39 42 45 43 51 54 57 50 53 65 59 72 75
73 57 60 63 66 69 72 75 78 2 5 8 11 14
74 28 31 34 37 40 43 46 49 52 55 58 61 64
75 438 51 54 57 60 63 66 69 72 75 78 5
76 55 58 61 64 67 70 73 76 79 3 6 12
77 42 45 48 51 54 57 60 63 66 69 72 75 78
78 34 37 40 43 46 49 52 55 58 61 64 67 70
79 50 53 56 59 62 65 68 71 74 77 80 4 7
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Table B.3—Hopping sequence set 3 (continued)

index 41 44 47 50 53 56 59 62 65 68 71 74 77

1 43 46 49 52 55 58 61 64 67 70 73 76 79

2 66 69 72 75 78 2 5 8 11 14 17 20 23

3 26 29 32 35 38 41 44 47 50 53 56 59 62

4 51 54 57 60 63 66 69 72 75 78 2 5 8

5 7 10 13 16 19 22 25 28 31 34 37 40 43

6 59 62 65 68 71 74 17 80 4 7 10 13 16

7 35 38 41 44 47 50 53 56 59 62 65 68 71

8 11 14 17 20 23 26 29 32 35 38 41 44 a7

9 62 65 68 71 74 7 80 4 7 10 13 16 19
10 25 28 31 34 37 40 43 46 49 52 55 58 61
11 40 43 46 49 52 55 58 61 64 67 70 73 76
12 72 75 78 2 5 8 11 14 17 20 23 26 29
13 23 26 29 32 35 38 41 44 47 50 53 56 59
14 65 68 71 74 77 80 4 7 10 13 16 19 22
15 16 19 22 25 28 31 34 37 40 43 46 49 52
16 27 30 33 36 39 42 45 48 51 54 57 60 63
17 69 72 75 78 2 5 8 11 14 17 20 23 26
18 41 44 47 50 53 56 59 62 65 68 71 74 77
19 74 7 80 4 7 10 13 16 19 22 25 28 31
20 45 48 51 54 57 60 63 66 69 72 75 78 2
21 61 64 67 70 73 76 79 3 6 9 12 15 18
22 54 57 60 63 66 69 72 75 78 2 5 8 11
23 79 3 6 9 12 15 18 21 24 27 30 33 36
24 36 39 42 45 48 51 54 57 60 63 66 69 72
25 18 21 24 27 30 33 36 39 42 45 48 51 54
26 33 36 39 42 45 48 51 54 57 60 63 66 69
27 64 67 70 73 76 79 3 6 9 12 15 18 21
28 46 49 52 55 58 61 64 67 70 73 76 79 3
29 80 4 7 10 13 16 19 22 25 28 31 34 37
30 53 56 59 62 65 68 71 74 7 80 4 7 10
31 L 80 4 7 10 13 16 19 22 25 28 31 34
32 30 33 36 39 42 45 48 51 54 57 60 63 66
33 50 53 56 59 62 65 68 71 74 77 80 4 7

34 32 35 38 41 44 47 50 53 56 59 62 65 68

35 39 42 45 48 51 54 57 60 63 66 69 72 75

36 47 50 53 56 59 62 65 68 71 74 77 80 4
37 24 27 30 33 36 39 42 45 48 51 54 57 60
38 70 73 76 79 3 6 9 12 15 18 21 24 27
39 55 58 61 64 67 70 73 76 79 3 6 9 12
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Table B.3—Hopping sequence set 3 (continued)

ISO/IEC 8802-11: 1999(E)
ANSI/IEEE Std 802.11, 1999 Edition

index 41 44 47 50 53 56 59 62 65 68 71 74 77
40 68 71 74 77 80 4 7 10 13 16 19 22 25
41 57 60 63 66 69 72 75 78 2 5 8 11 14
42 21 24 27 30 33 36 39 42 45 48 51 54 57
43 5 8 11 14 17 20 23 26 29 32 35 38 41
44 38 41 44 47 50 53 56 59 62 65 68 71 74
45 75 78 2 5 8 11 14 17 20 23 26 29 32
46 34 37 40 43 46 49 52 55 58 61 64 67 70
47 52 55 58 61 64 67 70 73 76 79 3 6 9
48 22 25 28 31 34 37 40 43 46 49 52 55 58
49 42 45 48 51 54 57 60 63 66 69 72 75 78
50 9 12 15 18 21 24 27 30 33 36 39 42 15
51 63 66 69 72 75 78 2 5 8 11 14 17 20
52 37 40 43 46 49 52 55 58 61 64 67 70 73
53 28 31 34 37 40 43 46 49 52 55 58 61 64
54 3 6 9 12 15 18 21 24 27 30 33 36 39
55 56 59 62 65 68 71 74 77 80 4 7 10 13
56 76 79 3 6 9 12 15 18 21 24 27 30 33
57 29 32 35 38 41 44 47 50 53 56 59 62 65
58 14 17 20 23 26 29 32 35 38 41 44 47 50
59 20 23 26 29 32 35 38 41 44 47 50 53 56
60 6 9 12 15 18 21 24 27 30 33 36 39 42
61 12 15 18 21 24 27 30 33 36 39 42 45 13
62 58 61 64 67 70 73 76 79 3 6 9 12 15
63 48 51 54 57 60 63 66 69 72 75 78 2 5
64 60 63 66 69 72 75 78 2 5 8 11 14 17
65 49 52 55 58 61 64 67 70 73 76 79 3 6
66 31 34 37 40 43 46 49 52 55 58 61 64 67
67 13 16 19 22 25 28 31 34 37 40 43 46 19
68 4 7 10 13 16 19 22 25 28 31 34 37 10
69 44 47 50 53 56 59 62 65 68 71 74 7 80
70 Z1 74 e 80 4 7 10 13 16 19 22 25 28
71 19 22 25 28 31 34 37 40 43 46 49 52 55
72 73 2 5 g 11 14 17 20 23 25 29 32 5
73 17 20 23 26 29 32 35 38 41 44 47 50 53
74 67 70 73 76 79 3 6 9 12 15 18 21 24
75 8 11 14 17 20 23 26 29 32 35 38 41 44
76 15 18 21 24 27 30 33 36 39 42 45 48 51
77 2 5 8 11 14 17 20 23 26 29 32 35 38
78 73 76 79 3 6 9 12 15 18 21 24 27 30
79 10 13 16 19 22 25 28 31 34 37 40 43 46
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Annex C

(normative)

Formal description of MAC operation

This annex contains formal descriptions of the behavior of MAC station (STA) and access point (AP) enti-
ties. These descriptions also describe the frame formats and the generation and interpretation of information
encoded in MAC frames, in the parameters of service primitives supported by the MAC, and in MIB
attr|butes used or generated by the MAC. The MAC is described using the 1992 version of the ITU Spefifi-
catilon and Description Language (SDL-92). SDL-92 is defined in ITU-T Recommendation Z.100(03/P3).
An|update to Z.100 was approved in 1996 (SDL-96), but none of the SDL facilities used in thisianhex were
moflified. An introduction to the MAC formal description is provided in Clause C.1. Definitions of the glata
types and operators used by the MAC state machines are provided in Clause C.2. An SDL_system descriling
MAC operation at an |[EEE 802.11 station is contained in Clause C.3. Finally, a subset,of an SDL sygem
ribing the aspects of MAC operation at an IEEE 802.11 AP that differ from operation at a non-AP[sta-
tionis provided in Clause C.4.

In Annex D, the MAC and PHY management information bases are described in Abstract Syntax Notafion
Ong (ASN.1), defined in ISO/IEC 8824: 1990 and | SO/IEC 8825: 1990.4TU-T Recommendation Z.105 {03/
95)|defines the use of SDL in conjunction with ASN.1, allowing system behavior to be defined using $DL
and data types to be defined using ASN. 1. Incomplete tool support precluded the use of ITU-T Recomnpen-
datiion Z.105 in this annex. However, within the limits of 1TU--Recommendation Z.100 (referred to subse-
tly as Z2.100), the data types in Clause C.2 are defineddn a’similar manner to ITU-T Recommendafion
5 (referred to subsequently as Z.105). Annex E contains a listing of available documentation.

ES

he SDL definitionsin this annex should be usablewith any SDL tool that supports the 1993 version or 1996 update
U-T Recommendation Z.100. Software for, géenerating, analyzing, verifying, and smulating SDL system desgrip-
is available from several sources.

he SDL code in this annex was generated using SDT/PC version 3.02; from Telelogic AB, Malmo, Sweden (146-
74700; internet: telelogic.se); JSA-office in Princeton, NJ (+1-609-520-1935; internet: telelogic.com). Telelpgic

3—|{The use of Telelogic’sproduct to prepare this annex does not constitute an endorsement of SDT by the IEEE JAN

4—{The diagrams onithe next two pages show most of the symbols of SDL graphical syntax (SDL-GR) used inthe MAC
formal description. The symbols in these diagrams have labels and comments that explain their meanings. These|dia-
s are intended to serve as alegend for the SDL-GR symbols that comprise most of the process interaction and $tate
ition-diagrams. These diagrams are neither a complete SDL system, nor a complete presentation of SDL-GR gym-
bolggy<Also, this state machine fragment exists to illustrate the SDL graphical syntax, and does not describe any ugeful
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Block Interaction_Page Legend 1a(1)
T
! : iThisisablock reference symbol.”
e mm e ] Block _Z L _ 'Blocks are the fundamental unit of lexical
1SCOpE and structural hierarchy. Each block
icontains other blocks and/or processes,
Iprocedures, and data declarations.
“After the process name | iThisis aprocessreference symbaly L
is the number of processt--—-{ Process A (1.1) — Processes specify dynamic behaviarusing
instances at startup and jextended finite state machines, Processes
the maximum number of1 |0Pe_rate concurrently, communieating by means
instances. For processes, Jof signals and remate variables (import/export).
created dynamically, thei (NN W 2,
dashed afrow connects ! i
the parent processto ]
the offspring process. ! !
________________ S i Unidirectional _
I Signa Route
I
1
Bidirectional SignalRoute
Signa Route OutOfBlock
Process B (0,max) . PT
Signal1, Signal3, Signd2,] 1 [Signal3
[Signalz] [Signam SignaIG] ! [ g ]
i
“The connection point name ™ | !
where asignal route hitsthe L————— -
block boundary identifies the |
continuation of that signal |
route in the enclosing block. :
iThisisaprocedure reference symbol.
h=--—1A prgcledure is delfflrzjed |angdcal ed |{1 tr}er]proce%dwhere thlg
mbol ears. leclared "remote” the procedure may be
Procedure_Name :isrynporteda?gr calling from other processes. PA va ue—_retf?/ni ng
iprocedure, calablein assgnment statements, is defined using
! he "returns' keyword in the formal parameter list.
nerator iThisisan operator reference symbol.
' === --isljpu gtlﬁlb.éghbuaxﬂlla'wl L;tlﬁldy e du;tl Ted-axi UI_IIIdLIE,d“y or
orithmically. An agorithmic operator issimilar to a
Operator_Name :vg ue-returning procedure, except the operator does not use
Istates nor outputs, and does not modify its source operands.
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1a(1)

S

il nput symbol with wedge on left
| —side used for signals from LLC,
1SME, self, and others |ogically
1above or parallel to this process.

transition began.

Process State_Machine_L egend
P n /* Thisis atext symboal, used to hold
“3 data ;F/Fe (sort) definitions, declarations, —
1 signal lists, and other SDL statements that .
Lemmmmm - 3 have no graphical representation. */ r r{ (State x,
: ! statey)
! [ ! [
__________________________ T 1 1
iProcess Start symbol *"in astate symbol} | sSgnd_z | | error_signg
—1(One per process, meansal states L 4 ‘when'in ! ‘all states
,contains no text.) except those listed |} any state' | | except X,y
ftoTTTTTTTTTTet o TmTTTmTTTs C - + S |
i State symbol, arrowhead ~in a'state symboli ‘actionsin factions to
—Jindicates transition(s) refersto the state ! response to recover from
\entering the state. from which the signa_z' error'

by

Fm——————a

N J
L) (=)

1'The transition taken when multiple
____________ Jinputs follow a state is determined

1by the first of the named signalsto

iréach the head of the input queue.

signal_A, signd_C, _%ieg(rt‘aéfasion
>sgna|_B >99”BED' symbol, holds

| | overflow text'

'task symbol onditional
for algorithmic| jon /-1
oroa gss stops <expre$|on H

| | I iThis transition is

‘start timer'

signa-A, X 1 jProcess Stop
signa_K | r7 (signa_B) / *1symbol

:

I

| Py ———

‘cal' | 1A signd at head of the process
macro

« 1able to-begin only

) ' imer' 1whexits Enablin
set(ﬁnngi ért)lme' ﬁ.ﬁg(‘{iﬂg) ICondition istrue.g
car
procedure
(parms)

iInput symbol with wedge on right
—— —1side used for signals from PHY &
otherslogically below this process.

I
U o i i o e e e e

i ————

|Qutpu;§mbol_ with point to left
out_sig_1 | —1side used for signalsto LLC
1ISME, self, and others|ogically

above or parallel to this process.

1
1
Lo e o o e e e o
(o -

1Create Request symbol used for
~Jdynamic creation of an instance
of the specified process type.

1
I
Ui o o o o o o e e o

I
I
I
I
I
I
L

S —

10utput symbol with point to right
—Jlsideused for signasto PHY &
otherslogically below this process.

1
I
U o i i e e e

i ———————

1A Priority | nﬁut symbol enables its
{transition if the named signal is
anywhere in the process input queue.

I
U o o e o o e e e e

N £ | L

-
I
I
1
T

< Jinput queue that is not named
(parms) [T any of the Stare's mput
1symbolsis discarded unless
Inamed in a Save symbol attached

:go glwle state. * Save r;fers
o al remaining signal names.
i

g?,ﬂfy— // other signal//
) )

COE=)
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C.1 Introduction to the MAC formal description

This formal description defines the behavior of IEEE 802.11 MAC entities. The MAC protocol functional
decomposition used herein facilitates explicit description of the reference points and durations of the various
timed intervals; the bases for generation and/or validation of header fields, service parameters, and MIB
attributes; and the interpretation of each value in cases where enumerated data types are used in service
parameters.

C.1.1 Fundamental assumptions

The MAC protocol is described as an SDL system, which is a set of extended finite state machines’Hach
state machine is a set of independent processes, al of which operate concurrently. All variable datasholding
entities and procedures exist solely within the context of asingle process. In SDL all interprocess commpni-
catilon is done with signals (there are no global variables). Signals may be sent and receivedlexplicitly, uging
SDL’s output and input symbols, or implicitly, using SDL’'s export/import mechanism (only if the variables
or procedures are declared “remote”). By default, signals incur delays when traversing channels between
blogks; however, only nondelaying channels and signal routes are used in the MAC state machines, and all
renjote variables and procedures are declared with the “nodelay” property.

Stale transitions, procedure calls, and tasks (assignment statements and.other algorithmic processing steps)
arejassumed to require zero time. This permits the time intervals that are-part of the normative MAC belav-
ior fo be defined explicitly, using SDL timers. One unit of system time (a 1.0 change in the value of “ngw”

is assumed to represent one microsecond of real time. Usec (micresecond) and TU (time unit) datatyped are
defiined, with operators to convert Usec and TU valuesto SDL time or duration when necessary.

The SDL system boundary encloses the MAC entities:"The LLC, SME, PHY, and distribution system|are
part of the environment. SDL generally assumes thatentities in the environment operate as specified; hpw-
evey, the MAC state machines that communicate with the various SAPs attempt to validate inputs from| the
envjronment, and to handle cases where a paiftof communicating entities, one within the system and|the
other outside the system boundary, have different local views of the medium, station, or service state. All jsta-
tions in an IEEE 802.11 service set are-assumed to exhibit the behaviors described herein. Neverthelless,
because of the open nature of the wireless medium, the MAC state machines check for error cases that [can
arise only when an entity on the wifeless medium is transmitting IEEE 802.11 PDUSs, but is not obeying the
communication protocols specified by this standard.

C.1.2 Notation canvéntions

When practical ,JJames used in the clauses of this standard are spelled identically in this annex. The pringpal
exceptions aresthose names that conflict with one of SDL's reserved words (such as power managenent
mofle “active,”which is renamed “sta_active” in SDL). To help fit the SDL text into the graphic symHals,
acrpnyms with multiple, sequential capital letters are written with only the first letter capitalized (..,
“MBBW” iswritten “Msdu” and “MLMEJoin.request” iswritten “MImeJoin.request”).

SDL reserved words and the names of variables and synonyms (named constants) begin with lowercase let-
ters. The names of sorts (data types), signals, signal routes, channels, blocks, and processes begin with
uppercase letters. The names of certain groups of variables and/or synonyms begin with a particular lower-
case |etter, followed by the remainder of the name, beginning with an uppercase letter. These groups are

“aNameOfAttribute’ PHY operational parameters.
“cNameOfCapability” Capability bits, also used for internal values exported as MIB counters.
“dNameOfDuration” Duration (relative time) values, declared as Usec, TU, or Duration.

“dot11NameOfAttribute” MIB attributes.
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“eNameOfElement” Element 1D values.

“mNameOfVariable” Remote variables used for intraaMAC communication, but not part of the MIB.
Most of these variables are exported from the MLME block.

“sNameOfStaticValue” Synonyms for static data values used within the MAC.

“tNameOfTime” Time (absolute time) values, declared as Usec, TU, or Time. The names of timers
begin with“T.”

C.1.3 Modeling techniques

St amachinac ara aroninad anoardina 0 Aafinad fiinatian onte that arayvnahla divacthy oy tndieontly an
CrHoCHTC ST C-gr ot pCE—TeCoramg ot Coorctrorn—SCtStH oo E v roror St ectry oo eetry;

exposed interface. The emphasis in the organization of the state machines is explicitly to show initiatiop of
and response to events at the exposed interfaces, and time-related actions, including those dependent'on the
abspnce of externa events (e.g., response timeouts) and intervals measured in derived units (e.g., backoff
“time” in units of slots during which the wireless mediumisidle). The operations associatediwith the varjous
state transitions emphasize communication functions. Most of the detail s regarding insertion, extraction, jand
encpding of information in fields of the PDUs is encapsulated with the definitions ef those fields. This
approach, which relies heavily on SDL's abstract data type and inheritance mechanisms, permits the betav-
ior [of the data-holding entities to be precisely defined, without obscuring proeess flow by adding inine
complexity to theindividua state transitions.

The modeling of PDUs and SDUs requires sorts such as octet strings, arid-operators such as bitwise boolean
fungtions, which are not predefined in SDL. These sorts and operators are defined in Package macsorts,
whilch appearsin Clause C.2.

Protocol and service data unit sorts are based on the Bit sort: Bit is a subtype of SDL's predefined Boolean
sorf. As aresult, Bit literals “0” and “1" are alternativexnames for “false” and “true,” and have no numeric
sigmificance. To use “0” or “1” as integer values requires a conversion operation. Items of the Bitstring fsort
are|0-origin, variable-length strings of Bits. With ‘Bitstring operands, operators “and,” “or,” “xor,” and “not”
operate bitwise, with the length of the result equal to the length of the longest (or only) source string. [The
Oclet sort is a subtype of Bitstring that adds/conversion operators to and from Integer. Each item of|the
Octiet sort has length=8 { by usage convention in Z.100, enforced in Z.105} . Items of the Octetstring sort are
0-origin, variable-length strings of Octets. The Frame sort is a subtype of Octetstring that adds operators to
extact and to modify all MAC header fields and most other MAC frame fields and elements. Most MAC
fielfls and elements that contain named values with specific value assignments or enumerations are defiined
as qubtypes of Frame, Octetstring, or Bitstring with the names added as literals or synonyms, so that the gtate
maghines can refer to thehames without introducing ambiguity about the value encodings.

e communication’at a SAP or between processesis strictly first in first out (FIFO), the (implicit) ifput
gugue of the SDL ‘processes is used. When more sophisticated queue management is needed, a queue whose
entfies are instances of one, specified sort is created using the Queue generator. Entries on Queue sorts fnay
be #dded andremoved at either thetail or the head, and the number of queue entries may be determined. [The
contents'of a Queue may also be searched to locate entries with particular parameter values.

Clause C.2 contains an SDL-92 Package (a named collection of SDL definitions that can be included by ref-
erence into an SDL System specification), which is a formal description of the formats and data encodings
used in |EEE 802.11 SDUs, PDUs, and the parameters of the service primitives used at each of the SAPs
supported by the IEEE 802.11 MAC. This package also contains definitions for some data structures and
operators used internally by one or more of the MAC state machines.

The behaviors of many intraeMAC operators are part of the normative description of the MAC protocol
because results of the specified operations are visible, directly or indirectly, at exposed interfaces. For exam-
ple, custom operators are used to define the generation of the CRC-32 value used in the FCS field (operator
crc32, page 301), the calculation of frame transmission time used as part of the value in the Duration/ID field
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in certain types of frames (operator calcDur, page 316), the comparison of the values of particular fields of a
received MAC header with cached data values as part of the procedure for detecting duplicate frames (oper-
ator searchTupleCache, page 289), and numerous other aspects of frame formats and information encoding.
On the other hand, data structures used solely for intraaMAC storage or for transferring of information
between different state machines of a single station or access point, are only normative to the extent that they
defineitems of internal state and the temporal sequence necessary for proper operation of the MAC protocol.
The specific structures and encodings used for internal data storage and communication functionsin thisfor-
mal description do not constrain MAC implementations, provided those implementations exhibit the speci-
fied behaviors at the defined SAPs and, in conjunction with an appropriate PHY, on the wireless medium.

C.2 Data type and operator definitions for the MAC state machines

This clauseisin SDL/PR (phrase notation), with the exception of procedural operators, which.are defined in
SDL/GR (graphic notation). Package macsorts contains the definitions of the sorts (data types with asspci-
atedl operators and literals) and synonyms (named constants) used by the MAC state.machines. Package
magmib defines data types for attributes in the MAC MIB, and portions of the PHY‘M1B, accessed by|the
MAC state machines. Package macmib exists solely to satisfy SDL’s strong type-chéeking in the absence of
an $DL tool that fully supports Z.105 (the combined use of SDL with ASN.1);
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Package macsorts

/*  PACKAGE MACSORTS */

* This package contains definitions of the custom sorts (data types), operators,

3101_d\MacEnum(31)

literals, and synonyms (named constants) used by the MAC state machines. */

ETumeTatet types Used withim the MAC State machines
/
newtype ChangeType /* type of change due at the next boundary */
literals dwell, /* dwell (only with FH PHY) */
mocp; /* medium occupancy (only with PCF) */
endnewtype ChangeType;
newtype Imed /* priority for queuing MMPDUSs, relative to MSDUSs */
literals head, /* place MMPDU at head of transmit queue */
norm; /* place MMPDU at tail of transmit queue */
endnewtype Imed;
newtype NavSrc /* source of duration in SetNav & ClearNav signals/
literals rts, /*RTS frame */
cfpBss, cfendBss, /* start/end of CFP in own BSS */
cfpOther, cfendOther, /* start/end of CFP in other/BSS */
cswitch, /* channel switch */
misc, /* durld from other frame types */
nosrc; /* non-reception events */
endnewtype NavSrc;

newtype PsMode /* power save mode of a station{(PsResponse signal) */

literals sta_active, power_save, unknown; ~endnewtype PsMode;
newtype PsState /* power save state of this'station */
literals awake, doze; endnewtype PsState;
newtype StateErr /* requests disasoc @hdeauth (MmIndicate signal) */
literals noerr, class2, class3; endnewtype StateErr;
newtype StationState /* asoc/auth’state of sta (SsResponse signal) */
literals not_auth, auth_open, auth_key, asoc, dis_asoc;
endnewtype StationState;
newtype TxResult /* transmiSsion attempt status (PduConfirm signal) */
literals successful, partialy ‘retryLimit, txLifetime,
atimAck, atimNak; .endnewtype TxResult;

* Enumerated types used in PHY service primitives

/

newtypeCcaStatus /* <state> parameter of PhyCca.indication */
literals-busy, idle; endnewtype CcaStatus;

newtype PhyRxStat /* <rxerror> parameter of PhyRxEnd.indication */
literals no_error, fmt_violation, carrier_lost, unsupt_rate;

endnewtype PhyRxStat;

* Placeholders for Mime/PIme Get/Set Parameter Values
/

/* MibAtrib (placeholder in MimeGet/Set definitions) */
syntype MibAtrib = Charstring endsyntype MibAtrib;

T MibValue (placenolder In MImeGevSet definitions) 7
syntype MibValue = Integer endsyntype MibValue;
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Package macsorts

/ B\
* Enumerated types used in Mac and Mime service primitives
/
newtype AuthType /* <authentication type> parm in Mime primitives */
inherits Octetstring operators all;
adding literals open_system, shared_key;

3102_d\LmeEnum(31)

axioms open_system == mKOS(0, 2); shared_key == mKOS(Z, 2);
endnewtype AuthType;
newtype AuthTypeSet powerset( AuthType); endnewtype AuthTypeSet;
newtype BssType [* <BSS type> parameter & BSS description element */
literals infrastructure, independent, any_bss; endnewtype BssType;
newtype BssTypeSet powerset( BssType); endnewtype BssTypeSet;
newtype CfPriority /* <priority> parameter of various requests */
literals contention, contentionFree; endnewtype CfPriority;
newtype MibStatus /* <status> parm of Mime/Plme Get/Set.confirm */
literals success, invalid, write_only, read_only;
endnewtype MibStatus;
newtype MimeStatus /* <status> parm of Mime operation confirm */
literals success, invalid, timeout, refused,
tomany_req, already_bss; endnewtype MimeStatus;
newtype PwrSave /* <power save mode> parameter of MImePowerMgt */
literals sta_active, power_save; endnewtype PwrSave;
newtype Routing /* <routing info> parameter for MAC-data service */
literals null_rt; endnewtype Routing;
newtype RxStatus /* <reception status> parm ef\MaUnitdata indication */
literals rx_success, rx_failure; endnewtype-RxStatus;
newtype ScanType /* <scan type> parametef, of MiImeScan.request */
literals active_scan, passive_scan; endhewtype ScanType;
newtype ServiceClass /* <service class>-parameter for MaUnitdata */
literals reorderable, strictlyOrdered;> endnewtype ServiceClass;
newtype TxStatus /* <transmission ‘status> parm of MaUnitdataStatus */
literals successful, retryLimit, txLifetime, noBss,
excessiveDatalength, nonNullSourceRouting,
unsupportedPriority, unavailablePriority,
unsupportedServiceClass, unavailableServiceClass,
unavailableKeyMapping; endnewtype TxStatus;
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Package macsorts

* Intra-MAC remote variables (names of form mXYZ)

/

remote mActingAsAp Boolean nodelay; /* =true if STA started BSS */
remote mAld Asocld nodelay; /* AID assigned to STA by AP */
remote mAssoc Boolean nodelay; /* =true if STA associated w/BSS */

3103_e\IntraMac(31)

remote mAtmW Boolean nodelay; /*=true it ATIM window In prog */
remote mBkIP Boolean nodelay; /* =true if backoff in prog */
remote mBrates Ratestring nodelay; /* basic rate set for this sta */
remote mBssld MacAddr nodelay; /* identifier of current (1)BSS */
remote mCap Octetstring nodelay; /* capability info from MimeJoin */
remote mCfp Boolean nodelay; /* =true if CF period in progress */
remote mDisable Boolean nodelay; /* =true if not in any BSS; then */
/* TX only sends probe_req; RX only accepts beacon, probe_rsp */
remote mDtimCount Integer nodelay; /* =0 at Tbtt of Beacon with DTIME/
remote mFxIP Boolean nodelay; /* =true during frame exchange seq */
remote mlibss Boolean nodelay; /* =true if STA is member of IBSS™*/
remote mListenint Integer nodelay; /* beacons between wake up @TBTT */
remote mNavEnd Time nodelay; /* NAV end Time, <=now when idle */
remote mNextBdry Time nodelay; /* next boundary Time; =0 if none */
remote mNextTbtt Time nodelay; /* Time next beacon dde-to"occur */
remote mPcAvail Boolean nodelay; /* =true if point coord,in BSS */
remote mPcDIvr Boolean nodelay; /* =true if CF delivery only */
remote mPcPoll Boolean nodelay; /* =true if CF delivery & polling */
remote mPdly Usec nodelay; /* probe delay from\start or join */
remote mPss PsState nodelay; /* power save'state of STA */
remote mReceiveDTIMs Boolean nodelay; ./* <true if DTIMs received */
remote mRxA Boolean nodelay; /* =true jf.RX indicated by PHY */
remote mSsld Octetstring nodelay; /*name of the current (1)BSS */
remote procedure TSF nodelay; /* read & update 64-bit TSF timer */
fpar Integer, Boolean; returns.Integer;
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Package macsorts

/ AN

* Named static data values (names of form sXYZ)

/

synonym sMaxMsduLng Integer = 2304; /* max octets in an MSDU */
synonym sMacHdrLng Integer = 24; /* octets in data header, no WEP */
synonym sWepHdrLng Integer = 28; /* octets in data header with WEP */

3104_d\StaticData(31)

Ssynonym sWepAddLng Integer = 8, /* octets added for WEP */

synonym sWdsAddLng Integer = 6; /* octets added for WDS (addr4) */

synonym sCrcLng Integer = 4; /* octets for crc32 (FCS, ICV) */

synonym sMaxMpduLng Integer = /* max octets in an MPDU */
(sMaxMsdulLng + sMacHdrLng + sWdsAddLng + sWepAddLng + sCrcLng);

syntype FramelndexRange = Integer /* index range for octets in MPDU */
constants 0 : sMaxMpduLng endsyntype FramelndexRange;

synonym sTsOctet Integer = 24; /*first octet of Timestamp field */

synonym sMinFragLng Integer = 256; /* min value for aMpduMaxLength*/

synonym sMaxFragNum Integer = /* maximum fragment number */
(sMaxMsduLng / (sMinFragLng - sMacHdrLng - sCrcLng));

synonym sAckCtsLng Integer = 112; /* bits in ACK and CTS frames */

* Station configuration flags (static, supplementary-te MIB)
/

synonym sVersion Integer = 0; /* supported Pretocol Version */

synonym sCanBeAp Boolean = false; /* =true"if STA can operate as AP */
synonym sCanBePc Boolean = false; /* =true if AP can be Point Coord */
synonym sCfPollable Boolean =true; /* =true if responds to CF-polls */

Copyright © 1999 IEEE. All rights reserved.

281



https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)

ANSI/IEEE Std 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Package macsorts

3105 _d\Usec_TU(31)

! N |/
: - *I * Discrete microsecond and Time Unit sorts B
! I /
fmmmmmmees * |/* SDL does not define the relationship between its concept */
/* of Time and physical time in the system being described. */
/* An abstraction is needed to establish this relationship, */
TFbecause Time in SDL uses the semantics of Real, whereas 7
/* time in the MAC protocol is discrete, with the semantics */
/* of Natural and a step size (resolution) of 1 micosecond. */
/* Most MAC times are defined using the subtypes of Integer */
/* Usec and TU. These have operators for explicit conversion */
/* to SDL Time (tUsec, tTU), SDL Duration (dUsec, dTU), and */
/* from SDL Time (uTime, tuTime) as needed to comply with SDL's */
/* strong type checking. Where the MAC state machines need to */
/* access the contents of the TSF timer, SDL's 'now' (current */
/* time) is used. This yields readable time-dependent code, */
/* but the value of 'now' cannot be modified by an SDL program, */
/* so adopting the TSF time from timestamps in received Beacons */
/* or Probe Responses is shown as an informal task symbol. */
/* Microsecond sort -- also has operators tmin and tmax */
newtype Usec inherits Integer operators all;
adding operators
dUsec : Usec -> Duration;
tUsec : Usec -> Time;
uTime : Time -> Usec;
tmax : Usec, Usec -> Usec;
tmin : Usec, Usec -> Usec;
axioms for all u, w in Usec(
u>=w==>tmax(u, w) ==u; u<w ==>tmax(u, w) == w;
u>=w ==>tmin(u, w) == w; u < wEs> tmin(u, w) == u;
forall tin Time( for all r in Real(
r = float(u) ==> tUsec(u) == Time¥Duration!(r));
t = Time!(Duration!(r)) and w=Tix(r) ==> u == uTime(t);));
for all d in Duration(  for all.¥ih Real(
r = float(u) ==> dUsec(u)== Duration!(r); )));
constants >= 0 /* constraifi Value range to be non-negative */
endnewtype Usec;
/* Time Unit sort -- (1 #TU) = (1024 * Usec) */
newtype TU inherits.Integer operators all;
adding operators
dTU :TU ->Duration;
tTU  : TU> Time;
tuTime :\Time -> TU;
u2TU,"Usec -> TU;
w20~ : TU -> Usec;
axioms forallkin TU( foralltin Time( forall rin Real(
r = float(k) ==> tTU(k) == Time!(Duration!(1024 *r));
t = Time!(Duration!(r)) and k = (fix(r) / 1024) ==> k == tuTime(t);));
for all d in Duration( for all r in Real(
r = float(k) ==> dTU(k) == Duration!(1024 *r);));
forall uin Usec( u2TU(u) ==u/1024; tu2U(k) ==k * 1024;));
constants >= 0 /* constrain value range to be non-negative */
endnewtype TU;
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Package macsorts

/

/

[* String0(sort, nullSymbol) can define strings of any sort. */

/* These strings are indexed starting from 0 rather than 1. */

/* Sorts defined by String0 have the normal String operators, plus */
/* Tail (all but first item), Head (all but last item), and */

[* agqr i ngth strings) */

* Generator for 0-origin String sorts (adapted from Z.105, Annex Ab

3106_d\String0(31)

generator StringO(type Item, literal Emptystring)

literals Emptystring;

operators
MkString : Item -> String0;  /* make a string from an item */
Length : String0 -> Integer; /* length of string */
First : String0 -> ltem; /* first item in string */
Tail : String0 -> String0;  /* all but first item in string */
Last : String0 -> Item; /* last item in string */
head : String0 -> String0; /* all but last item in string */
"/I" : String0, String0 -> String0; /* concatenation */
Extract! : String0, Integer -> Item; /* get item from string */
Modify! : String0, Integer, Item -> String0; /* modify string */
SubStr : String0, Integer, Integer -> String0;

* SubStr(s,i,j) is string0 of length j starting at string0(i).*/
S2: Item, Item -> String0; ~ S3: Item, Item, ltem -> Stting0;
S4 : Item, Item, Item, Item -> String0;

S6 : Item, Item, Item, Item, Item, Item -> StringO;
S8 : Item, Item, Item, Item, Item, Item, Item, Item > StringO;
/* axioms continued on next page... */

endgenerator String0;
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Package macsorts

3107_a\String0(31)

/* String0 axioms */ N
[* for all item0,item1,item2,item3,item4,item5,item6,item7 in ltem(
for all s, s1, S2, S3in String0(  for all i, j in Integer(
constructors are Emptystring, MkString, and "//*;
equalities between constructor terms
s // Emptystring =='s; Emptystring // s ==s;

GITS2) TS3==s1T(S21753);
definition of Length by applying it to all constructors
type String Length(Emptystring) == 0;
type String Length(MkString(item0)) == 1;
type String Length(s1 // S2) == Length(s1) + Length(S2);
definition of Extract! by applying it to all constructors,
Extract!(MkString(item0), 0) == item0;
i < Length(s1) ==> Extract!(s1 // S2, i) == Extract!(s1, i);
i >= Length(s1) ==> Extractl(s1 // S2, i) == Extract!(S2, i - Length(s1));
i <0 ori>= Length(s) ==> Extract!(s, i) == error!;
definition of First and Last by other operations
First(s) == Extract!(s, 0);
Last(s) == Extract!(s, Length(s) - 1);
definition of substr(s,i,j) by induction on j,
i >=0 and i <= Length(s) ==> SubsStr(s, i, 0) E=Emptystring;
i>=0andj>0andi+j<=Length(s) ==> SubStr(s, i, j) ==
SubsStr(s, i, j - 1) // MkString(Extraet(s, i + j - 1));
i<Oorj<O0ori+j>Length(s) ==> SubStr(s, i, j) == error;
definition of Modify!, Head, Tail, Sx by, 6ther operations
Modify!(s, i, item0Q) == SubStr(s#QN)/// MkString(itemO) //
SubStr(s, i + 1, Length(s) -i -1);
head(s) == SubStr(s, 0, Length(s) - 1);
Tail(s) == SubsStr(s, 1, Length(s) - 1);
S2(item0, item1) == MkString(item0) // MkString(item1);
S3(itemO, item1, item2).==
MkString(itemO) // MkString(item1) // MkString(item2);
S4(item0, item1;fem2, item3) ==
MkString(iteém0) // MkString(item1) // MkString(item2) //
MkString(item3);
S6(item0, item1, item2, item3, item4, item5) ==
MkString(itemO) // MkString(item1) // MkString(item2) //
MKString(item3) // MkString(item4) // MkString(item5);
S8(item0, item1l, item2, item3, item4, item5, item6, item7) ==
MkString(item0) // MkString(item1) // MkString(item2) //
MkString(item3) // MkString(item4) // MkString(item5) //
MkString(item®) // MkString(item7); )));
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Package macsorts

_________ L AN

*I * ASN.1-style BIT sort  (from Z.105, Annex A)
I /

/* Bit is a subtype of Boolean -- bit values 0 and 1 are
/* not numerals and cannot be used with Integer operators */
newtype Bit inherits Boolean

3108_d\Bitstring(31)

literals O =Ttalse, 1 =true; operators all; endnewtype BIt;

/
* ASN.1-style BIT STRING sort (adapted from Z.105, Annex A%
/
[* Bitstrings are 0-origin strings of Bit. Z.105 uses ASN.1-style */
/* literals in binary ("1011'B) or hexadecimal ('D3'H), but this */
/* syntax is not accepted for Z.100 string literals. Therefore, */
/* this version provides only hexadecimal literals 0x00-OxFF. */
/* Bitstring operators '=>', 'not', ‘and', 'or', and 'xor' act */
[* bitwise, with the length of the result string equal to the */
/* length of the longest (or only) source string. */
newtype Bitstring StringO(Bit, ")
adding literals macro Hex_Literals;
operators
"not" : Bitstring -> Bitstring;
"and" : Bitstring, Bitstring -> Bitstring;
"or" : Bitstring, Bitstring -> Bitstring;
"xor" : Bitstring, Bitstring -> Bitstring;
"=>" : Bitstring, Bitstring -> Bitstring;  noequality;
axioms macro Hex_Axioms;
for all s, s1, S2, S3 in Bitstring(
s=s==true; s1=82==S2=sl;
sl/=S2==not(s1=S2); s1=82==true==>s1==82;
((s1 = S2) and (S2 = S3)) ==> si\= S3 == true;
((s1 =S2) and (S2 /= S3)) ==>'s1 = S3 == false;
for all b, b1, b2 in Bit(
not (") ==",
not (MkString(b) // s) == MkString(not (b)) // not (s);
"and"==",
Length(s) > 0.==>" and s == MkString(0) and s;
Length(s) >0 3=> s and " == s and MkString(0);
(MkString(bl) // s1) and (MkString(b2) // S2) ==
MkString(b1 and b2) // (s1 and S2);
sl erS2'== not (not s1 and not S2);
st xor S2 == (s1 or S2) and not (s1 and S2);
sl.=> S2 == not (not s1 and S2);));
map “for all b1, b2 in Bitstring literals(
for all bs1, bs2 in Charstring literals(
* connection to the String generator */
for all b in Bit literals(
spelling(bl) =" // bsl // bs2 /| ",
spelling(b2) ="' // bs2 /I ", spelling(b) = bs1
==> b1 == MkString(b) // b2;)));

ETOTTEWtype BitString;
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' AN

* OCTET sort (influenced by Z.105, Annex A)

/

/* Octet is a subtype of Bitstring where length always =8. */

/* Z2.105 adds a "size" keyword to SDL and defines Octet with */
/*"... constants size (8) ..." to impose this length constraint. */

3109_d\Octetstring(31)

T* Here Octet relies on proper use maintain lengths as muftiples ¥/
/* of 8. Proper length strings are created by the hexadecimal */
/* Bitstring literals (e.g. 0xD5) and operator mkOctet: */
/* 0:= mkOctet(i) converts a non-negative Integer (mod 256) */
I* to an Octet (exactly 8 bits) */
/* i:=octetVal(o) converts an Octet to an Integer (0:255) */
/¥ o:=flip(o) reverses bit order of the Octet */
I* (0<-->7, 1<-->6, 2<-->5, 3<-->4) */
newtype Octet inherits Bitstring operators all;
adding operators
mkOctet : Integer -> Octet;
octetVal : Octet -> Integer;
flip : Octet -> Octet;
axioms
for alliin Integer(  for all z in Octet(
i =0 ==> mkOctet(i) == S8(0, 0,0, 0,0,0,0, 0
i =1 ==> mkOctet(i) == S8(1,0,0,0,0,0,0,0
i>1andi<= 255 ==> mkOctet(i) ==
SubStr((First(mkOctet(i mod 2)) // mkOctet(i /2)), O, 8);
i > 255 ==> mkOctet(i) == mkOctet(i mod 256);
i < 0 ==> mkOctet(i) == error!;
z = MkString(0) ==> octetVal(z) == 0;
z = MKkString(1) ==> octetVal(z) == 1,
Length(z) > 1 and Length(z) <= 8 ==>
octetVal(z) == octetVal(First(z))\&+
(2 * (octetVal(SubStr(z, 1, Length(z) - 1))));
Length(z) > 8 ==> octetVal(z)== error!;
flip(z) == S8(z(7),2(6),2(5),2(4),2(3).2(2),2(1),2(0)); ));
endnewtype Octet;

);
)

i
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3109.1_a\Octetstring(31)

/

/
I* Octetstr_ings are O-ORIGIN strings of Octet, NOT 1-ORIGIN */

* OCTET STRING sort  (somewhat influenced by Z.105, Annex %

A strRgstike-Octet—StrrgirZ-105{thenrcethe-nramechanger—f
/* Octetstring has conversion operators to and from Bitstring, */
/* and integer to Octetstring. Octetstring literals are "null" */
/* and 1-4, 6, 8 item 0x00 strings O1, 02, O3, 04, 06, 08. */
newtype Octetstring String0(Octet, null)
adding literals O1, 02, O3, 04, 06, 08;
operators
B_S : Octetstring -> Bitstring; /* name changed from Z.105 */
O_S : Bitstring -> Octetstring; /* name changed from Z.105 */
mkOS : Integer,Integer -> Octetstring; /* mkOS(i1,i2) returns */
/* mkstring(mkOctet(i1)) padded (0x00) to length i2.*/
mk2octets : Integer -> Octetstring; /* 16-bit int to 2-octets */
axioms
for all b, b1, b2 in Bitstring(
for all s in Octetstring(  for all o in Octet(
B_S(null) == null; O_S(null) == null;
B_S(MkString(o) // s) == o I B_S(s);
Length(bl) > 0, Length(bl) < 8 ==>
O_S(b1) == MKString(b1 or 0x00); /* expand bl to 8 bits */
b ==bl// b2, Length(bl) = 8 ==>
O_S(b) == MkString(b1) // O_S(b2);
for all i, k in Integer(
k =1 ==> mkOS(i, k) == MkString(mkOctet(i));
k > 1 ==>mkOS(i, k) == mkOS(i, k - 1) // MkString(0x00);
k <= 0 ==> error!;
mk2octets(i) == MkString(mkOctet(i mod 256)) //
MkString(mkOctet(i-h 256)); );
O1 == MkString(0x00); 02 ==01//01;
03==02// 01, 04 ==02//02;
06 == 04 // 02; 08 == 04 // 04;)));
map for all 01, O27in Octetstring literals(
for all b1, b2:in Bitstring literals(
spelling(©1) = spelling(bl), spelling(02) = spelling(b2)
==> Q1 =02 == bl =b2;));
endnewtype Octetstring;
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' AN

* MAC Address sorts
/

/* MacAddr is a subtype of Octetstring with added operators: */
/¥ isGroup(m) =true if given a group address */
/* isBcst(m) =true if given the broadcast address */

¥ 1sCocal{m) =true It given a locally-administered address ¥/
/* adrOs(m) converts MacAddr to Octetstring */
/* MAC addresses must be defined to be exactly 6 octets long, */
/* typically using the S6 operator or nullAddr synonym. */
newtype MacAddr inherits Octetstring operators all;
adding operators
isGroup : MacAddr -> Boolean;
isBcst : MacAddr -> Boolean;
isLocal : MacAddr -> Boolean;
adrOs : MacAddr -> Octetstring;
axioms
for all m in MacAddr(
(Length(m) = 6) and ((Extract!(m,0) and 0x01) = 0x01) ==> isGroup(m) == true;
(Length(m) = 6) and ((Extract!(m,0) and 0x01) = 0x00) ==> isGroup(m) == false;
(Length(m) = 6) and (m = S6(0xFF,0xFF,0xFF,0xFF,0xFF,0xEF)) ==> isBcst == true;
(Length(m) = 6) and (m /= S6(0xFF,0xFF,0xFF,0xFF,0xFF;0xFF)) ==> isBcst == false;
(Length(m) = 6) and ((Extract!(m,0) and 0x02) = 0x02) ==> isLocal == true;
(Length(m) = 6) and ((Extract!(m,0) and 0x02) = 0x00) ==> isLocal == false;
Length(m) /= 6 ==> error! /* common error! term *%
for all o in Octetstring(m = MacAddr!(o) == adrOs(m) = o; ));
endnewtype MacAddr;
newtype MacAddrSet powerset( MacAddr) endnewtype MacAddrSet;
synonym bcstAddr MacAddr = /* Broadcast Address */
<<type MacAddr>> S6(0xFF,0xFF;0xFF,0xFF,0xFF,0xFF);
synonym nullAddr MacAddr = /* NulNAddress */
<< type MacAddr>> S6(0x0Q,0x00,0x00,0x00,0x00,0x00);

/ A\

* BSS description sorts
/

/* BssDscr is used with MimeScan.confirm and MimeJoin.request */
newtype'BssDscr struct

bdBssld MacAddr;

bdSsld Octetstring; /* 1 <= length <= 32 */

bdType BssType;

bdBcnPer TU; /* beacon period in Time Units */

bdDtimPer Integer; /* DTIM period in beacon periods */

bdTstamp Octetstring; /* 8 Octets from ProbeRsp/Beacon */

bdStartTs Octetstring; /* 8 Octets TSF when rx Tstamp */

bdPhyParms PhyParms; /* empty if not needed by PHY */

padCiParms — CfParms; 7~ empty {f ot CfPottable/mo PCF 7
bdlbssParms IbssParms; /* empty if infrastructure BSS */
bdCap Capability; /* capability information */
bdBrates Ratestring; /* BSS basic rate set */

endnewtype BssDscr;

newtype BssDscrSet powerset( BssDscr) endnewtype BssDscrSet;
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/ AN

* Duplicate filtering support sorts
/

syntype FragNum = Integer /* Range of possible fragment numbers */
constants 0:sMaxFragNum endsyntype FragNum;
syntype SeqNum = Integer /* Range of possible sequence numbers */

constants 0:4095 endsyntype SeqNum;

newtype Tuple struct /* for duplicate filtering & defragmentation */
full Boolean; /* =true if Tuple contains valid info */
ta MacAddr; /* transmitting station address (Addr2) */
sn  SegNum; /* Msdu/Mmpdu sequence number */
fn  FragNum; /* most recent Mpdu fragment number */
tRx Time; /* reception time (endRx of fragment) */

default (. false, nullAddr, 0, 0, 0 .);
endnewtype Tuple;

operator
ClearTupleCach¢

operator
searchTupIeCachL

operator
ipdateTupleCagh

* TupleCache support sorts

/

I* Number of TupleCache entries and associated index range */
synonym tupleCacheSize Integer = 32; /* this value is an example,

TupleCache size is implemeqtation dependent */
syntype Cachelndex = Integer constants{litupleCacheSize
endsyntype Cachelndex;

* TupleCache array */
/¥ cache:= ClearTupleCache(cache). to initialize cache */
/* cache:= UpdateTupleCache(¢ache, addr, seq, frag, endRx) */

I* if <addr,seg> is already«Cached, updates frag */

I* if <addr,seg> not cachied, fills an empty entry */

I* or replaces. apyentry using an unspecified algorithm */
/* SearchTupleCache(cache, addr, seq, frag) */

I* returns true if specified <addr,seq,frag> in cache */

newtype TupleCache’ Array( Cachelndex, Tuple);
adding operators
ClearTupleCache : TupleCache -> TupleCache;
SearchiTupleCache : TupleCache, MacAddr, SeqNum, FragNum -> Boolean;
UpdateFupleCache : TupleCache, MacAddr, SegqNum, FragNum, Time ->
TupleCache;
operator ClearTupleCache;
fpar cache TupleCache; returns TupleCache; referenced;
operator SearchTupleCache;
fpar cache TupleCache, taddr MacAddr, tseq SeqNum, tfrag FragNum;
returns Boolean; referenced;
operator UpdateTupleCache;
fpar cache TupleCache, taddr MacAddr, tseq SeqNum, tfrag FragNum,
tnow Time; returns TupleCache; referenced,;
endnewtype TupleCache;
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Operator clearTupleCache

i—; fpar A
1 cache TupleCache’;}

jreturns TupleCache ; !

[* This procedural operator is
part of sort TupleCache.
cache:= clearTupleCache(cache)
marks all entries in cache as empty. */

ClearCache_1a(1)

(D

k:= k+1

—

cache(k)!full:=
false

: Mark all cache

T T Tentries as.€mpty.

(=tupleCacheSize)

cache
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Operator searchTupleCache SearchCache_1a(1)

i—; fpar I [* This procedural operator is

1 cache TupleCache, part of sort TupleCache.

| taddr MacAddr, hit:= searchTupleCache(cache, addr, seq, frag)
| tseq SeqNum, returns hit=true if an entry in cache has

! tfrag FragNum ; (ta=addr) and (sn=seq) and (fn=frag);

[}

\
1
1
1
1
1
! .
returns Boolean; | else returns hit=false. */

detHk—Cachetmex—»
dcl result Boolean ;\j

D

k=1 k= k+1
“Search for exact 1: result:= (cache(k)!sn=tseq)
{TA,SeqNum,FragNum}r--1 (cache(k)!ta= —— and
match at non-empty g taddr) and (cache(k)!fn=tfrag)
cache entries. i and cache(k)full

(false)

(=tupleCacheSize)

result
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i—;_fsz:\r_ __________ I\ /* This procedural operator is B
1 cache TupleCache, part of sort TupleCache.

taddr MacAddr, cache:= updateTupleCache

tseq SeqNum,

}
1 1
}
! i | (addr, seq, frag, time)
! tfrag FragNum, !
| |
} [}

First searches cache for an entry,
tnow Time ; matching the base frame, so that
returns TupleCache ; k= k+1 k=1 (ta=addr) and (sn=seq).
bt - If such an entry exists, that
[ | entry is updated in place with
s 4 (fn:= frag) and (tRx:= time).
K temp:= If no such entry Is found, a free
dcl tegt Boolean ; cache(k) entry, or a non-free entry selected
dcl tefnp Tuple ; using an unspecified algorithm;is

used for this frame, storing
(ta:= addr) and (sn:= seg)‘and
(fn:= frag) and (tRx:= time). */

(false)

S —
1

test:=(templta= ! If a match is found
taddr)and f--=-=-=-====——-—-- 1with {TA,SegNum},
(temp!sn=tseq) | update FragNum
1and tRx for that
lentry rather than
1creating a new
(redundant) entry.

}
1
[ —

else
k
(=tupleCacheSize)
“Select cachelndex for newi [ 'k:= index to
entry if no {TA,SeqNum} r--1 use for new
match. If possible, use an | cache entry'

empty location, otherwise !

choose an entry to replacei

an entry selected based |  |temp'full’strue,

on unspecified criteria. | [temp!tas=taddr,

——————————————————— J temp!sn:=tseq
[

templfn:=tfrag,
temp!tRx:=tno'

cache(k):=
temp

cache
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Package macsorts 3112 _d\Counter(31)

_________ L AN

* 32-bit Counter sort and Integer string sort
/

/* This sort used for MIB counters, needed because SDL Integers */
/* have no specified maximum value. inc(counter) increments the */
/* counter value by 1, with wraparound from (2732)-1 to 0. */

newtype Counter32 inherits Integer operators all;
adding operators
inc : Counter32 -> Counter32;
axioms
for all c in Counter32 (
€ < 4294967295 ==>inc(c) == c + 1,
¢ >= 4294967295 ==> inc(c) == 0; );
endnewtype Counter32;
[* String (1-origin) of Integer */
newtype Intstring String( Integer, nolnt); endnewtype Intstring;
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/
* Generator for Queue sorts

/

* The Queue generator is derived from the String0 generator */
/* to create Queues of any sort. Queues operators are: */

/¥ Qfirst(queue,item) adds item as the first queue element */

/* Qlast(queue,item) adds item as the last queue element */

[* and the String0 operators | ength //_First | ast Head Tail */

3113 d\Queue(31)

[* Because operators can only return a single value, removing an */
/* element from a queue is a 2-step process: */
/* dequeue first: item:=First(queue); queue:=Tail(queue); */
/* dequeue last: item:=Last(queue); queue:=Head(queue); */
generator Queue(type Item, literal Emptyqueue)
literals Emptyqueue;
operators
MKQ : Iltem -> Queue; /* make a queue from an item */
Length : Queue -> Integer; /* number of items on queue */
First : Queue -> Item; /* first item on queue */
Qfirst : Queue,ltem -> Queue; /* add item as first on queue */
Tail : Queue -> Queue; /* all but first item on queue */
Last : Queue -> Item; /* last item on queue */
Qlast : Queue,ltem -> Queue; /* add item as last on queue */
head : Queue -> Queue; /* all but last item on queue *
"II" : Queue, Queue -> Queue; /* concatenation */
Extract! : Queue,Integer -> ltem; /* copy item from{Queue */
Modify! : Queue,Integer,ltem -> Queue; /* modify-item in queue */
SubQ : Queue,Integer,Integer -> Queue;
/* SubQ(q,i,j) queue of length j starting from queue(i) */
axioms
for all itemO in Item(
for all i, j in Integer(
[* constructors are Emptyqueue, MkQueue, and "//"; */
/* equalities between constructor terms */
g/l Emptyqueue == q; Emptyqueue // g ==q;
(a1 // gq2) Il 93 == ql./l(g2 Il 93);
/* definition of Length by\applying it to all constructors */
type Queue Length(Emptyqueue) == 0;
type Queue Length(MkQueue(item0)) == 1;
type Queuenllength(gl // g2) == Length(gl) + Length(q2);
/* definition af Extract! by applying it to all constructors, */
Extract!(MkQueue(item0), 0) == item0;
i < Length(ql) ==> Extract!(ql // q2, i) == Extract!(q1, i);
i = Length(ql) ==> Extract!(gl // g2, i) == Extract!(g2, i - Length(q1));
1’50 or i >= Length(q) ==> Extract!(q, i) == error!;
I*\definition of First and Last by other operations */
First(q) == Extract!(q, 0); Last(q) == Extract!(q, Length(q) - 1);
/* definition of SubQ(q,i,j) by induction on j, */
i >= 0 and i <= Length(q) ==> SubQ(q, i, 0) == Emptyqueue;
i>=0andj>0andi+j<=Length(q) ==> SubQ(q, i, j) ==
SubQ(q, i, j - 1) // MkQueue(Extract!(q, i +j - 1));
i<Oorj<O0ori+j>Length(q) ==> SubQ(q,i,j) == error!;
/* define Modify!, Head, Tail, Qfirst, Qlast by other ops */
Modify!(q, i, item0) == SubQ(q, O, I) //

MkOuaualitemO- /L SubOlai+1 1 anath{e) -1 - 1)
~ \ 7 AN 1 b ANV 7

for all q, g1, 92,.g3'ih Queue(

head(q) == SubQ(q, 0, Length(q) - 1);

Tail(q) == SubQ(q, 1, Length(q) - 1);

Qfirst(q, item0) == MkQueue(itemO0) // q;

Qlast(q, item0) == q // MkQueue(item0); )));
endgenerator Queue;
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Package macsorts 3114 d\Fragment(31)
e h / I\
! ! * Fragmentation support sorts /
I
Sy —— -

/* Array to hold up to FragNum fragments of an Msdu/Mmpdu */
newtype FragArray Array(FragNum, Frame); endnewtype FragArray;

operator /* FragSdu structure is for OUTGOING MSDUs/MMPDUs (called SDUs) */
gSearch ¥ Each SDU, even If not fragmented, 1S held in an instance of ¥/
/* this structure awaiting its (re)transmission attempt(s). */

/* Transmit queue(s) are ordered lists of FragSdu instances. */
newtype FragSdu struct
fTot FragNum; /* number of fragments in pdus FragArray */
fCur FragNum; /* next fragment number to send */
fAnc FragNum; /* next fragment to announce in ATIM or TIM
when fAnc > fCur, pdus(fCur)+ may be sent *
eol Time; /*setto (now + dUsec(aMaxTxMsduLifetime))
when the entry is created */
sgf SegNum; /* SDU sequence number, set at 1st Tx attempt */
src Integer; /* short retry counter for this SDU */
Irc Integer; /*long retry counter for this SDU */
dst MacAddr; /* destinaton address */
grpa Boolean; /* =true if RA (not DA) is a graup,address */
psm Boolean; /* =true if RA (not DA) may, be\n pwr_save */
resume Boolean; /* =true if fragment burst'being resumed */
cnfTo Pld; /*address to which confirmatien is sent */
txrate Rate; /* data rate used for initial fragment */
cf CfPriority; /* requested priorityy(from LLC) */
pdus FragArray; /* array of Frame to hold fragments */
endnewtype FragSdu;
/* Queue of FragSdu */
/* for power save buffers, etc;searchable with Qsearch operator: */
/* index:= Qsearch(queug addr) where queue is an SduQueue, */
/* index identifies the first queue entry at which */
/* entry!dst = addr; or.as;*1 if no match (or queue empty). */
newtype SduQueué.@ueue(FragSdu, emptyQ);
adding operators
gSearch : SduQueue, MacAddr -> Integer;
operator gSearch;
fpar que SduQueue, val MacAddr; returns Integer; referenced;
endnewtype SduQueue;
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Operator Qsearch

[ >
b fpar I
| val MacAddr ;

1 que SduQueue, !
l
1

ireturns result Integer ;

________ -

Qsearch_1a(1)

dcl k, Ing Integer ; 5

/* This procedural operator is B
part of sort SduQueue.
index:= Qsearch(queue, addr)
returns index of the first queue
entry at which (entry!dst = addr);

emptyQ
ey P faise)

Ing:=
length(que)

(false)

ki=k+1

result:= k

result

TeTurns -1 it no martch found.
Also returns -1 for empty queue. */

296

Copyright © 1999 IEEE. All rights reserved.



https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS

)

ISO/IEC 8802-11: 1999(E)

ANSVI/IEEE Std 802.11, 1999 Edition

Package macsorts

operator

/
* Defragmentation support sorts

/

/* The PartialSdu structure is for INCOMPLETE MSDUs/MMPDUs */
/* (generically SDUSs) for which at least 1 fragment has been */

/* received. Unfragmented SDUs are reported upward immediately, */

3115 _d\Defragment(31)

ArAge

operator
ArFree

operator
ArSearch

I*and are never stored In Instances of this structure. */

newtype PartialSdu struct
inUse Boolean; /* =true if this instance holds any fragments */
rta MacAddr; /* transmitting station (Addr2) */
rsn SegNum; /* SDU sequence number */
rCur FragNum; /* fragment number of most recent Mpdu */
reol Time; /* (now+dUsec(aMaxReceivelifetime) @ 1st Mpdu */
rsdu Frame; /* buffer where Mpdus are concatenated */

default (. false, nullAddr, 0, 0, O, null .);
endnewtype PartialSdu;

newtype PartialSduKeys struct /* if aPrivacyOptionlmplemented=true*/

wDefKeys KeyVector; /* default keys when 1st frag received®/

wKeyMap KeyMapArray; /* key mappings when 1st frag received */

wExclude Boolean; /* aExcludeUnencrypted @ 1st frag rxy*/
endnewtype PartialSduKeys;
/* Number of entries in defragmentation array at this station,*/
/* The value is implementation dependent (min=3, see 9.5). */
synonym defragSize Integer = 6;
syntype defragindex = Integer constants 1:defragSize
endsyntype defragindex;
/* Array of PartialSdu for use defragmenting MSdus and Mmpdus. */
[* Searchable using the ArSearch operator.*/
/* index:= ArSearch(array, addr, seq, frag) */
/* where index is returned to identify the, first element for which */
/* ((inUse = true) and (entry!rta = addr) and (entry!rsn = seq) */
/* and (entry!rCur = (frag-1)); or as =1 if no match found. */
I* index:= ArFree(array) retufns the index of a free entry, */
/* or -1 if no entries free. May.free an entry, selected using */
/* an unspecified algorithm;to avoid returning -1. */
/* array:= ArAge(array, age) */
/* frees where (entry'eol < age), also used to clear array. */
newtype DefragArray Array( defragindex, PartialSdu);
adding operaters
ArSearch \DefragArray, MacAddr, SeqNum, FragNum -> Integer;
ArFree : DefragArray -> Integer;
ArAge)\™: DefragArray, Time -> DefragArray;
opérator ArSearch;
fpar” ar DefragArray, adr MacAddr, seq SeqNum, frg FragNum;
returns Integer; referenced;
operator ArFree; fpar ar DefragArray; returns Integer; referenced,;
operator ArAge; fpar ar DefragArray, age Time;
returns DefragArray; referenced;
endnewtype DefragArray;
newtype DefragKeysArray Array( defraglndex, PartialSduKeys);
endnewtype DefragKeysArray;
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Operator ArAge

I fpar

1 ar DefragArray,
i age Time;

ireturns DefragArray ;

3
1
1
1
1

S -

ArAge_1la(1)

[* This procedural operator
is part of sort DefragArray.
array:= ArAge(array, age)
frees entry'eol < age. This is
used both for the aging function
and to clear the DefragArray. */

dcl k
dcl te
dcl te

3 bl
CIraylITtiuca-,

Boolean ;

np PartialSduj

(reol) earlier
than specified
as not in use.

(D

k=1 k:= k+1

I%l

temp:=ar(k),
te:=
templinUse

(false)

te:=
templreol
< age

(false)

templinUse:=
false,
ar(k):= temp
[

elsg

(=defragSize)

ar

298
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Operator ArFree ArFree_1b(1)
i—; fpar I\ /* This procedural operator is
1 ar DefragArray’;} part of the sort DefragArray.
jreturns Integer ; | index:= ArFree(array)
e - returns index of an unused entry
in the array. If all entries are used,
dcl k Defragindex ; either returns -1, or selects an
dcl result Integer ; arbitrary entry to free in order to
dcl te Boolean; return a usable index. Decision
dcl temp PartialSdu ; criteria for case of no free entries
are implementation dependent. */

(D

k=1 k= k+1
temp:=ar(k),

te:=
templinUse

(false)

fm—————————-
1

This decision is
———————— 1implementation

| dependent.

(false) e
"Return index 1 'k:= index ISelectan entry to
of afree entry f--{ result=k result:= -1 of entryto [--1re-use based on
if possible. i force free' | unspecified criteria.

ar(k)linUse:=
false,
result:= k
]
result
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Operator ArSearch

! fpar )
1 ar DefragArray
| adr MacAddr,
| seq SegNum,
1 frg FragNum ;
ireturns Integer ;

I\
N
1

ArSearch_1la(1)

[* This procedural operator is
part of sort DefragArray.
index:= ArSearch(array, addr, seq, frag)
where array is a DefragArray;
index is returned to identify the first element
for which (inUse=true) and (entry!rta=addr) and
(entry!rsn=seq) and (entry!rCur=frag-1);
index is returned =1 if no match is found. */

dcl k pefragtndex- B
dcl regult Integer ;
dcl te|Boolean ;
dcl tenp PartialSdu ; |
—
k=1 k:=k+1
k J
N
temp:=ar(k),
te:=
templinUse
(false)
te
(true)
“Search for first 1 te:= (templrsn=)seq)
element where ¢--1 (temp!rta= [—— and
(inUse=true) and | adr) and (temp!xClr
(rta=adr) and ! = (frg-1))
(rsn=seq) and |
(Cur=(frg-1)) ! (false)
____________ H te
(true)
elsg
k
(=defragSize)
result:= k result:= -1
k J
result
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operator

/ AN

* CRC-32 sorts (for FCS and ICV)

/* Crc is a subtype of Octetstring with added operators: */
/¥ crc:= Crc32(crc,octet) */
/* updates the crc value to include the new octet, and */

3116_d\Crc_Wep(31)

Crc32

T Mirror(crc), which returns a Crc value with the order 7
/* of the octets, and of the bits in each octet, reversed for */
[* MSb-first transmission (see 7.1.1). Crc variables must have */
/* exactly 4 octets, which is done using initCrc or S4. */
newtype Crc inherits Octetstring operators all;
adding operators
Crc32 : Crc, Octet -> Crc;
mirror : Crc -> Octetstring;
operator Crc32; fpar crcin Crc, val Octet; returns Crc; referenced;
axioms for all c in Crc(
mirror(c) == S4(flip(c(3)),flip(c(2)),flip(c(1)), flip(c(0))); );
endnewtype Crc;
synonym initCrc Crc = /* Initial Crc value (all 1s) */
<< type Crc>> S4(0xFF,0xFF,0xFF,0xFF);
synonym goodCrc Crc = /* Unique remainder for valid CRC-32 */
<< type Crc>> S4(0x7B,0xDD,0x04,0xC7);

operator
eyLookup

/ ' AN

*  WEP support sorts

/
syntype Keylndex = Integer censtants 0:3 endsyntype Keylndex;
newtype PrngKey inherits Octetstring operators all;

adding literals nullKey; /*nullKey is not any of 2740 key values */

axioms nullKey == null;) default nullKey; endnewtype PrngKey;
newtype KeyVector (/* Vector of default WEP keys */

Array( Keylndex{ BrngKey); endnewtype KeyVector,

/* Number of ‘entries in aWepKeyMappings array at this station.

/* implementation dependent value, minimum=10 (see 8.3.2). */
synonym, sWepKeyMappingLength Integer = 10;
syntype-KeyMappingRange = Integer

constants 1:sWepKeyMappingLength endsyntype KeyMappingRange;
néwtype KeyMap struct /* structure used for entries in KeyMapArray */

mappedAddr MacAddr;

wepOn  Boolean;

wepKey PrngKey;
endnewtype KeyMap;

[* KeyMapArray -- used for aWepKeyMapping table; */

/* an array of KeyMap indexed by KeyMappingRange, with operator */
/*  KeyMap := keyLookup(addr, keyMapArray, keyMapArrayLength) */
[* returns the KeyMap entry for the specified addr, or */

/* (. nullAddr, false, nullKey .) if no mapping for addr. */
newtype KeyMapArray Array( KeyMappingRange, KeyMap);
adding operators
keyLookup : MacAddr, KeyMapArray, Integer -> KeyMap;
operator keyLookup;
fpar luadr MacAddr, kma KeyMapArray, kml Integer;
returns KeyMap; referenced,;
endnewtype KeyMapArray;
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Operator Crc32

i crcin Cre, “1
1 val Octet; 1
|
1

| returns Crc ;

crc32_1a(1)

/* This procedural operator is
part of sort Crc.
crc:= Crc32(crc, octet)
generates CRC-32 polynomial,
LSb-first, for the 8 bits of
octet into accumulator crc. */

temp:= -
b_s(crcin) ki=k+l

——

new:=
val(k) xor
last(temp)

temp:=
mkstring(new)
// head(temp)

(false)

temp:=
temp xor
feedback

result:=
0_s(temp)

® result

ulbi i’\ illLEgCl y

dcl new Bit;

dcl result Crc;

dcl temp Bitstring ;

I;?

/* Bitstring with 1s at bit
positions with feedback
terms in CRC-32 polynomial */

synonym feedback; Bifstring =
S$8(0,1,1,0,1,1¢0,3)//
S$8(1,0,1,1,4,0,0;0) //
S$8(1,0,0/0,0,0,1,1) //
$8(0,0;1,0,0,0,0,0) ;

302
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Operator keyLookup

i—; fpar luadr MacAddr, 1\

i kma KeyMapArray, * }

i kml Integer ;

| returns KeyMap ;

N

/* This procedural operator is
part of sort KeyMapArray.
keyMap:= keyLookup

(addr, keyMapArray, keyMapArrayLength)
If an entry is found with mappedAddr=addr,
keyMap is set to the value of this entry.
If no entry is found with mappedAddr=addr,
keyMap is set to (. nullAddr, false, nullKey .) */

KeyLookup_1a(1)

dcl Ik
dclre

iIIlCUCI Pl 1 y
ult KeyMap ;\j

luadr =
kma(lk)!
appedAd

(false)

ki=1k+1

result

(true)
D | [Rétum first KeyMiap”
kma(li() I --1element with correct
| mappedAddr value.
(true)
resalt!
mappedAddr=f-------4------ 1
hutlAddr '
| i
result! | fifthe end of the key
wepOn:=  p=====-—f—-——--- ):v map array is reached
false i 1without finding addr,
| | lindicate the lack of
I 1a mapping by returning
result! i inullAddr. This avoids
wepKey:=  p--=----q------ * 1ambiguity between an
nullKey Lentry which maps to

:nuIIKey and nullKey
1being returned due
to lack of a mapping.

]
1
Lo e o o e e e

Copyright © 1999 IEEE. All rights reserved.

303



https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999(E)

ANSI/IEEE Std 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Package macsorts

* FRAME sort (the basic definition of fields in MAC frames)

3117_d\Frame_1(31)

! I\ /
1 v
: 1 /* Frame is a subtype of Octetstring with operators for creating
e J /* MAC headers, extracting each of the header fields and some
/* management frame fields, and modifying most of these fields.
[* There are operators to create and extract management frame
[*e bady I\ _1CV _and ECS
[* fields, which are handled directly as Octetstrings. */
newtype Frame inherits Octetstring operators all;
adding operators
mkFrame : TypeSubtype, MacAddr, MacAddr, Octetstring -> Frame; operator
mKkCtl : TypeSubtype, Octetstring, MacAddr -> Frame;
protocolVer : Frame -> Integer; /* Protocol version (2 bits) */ getElem
basetype : Frame -> BasicType; /* Type field (2 bits) */ \
ftype : Frame -> TypeSubtype; /* Type & Subtype (6 bits) */ ;_ __________
setFtype : Frame, TypeSubtype -> Frame; 1Gets element
toDs : Frame -> Bit; /* To DS bit (1 bit) */ }from body of
setToDs : Frame, Bit -> Frame; :Management
frDs : Frame -> Bit; /* From DS bit (1 bit) */ 1frame. If the
setFrDs : Frame, Bit -> Frame; :target element
moreFrag : Frame -> Bit; /* More Fragments bit (1 bit) */ 1is not present
setMoreFrag : Frame, Bit -> Frame; l'an Octetstring
retryBit : Frame -> Bit; /* Retry bit (1 bit) */ :of length zero
setRetryBit : Frame, Bit -> Frame; |is returned.
pwrMgt : Frame -> Bit; /* Power Management bit (1 bit) */ b
setPwrMgt : Frame, Bit -> Frame;
moreData : Frame -> Bit; /* More Data bit (1'bit) */
setMoreData : Frame, Bit -> Frame;
wepBit : Frame -> Bit; /* WEP bit (1 bit)**/
setWepBit : Frame, Bit -> Frame;
orderBit : Frame -> Bit; /* {strictly@Order{ed} (1 bit) */
setOrderBit : Frame, Bit -> Frame;
durld : Frame -> Integer; /%Duration/ID field (2) */
setDurld : Frame, Integer#>Frame;
addrl : Frame -> MacAddr;” /* Address 1 [DA/RA] field (6) */
setAddrl : Frame, MacAddr -> Frame;
addr2 : Frame -> MaeAddr; /* Address 2 [SA/TA] field (6) */
setAddr2 : Frame,.MacAddr -> Frame;
addr3 : Frame'=> MacAddr; /* Address 3 [Bss/DA/SA] field */
setAddr3 {Frame, MacAddr -> Frame;
addr4 : Frame -> MacAddr; /* Address 4 [WDS-SA] field (6) */
insAdd4 - Frame, MacAddr -> Frame;
seg. wFrame -> SeqNum; /* Sequence Number (12 bits) */
setSeq : Frame, SeqNum -> Frame;
frag : Frame -> FragNum; /* Fragment Number (4 bits) */
setFrag : Frame, FragNum -> Frame;
ts : Frame -> Time; /* Timestamp field (8) */
setTs : Frame, Time -> Frame;
mkElem : ElementID, Octetstring -> Frame; /* make element */
GetElem : Frame, ElementID -> Frame; /* get element if aval */
status : Frame -> StatusCode; /* Status Code field (2) */
setStatus : Frame, StatusCode -> Frame;
atthStat—- Erame Q"“*U-SGQQ-@;—/*—S‘G{-H-S Codain Auth frama */
reason : Frame -> ReasonCode; /* Reason Code field (2) */
/* Frame operators continued on next page ...*/
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Package macsorts 3118 d\Frame_2(31)
/* ...Frame Sort Operators continued */
rm———————- 2 authSegNum : Frame -> Integer; /* Auth Sequence Number (2)
L\ authAlg : Frame -> AuthType; /* Auth Algorithm field (2) */
I beaconint : Frame -> TU; /* Beacon Interval field (2) */
J listenint : Frame -> TU; /* Listen Interval field (2) */
Ald : Frame -> Asocld; /* Association ID field (2) */
setAld : Frame, Asocld -> Frame;
curApAddr - Frame -> MacAddr; [/* Current AP Addr field (6) */
capA : Frame, Capability -> Bit; /* Capability (Re)Asoc */
setCapA : Frame, Capability, Bit -> Frame;
capB : Frame, Capability -> Bit; /* Capability Bcn/Probe */
setCapB : Frame, Capability, Bit -> Frame;
keyld : Frame -> KeyIndex; /* Key ID subfield (2 bits) */
setKeyld : Frame, KeyIndex -> Frame;
operator GetElem;
fpar fr Frame, el ElementlD; returns Frame; referenced;

[* Frame Sort Axioms */ B
axioms
for all fin Frame(  for all a, sa, da, ra, ta, bssa in MacAddr(
for all body, dur, sid, info in Octetstring(
addri(f) == Substr(f,4,6);
setAddrl(f,a) == SubStr(f,0,4) // a // SubStr(f,10,Length(f)-10);
addr2(f) == SubsStr(f,10,6);
setAddr2(f,a) == SubStr(f,0,10) // a // SUkStr(f,16,Length(f)-16);
addr3(f) == Substr(f,16,6);
setAddr3(f,a) == SubStr(f,0,16) // av¥ASubStr(f,22,Length(f)-22);
addr4(f) == SubsStr(f,24,6);
insAddr4(f,a) == SubStr(f,0,24),// a I/ SubStr(f,24,Length(f)-24);
curApAddr(f) == SubStr(f,28;6);
for all ft in TypeSubtype(
mkFrame(ft, da, bssa;-body) ==
ft // O3 // da //-d6tl1MacAddress // bssa // O2 // body;
(ft = rts) ==> mkGtl(ft, dur, ra) ==
ft // O1 /[ dav// ra // aStationID;
(ft = ps_poll)==> mkCtl(ft, sid, bssa) ==
ft // OLfsid // bssa // aStationID;
(ft =.ets)-or (ft = ack) ==> mkCil(ft, dur, ra) ==
ft/)O1 // dur /l ra;
(ft = cfend) or (ft = cfend_ack) ==> mkCtl(ft, bssa, ra) ==
ft// O3 // rall bssa;
ftype(f) == MkString(f(0) and 0xFC);
setFtype(f, ft) == Modify!(f, 0, MkString((f(0) and 0x03) or
f); );
for all bt in BasicType( basetype(f) == f(0) and Ox0C; );
for all i in Integer(
protocolVer(f) == octetVal(f(0) and 0x03);
authSegNum(f) == octetVal(f(26)) + (octetVal(f(27)) * 256);
durld(f) == octetVal(f(2)) + (octetVal(f(3)) * 256);
setDurld(f, i) == SubStr(f, 0, 2) // mkOS(i mod 256, 1) //
mkOS(i / 256, 1) // SubStr(f, 4, Length(f) - 4); );
Tor alfe I EfementiD(
mkElem(e, info) == e // mkOS(Length(info) + 2, 1) // info; );

/* Frame Sort Axioms continued on next page ... */
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i— _________ " [# .. Frame Sort Axioms continued */ B
i 1 for all b in Bit(
b ! toDs(f) == if (f(1) and 0x01) then 1 else O fi;

setToDs(f, b) ==
Modify!(f, 1, (f(1) and OxFE) or S8(0,0,0,0,0,0,0,b));
frDs(f) == if (f(1) and 0x02) then 1 else O fi;
SetFrDs(T, D) ==
Modify!(f, 1, (f(1) and OxFD) or S8(0,0,0,0,0,0,b,0));
moreFrag(f) == if (f(1) and 0x04) then 1 else O fi;
setMoreFrag(f, b) ==
Modify!(f, 1, (f(1) and OxFB) or S8(0,0,0,0,0,b,0,0));
retryBit(f) == if (f(1) and 0x08) then 1 else O fi;
setRetryBit(f, b) ==
Modify!(f, 1, (f(1) and 0xF7) or S8(0,0,0,0,b,0,0,0));
pwrMgt(f) == if (f(1) and 0x10) then 1 else O fi;
setPwrMgt(f, b) ==
Modify!(f, 1, (f(1) and OxFB) or S8(0,0,0,b,0,0,0,0));
moreData(f) == if (f(1) and 0x20) then 1 else O fi;
setMoreData(f, b) ==
Modify!(f, 1, (f(1) and OxFB) or S8(0,0,b,0,0,0,0,0));
wepBit(f) == if (f(1) and 0x40) then 1 else O fi;
setWepBit(f, b) ==
Modify!(f, 1, (f(1) and OxFB) or S8(0,b,0,0,0,0,0,0));
orderBit(f) == if (f(1) and 0x80) then 1 else Ofi;
setOrderBit(f, b) ==
Modify!(f, 1, (f(1) and OxFB) or S8(b;0,0,0,0,0,0,0));
for all c in Capability(
capA(f,c) == if (B_S(SubsStr(f,24,2)) and c) then 1 else O fi;
setCapA(f,c,b) == SubStr(f,0;24)// (B_S(SubsStr(f,24,2) and
(not c)) or (if b then c else,02 fi)) //
SubsStr(f,26,Length(f) ¢ 26);
capB(f,c) == if (B_S(SubStr(f,34,2)) and c) then 1 else O fi;
setCapB(f,c,b) == SubStr(f,0,34) // (B_S(SubsStr(f,34,2) and
(not c)) or (if bithen c else O2 fi)) //
SubStr(f,36,Length(f) - 36); ));
for all sq in SegNum(
seq(f) == (octetVal(f(22) and 0xF0)/16)+(octetVal(f(23)*16));
setSeq(f,;sq) == SubStr(f, 0, 22) // MkString((f(22) and 0x0F)
or mkOctet((sq mod 16) * 16)) // mkOS(sq / 16, 1) //
SubsStr(f, 24, Length(f) - 24); );
for all fr in FragNum(
frag(f) == octetVal(f(22) and 0xOF);
setFrag(f, fr) ==
Substr(f, 0, 22) // MkString((f(22) and 0xFO0) or
mkOctet(fr)) // SubStr(f, 23, Length(f) - 23); );
for all tm in Time(
ts(f) == tUsec( Usec!(octetVal(f(24)) +
(256 * (octetVal(f(25)) +
(256 * (octetVal(f(26)) +
(256 * (octetVal(f(27)) +
(256 * (octetVal(f(28)) +
(256 * (octetVal(f(29)) +
(256 * (octetVal(f(30)) +
(256 * octetval(f(31)))NMMN)) ) )i

[* Frame Sort Axioms continued on next page ... */
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/* ... Frame Sort Axioms continued */ B
setTs(f, tm) == SubStr(f, 0, 24) // mkOS(fix(tm), 1) //

mkOS((fix(tm) / 256), 1) // mkOS((fix(tm) / 65536), 1) //
mkOS((fix(tm) / 16777216), 1) //
mkOS((fix(tm) / 4294967296), 1) //
mkOS(((fix(tm) / 4294967296) / 256), 1) //
mkOS(((fix(tm) / 4294967296) / 65536), 1) //
mkOS(((fix(tm) / 4294967296) / 16777216) 1) /I

3120_d\Frame_4(31)

SubStr(f, 32, Length(f) - 32); );
for all stat in StatusCode(
status(f) == SubStr(f, 26, 2);
setStatus(f, stat) ==
Substr(f, 0, 26) // stat // SubStr(f, 28, Length(f) - 28);
authStat(f) == SubStr(f, 28, 2););
for all rea in ReasonCode( reason(f) == SubStr(f, 24, 2); );
for all alg in AuthType( AuthType(f) == SubStr(f, 24, 2); );
for all u in TU(
beaconint(f) == octetVal(f(32)) + (octetVal(f(33)) * 256);
listenInt(f) == octetVal(f(26)) + (octetVal(f(27)) * 256); );
for all sta in Assocld(
Ald(f) == octetVal(f(28)) + (octetVal(f(29)) * 256);
setAld(f, sta) == SubStr(f, 0, 28) // mkOS(sta mod 256,\1) J/
mkOS(sta / 256, 1) // SubStr(f, 30, Length(f) - 30);9);
for all kid in KeylndexRange(
keyld(f) == octetVal(f(27)) / 64;
setKeyld(f, kid) == Modify!(f, 27, mkOS(kid %64)); ); )));
endnewtype Frame;

/ ' AN

* ReasonCode sort
/

newtype ReasonCode inherits Oetetstring operators all;
adding literals unspec_reason,\ auth_not_valid, deauth_Iv_ss,
inactivity, ap_overload,, class2_err, class3_err,
disas_Iv_ss, asoc_not_auth;
axioms
unspec_reason =="mkOS(1, 2); auth_not_valid == mkOS(2, 2);
deauth_lv_ss ==mkOS(3, 2); inactivity == mkOS(4, 2);
ap_overload.==1kOS(5, 2); class2_err == mkOS(6, 2);
class3_er=='mkOS(7, 2); disas_Iv_ss == mkOS(8, 2);
asoc_not_auth == mkOS(9, 2);
endnewtype ‘ReasonCode;

\ StatusCode sort

newtype StatusCode inherits Octetstring operators all;
adding literals successful, unspec_fail, unsup_cap,
reasoc_no_asoc, fail_other, unsupt_alg, auth_seq_fail,
ching_fail, auth_timeout, ap_full, unsup_rate;
axioms

SULLTOSSTUT == |||r\uo\u, L}, UIIDPC\,_IQIIUIC - |||r\uq\4., L},
unsup_cap == mkOS(10, 2); reasoc_no_asoc == mkOS(11, 2);
fail_other == mkOS(12, 2); unsupt_alg == mkOS(13, 2);
auth_seq_fail == mkOS(14, 2); ching_fail == mkOS(15, 2);
auth_timeout == mkOS(16, 2); ap_full == mkOS(17, 2);
unsup_rate == mkOS(18, 2);

endnewtype StatusCode;
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Operator getElem GetElem_1a(1)

1 el Elementld ;i
1

dcl k, Ing, n Integer ;
dclinfo Frame ;

dcl te Boolean ;
dclvl, v2 Octet;

/* This is a procedural operator B
is part of sort Frame. This
operator extracts an element
from a Management frame:

|returns Frame ; |
J

U

elem:= getElem(fr,el)
Copies the info field of element
with element ID el from frame fr
into elem. If there is no element
| with the specified element ID,
elem is set to 'null'. */

n:= length(fr)
ftype(fr) (asoc_req,
else (beacon, asoc_rsp,
(probe_req) probe_rsp) (reasoc_red) reasoc_rsp)
k:=6 k=0 k:=12 k:=10 k=4
[ * I< k J
ki=k +
sMacHdrLng
k
I
te=n>=k
te
false
( ) (true)
s v1:= fr(k),
infg:= null V2= first(el)
C info @
(true) (false)
v1:= fr(k+1) v1:= fr(k+1)
ki=k +
Ing:=
octetVal
octetVal(vl) (ly+2
| —
info:=
substr
(fr,k+2,Ing)
info
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Package macsorts

/
* Frame Type sorts

/
/* TypeSubtype defines the full, 6-bit frame type identifiers. */
I* These values are useful with ftype operator of Frame sort. */
newtype TypeSubtype inherits Octetstring operators all;
adding literals asoc_req, asoc_rsp, reasoc_req, reasoc_rsp,
nro i i auth

3121_d\FrameType(31)

ps_poll, rts, cts, ack, cfend, cfend_ack, data, data_ack,
data_poll, data_poll_ack, null_frame, cfack, cfpoll, cfpoll_ack;
axioms
asoc_req == MkString(S$8(0,0,0,0,0,0,0,0));
asoc_rsp == MkString(S8(0,0,0,0,1,0,0,0));
reasoc_req == MkString(S$8(0,0,0,0,0,1,0,0));
reasoc_rsp == MkString(S8(0,0,0,0,1,1,0,0));
probe_req == MkString(S8(0,0,0,0,0,0,1,0));
probe_rsp == MkString(S8(0,0,0,0,1,0,1,0));
beacon == MkString(S8(0,0,0,0,0,0,0,1));
atim == MkString(S$8(0,0,0,0,1,0,0,1));
disasoc == MkString(S$8(0,0,0,0,0,1,0,1));
auth == MkString(S$8(0,0,0,0,1,1,0,1));
deauth == MkString(S$8(0,0,0,0,0,0,1,1));
ps_poll == MkString(S$8(0,0,1,0,0,1,0,1));
rts == MkString(S8(0,0,1,0,1,1,0,1));
cts == MkString(S$8(0,0,1,0,0,0,1,1));
ack == MkString(S8(0,0,1,0,1,0,1,1));
cfend == MkString($8(0,0,1,0,0,1,1,1));
cfend_ack == MkString(S8(0,0,1,0,1,1,1,1));
data == MkString(S8(0,0,0,1,0,0,0,0));
data_ack == MkString(S8(0,0,0,1,1,0,0,0));
data_poll == MkString(S8(0,0,0,1,0,1,0,0));
data_poll_ack == MkString(S8(0,0,0,1,1,1,0,0));
null_frame == MkString(S8(0,0,0,1,0,0,1,0));
cfack == MkString(S8(0,0,0,1,1,0,1,0));
cfpoll == MkString(S8(0,0,071,0,1,1,0));
cfpoll_ack == MkString(S8(0,0,0,1,1,1,1,0));
endnewtype TypeSubtype;
/* BasicTypes defines‘the 2-bit frame type groups */
newtype BasicType/-inherits Bitstring operators all;
adding literals'\'control, data, management, reserved;
axioms
control == $8(0,0,1,0,0,0,0,0); data == S8(0,0,0,1,0,0,0,0);

management == S8(0,0,0,0,0,0,0,0); reserved == S8(0,0,1,1,0,0,0,0);

endnewtype BasicType;
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Package macsorts 3122_d\MgmtFields(31)
Fo———————= »

! N /

| 1 * ElementID sort B

! I /

| R ——— -

newtype ElementID inherits Octetstring operators all;
adding literals eSsld, eSupRates, eFhParms, eDsParms,
eCfParms, eTim, elbParms, eCtext;
axioms
eSsld == mkOS(0, 1); /* service set identifier (0:32) */
eSupRates == mkOS(1, 1); /* supported rates (1:8) */
eFhParms == mkOS(2, 1); /* FH parameter set (5) */
eDsParms == mkOS(3, 1); /* DS parameter set (1) */
eCfParms == mkOS(4, 1); /* CF parameter set (6) */
eTim == mkOS(5, 1); /* Traffic Information Map (4:254) */
elbParms == mkOS(6, 1); /* IBSS parameter set (2) */
eCtext == mkOS(16, 1); /* challenge text (128, see 8.1.2.2) */
endnewtype ElementID;

* Capability field bit assignments sort

newtype Capability inherits Bitstring operators all;
adding literals cEss, clbss, cPollable, cPollReq, cPrivacy;
axioms
cEss == S8(1,0,0,0,0,0,0,0) // 0x00; /* ESS capability */
clbss == $8(0,1,0,0,0,0,0,0) // 0x00; /* IBSS\capability */
cPollable == S8(0,0,1,0,0,0,0,0) // 0x00; . *CF-pollable (sta), PC present (ap) */
cPollReq == S8(0,0,0,1,0,0,0,0) // 0x00;\M* not CF poll req (sta), PC polls (ap) */
cPrivacy == S8(0,0,0,0,1,0,0,0) // 0x0Q:_/* WEP required */
endnewtype Capability;

' AN

* IBSS parameter set sert

newtype IbssParms ‘igherits Octetstring operators all;
adding operators
atimWin : IbssRarms -> TU;
setAtimWin™ lbssParms, TU -> IbssParms;
axioms
for allib in IbssParms(  for all u in TU(
atimWin(ib) == octetVal(ib(0)) + (octetVal(ib(1)) * 256);
setAtimWin(ib, u) == mkOS(u mod 256, 1) // mkOS(u / 256, 1);));
ehdnewtype IbssParms;
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Package macsorts 3123 d\CF_And_AsocParams(31)

_________ [ AN

* CF parameter set sort

newtype CfParms inherits Octetstring operators all;
adding operators

cfpCount : CfParms -> Integer; /* CfpCount field (1) */

sefCipCount : CfParms, Integer -> CiParms;

cfpPeriod : CfParms -> Integer; /* CfpPeriod field (1) */

setCfpPeriod : CfParms, Integer -> CfParms;

cfpMaxDur : CfParms -> TU; /* CfpMaxDuration field (2) */

setCfpMaxDur : CfParms, TU -> CfParms;

cfpDurRem : CfParms -> TU; /* CfpDurRemaining field (2) */

setCfpDurRem : CfParms, TU -> CfParms;

axioms for all cf in CfParms( for all i in Integer( for all uin TU(
cfpCount(cf) == octetVal(cf(0));
setCfpCount(cf, i) == mkOS(i, 1) // Tail(cf);
cfpPeriod(cf) == octetVal(cf(1));
setCfpPeriod(cf, i) == cf(0) // mkOS(i, 1) // SubStr(cf,2,4);
cfpMaxDur(cf) == octetVal(cf(2)) + (octetVal(cf(3)) * 256);
setCfpMaxDur(cf, u) == SubStr(cf, 0, 2) // mkOS(u mod 256, 1)
/I mkOS(u / 256, 1) // SubStr(cf, 4, 2);
cfpDurRem(cf) == octetVal(cf(4)) + (octetVal(cf(5)) *256);
setCfpDurRem(cf, u) == SubStr(cf, 0, 4) // mkOS(uxmod 256, 1)
/I mkOS(u / 256, 1);)));
endnewtype CfParms;

] *

* Sorts for association management\at AP B

operator /

AldLookup synonym sMaxAld Integer = 2007 /* 2007 is largest allowable value */

/* implementation limit may be lower */
syntype Asocld = Integer caonstants 0:sMaxAld endsyntype Asocld;
/* Station Association Record -- only used at APs */

newtype AsocData strugct,
adAddr MacAddri¢ #* address of associated station */
adPsm PwrSave; /* power save mode of the station */
adCfPoll Booleah; /*true if station is CfPollable */
adPollRg Boolean; /* true if station requested polling */
adNoPoll Badolean; /* true if station requested no polling */
adMsdulP* Boolean; /* true if partial Msdu outstanding to sta */
adAuth  AuthType; /* authentication type used by station */
adRates RateSet; /* supported rates from association request */
adAge Time; /*time of association */

endnewtype AsocData;

I* Association table -- array of AsocData, only used at APs */

/* index:= AldLookup(table, addr) */

/* returns the index of location where table(x)!adAddr=addr */

/* or 0 if no such location found. */

newtype AldTable Array(Asocld, AsocData);

adding operators

Aldboskup——AtdFablerMacAdar—=Asoete:
operator AldLookup;
fpar thl AldTable, val MacAddr; returns Asocld; referenced;
endnewtype AldTable;
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Operator AldLookup AldLookup_1a(1)
i—; fpar I dcl k Asocld ; /* This is a procedural operator B
! tbl AldTable, *, dcl result Asocld; for sort AldTable.

1 val MacAddr ;1 dcl tst AsocData ; The association ID table is
| returns Asocld ;: searchable by MacAddr using
tmmmm - - index:= AldLookup(table, addr)
where table is an AldTable.
This operator returns the
first index value where the
table entry is equal to addr,
abristntaintsinidrinial | or 0 if no match found. */
LAt Scdiiltiat L. 1
AldTable index F--1 k=1 ki=k+1
range includes 0 |
because Ald=0 I K
is a shorthand '
used to indicate : tst:=
buffered broadcast
or multicast frames. |

(=sMaxAld)

result:= k result:=Q

result
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3124 _d\TIM(31)

/
* Traffic Information Map (TIM) support sorts

/

[* TrafficMap is an Array of Bit indexed by Ald. */

/* Bits =1 in TrafficMap denote the presence of buffered frame(s) */
/* for the station assigned that Ald. TrafficMap operators are: */

N\

ANSVI/IEEE Std 802.11, 1999 Edition

operator
mkTim

operator
nextAld

I~ mKTim(tratficMap, dtimCnt, dtmPer, lowAld, highAld, bcst) */
/* returns Octetstring to use as the info field of a TIM element */
/* The TIM will contain bits =1 for TrafficMap locations in the */
/* range (lowAld):(highAld). Buffered broadcasts and multicasts */
/* (Ald 0) are indicated if dtimCnt=0 and if bcst=true. */
/* nextAld(trafficMap, currentAld) */
/* returns index greater than currentAld at which TrafficMap=1. */
* If no locations before sMaxAld are =1, returns 0. */
newtype TrafficMap Array( Asocld, Bit);

adding operators

mkTim : TrafficMap, Integer, Integer, Asocld, Asocld, Bool€an -> Octetstring;

nextAld : TrafficMap, Asocld -> Asocld,;
operator mkTim;
fpar trf TrafficMap, dtc Integer, dtp Integer, xlo Asocld,
xhi Asocld, bc Boolean; returns Octetstring; referenced;
operator nextAld;
fpar trf TrafficMap, x Asocld; returns Asocld; \referenced;
endnewtype TrafficMap;
/* TIM is a subtype of Octetstring with opetators: */
/*  bufFrame(tim,Ald) returns true ifthe FIM info field */
I* (obtained using getElem) is =1 &t tim(Ald). */
/* bufBest(tim) returns true if the\['M info field */
I* indicates buffered broadcast/multicast traffic */
/* dtCount(tim) returns DTIM, count value from TIM */
/* dtPeriod(tim) returns.DTtM period value from TIM */
newtype TIM inherits Octetstring operators all;
adding operators
bufFrame : TIM, Asocld -> Boolean;
bufBcst : TIM ->Boolean;
dtCount : TIM)-> Integer;
dtPeriod 3 TIM -> Integer;
axioms
foralhelin TIM(  for all a in Asocld(
bufFrame(el, a) ==
if a < (octetVal(el(2) and OxFE) * 8) then false
else
if a >= ((octetVal(el(2) and OXFE)*8) + ((Length(el)-3)*8))
then false
else
Extract!(B_S(el), (a-(octetVal(el(2) and OxFE)*8)+24)) = 1
fi fi;
bufBcst(el) == (el(2) and 0x01) = 0x01;
dtCount(el) == octetVal(el(0));
dtPeriod(el) == octetVal(el(1)); ));
endnewtype TIM;
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Operator mkTim

i—; fpar
trf TrafficMap,

dtc Int

dtp Integer,

xhi As

bc Boolean ;

1
1
1
1
1
1
1 Xlo As
1
1
1
1
}

eger,

ocld,

1
1
1
:
1
ocld, :
}

returns Octetstring ;!

I
- -

dcli, j, k Asocld ;
dcl tim, tmp

Octetstring ;

MKTim_1a(1)

[* This procedural operator is part
of sort TrafficMap. mkTim builds
the info field for a TIM element

from the DTIM count and DTIM
period values and the contents
of the (xlo:xhi) range of bits in
the TrafficMap. The resulting
Octetstring can be used as an
| operand of mkElem (by an AP
generating a Beacon frame). */

C

Search down from1

lalt Til‘V‘i
with DTIM
count and
period fields.

1 mkos(dtc,1) //
mkOS(dtp,1)

| —

i:=xlo,
k:= xhi

=i+l

PRy ———
1
}

Search up from

1
high limit (xhi) ra -=-4low limit (xlo)
for a non-zero o (false) ifor a non-Zeto
traffic map bit. i (true) | traffic map bit.
l
: trf(k)=0
false false
( ) (true) (true) ( )
Floor ptarting k - j= (trf(0)=1)
index o even -- (i/16)*2 ki=k-1 if (dtc=0) [—{then1
multipje of 8. | and b¢)and else 0 fi
___________ o |
Add sjarting k =i+ (trf(0)=1) tmp:= mkString(
index fo be/me f--1  if ((dtc=0) (—then1l <<type —— mkOctet(j)),
indicaforto | and bc) and else O fi Octetstring>> | | |tim:= tim //
get bijmap ! | || tmp//O1
contrdl field | | fo——=——————— - —-
value ffor TIM. ! tmp:= mkString( ) | :If no 1s in the partial
——————————— - <<type — mkQctet())), tim  + 1bitmap, generate TIM
Octetstring>> timi= i with index 0 and one
| tim // tmp {octet =0 (see 7.3.2.6).
ii=i*8, i-This method of calculating bitmap
K= (N~ 1index and octet count meets alignment
((k-i) 1 8)y+1 1and length restrictions implicit in
:the encoding of the TIM bitmap control
___________ R i : i ifield (7.3.2.6). However, if xlo is not a
Apperd octets ! tim:= tim // S8(trf(i), I multiple of 16, or xhi is not a multiple
in active part  r-[-37O\S( <<type [ trf(i+1), lof 8, bits outside the range (xlo:xhi)
of bitpap to | Bitstring>> trf(i+2), iwill appear in the TIM element. This
the TIM. h | trf(i+3), i may be of concern to implementers, but
““““““ \ tri(i+4), lis not a problem in the formal description
i trf(i+5), 1because criteria for selecting bitmap
trf(i+6), | subsets are not part of this standard.
HH .
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Operator nextAld

fpar I
i trf TrafficMap, 3
| x Asocld; 1

ireturns Asocld ;

1
1
e e -

[* This procedural operator

is part of sort TrafficMap.
nextAld searches upward
from the specified initial
index (x) in a TrafficMap
and returns the index of
the first bit =1. If the end
of the TrafficMap (index=
sMaxAld) is reached with
no 1s found, a value of 0

NextAld_la(1)

dcl k, esutt—Asocid "\\A‘

Is returned. */

result:= k result:=Q

( § ;result
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Package macsorts 3125 _d\RateAndDurationSorts(31)
e B, I\

| ! * Multi-rate support sorts

! I /

| R ——— -

newtype Rate inherits Octet operators all;
adding operators
calcDur : Rate, Integer -> Integer; /* converts (rate,bitCount) to integer usec */
rateval . Rate -> Rate; I* clears high-order bit 77
basicRate : Rate -> Rate; /* sets high-order bit */
isBasic : Rate -> Boolean; /* true if high-order bit set */
axioms
for all rin Rate( for all i in Integer( for all b in Boolean(
calcDur(r, i) == ((((10000000 + (octetVal(r and Ox7F) - 1)) /
(500 * octetVal(r and 0x7F))) * i) + 9999) / 10000;
rateVal(r) == r and Ox7F; basicRate(r) == r or 0x80;
isBasic(r) == (r and 0x80) = 0x80; )));
endnewtype Rate;
syntype RateString = Octetstring endsyntype RateString;

/ LN

* MPDU duration factor support sort
/

/* These operators support the encoding used to allow*}
/* an Integer to represent the value of aMpduDurationFactor. */
/* calcDF(PlcpBits, MpduBits) returns an Integenwhich is */
/* the fractional part of ((PlcpBits/MpduBits)-1)*(1e9). */
/*  stuff(durFactor, MpduBits) returns the.number of PlcpBits */
* which result from MpduBits at the specified durFactor. */
newtype DurFactor inherits Integer operators all;
adding operators
calcDF : Integer, Integer -> Durkactor;
stuff : DurFactor, Integer -> Integer;
axioms
for all df in DurFactor( _+fer“all mb, pb in Integer(
calcDF(pb, mb) ==-((pb * 2000000000) / mb) - 1000000000;
stuff(df, mb) == ((mb * df) + (mb - 1)) / 2000000000; ));
endnewtype DurFactor;
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Package macsorts 3126_d\FH_DS_Params(31)

""""" L N
1
1

* FH parameter set sort

newtype FhParms inherits Octetstring operators all;
adding operators

dwellTime : FhParms -> TU; /* Dwell Time field (2) */

setDwellTime : FnhParms, TU -> FhParms;

hopSet : FhParms -> Integer; /* Hop Set field (1) */

setHopSet : FhParms, Integer -> FhParms;

hopPattern : FhParms -> Integer; /* Hop Pattern field (1) */

setHopPattern : FhParms, Integer -> FhParms;

hopindex : FhParms -> Integer; /* Hop Index field (1) */

setHoplndex : FhParms, Integer -> FhParms;

axioms

for all fh in FhParms( for all i in Integer( for all uin TU(
dwellTime(fh) == octetVal(fh(0)) + (octetVal(fh(1)) * 256);
setDwellTime(fh, u) == mkOS(u mod 256, 1) // mkOS(u / 256, 1) // SubStr(th, 2, 3);
hopSet(fth) == octetVal(th(2));
setHopSet(th,i) == SubStr(th,0,2) // mkOS(i,1) // SubStr(th,3,2);
hopPattern(fh) == octetVal(fh(3));
setHopPattern(fh, i) == SubStr(fh,0,3) // mkOS(i,1) // Last(fh);
hoplndex(fh) == octetVal(th(4));
setHoplndex(fh, i) == SubStr(fh, 0, 4) // mkOS(i, 1);)));

endnewtype FhParms;

/ AN

* DS parameter set sort

newtype DsParms inherits Octetstring operators all;
adding operators
curChannel : DsParms -> Integer; /~Current Channel (1) */
setCurChannel : DsParms, Integer -> DsParms;
axioms
for all ds in DsParms(  for-all'i in Integer(
curChannel(ds) == octetVal(ds(0));
setCurChannel(ds,i) == mkOS(i); ));
endnewtype DsParms;
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Package macsorts

3127_d\PHY_Params(31)

* Generic PHY parameter set sort

N\

/* Generic PHY parameter element for signals related to Beacons */
/* and Probe Responses that are PHY-type independent. */
syntype PhyParms = Octetstring endsyntype PhyParms;

/

NEWTYPE PhyChrstcs struct |\
aSlotTime Usec;
aSifsTime Usec;
aCCATime Usec;
aRxTxTurnaroundTime Usec;
aTxPLCPDelay Usec;
aRxPLCPDelay Usec;
aRxTxSwitchTime Usec;
aTxRampOnTime Usec;
aTxRampOffTime Usec;
aTxRFDelay Usec;
aRxRFDelay Usec;
aAirPropagationTime Usec;
aMACProcessingDelay Usec;
aPreambleLength Usec;
aPLCPHeaderLength Usec;
aMPDUDurationFactor DurFactor;
aMPDUMaxLength Integer;
aCWmin Integer;
aCWmax Integer;

EndNewType PhyChrstcs;

318
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Package macmib

3201 _d\StationConfig(5)

/* This Package contains definitions of the MAC MIB attributes

—————— 2 and the subset of the PHY MIB attributes used by the MAC state
L\ machines. These are needed under Z.100 to permit analysis of

I the state machine definitions. In future revisions these may

_______ J be replaced with the ASN.1 MIB definition which appears as

as Annex D, for use with a Z.105-compliant SDL tool is available. */

A\

StationConfig Table

Iq
S
Iq
q
g
S
Iq
Iq
q
€
Iq
Iq
Iq

=

= =

Iq
Iq
g

/
mote dotl1MediumOccupancyLimit TU nodelay;

nonym dot11CfPollable Boolean = <<package macsorts>> sCfPollable;
mote dotl1CfpPeriod Integer nodelay;

mote dotl1CfpMaxDuration TU nodelay;

mote dotl1AuthenticationResponseTimeout TU nodelay;
nonym dot11PrivacyOptionlmplemented Boolean=true;
mote dotl1PowerMangementMode PwrSave nodelay;
mote dotl1DesiredSsid OctetString nodelay;

mote dotl1DesiredBssType BssType nodelay;

mote dotl1OperationalRateSet RateString nodelay;

mote dotl1BeaconPeriod TU nodelay;

mote dot11DtimPeriod Integer nodelay;

mote dotl1AssociationResponseTimeout TU nodelay;

mote dotl1WepUndecryptableCount Counter32 nodelay;
mote dotl1ReceiveDTIMs Boolean nodelay;
mote dotllAuthenticationType AuthTypeSet nodelay;

!
B

AuthenticationAlgorithms Table

0

nonym dotl1AuthenticationAlgorithms AuthTypeSeét.=
incl(open_system, incl(shared_key));
/* NOTE: The members of this set are the
dot1l1AuthenticationAlgorithm values ofall
dot11 AuthenticationAlgorithmsEntry.instances
for which dot11AuthenticationAlgorithmsEnable=True.
Do not include shared_key in this-set
unless dot11PrivacyOptionlmplemented=true. */

WepDefaultKeys Table
(if dot11PrivacyOptionimplemented=true)

rg

mote dotl1lWepbefaultkeys KeyVector nodelay;

WepKeyMappings Table

*

(if dot11PrivacyOptionimplemented=true)

remote dotl1WepKeyMappings KeyMapArray nodelay;
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Package macmib

3202_d\PrivOperation(5)

PTivacy Tabte
(only if dot11PrivacyOptionimplemented=true)

0n o=

= =

gmote dotl1Privacylnvoked Boolean nodelay;
gmote dotl1WepDefaultKeyld Keyindex nodelay;

gmote dotl11ExcludeUnencrypted Boolean nodelay;
gmote dotl1WeplcvErrorCount Counter32 nodelay;
rgmote dotl1WepExcludedCount Counter32 nodelay;

nonym dot11WepKeyMappingLength Integer =
<<package macsorts>> sWepKeyMappingLength;

Operation Table

]

== = =

q
q
€

"0 =S

/
nonym dotl1MacAddress MacAddr =

K<type MacAddr>> S6(0x00, Ox11, 0x22, 0x33, 0x44, 0x55);

/* each station has a unique globally administered address */
/* Value may be overwritten with locally administered address at */
/* MimeReset, but is always a static value during MAC operation.*/

gmote dotl1RtsThreshold Integer nodelay;
gmote dotl1ShortRetryLimit Integer nodelay;
gmote dotllLongRetryLimit Integer nodelay;

mote dotl1FragmentationThreshold Integer nodelay;

mote dotl1MaxTransmitMsduLifetime TU nodelay;

mote dotl1MaxReceiveLifetime TU nodelay;

nonym dotl1Manufacturerld Charstring = ‘'name ‘of manufacturer’;
nonym dotl1Productld Charstring = 'identifier uhique to manufacturer’;

GroupAddresses Table

=

q

mote dotl1GroupAddresses MacAddrSet nodelay;
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use macsorts ;

Package macmib 3203_d\Counters(5)

COUMETS Tapte

/
gmote dotl1TransmittedFragmentCount Counter32 nodelay;
gmote dotl1MulticastTransmittedFrameCount Counter32 nodelay;
gmote dotllFailedCount Counter32 nodelay;

gmote dot11RetryCount Counter32 nodelay;

gmote dotl1MultipleRetryCount Counter32 nodelay;

gmote dot11RtsSuccessCount Counter32 nodelay;

gmote dotl1RtsFailureCount Counter32 nodelay;

gmote dotl1AckFailureCount Counter32 nodelay;

gmote dotl1ReceivedFragmentCount Counter32 nodelay;
gmote dotl1MulticastReceivedFrameCount Counter32 nodelay;
gmote dotl1FcsErrorCount Counter32 nodelay;

gmote dotl1FrameDuplicateCount Counter32 nodelay;

STST ST O3S S SIS S S

=
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Package macmib

3204_d\PhyOperation(5)

PhyOperation Tapte
* (values shown are mostly for FH PHY)

/
synonym FHphy Integer = 01; /* enumerated dot11PHYType value */
synonym DSphy Integer = 02; /* enumerated dot11PHYType value */
synonym IRPhy Integer = 03; /* enumerated dot11PHYType value */
synonym dot11PHYType Integer = FHphy;

remote dotl1CurrentRegDomain Integer nodelay;

synonym dot11TempType Integer = 01;

/
* PhyCharacteristic Parameters (values shown are mostly for FH PHY )

/* NOTE: The PhyCharacteristics are defined as synonyms because
their values are static during MAC operation. It is assumed
that , during each initialization of MAC operation, current
values for each of these parameters are obtained from the
PHY using the PImeCharacteristics primitive. */

synonym aSlotTime Usec = (aCcaTime + aRxTxTurnaroundTime. ¥
aAirPropagationTime + aMacProcessingTime);

synonym aCcaTime Usec = 27;

synonym aRxTxTurnaroundTime Usec = (aTxPlcpDelay + aRxTxSwitchTime +
aTxRampOnTime + aTxRfDelay);

synonym aTxPlcpDelay Usec =1;

synonym aRxTxSwitchTime Usec = 10;

synonym aTxRampOnTime Usec = 8;

synonym aTxRfDelay Usec = 1;

synonym aSifsTime Usec = (aRxRfDelay +:aRxPlcpDelay +
aMacProcessingTime + aRxTxTurnaroundTime);

synonym aRxRfDelay Usec = 4;

synonym aRxPlcpDelay Usec = 2;

synonym aMacProcessingTime  Usec = 2;

synonym aTxRampOffTime UsSee.= 8;

synonym aPreambleLength Uséc = 96;

synonym aPlcpHeaderLength Usec = 32;

synonym aMpduDuratienfFactor <<package macsorts>> DurFactor = 31250000;

synonym aMpduMaxCength Integer = 4095;

synonym aAirPropagationTime Usec =1,

synonym aCWmax-Integer = 1023;

synonym aCWmin Integer = 15;
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use macsorts ; f

Package macmib 3205_d\PhyRateFhss(5)

M SupportetDataRates TX Tapte (vatues showmare for FHPHY)
/
synonym aSupportedRatesTx Octetstring = S8(0x82, 0x04, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00);

* SupportedDataRatesRx Table (values shown are for FH PHY)

/
nonym aSupportedRatesRx Octetstring = S8(0x82, 0x04, 0x00,0x00, 0x00, 0x00, 0x00, 0x00);

n

synonym aPrefMaxMpduFragmentLength Integer = aMpduMaxLength;

/
* PhyFHSS Table B
* (only used with FH PHY)

n

nonym dotl11HopTime Usec = 224;

gmote dotl1CurrentChannelNumber Integer nodelay;
nonym dot11MaxDwellTime TU = 390;

gmote dotl1CurrentSet Integer nodelay;

gmote dotl1CurrentPattern Integer nodelay;

gmote dotl1Currentindex Integer nodelay;

== wn =

=

/ X /
1 The MAC state machines currently do not reference any attributes in:
PhyAntenna Table, PhyTxPower Table, PhyDsss Table, Phylr Table,
RegDomainsSupported Table, AntennasList‘Table. */

*endpackage;*/

~

~
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C.3 State machines for MAC stations

The following SDL-92 system specification defines operation of the MAC protocol at an IEEE 802.11 STA.
Many aspects of STA operation also apply to AP operation. These are defined in blocks and processes refer-
enced from both the STA and AP system specifications. Blocks and processes used in both STA and AP are
identifiable by the SDL comment /* for STA & AP */ below the block or process name. Blocks and pro-
cesses specific to STA operation are identifiable by the SDL comment /* station version */ below the block

or process name. The definitions of all blocks and processes referenced in the station system specification
appear in Clause C.3.

ThégTemainder of Clause C.31stheformal description, In SDL/GK, or an lTEEE oUZ. 11 STA.
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System Station

MauUnitdata.indication,
MaUnitdataStatus.indication

MAC_SAP

MaUnitdata.request:I

|:(MlmeConfirmSignaIs), ]

Station_1b(3)

(MImelndicationSignals)

SM_MLME_SAP

(MImeRequestSignaIs):I

“Includes request i iIncludes MAC MIB,
validationnd = —1 [——1MIB access, and
add/remoye ! M&?\ﬁgga— l\g;ggli_cl\ganagement_ Ifiltering of MIme

MAC heagers. T* for STA & AP */  for STA & AP */ | request and canfirr}

Msdulndicate:l MsduConfirm:I
(MmgtConfirmSignals),
RSDU TSDU (MmgtingdicationSignals)
MsduRequest:I
_____________ MmRequest,
Includes ¢ncryption, :_ Ezggzggﬁée
fragmentgtion, and ~ j-—-—1r MPDU_Generation_
_power sape queuing. _STA
[* station version */
MMGT
- MMTX
____________ . AtimWw, .
Includgs DCF, 1 PduConfirm,
Rts/Ctq, Ack & | CfPolled N\ G
CF-Ach, retries, - psTn ?,?rlrm' (MmgtRequestSignals)
CI_:-poI response, quiry
Atim h4ndling, TPDU
and P§-Pol. {1 %N | T r-o-T-----= ="
_____________ I Includes scan, jdin,
: I | beacon/dwell arq?
: I:PduRequest:l MLME_STA "E"r‘g’%‘f;/ggszgctlg‘t‘é 9.
*stati on* 1
: MCTL [*station version*/ :(de)authenticate
| start IBSS, and
I'monitor of statio
Protocol_Control_ Doze, ! & power save state.
_STA MmCancel, Mmindicate, Pslndicate:l ---------- F=-
[*station version*}, SsResponse, PsmDone,
SwChnl, Ssinquiry,
b SwDone
BkDone, Thtt, Wake
TxConfirm
i I:(leeConfirmSignaIs)-
X RxIndicate, RX PS
Backoff, NeedAck,
Cancel, RxCfAck,
TxRequest RxCfPoll I:ChangeNav:I I:ChangeNav:I
cs Fincludes validate, decrypt, |
L - ! address & duplicate filter

— *Transmission* Busy, . Reception ) :((j;)eriryi?(g?g;dct]/ﬁ?uneﬁlci?rﬁeer
: *for STA & AP*/ |Sd||0et *for STA & AP*/ | sense) and IFS & slot timing.

2 | 1o [ Y [ i
i MLME_PLME_SAP
1
| (PhyTxConfirmSignaIs):I (PhnySignaIs):I ____________
| Includes backoff
ST TPAY SAPCTR TTTTTTTTTTTLTTTTTTTTToTTT T PHY_SAPRX ~ """~ 1FCS generate, and

I:(leeRequestSignals):I Itimestamp insert.
(PhyTxRequestSignals):I PhyCcareset.request

Copyright © 1999 IEEE. All rights reserved.

325



https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999 (E)
ANSI/IEEE 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

use macsorts ;

use macmib ;
System Station Sta_signals_2d(3)
Fommsmm—— >
! I signal
: b MmCancel, B
1 : MmConfirm(Frame, TxStatus),
e = - Mmindicate(Frame,Time, Time,StateErr),
MmRequest(Frame,Imed,Rate),
MsduConfirm(Frame,CfPriority, TxStatus),
At MsduIndicate(Frame,CfPri_ori.ty),
Bac ‘gf’f(lnte or Integer MsduRequest(Frame,CfPriority),
ger,Integer), NeedAck(MacAddr, Time,Duration,Rate),
ne(Integer), PduConfirm(FragSdu, TxResult),

PduRequest(FragSdu),
PhyCca.indication(Ccastatus),
PhyCcarst.confirm,
PhyCcarst.request,

' PhyData.confirm,
PhyData.indication(Octet),

: : PhyData.request(Octet),
Rquting,Octetstring,RxStatus, PhyRxEnd.indication(PhyRxStat),
PhyRxStart.indicationgnteger,Rate),
PhyTxEnd.confirm,
PhyTxEnd.request,
PhyTxStart.confirm,
PhyTxStart.request(Integer,Rate),
PlmeCharagcteristics.confirm(PhyChrstcs),
PlmeCharaeteristics.request,

Associate.confirm(MIimeStatus),
Associate.indication(MacAddr),
Associate.request(MacAddr,Kusec,Capability,Integer), PImeGet.confirm(MibStatus
Authenticate.confirm MibAtrib MibValue) ’
(MacAddr,AuthType,MImeStatus), PimeGet réquest(Mit;Atrib)
Authenticate.indication(MacAddr,AuthType), PImeResét confirm(BooIea’n)
Authenticate.request(MacAddr,AuthType,Kusec), PImeReset:request, ’

Deauthenticate.confirm(MacAddr,MImeStatus), " : . .
Deauthenticate.indication(MacAddr,ReasonCode), E:mggg?ggg&g‘tm:giﬁ%’iﬂmeggg)
Deauthenticate.request(MacAddr,ReasonCode), PsmDone ’ ’
Disassociate.confirm(MImeStatus), PsChangé(MacAddr PsMode)
Disassociate.indication(MacAddr,ReasonCode), PsIndicate(MacAddr:PsMode):

Disassociate.request(MacAddr,ReasonCode), .
Get.confirm(MibStatus, MibAtrib,MibValue), Eig‘gggﬁg"&ﬁ;g&dr PsMode)
Get.request(MibAtrib), ResetMAC ’ ’
Join.confirm(MImeStatus), RfoAck(MacAddr)
Join.request(BssDscr,Integer,Usec,Ratestring), RxIndicate(Frame 'Iiime Time,Rate)
Powermgt.confirm(MImeStatus), Slot ’ ’ ’ ’
Powermgt.request(PwrSave,Boolean,Boolean)y Sslﬁquiry(MacAddr)
Reassociate.confirm(MImeStatus), SsResponse(MacAddr
Reassociate.indication(MacAddr), StationState Stationétate)
Reassociate.request(MacAddr,Kusec;Capability, Integer), SWChnI(Integér Boolean) ’
Reset.confirm(MImeStatus), SwDone ! !
Reset.request(MacAddr,Boolean), TBTT !
Scan.confirm(BssDscrSet,MImeStatus), TxCoﬁfirm
Scan.request(BssTypeSet,MaeAddr,Octetstring, TxRequest’(Frame Rate)
SdanType,Usec, Intstring,KusecjKusec), Wake : ’ ’
MimeSet.confirm(MibStatus,MibAtrib), !
MimeSet.request(MibAtrib, MibValue),
MimStart.confirm(MImeStatus),
MimeStart.request(Ogtetstring,BssType,Kusec,
Infeger,CfParms,PhyParms,IbssParms,Usec,
Cqpability,Ratestring,Ratestring) ;
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System Station

Sta_signallists_3c(3)

.

! A

1 Yy

! I

! I

Sy —— -
signallist signallist signallist
HreReatestSigrats= HmeConfirmStgnats= v teationStgreats=

MImeAssociate.request,
MimeAuthenticate.request,
MIimeDeauthenticate.request,
MImeDisassociate.request,
MIimeGet.request,
MImeJoin.request,
MIimePowermgt.request,
MImeReassociate.request,
MImeReset.request,
MImeScan.request,
MImeSet.request,

MImeStart.request ;

ignallist B

mgtRequestSignals=
MImeAssociate.request,
MImeAuthenticate.request,
MIimeDeauthenticate.request,
MImeDisassociate.request,
MImeJoin.request,
MIimePowermgt.request,
MImeReassociate.request,
MImeScan.request,
MImeStart.request ;

MImeAssociate.confirm,
MImeAuthenticate.confirm,
MImeDeauthenticate.confirm,
MImeDisassociate.confirm,
MImeGet.confirm,
MimeJoin.confirm,
MIimePowermgt.confirm,
MImeReassociate.confirm,
MImeReset.confirm,
MImeScan.confirm,
MImeSet.confirm,

MImeAuthenticate.indication,
MImeDeauthenticate.indication{
MImeDisassociate.indication
MImeAssociate.indication,
MImeReassociate.indication ;

MImeStart.confirm ;

signallist B

MmgtConfirmSignals=
MImeAssociate.confirm,
MimeAuthenticate.confirmy
MIimeDeauthenticate.confirf,
MimeDisassociate.confirm,
MimeJoin.confirm,
MImePowermgt.confirm,
MimeReassociate.confirm,
MImeScan.confirm,
MImeStart.confirm ;

qignallist
RhyTxRequestSignals=
PhyTxStart.request,
PhyTxEnd.request,
PhyData.request ;

dignallist B
RImeRequestSignals=
PlmeEharacteristics.request,
PlmeGet.request,
RIméSet.request,
PIméReset.request;

signallist

MmagtindicationSignals=
MImeAuthenticate.indication,
MImeDeauthenticate.indication,
MImeDisassociate.indication,
MImeAssociate.indication,
MImeReassociate.indication ;

signallist

PhyTxConfirmSignal
PhyTxStart.confirm,
PhyTxEnd.confirm,

PhyData.confirm ;

signallist B

PlmeConfirmSignals=
PlmeCharacteristics.confirm,
PlmeGet.confirm,
PImeReset.confirm,
PImeSet.confirm;

signallist

PhyRxSignals=
PhyRxStart.indication,
PhyRxEnd.indication,
PhyData.indication,
PhyCca.indication,
PhyCcareset.confirm ;
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MAC_SAP

indication

Block MAC_Data_Service MaUnitdata._
indication

[MaUnitdataStatus._] Mac_Data_1la(1)

ToLLC FromLLC

/* This block provides b
the MAC_SAP functions;
described in Clause 6,
convgymg MSDUsfrom
and tp the LLC entity.
This Iplock operates
identifally in STA

and AP, but in STA

the TEDU signal route
conngcts directly to
MPDY_Generation, and
the RSDU signal route
conngcts directly

from Protocol_Control,
whergas in AP both of
thesel signal routes
conngct to Distribution
Servige. */

MaUnitdata.request:I

MSDU_to_LLC MSDU_from_LLC
(1,2) (1,1)
Msdulndicate:l MsduConfirm:I
RxMsdu TxMsdu
MsduRequest:I
RSDU TSDU
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Process MSDU_to_LLC

Msdu_to_LLC_1la(1)

dcl cf CfPriority ;
dcl LLCdata Octetstrin
dcl sa, da MacAddr ;

/* This process runs when
reception is successfully
completed on an MSDU
addressed to the local
LLC entity. This process
extracts the appropriate
address and status info,

dcl sdu Frame ;
dcl srv ServiceClass ;

removes
from the

(the FCS
removed
reception
generate:

e MAC header
SDU data field
nd IV/ICV are
uch earlier in
andling), and
the indication

to LLC. Reception status
is always [successful"
because { receive error
causes th¢ MSDU to be
discarded|before reaching
MAC Datd Service. */

Msdulndicate,
(sdu, cf)

da:= addr1(sdu)

sa:= if frDs(sdu)=1
then addr3(sdu)
else addr2(sdu) fi

srvi=
if orderBit(sdu)=1
then strictlyOrdered
else reorderable.fi

"Hemove MAC headeri N
lom beginning of Fa LL€data:= substr

SDU to obtain the 1 v———J  (8dujSMacHdrLng,

LLC data octet string. | mgrﬁzgﬂzg)

—

"Reception status _|

always successfulb—— -
because any errory v
would preventthe !
Msdulndi¢ate 1
from reaching 1
thisrocess. :

MaUnitdata._
indication(sa, da,
null_rt, LLCdata,
rx_success,cf,srv)

o e
'From source of the RSDU channel.
1STA source is Protocol Control,

1AP source is Distribution Service.
| P ——" 4.
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Process MSDU_from_LLC

Msdu_from_LLC_1b(1)

] T\ dcl cf CfPriority ; imported mAssoc,
: A dcl LLCdata Octetstrind— mDisable, mlbss,
1 : dcl rt Routing ; mPcAvail Boolean ;
e = - dcl sa, da MacAddr ; imported
dcl sdu Frame ; dotl1PowerManagementMode PwrSave ;
dcl srv ServiceClass ; imported
dcl stat TxStatus ; mBssld MacAddr ;
From_LLC
r @@ O OO .. |
MaUnit_ (sa, da, rt, successful, 1 MsduConfirm [* This process runs when B
data. =TT retrrrmG F=—(suSY; AFASBO-tetransmits
requekst cf, srv) txLifetime, : stat) presented by LLC. This
or noBss H process validates request]
| ——————————— parameters, and if yalid
- - — - attaches a basic\MAC
'validgte ifrt/=null_rtthen srv:= if then header and sends the MSDU
paramefers’, —{ nonNullSourceRouting orderBit | strictlyOrdered  |{q MPDU preparation (at
statf else if (length(LLCdata) (sduy=1 else reorderable fi | STA) or to Distribution
> sMsduMaxLng) or f
(length(LLCdata) < 0) | Seryice (at AP). If request
then excessiveDatalength T mva}hd, or when status
else successtul fi fi dai= if then addr3(sdu) iStavailable for th_e \_/alld
. B —{else addri(sdu) Tx attempt, I__LC is informéd
toDs(sdu) = 1 f by an MaUnitdataStatus. |
Indication generated by
| this process. */
(reorderable) MaUnit_ (addr2(sdu),
dataStatus._ |—da, stat;
I_ indication cf, srv)
statk (strictlyOrdered)
usr;si’l%c i Build frame with 24-octet
I MAC header and LLCdatg:
[
%’ | | ftype:= data
! | tod%S = g
i 1 addrl:=da
O (sta_active) i | addr2:= dot11MacAddreps
stat'F ' | (saparameter not used
unavailgble_ | | addr3:= mBssld
Service¢lass . ! : <other header fields> :=
ﬁl g > 1 Reject Msdu : ittt -
i Impor - -4 if station 1
I_ rue mDisable Inot in BSS !
(faise) 1971555 o 0) !
stat:F 1
noBgs :
) 1
A (coQiteyiion) sdu:= : dotl1MacAddress,
mkFrame —— import(mBssld),
I_ (data, da, LLCdata)
stat; (contenfionFree
unsuppg (true)
Priorfty import
mPcAvail
(strictly_
(false) else Ordered)
MauUrjit_ (sa, da, MaUnit_ (sa, da, sdu:=
dataStatus. \|= stat, dataStatus._—— unavailable__ setOrderBit
indicatian cf, srv) indication Priority,cf, srv) (sdu, 1)
L I I
| N
: rlf no PCF, rSend Msdu to
cfi= L __{inform LLC, MsduRequest \y __!vpdu preparation
contention Isend Msdu in (sdu, cf) I (to distribution
1in contention | service at AP)
:period. 2nd :With basic header.
1 MaUnitdata_ | Other fields are
:Status reports :filled in prior
1 TX result. 1 to transmission.
b o o o o o o - L S ——
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TSDU

Block MPDU_Generation_STA MsduConfirm:I sta_Mpdu_gen_1a(1)
Fommsmm—— >

! N

1 (A

! I

! I

Sy —— -

Msdu

signal
FragConfirm(FragSdu, TxResult);
FragRequest(FragSdu) ;

e .

do 1Privacy0ptionImplemented:. _______
=tryie. This is a typical
lochtion, but implementers
maly use other locations
between the MAC_SAP
andl PHY_SAP_TX as
lonp as they provide

thel specified behavior

as pbserved at LLC,
MUME and the WM.

U g -

/* Thip block converts B
outgping Msdus and Mmpdus
into Mpdus, fragmenting
and ¢ncrypting as necessary.

If the station is in a Bss,
outgping Msdus are directed
via d|stribution service

at the AP.

The PM_Filter process queues
framgs needing announcement
by Afim in an Ibss; or frames
to bg sent in the CF-period

at a CF-pollable station in

a Bsg. */

[* for STA & AP */

/* station version */

Prepare_MPDU
(1.1

PM_Filter_STA
(1,1)

MsduRequest:I

[MmRequest]

FragConfirm:I

FragMsdu

FragRequest:I

PsChange

|

[ Atimw,
PduConfirm,
CfPolled

PsResponse,]

[MmConfirm:I

MM
X

I:Pslnquiry:l

PwrMgt

Mpdu

PduRequest:I

Copyright © 1999 IEEE. All rights reserved.
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Process Prepare_ MPDU

prepare_1b(2)

Mmpdu. If encryption is

Fm——————— N\ e
! I [ Procedure used for WEP encryption. dcl beme, keyOk,
| “I Encrypt - -1 If dot11PrivacyOptionimplemented= useWep Boolean:= fals€
1 1 I false, this procedure is not present. dcl f FragNum ;
e = = eV e - dcl fsdu FragSdu ;
dcl mpduOvhd, p,
imported mAssoc, mlbss, dotl1Privacylnvoked Boolean ; B dCﬁ)l:JLrlIS gfﬁ:gﬂtylr?teger !
imported dot11FragmentationThreshold Integer ; del rrsl TxResult "
imported dotl1WepDefaultkeys KeyVector ; del sdu. rsdu Fra’me'
imported dotl1WepDefaultkeyld KeyIndex ; ’ !
imported dotl1WepKeyMappings KeyMapArray ;
imported dot11WepKeyMappingLength KeyMapArrayLength ;
imported mCap_Octetstring ;
No S
[ [
and (not import Msdu_
< (éngg(s].fc) import(mAct_ (mﬁgg) < (mActing_ > Request
ingAsAp)) AsAp) (sdu, pri)
T All data frames I All data frames ;
All data frames Prepare_ All data frames Prepare_ MsduConfirny
--1in Bss sent to Ibss -=-qin Ibss sent to AP (sdu,pri,  f==--- -1
Idlstrlb service - Idestlnatlon sta. - noBss) :
______________________ i
e |
1
< not import > gsgﬁgst 'I\?Aesgﬂgst < not import > i
(mAsspc) (sdu,pri) (sdu,pri) (mlbss) :
I
L ———— :
[}
Msdu_ not import 1
No_Bss No_Bss Request (mActing_ '
(sdu,pri) AsAp) 1
1
}
1
I
sdu:= sdu:= 1
setAddr] 1 setAddr3(sdu, No_Bss |
(sdu,impprt addri(sduy)), !
(mBssld)), :
sdu:= 1
settfobsf{ | | AN rmm———————— ——  mT=——————— !
(sdu,1) r Mmpdus sent Data frames L
~ 7even when not * rejected if re
| 1in Bss/lbss. no Bss/lbss. !
| Lemmmmmemees Implementations]|
[ : I may retain thesg|1
i frames untila |}
Invoked) gnd useWep:= 1 [Mm_ Frag_ Bss becomes |1
dotl1Privacy |— import( ResetMAC | + qRequest Confirm (re)available.  |!
Option_ dot11Privacy_ (sdu,pri) (fsdu,prirrsl) N 00 oemC et
Implemented \I/ |
_______ i |
Fragmentfand 1 bcme:= rsdu:= substr
encrypt is :- ————— No_Bss isGroup( (fsdu! — ,s):’\{!a:cflggall_:fg),
on next pgge. addrl(sdu)) pdus(0), O, ’ ’
_______ RE—— |
dot11Privacy_ (fsdu!
Option_ — useWep:= basetype — p
Implemented I pdus(0))
and if : T else
wepBit(sdu)=1 1 ] (management)
- then true ! -
/* This process generates ) ! Msdu MmConfirm
else false fi 1 — -
one or more Mpdus from i Confirm r (rsdu,pri,rrsl)
each outgoing Msdu or ! (rsdu,prirrsh)[ ] to fsdulcnfTo
I I
I

needed, the Mpdus are
encrypted before being
passed to be filtered for
possible power save or
CF queuing before tx. */

wepBit=true in
request for 3rd
frame of shared
key auth. seq.

: Confirm Msdu to 1
s MAC data service,
confirm Mmpdu to 1
MLME sub-block. |
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Process Prepare_ MPDU

fragment_2b(2)

_________ »
L\.‘ make_
: pdus
‘nitialize i fsdulfTot:=1, fsduleol:=0, fsdu!sqf:=0, =0,
FragSdu :.__ fsdulfCur:=0, |— fsdulsrc:=0, fsdullrc:=0, p:=
structure | fsdulfAnc:=0, fsdulpsm:=false, sMacHdrLng
——————————— + | fsdultxrate:=0 |
fsdulgrpa:= fsdulcf:=pri, fsdu!pfi;s(f):z
TSGIP( F— 1 T T=sendaer, it
addri(sdu)), fsdulresume:=false keyOk:=false
mpduOvhd:= v and lev fields fsdu!pdus(f):= sMacHdrLng) //
sMacHdrLng + }--1not counted in pre- fsdulpdus(f) // |— substr(sdu,p,
sCrclLng Lfragment overhead. substr(sdu,0, pdusSize)
“dot11Fradmen_ | | | |
tationThrashold :____ pduSize:= (dotl1Fragment_ deSé?g;Sg;?._
i ] e
ngttfﬁf/l i : import ationThreshold) fsdutpdus(f).f)
MpduLength. |
not(
length(sdu) >
fsdu!grpa) pduSize
and
false) (true) (true) (false)
pduSige:= pduSize:= | This is the typical fsdulpdus(f):=
length(spu) - pduSize - | --4case, with the length setMoreFrag(
sMacHdrLng mpduOvhd 1 of all but the last fsdulpdus(f),1)
| fragment equal to
: dotl1Fragmentation_
1 Threshold (plus
:sWepAddLng if
juseWep=true). The (false)
I'value selected for
1 pduSize must be (true)
: >=256, even, and
| <=aMpduMaxL-ength. Encrypt impor;(dotllWepKey_
il © T (fsdulpdus(f), |- Mappings),
keyOk, import(dot11WepKey_
MappingLength),
import(dot11Wep_
fsdu!fTot:= Rdysize) + ilﬁ:?;erjtl(tdK(i{Sl)\Y/VepDefault
((length(sdu) -  —=if ('(\I/Ien?_':z(sl_du))- keyOk Keyld), import(mCap)) |
sMacHdrLng) / sMacHdrLng
/";8" pduSize) (false) (true)
then 1 - -
] - pdusSize:= if
else 0 fi . f.= fgln |+ (p+pduSize) > length(sdu
p:= p+pduSize, | | |then (length(sdu) - p + 1)
| |else pduSize fi
I
| pm e
. if fsdu!fTot=0 (false) : :EinaLfragmﬁnt may
sdulfTot:= |—then 1 « 4 be shorter than
else fsdulfTot fi linitial/intermediate
T i fragments.
| e ————-
make_ unavailab_le_ '(\:Aggflijr_m FragRequest \ =~ ______
pdus KeyMapping) (sdu, pri (fsdu) I I Encryption expands
e « 1each pdu by

5

1sWepAddLng,

| hence Mpdus may

1be longer than

 dot11MaxMpduLength
by sWepAddLng.

1
-
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Procedure Encrypt

i ; fpar in/out wpdu Frame,
Im/out keyOk Boolean,

)
1in maps KeyMapArray, :
N ;in mapLength KeyMapArrayLength, :
1
1
[}
1

||n kvec KeyVector,
jinkndx Keylndex,

encrypt_1c(1)

dclicv Crc;

dcl key PrngKey ;
dcl kmap KeyMap ;

imported procedure RC4 ;

dcl encryptLng, k, n Integer ;
dcl encryptStr, newlV Octetstring ;

1in caps Octetstring ; isWds:= fpar PrngKey, Integer ; icv:=
--------------------- y toDs(pdu)and 2 | returns Octetstring ; initCrc
frDs(pdu) |
I
—— . |
___________ 1 ———————————
lev field is ! encryptLng:= if isWds then | Testif addr4 if isWds then k:=0,
-y L
er]crypted ot == Tengumwpau) - SW T SWOSATULTg — =
this lengtt] I sMacHdrLng - else O fi 10nly need at AP else 0 fi sWepHdrLng +
is the pre4cv r — —Y e
loop coun}. ' | H-
_______ S —— ———————————————— - - ——
) = IThe IV generation algorithm ICV value ! icve=
caIInerl\\//_ . k--1is not specified, but use of calculated from t-- Jov= cdchZ
genlvV(x) la new IV for each Mpdu is plaintext. | (icv,wpdu(n))
! irecommended STRONGLY.  —c————fmmmm s |
___________ hl
Encrypt by xor 1 wpdu(n):=
of payload with  t=-1/wpdu(n) xor
encrypt string. , j encryptStr(k)
true)y  J(alse)  TTTTTTTTOEG ’ |
kmap:= /* The algorithm for changing .
ps keyLogkup maps, dot11WepDefaultkeyld is not ki=k+l,
va (addr1(wpdu), mapLength) specified.|f all stations in the BSS n:=n+l
=cPrivacy) have thesame values in the
{relevant subsetof}
----------- dotl1WepDefaultKeys, falsp
] lkJse ?efault a station's DefadltKeyld algorithm ( )
“" ey I no does not affect interoperability. */
(true) I mapping or
(false) ! group dest.
: If mapping
(false) r=-1keyOn=false, n:=0
| Id0 not encrypt.
(R iyt g
I
[ A e
L key:= — ! raw ICVis1l's | icvi=
key:F keyOk:= ! -
kmaplwepKey —————————————— J complement of L--1 mirror(
kvec(kpdx) kndx:= true crc32, MSb-first 1 not(icv))
U | S |
Return er (icv(n) W
to LLC if xor 1 xpgﬂl_/
key is null encryptStr(k)) | P
"""" (true) ! |
__________________ a1
Concatenfite 1 key:= key.// - Encrypt ICV 1! .
key with | r--1 P¥ngKe¥1! kP}y|Ok._ octets and Ll ke= ke,
for encrypfion 1 newlV alse attachtoend 1 n:=n+1
PRNG se¢d. | | of Mpdu. |
“Use RC4 PRNG to _1| encryptstr:= (falsg)
generate an encrypt\t - call RC4 encryptLng+
string as long fashé 4 (key, sCreLng) (rue)
MPDU paylo ! T
plus the ICV field. |
wpdu:= II'mewlV /[ O1 /] wepdu:= KkevOk:=
r 1 substr(wpdu,0, — substr(wpdu, sMac_ r{ setWepBit |— trui/e )
| | sMacHdrLng) HdrLng, encryptLng) | (wepdu,1),
I I
I | I
______________ 21 R
Insert IV and keyld 1 | wpdu:= Set WEP bit o
between MAC header}<{  setKeyld in Frame L
and data field. | (wpdu,kndx) Control field. |

|
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Process PM_Filter_STA

import

< (mDisable)

H

sta_PM_Bss_1b(4)

dcl atPend, fsPend,
sentBcn Boolean:= false—

dcl cfQ, psQ, txQ, anQ
SduQueue:= emptyQ ;

dcl dpsm PsMode ;

dcl fsdu, rsdu FragSdu ;

dcl k, n Integer ;

dcl resl TxResult ;

dcl sta MacAddr ;

anQ:=emptvQ psQ:=emptyQ
cfQ:=emptyQ, txQ:=emptyQ
N|
L
: Station not in any BSS,
PM_lIdle --4only Mmpdus will be sent
Idown by Prepare_MPDU.
[ I I 1
: Frag Pdu
impgrt < import - =
Request Confirm
< (mAsspe) (mibss) (fsdu) (fsdu,resl)
:PsChange PM Ibss [BSS case is Pdu_ Frag_
PM_Hss --qignored when Data ~ --4two pages Request Confirm
| assoc w/BSS. - | ahead. (fsdu) (fsdu,resl)
[ I
Frag_| (not fsPend Pdu_ :
Request <and (Iength> Confirm (Im?:?g) - >, -
(fsdu (th) /=0) (fsdu,resl) :
]
& S _
. ! Ipass management frame
N fsdu:=first(txQ), fsPend:= 1 - g
fsdulef > BSs_Cf, .
> txQ:=tail(txQ) false r P Tinvelved in scan, join.
| .
contention) | : fommmm e -
V oL
1
xQ:= dlast Pdu_ ! ICfp handling
(0, fddu) Request qis on next
' (fsdu) 1 page.
[ | ___________
(contentior] fsPend:= deUI—,_
Free) true resume:=
true
— )
cfQ:= dlast \ txQ:= (first
(cfQ, f4du) (txQ, fsdu)
%

Frag_
Confirm
(fsdu,resl)
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Process PM_Filter_STA sta_PM_Cfp_2b(4)
T I
1 (A
! I
! I
Sy —— -

Bss_Cfp

-
1

E:C?U_ESI not import Sg?‘ﬁ”“ EfPotted l fSF.’_end. do.es PE’[ need
fPoftet——<==== rtobechecked-becatise
(fsdu N\ () (fsdu,resl) \ \ Ithere is exactly one
: transmission opportunity
\I/ | 1 per CfPoll.
g i gy
fsdullf PM_Bss fsPend:=
false
contention)
- fsdu:=
P first(cfQ),
" cfQ:=tail(cfQ)
[
- fsdu:=
%fgé‘)tem'or— length(ixQ) first(txQ),
xQ:= tail(txQ)
(con_ (con_
tention tention) )
c1Q: s e - et moreData
(cfQ, f4du) \
fsdu fragment
% (=0)
fsdu!_ Pdu_ 'set moreData
- resume:= Request bit in each
true (fsdu) fsdu fragment'

Frag_ — fi Pdu_
Confirm t()t(SQ_ fgfclirus)t - Request
(fsdu,resl) ’ (fsdu)

) )

W)

1
cfQ:= gfirst
(cfQ, fsdu)
_______________ .
— Send null SDU if 1 Pdu
fsPend:= CFqueue empty. TXCtlk-_{Request
false then responds with | | (nullSdu)

T CfAck or Null rather !
than Data or DataAck. |

_______________ -
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Process PM_Filter_STA

Ibss data
transfers (not
Atim window)

sta_PM_lbss_3c(4)

o e
! Announced queue

r 7 has priority over
1non-PM transmit queue.
L

AtimwW

]

ana mport Pnd\ Egﬁﬁ”” PsChange
(fsdu \ (MAtimW) / \(anQ) /= 0) and / (fsdu,resl) \ (sta, psm) \
]
| ) | | —
: (length(anQ) fsdu:= - ni=
(Pfggfﬂg'srty) c{ Pre_atim = 0) and first(txQ), fsPend:= qsoarch
' | El_eg%th(tXQ) txQ:=tail(txQ) (psQ, 'sta)
| =
I
| pmm e e
r . . <O
Wait_fS_ !_ | Atim wm?ow ;du_ t ; (<0)
_Respagnse 71S 0N NEX eques
:. page. (fsdu)
___________ (>:O)
fsdu:= — txQ:=
(Pde;ii;]))orlse * first(anQ), st;:auned.— qlastixQ,
, anQ:=tail(anQ) psQ(n))
Pdu_ psQ:=
dpsh Request - subQ(psQ,
(station_adtive) (fsdu) 0,n)//subQ(
Else |
fsdulpgm:= txQ:= glast fsPend:= psQ,n+1,
trud (txQ, fsdu) true [irj%th(PSQ)
else (partial)
N/
fsdu!
psQ:= glast — )
(psQ, f$du) restLer;e._ ( )
k
Frag_
PMBEES_ Confirm
- (fsdu,resl)
R txQ:= dfirst
(txQ, fsdu)
|
anQ:= (first
(anQ, fsdu)
Copyright © 1999 IEEE. All rights reserved. 337
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Process PM_Filter_STA

IWalt until TxCoord
- -1 sends AtimW signal
1to avoid chance that

Pre_Atim

|TxCoord before the

| TBTT signal is

' Beacon fsdu reaches

! processed by TxCoord.

sta_PM_AtimW_4b(4)

* AtmW ¢ L ____.
n.=
length(anQ)
Move all psQ:= —tai
anQ entrig glast(psQ, |— ﬁh:Qﬁf;_a”(anQ)’
to psQ. first(anQ)), ’
L
Ibss durin r Ensure that beacon
S r qis first fsdu sent
Atim wind | 1during Atim window.
_______ P St
[ | ] I
not atP| Frag_ : Pdu_ (not atPend
and (not Request L PsChange Confirm and (length
(mAtim (fsdu) (fsdu,resl) psQ) /=0)
fsdu::
sentBgn:= atPend:= )
fals false flrst(p_sQ),
psQ:=tail(psQ)
\|/ (true)
PM_IbEs_ PsInquiry ype(fsdu?
_Da (fsduldst) pdus(1))
\|/ (beacon) else else (atimAck)
. Pdu Frag — -
Wait_PS — — anQ:= glast atPend:=
- = Request r 1Request(fsdu)
_Response (fsdu) : to Self (anQ, fsdu) true
1
] N & )
1
% PsResponse sentBcn:= | R _ R
(,dpsm) true :
1
|
| e
: I Move fsdus
dpsm L Jthat arrive
1before beacon
1
blse (station_active back onto end
| of input queue. ]
___________ et iuh b b
fsdulpgm:= txQ:= glast psQ:= glast 1 :—r:?r}dllng IS
| - -4 implementation
trug (txQ, fsdu) (psQ, fsdu) I dependent, can
T | either re-queue
tuntil next atim
ywindow or retry
psQ:= glast :during this
atim window.
(psQ, fsdu) |L_|__V_Vl___W____
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RSDU TPDU
Block Protocol_Control_STA AtimW, sta_CTL_1c(1)
PduConfirm,
_________ CfPolled
r T\ I:Msdulndicate:l
1 Yy
! I
! 1
Sy —— -
signal /* This block performs the
Ack(Fime-Rate); BEFfunctionsas-wettas
Cfend, CF-responder functions if
Cfpgli(Time,Rate), the station is CF-pollable.
Cts(lime,Rate), Tx_Coordination includes
TxCJAck(Time,Rate) ; RTS and ATIM generation.
Rx_Coordination generates
acknowledgements, routes
data frames to MAC data
service and managerent
frames to MLME \an
Tdat Rdat indicates receipt of Ack,
Cts, and CF-Rall frames
to Tx_Caordination. */
i Includes the
~--4 CF responder
i ! if station is
1 1 Cf-pollable.
1 [ ——
1
1
: Doze,
1 MmCancel,
I:PduRequest:I ' swchnl,
: Thtt,
L U | wake |:Pstone,]
Tmgt SwDone
BkDone,
TxConfirm] Tx_Coordination_sta
(11)
[*station version*/
- Ack,
PlmeGet_ Cts,
.confirm, Cfend, Mmindicate,
PlmeSet_ Cfpoll, Sslnquiry
.confirm, TxCfAck
™0 Plme_
Reset_
.confirm
Backoff, - I:SsResponse:I
Cancel,
TxRequgst
Pctl Retl TXRx /_
/ Rx_Coordination
(1,1)
Trsp [* for STA and AP */
TxRequ st:l [TxConfirm:I N\
’VPImeGet_ -‘
.request, Rxlndicate,-l
Ih!“l < $ l\lnnrll\t\l/’
request, RXCfACK,
PlmeReset_ RxCfPoll
.request
RxI|
I:ChangeNav:I

MLME_PLME_SAP

Copyright © 1999 IEEE. All rights reserved.
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Process Rx_Coordination

Fommsmm—— >

! N

1 vy

! I

! 1

Sy —— -
aRxTxTurn_ dséis;lg::
aroundTime) (asifsTime -

rx_coord_1la(4)

N timer Tsifs ;
(RxC_ldle)
dcl ackFrom, ackTo MacAddr ; B
ResetMAC dcl dAck, dCts, dRsp,

dSifsDly Duration ;
dcl endRx, strTs Time ;
dcl pdu, rspdu Frame ;
dcl rxRate Rate ;

first(import dRsp:=dUsec( 'Durat|on of ) dcl sas, sau_StationState ;
(mBrates)j; ——asifsTime + -——-| PS-Potamd reset(Fsifs) importéd TNavENd Time’;
stuff calcDur( , Ack response.
@Mpdu| | Lb———— - |
Duration] 5
Factor, | || —%——— rf-=——===--—  ——— rmm———————h
sAckCtsling [The rest of :RxC Idle state
+ aPlcpHdr No_Bss --1No_Bss state RxC_ldle }peee—mmmmmmmme 1 continues,on
Length) |~ tis on 3rd page. I next page.
+aPream| || — __ ___ TTTTmmmmm st 0 o mEmoEIOTTTTT
bleLengtl})) I [ ]
NeedAck
import ackTo,endR RxCiAck RxCfPoll
(mDisable) EJAck,erate) (ackFrom)
dAck:= dAck - iNo parameter
if dAck>0 then Ack(0,0) .__.: valuesibecause
dRsp else O fi 1without,CfPoll
 duting Cfp the
| \|/ 1 transmitter
— f cannot send
send_ mkOs(dAck), rspdu:= ) iafter this ack.
sifd ackTo) — mkCtl | | 0 - NN e .
(ack,
z ]
>
set(endRx+
dSifsDly,
Tsifs)
Wait_Sifs
| 1 .
RxCfPoll ] Receipt of RxCfPoll
* Tsifs (endrRx,  &---- 1 While waiting to
rxRate) :send result of
1 NeedAck cancels
Iregular Ack wait
yand reports the
TxRequest reset I need for +cfAck
(rspdu, (Tsifs) 1 to TxCoord, which
rxRate) :will beina
1 Sifs wait when
I'this signal
CfPoll | arrives.
Wait_TxDone (endrRx, | TTTTTmmmmmmes

rxRate)

—— 1

TxCfAck
* TxConfirm (endRx,
rxRate)

RxC_ldle RxC_ldle

340
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Process Rx_Coordination

RxC_ldle state
--4is continued

1 from previous page.
iy g

-
1

Class 1 frames handled

-
1

—-=--4on this page, class 2 and

13 frames on next page.
iy gy

rx_coord_2b(4)

(authentication,
deauthentication,
atim,

probe_rsp)

(cts)

Cts
(endRx,
rxRate)

(data)

import

(mlbss)

(true) (false)

Msdu._
- Indicate
(palli,

if import(mCfp)
then contention_free
else contention fi)

'None of these

[}
- -:frames should RxC_ldle
have group DAY

1
b e e N~ -

-

"
1
else |
1
1
1
1

(rts)

Ssinquiry
(addr2(pdu))

Wait_Asoc_
_Response

mNavEnd) *

Fommsmm—— >
! N
| 1 RxC_lIdle
! 1
Sy —— -
RxIndicate
(pdu,endRx,
strTs,rxRate)
(pdu)
ack)
Ack
(endHx,
rxRatg)
(cfend_ack
[
Ack(00)
(cfend)
|2
N
CfEn
(beacon,
probe_req)
Msdu| endRXx,strTs,
Indicdte — noerr)
(pdu,

> now

SsResponse
( ,sas,sau)

rspdu:= durld(rspdu)-dRsp
”(“(fftg“ T addr2(pdu))

ICTS respone to
1RTS only when

1the Nav is clear.
L

o ——————

Msdu_
Indicate
(pdu,

if import(mCfp)
then contention_free
else contention fi)

RxC_ldle
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Process Rx_Coordination

Ssinquiry

not import
(mDisable)

strTs,dAck)

rx_coord_3b(4)

Beacon and probe_rsp
.: sent to Mime_Req_Rsp
:While scaning, other
1 types acknowledged
1(if unicast to this
station) but ignored.

-
1

1
RxIndicate L
(pdu,endRx,

(addr2(pdu))

Wait_Sst_
_Response

At station

- .: Rx with toDs=1
1discarded by

| Filter_MPDU.
1frDs=1 never

-
1

Rx€—tcite %\pdu)

(beacon,

probe_rsp)
else

Mmindicate
(pdu,endRXx,
strTs,neerr)

}
|
1
N : :sent by Sta, so
SsRebponse ! explicit fromDs
(,sas ’Spau) * : I'test not RxC_ldle
| 1needed here.
:
[TTTTTTTTTs ’ (data_ack,
1 data_poll,
ftype(qdu) (hU_frame, disasoc, data_poll_ack,
asoc_req, reasoc_req, (pspoll) cfack, cfpoll,
plse asoc_rsp, reasoc_rsp) cfpoll_ack)
sau = _ mpo
(sau = :
RxC_| authcc))rpen) authKey) (mctmg_ sCfPollable
(false) (true)
1 (false)
Mmlnficate
(pdu, | , ftype(pdu)
class?)
(data_ack,
(true) data_poll,
data_poll_ack)
ftype(pdu)
(null_frame)
Mmindicate PsPoll Msdu_
(pdu, , , (pdu,endRX, [ 2 Indicate
noerr) rxrate) | (false) (pdu)
I
o . N7, N3
Signal receipt 1 : hk
RxC_Idle RxCxldle of PsPoll to P RxC_ldle 1 RxC_ldle c "
AP transmit ] 1 aut
coordination. | '
___________ |
PsPoll should 1 |
not be received |
at station. |
opyri . All rights reserved.
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Process Rx_Coordination

Fo———————— »
|
v

snd_
clss3

sau=

rx_coord_3.1a(4)

not_auth

(false)

(true)

Mmindicate
(pdu, , ,
class3)

<

Mmindicate

(pdu, , ,
class2)

)

)

RxC_ldle ) ( RxC_ldle )
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Process Tx_Coordination_sta

sta_tx_init_1d(10)

D

timer Tifs,
Trsp, Tpdly ;

/* at start of frame exchange
sequence, when setting mFxIP,

if not, when indicating the new Psm,
also set psmChg boolean;

check if dotl1PowerManagementMode=curPsm,

Backoff
(ccw,-1)

TxC_ldle

at end of frame exchange
sequence, when clearing FxIP,
ResetMAC test & reset PsmChg, if
true, send PsmDone to Mime */
PlmeReset
Request
dSifsDelay:= dcl atimcw, bstat, chan,
dUsecy aRxTﬁTqrn_ dcfent, defew Integer ; B
(aSifsTime - aroundTime) dcl ccw Integer:= aCwMin ;
dcl curPm Bit ;
| dcl doHop, psmChg, cont
. ;’M“{“‘?E—' Boolean:= false ;
mmrate:= 1 T"at edr?us € dcl dSifsDelay, endRX_Fime ;
rate to send  --1 SEECted irom dcl fsdu FragSduy
mmpdus' 1mBrates. Other dol Ft 3
I'selection criteria clrtype Ftype,
| re not ified dcl seqnum, sSk¢, slrc, n Integer:= 0;
Lff_(_’_sfeic_ _6_'_ dcl tpdu Frame.;
dcl txrate! Rate ;
ssrc:=0,
slrc:=0
cow:= o dcl exported FxIP Boolean:= false ;
import | |dcfow:= cew, dcl cTfrg exported as B
(aCWmin), atimew:= ccw dot11TransmittedFragmentCount,

dcl cTfrm exported as
dotl1TransmittedFrameCount,
cTmcfrm exported as

cFail exported as dot11FailedCount,
cRtry exported as dot11RetryCount,

Counter32:=0 ;

dot11MulticastTransmittedFrameCount,

cMrtry exported as dot11MultipleRetryCount,
cCts exported as dotl11RtsSuccessCount,
cNcts exported as dotl1RtsFailureCount,
cNack exported as dotl1AckFailureCount

Imported dot11RtsThreshold,
dotl1ShortRetryLimit,
dotlllLongRetryLimit,
dotl1FragmentationThreshold,

dotl1MaxTransmitMsduLifetime Integer,

mPdly Usec ;

/* RANDOM NUMBER FUNCTION */
imported procedure Random ;
fpar limit Integer ; returns Integer ;

Copyright © 1999 IEEE. All rights reserved.
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Process Tx_Coordination_sta

'Ack Cfend, Cts, Wake

sta_tx_idle_2d(10)

I These transitions are

TxC_ldle --7and MmCancel ignored r=—===——————-3only present at
! in TxC_ldle state. : : 1 Cf-pollable stations.
_______________ i sttt
___________ [ I I ] |
r Entry when ! !
CfPoll import ! ! TxCfAck
~ 1 station wakes > 3 TBTT L
| 1up to transmit. (endRx, ) (mCfp) (endRx, )
1 | [ ———
' ) |
' [
I
not impart( ! Ixc [ _ - . tpdu:=
= T Fx€E—Cfp tefent=% TIRFTAET =
< mBKIP) / req W \ / Cfack,

i Test if fsdu seq

fsdu!gol ——-: nmber and tx * Atw_Start
| lifetime set.
=0) = TTTTTTTTTs
- segnum:=if seqnum=4095
fsdulsg:=" 1 | then 0 else seqnum-+1 fi, Bdeone
seqnym, fsduleol:= now + import (dot11Max_ (dcfent)
TransmitMsdulLifetime)
tpduf=
setSeq(fpdu,
fsdu!sqf)
K TWith FH PHY,
N - .||If next fragment
tpduf= I 1will be after a
fsdu!pglus s;arr;d_ : :dwell boundary;
(fsdulfC€ur) 9 : : Duration/ID
| 1may be set'to
| : jone ACK time
‘txratd:= [See 9.6 for rules ' LE'ES_§|E§ETE._-
selectgd tx | --qabout selecting 1
data rqte’ Itransmlt data rate. :
____________ .
| R -
! 1
tpduf= : (aSifsTime + (calcDur(txrate,stuff :
setDurld[tpdu, [—— (aMpduDurationFactor,sAckCtsLngy)) |
calcDur(frate, + aPIcpHe_aderLength + aPreamble” :
Length) + if (fsdulfTot = (fsdutfCur+1)) \
| then 0O else ((2*aSifsTime)%(calcDur 1
= (txrate,stuff(aMpduDurationFactor, !
tpcitsauseixr\;\g:\t/l(gt( sAckCtsLng)) + aPlcpHeaderLength :
dot11PowerMan + aPreambleLength) + stuff(@Mpdu_ ittt
] DurationFactorg((length(fsdu!pdus
& » (fsdu!fCur+1))y+'sCrcLng)*8)) + aPlcp_
HeaderLength # aPreambleLength) )))
Backaff(
0,0)

sCrcLng) > import(dot11RtsThreshold))
and (not fsdu!grpa) and ((fsdu!fCur=0)
or retry(tpdu) or (fsdu!resume))

import(mBssid),
import(mBssld),
)

impaort
(mlbss)

(false) (true)

dcfcw:=ccw,
ccw:=atimecw

Atim_
Window

:ThIS assumes that the data
qrate change (if any) is at the
lend of the Plcp header. The
,IR PHY, changes rate in the
: middle of its Plcp header, so
1 the Duration/ID value may

I be adjusted when using IR

! PHY non-basic data rates.

rtsdu:=
mkctl(rts,

(false)

stuff(@MpduDurationFactor,
((length(tpdu)+sCrcLng)*8))+
aPlcpHeaderLength+
aPreambleLength+ (3*aSifsTime)+
(2*calcDur(txrate, stuff(aMpdu_
DurationFactor,sAckCtsLng))+
aPIcpHeaderLength+aPreambleLength) )
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Process Tx_Coordination_sta

Wait_Rts_

_Backoff

Wait_Mpdu_
_Backoff

sta_tx_dcf_3d(10)

BkDone( FRFF FBF BkDone( / " /
bstat) / / bstat) \ / /
PduConfirm
bstat+4-2 (fsdu,
y partial) (false)
(true) (false)
Backoff( TxRequest Backoff(
ccw,-1) Cancel (tpdu,txrate) ccw,-1)
TxC_Backoff Atw_Start (true) fsdulgrpa TxC_Backoff
(false)
smCHa:= dotl1PowerMan_ i
i?curPsrgn = |—agementMode) Wait_Pdu_
impolt( then false _Sent
else true fi
| |
mFxIP:true,
cTfrgl= TxConfirm *
inc(cTfrg)
expart set(now+dUsec stuff(aMpduD_
(mFx|P, PsmDorie, (aSifsTime + [— urationFactor,
cTrg) calcDur(txrate, sAckCtsLng))+
aPlcpHeaderL_
| ength+aPream_
bleLength+aSI_
TxReques| mFxIP:=false, . otTime), Trsp)
(rtsdu,txrae) psmChg:=false Wait_Ack —
| [ | |
; Ack
Wait_Rts_ export *
Sent (MFxIP) (endRx, Trsp
txrate)
—— | |
TxConfirm * cew:=aCWmin ) cNack:=
inc(cNack)
I I
set(how+dUsec stuff(aMpduD_
(aSifsTime + |—] urationFactor, export(cNack)
calcDur(txrate, sAckCtsLng))+
aPlcpHeaderL_
ength+aPream_
bleLength+aS|_
Wait_Cts otTime), Trsp)
346
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[l N
| I\
1 AN
| 1
' 1
e e = -
Wait_Cts
' [
Cts
T slrc:=0 fsdutlre:=0
(endRx, \ / frsp ssrc:=0, =T fedulsre=0
txrate)
— cTfrg:= If (fsdu'grpa or ((toDs(tpdu) = 1)
resqt ) cNcts:= inc(c‘lgfrg), —{ and (isGrp(addr3(tpdu)))
(Trsp) inc(cNcts) cTmcfrm:= and (fsdulfTot=fsdulfCur+1)))
then inc(cTmcfrm)
| | else cTmcfrm fi
ssrc:30,
fsdulsrg:=0 export(cNcts)
(false)
cCts|= cTfrm:=
inc(cqts) inc(cTfrm)

Process Tx_Coordination_sta

sta_tx_dcf_3.1d(10)

export(qCts)

set(engiRx
+dSifsDglay,
Tifs|

tpduf=
setDurld[tpdu,
calcDur(txrate,

Tifs

send_
txReqy

(aSifsTime + (calcDur
(txrate,stuff(@Mpdu_
DurationFactor,sAck_
CtsLng))+aPIcpHeader_
Length+aPreambleLength)
+ if (fsdu!fTot = (fsdu!
fCur+1)) then O else
((2*aSifsTime)+(calcDur
(txrate,stuff(aMpdus
DurationFactor;sAck_
CtsLng)) +-aRlcpHeader_
Length +'aPreambleLen_
gth)+stuff(@MpduDuration_
Faetot;((length(fsdu!pdus
(fsdutfCur+1))+sCrclLng)
*8))'+ aPlcpHeaderLength
+aPreambleLength) )))

PduConfirm
(fsdu,
success)

(false)
Backoff Z(Sjgfonfirm fsdu!fCur:=
2 ) !
(éew,-1) txLife) fsdulfCur+1
TxC_Backoff TxC_Idle send_
frag
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Fommsmm—— >
! N
1 (A
! I
! I
Sy —— -
mFxIP:=false
frxtP—fat export
=fatse (mFxIP)
export cew:= if then aCWmax
(mFxIP) ccw = aCWmax else (2*cow)+1fi
cew:= if | tf;en 5‘2§Wmix1 Backoff
ccw = aCWmax :se (2reew) (ccw,-1)
tpdui= fsdulpdus (fsdu!fCur):=
?;?Aifof) setRetry — setRetry (fsdu!pdus(
’ (tpdu,1), fsdu!fCur),1)
N
slrc:= fsdullrc:= sCrcLng) >
slrc+1, fsdullrc+1 import(dot11RtsThresholq))
import(dotllLong_ ssrc:= fsdulsrc:=
(false) RetryLimit) ssrc+1, fsdulsrc+1
cew:= import(dot11Short_
aCwMin RetryLimit)
(false)
lIre = import(dotlllong_
fsdutlre RetryLimit)
true)
(false)
PduCpnfirm ;
(fsdu Tsdulsrc = |mport(_dqtllShort_
1 . RetryLimit)
retryLjmit) (true)
| (false)
cFail|=
inc(cFail),
cont:= false
| L
I This shows the case where the
export(cFail) cont:= true .__.: same pdu is retried after the
1 backoff. Itis also allowable to

Process Tx_Coordination_sta

sta_retry_4d(10)

| return this fsdu to PM_Filter with
1 status=partial, and to go to

2 I'TxC_Backoff state with cont=false.
1 This will allow a different pdu
TxC_Backoff | (if available) to be sent as the
| next transmission.
g g g g
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Process Tx_Coordination_sta

Fm——————— N Fmmmm e
: 0 Atim :Ack, CfPoll, Cts, Doze,

| “I Window --1MmCancel, Thtt, TxCfAck

1 | 1and Wake ignored in this state.
Sy —— - L

e
I'PM_Filter ensures that a

[ - -1 beacon frame will be the

first first sent after Tbtt.

not import Pdu_
(mAtimw)

1
L

sta_tx_atim_5e(10)

) L L

else
; . ype tpdu:=
atimew:=cow fsdu'dst
cew:=dffcw [SUOTPUS(L) ”'gt'ix”e dotl1MacAddress)
(beacon)
(>=0)
Backoff n:= call
defe (cow, Random '(302\0/\'/“_’5
dcfent) (2*xaCWmin) '
© | | )
— — Backoff Ibss_Wait_
cont:= false cont:= true (n-1) Atim

Ibss_Wait_ not import BkDong
TxC_IHle TXC_Backoff _Beacon < (mAtimw) > (bstat)
' |
| |
; — TxRequest

% BkDone atimcw:=ccw,

(bstat) MmCancel ccw:=dcfcw (tpdu,

mmrate)

TxRequest

(fsdu'pdus(1), Cancel TXC_ldle

mmrate)

. . dRsp:=dUsec( txrate, stuff
Waq__Beacthn_ WaltEBeaclon_ aSifsTime + (aMpduDuration_
_ransmi _Lansg calcDur( Factor, sAckCtsLng
+ aPlcpHdrLength)
r—' %‘ + aPreambleLength))
) set
* TxConfirm BKDone(n) * (now+dRsp,
Trsp)
Atim_ Atim_ Wait_Atim_
_Wihdow _Window

Ack
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Process Tx_Coordination_sta sta_tx_atim_5.1a(10)
i’ _________ »

1 L\.\ Wait_Atim_
: I Ack
Cmmmmmmmm J

Ack(,) < > Trsp

m i then aCWmax
atim cowW:= cow:=if
ack aCWmin cow = aCWmax [ | féi SE(ZTCW)F T
ngconﬁrm ssrc:= fsdulsrc:=
sdu, || |
atimAck) ssrc+1, fsdulsrc+1
fsdu!fAnc:= import(dot11_
fsdulfCur+1 Eif:r?igRetry_
1

ccw:i=
aCwMin

import(dot11_
ShortRetry_
Limit)

(false) (true)

PduConfirm RduConfirm
(fsdu, (fsdu,
atimNak) retryLimit)

Z—————
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Process Tx_Coordination_sta sta_backoff_6c(10)
A I
I Y
! I
! I
Sy —— -

TxC_Backoff *
[ I
SwChnl
TBTT, BkDone [ / Poze e
/ (bstat) / / / doBkoff)
ﬁ? (:o_n;;ra;_ - ‘turn off
- =1 continue with stuff to g)hggvgs(’:\‘he;v
I same mpdu. save power' !
Sync sends I [PImeSet._ ‘channel
TxC_ldle Wake at Thtt [~ [request change is
before other 1 1 [(doze stuffy Phy-specific’
signals such : |
as TBTT Pl \|/ |
or beacon : : PImeSat
meSet.
Cancel cont:= false _f_ralnle_. ______ J : Asleep request )
: (chan stuff)'
I
| ————1 )
Pdu ' :
dcfew:=fcw, send_ — ! Wait_
ccw:=atimew frag N Request L -->Wake _Channel
1 (fsdu)
| i | l ———
I
______ e
. The station - 'turn on 'fuirn on 'PImeSet.
Atim may wake up 4 stuff that Stuff that confirm *
to transmit, ! was off' was off' (status stuff)'
see 11.2.1.1. H | | |
; 'PlmeSet._ 'PlmeSet._
VG::ZLW request request SwDone E:acc\j\lfo{f)
(wake stuff): (wake stuff)' ’
ChangeNav ChangeNav
(0,cswitch) (0,cswitch)
“Wait for Probe 1 ( | \|/
! set(now+tUsec
Delay interval | . (import( TxC_ldle 3:;?;;‘9
before starting : : mPdly), Tpdly)
franSmission. |
““““““ |
I
! [ wake_Wait_ import
_ProbeDelay mAtimwW
,—I (false) \l/
* Tpdly TxC_ldle Alim_ «

_Window

Copyright © 1999 IEEE. All rights reserved. 351



https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999 (E)

ANSI/IEEE 802.11, 1999 Edition LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Process Tx_Coordination_sta sta_cf_respond_7c(10)

Fm———————— 2 -
: 0 I Transitions on this

| “I TxC_Cfp --1page are only present

1 | 1if station is Cf-pollable.
Sy —— - g Uy

CfPoll not import TxCfAck %
(endRx, ) < @ < (mCfp) Ciend (endRx)
tpdu:=mkframe . \ / \ rtype:=
(null_frgme; FxC—teite FAGK
mBssld,nBssld) \ / \ /
set(endRx + tpdu:= im
: port(mBssld),
dSifsD¢lay, mkFrame( |—:
Trsd) ype, import(mBssld) )
CfPolled
U I s
Cf | . Wait_ Cfp”
_Respgnse Sifs
|

|
Pdu
;Fx;:fAck Reqﬁest Trsp * Trsp ;I'x;:fAck
’ (fsdu) ’
| | | 2 |
|
tpdu:=mKframe pack:= TxRequest tpdu:=
(cfack, ftype(tbdu) (tpdu, setFtype
mBssld,nmBssld) txrate) (tpdu,data_ack)
tpdu:= —
cTfrg:=
- fdsu!pdus : -
(fsdu!?Cur) inc(cTfrg),
export cTmefrm:=
fsdu'eol (cTfrg, if (fsdu!grpa or
ise cTmcfrm) ((toDs(tpdu) = 1)
(=0) and (isGrp(addr3(tpdu)))
and (_fsdu!fTot:fsdu!fCur+1)))
tpoiuf= o2 | [seanum=sea_ - clee cTmfm 1
setseq(fpdu, fsdulsqf= num+1, Wait_Cfp_
fsdulsgf) S Sqaum. fsdu'eol:= now+ TxDone
import(dot11_
| Lo MaxTransmit_
od MsdulLifetime)
sty ftype(tpdu) i
setFtype —— TxConfirm *
(tpdd, : or pack)
i |
R N |
‘txrate:= I'See 9.6 forrules | : Change data to set(now+
selected tx [ --qabout selecting + ydata+cfAck if aSifsTime,
data rate' Itransmit data rate.  1appropriate. Trsp)
R —— | I ——
Wait_Cfp_ Wait_CfAck

Sifs

352
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Process Tx_Coordination_sta

sta_cf_retry_8b(10)

T I
| 1 Wait_CfAck
! I
Sy —— -
[ |
Ack *
(endRx, ) Trsp
- cNack:=
TESERIEET inc(cNack)
| export
fsdulfCur+1 (cNack)
(false) |
e
! PduConfirm | tpdu:= {sdulpdus
. _:Senq franje (fsdu, fsduleol< setRetry (fsdulfcur):=
: at Sifs success) now (false) (tpdu,1), setRetry
| L= (fsdu!pdus
| | (fsdulfcur),1)
1 -
Vo cTfrm:= PfdéJConflrm fsdu!fCur:= fsdulsre:=
sifg inc(cTfrm) (fs U, fsdulfCur+1 fsdulsrc+1
txLife)
[ J
set(engiRx :
) import(dotllLong_
+dSifsDglay, iy
Tifs RetryLimit)
tpduf= RduConfirm PduConfirm I This returns the fsdu
setPwrMgt TxC_Cfp (fsdu, (fsdu, | --qto the queue. At the
(tpdu,curPm) retryLimit) partial) 1 next cf-poll, either
| the same fsdu or a
| | 1 different fsdu may
'be selected for
oL cFail:= cRtry:= 1 transmission.
Wait_pifs inc(cFail) inc(cRtry) tmmmmm e
——— | |
Tifs * export(cFail) export(cRtry)
| ,
TxReque 9
(tpdu,tratj TxC_Cfp

TxConfirm <

m
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TX
Block Transmission I:TxConfirm:I BkDone:I transmit_la(1)
T I
1 Yy
! I
! I
Sy —— -

/* This block does octet-

I b 3 AR
TevertransSrers-orivir ous

from the MAC to the PHY
transmitter, generating
FCS fields and inserting Txrq Bkof
timestamp values where
necessary. Process Data_
Pump begins transmitting
when TxRequest arrives.
The sender of TxRequest
is assumed to have done
the appropriate actions
prior to transimtting onto
the WM. If these actions
include performing random
backoff or invoking the
"backoff procedure” (see
9.2.5.2), a Backoff signal

is sent to process Backoff.
At the completion of each
backoff, a BkDone signal
is returned to the sender |:

of the Backoff signal at

the correct time to send

a TxRequest. The medium
state updates (busy, idle,
slot) from Channel_State
are forwarded to Backoff_
Procedure via Data_Pump
to prevent decrementing
the backoff count while
transmitting Cts or Ack
frames. This block is used
in both station and AP. */ -

Backoff,
Cancel

Backoff_Procedure
(1.1)

Busy,
Idle,
I:TxRequest:I Slot

FwdCs

Data_Pump FromCs
1,1)

Busy, Idle, Slot:l

PhyTxStart.confirm,
PhyTxEnd.confirm,
PhyData.confirm

ToPRH

PhyTxStart.request,
PhyTxEnd.request,
PhyData.request

PHY_SAP_TX
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Process Data_Pump

transmit_la(1)

i T\ dcl fcs Crc; imported
: “1 dcl dTx procedure Tsf? Send_Frame
1 : Duration ; fpar Integer,
L & dcl k, txLength Boolean;
Integer ; returns Integer ;
[To==——=== dcl pdu Frame ;
Eﬁlaysfror(\?) . del rate Octet ; PhyDaia'— PhyData.
r 1Phy_Sap(tx dcl source PId ; reques irm
| Io antenna. (Tx_Idle) (pdu(k) confirm
| | —
e e e
1 | %
: O ResetvAe—t==t 11 e Ry S M Wl bes=horerial
i AT X Tanen (fcs,pdu(k)) enerating & append
1 I by ResetMAC. 9 g & app 9
oN~— - £ T the Fcs. On beacahis,an
1 | | | probe responses(inserts
' Saiiiaisinintaia (TSF + Phy TxDelay) in
| dTx:= dUsec PhyTxEnd. Do not wait k= kil the timestamp field at
L 1 (aTxRfD¢lay + request -=qfor TxEnd._ = confirm of octet 23.
aTxPlcphelay) Iconflrm
''''''''''' To transmit after Sifs,
_____________________ send TxRe;quest at end
[Pass Busy, Idle and Slot signals of the M1 interval (see
Tx_lqle --4to Backoff_Procedure while Tx is 9.2.10). For Pifs, Difs,
tidle, but not during transmissions. %(?{?ésggtkizﬁszlr?ttyat the
| T I | (false) end of the appropriate
—% M2 interval. */
;erRue r;tees)t Busy Idle Slot fcs::._mi}ror
pdu, (not(fcs))
[ _ iSendthe I's
SOL"Z -~ Busy Idle Slot Send_CRC  }--]complement
sendgr 1 of calculated
'FCS value,
1
| K < ' iMSboLSh
= ) PhyData._
fesi=in tCrc confirm
[Plcp lengthis
txLengfh:= 1
I ==1Mpdu length
Length(pdu) -: + Ec: Igrr:gth
''''''''''' robe_rsp, true,
probe_rsp
___________ beacon)
I Indicate medium PhyData.
Busy L - -4 busy to freeze request PhyTxEnd._
a request
I backoff count (false) (fes(k)) d
| ! during transmit. (true) | \|/
(txLength+
PhyTxStaft._ sCrckng) Send_Frame | Insert ki= k+1 Wait_TxEnd
request rate) | Timestamp
1
i | ) |
1
___________ 1 :
Start of time 1
- ! |PhyData. PhyTxEnd.
L — _
stamp in beacon 1 confirm Send_CRC confirm
and probe_rsp.
___________ 5 :
“Atconfim 1 pdu:=setTs i
PhyTxStart._ of octet 23, :_ --1 (pdu,call Tsf . TxConfirm
confirm insert TSF + d (0.false)+dTx) | to source
Phy Tx delay : :
into [24:31] | 1
of beacon or ! T T 1
probe rsp. : TxConfirm goes 1 i

to process that L
sent TxRequest. |
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Process Backoff_Procedure

_____ = ===

Choose rgndom 1
backoff cdqunt
if cnt = -1, |

_____ —

cw is contention 1
window, cnt is

slot count from
previous BkDone.:
If cnt<0, anew
random count !
is generated. I

backoff_1b(2)

/* This process performs the
No_Backoff Backoff Procedure (see 9.2.5.2),
returning Done(-1) when Tx may
begin, or Done(n>=0) if cancelled.
Backoff(cw,-1) starts new random
backoff. Backoff(x,n>=0) resumes
cancelled backoff. Backoff(0,0)
sends Done(-1) when WM idle. */

fm——————————
1

Save PId from

source:=

(<0)

; 1 =
mBKkIP:=true as addr of Done. f* Input Signal Summary B

I
[ BUSY is sent by Channel_State
| when the WM changes from idle

to busy due to CCA and/or NAV;;
export and by Data_Pump at TxStayt.
(mBKIP) CANCEL is sent by TxCoordination

to terminate a backoff and return

the residual backoff céunt value.
IDLE is sent by Chanhel\ State at the
end of the M2 interval (see 9.2.10)
that busy WM has)been idle (CCA &
NAV) for DIFS,(EIFS after Rx error).
SLOT is sent by Channel_State at the

t__] slotCnt:=call
Random(cw)

(>=0) end of @aChM2 interval (see 9.2.10)
fm—m—————————- whilesthe'WM is idle.
I Resume with count Busys.ldle and Slot are forwarded
slotCnt:=cnt | -~ from cancelled fronT Channel_State via Data_Pump
Lbackoff if cnt>=0. when transmit is not in progress. */

N
At start assume that the WM |
i$ busy until receiving a signal :-——
hich indicates the WM is idle.

1
S -

slot boundary

Transitions to 1
Channel_ldle :.__
also alignthe
Backoff signal :
arrival timeto

1

1

[}

Dong _(_“"_22 ETT%___J

N\

Rese{MAC

BJL
[os]
=

{
Channel_Busy
[
Idle < Slof .-~ . |Busy ancel

Slotonly sent 1
Channel_|dle when WM idle. | ent:=1 snd_
This is for the 1 BkDn
case where WM |
idle at arrival of : |
_Ifélcfclff_s_lg_n_al_. -] dcl slotCnt,
- cw, cnt
Integer ;

dcl source PId;
dcl exported
mBKkIP
Boolean:=
false ;

/* RANDOM NUMBER FUNCTION */B
imported procedure Random ;

fals fpar limit Integer ; returns Integer ;
/* This function returns an integer
| from a uniform distribution over
the range (0 <= value <= limit).
export Implementers need to be aware
(mBKIP) that proper operation of the MAC
protocol requires statistically
independent (pseudo-)random
sequences to be generated by
each station in a service area. */
No_Backoff
356 Copyright © 1999 IEEE. Al rights reserved.
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Process Backoff_Procedure backoff_1.1a(2)
Fm——————— -, Fmmmm e Fommmm—mm—m—mmmmm -
: AN IFinish at M2 of proper slot, | Cancel has priority over other
| Channel_ldle ~ qeven if slotCnt =0 ~ 4 transitions. Done(0) returned if
| : : 1at entry to state. : I Cancel arrives at instant
e + | e 1 1SlotCnt:=0.

+ | P R ———
[ | | ] [ i
I I
I I
- Jidle Slot Busy L <s|0tCnt = O> > -
I
I
I
N | )
I
I
! - \ 1 slofCnt:= - / v:.a....c:_auay\ :355382?)
! / ! slotCnt - 1 ! \ / to source
I I I
1 1 1
I I I
[ W I | pmm e
| ldle signal ' | 'Go back and BkDone( '
L 1not sent if | . 1 wait for WM r if cnt=0 | |else-1f)
:WM free. [This 1 1to become idle. 1 then -2 to source
jconsumedany | b '
Idles still gn : :
input queye. Fo———————— -
Lt aueye. __. | 'Decrement count '
t 4 for each slot 1
1when WM idle. '
S ——
|
___________ I
Done sent with :
value -1 when M

backoff counts
down to zero.
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Block MAC_Management_Service

MImeGet.confirm,
\ MImeSet.confirm,
MImeReset.confirm

- B b
This processis 1

GetSet

ReqConfirm

MImeAssociate.confirm,
MImeAuthenticate.confirm,

Mac_Mgmt_la(1)

Indications

MImeAssociate._
indication,

asummary of  f-—o—-- A \ ) )
MIB access. | ! Lx/l&n:e?gauther}tl::ate.ﬁflrm, _l\/ILr_neeuthentlcate._
glngi;ni ions : i MimeJoin.confirm, ’ MImeDea’uthenticate._
(in A$N.1) are ! i M:meGet.request, MimePowermgt.confirm, indication,
in sedtionc.4. ! i MimeSet.request, MimeReassociate.confirm, MimeDisassociate,
Rt NG ! MimeReset.request MImeScan.confirm, indication,
1 MImeStart.confirm MImeReassociate._
- - indication
MIB (1,1)

RPN a
1

MimeReset.request
sendls a ResetMAC L __.
| to every 1

1
1
1
diagram clutter, :
|
}

rout|ng is not shown

THis process handles 1:
rse uests sequentially. ¢

It

(]

c

Mres

MIimeAssociate.request,
MimeAuthenticate.request,
MimeDeauthenticate.request;
MimeDisassociate.request,
MimeJoin.request,
MimePowermgt.request,
MIimeReasso¢€iate.request,
MImeScandequest,
MimeStattirequest

MIime_Requests

(€]

Mime_Indications
1)

rt, join, powermgt, 1
sgan, re/dis/associate | N -
ar|d deauthenticate ! MimeAssociate.confirm, MimeAssociate._
mpist be $equentlal. 1 MimeAuthenticate.confirm, indication,
possible to have ! MimeDeauthenticate.confirm, MimeAuthenticate.
miiltiple authentication | /% In this)block are MimeDisassociate.confirm, indication,
sgquences in progress: the MAC MIB and MimeJoin.confirm, MimeDeauthenticate._
cdncurrently. To aIIQW H MLME SAP service MimePowermgt.confirm, indication,
thts, AuthReq_Service ! primitives described MimeReassociate.confirm, MimeDisassociate._
infthe MLME block in Clause 10. The MimeScan.confirm, indication,
wguld have to cache | MLME services are MimeStart.confirm MimeReassociate._
llenge textand performed in the - - indication
mpich responses tog \» MLME block. This _ - - -
- _Ee_d_rfq_ufs_tlnio_' A block is used both MimeAssociate.request,
in station and AP. */ MimeAuthenticate.request,
MimeDeauthenticate.request,
MimeDisassociate.request,
MimeJoin.request,
MImePowermgt.request,
MImeReassociate.request,
MImeScan.request,
MImeStart.request
ToMgt
FromMgt

358
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Process Mime_Indications

dcl sta MacAddr ;

dclalg AuthType ;
dcl rsn ReasonCod

MIme_indication_la(1)

MIimeAssd MimeAuthen_
ciate.ind_ ticate.ind_
ication(sta)) ication(sta,alg)

MimeDeauth_
enticate.ind_
ication(sta,rsn)

MimeDisas_
sociate.ind_
ication(sta,rsn)

MimeReas_
sociate.ind_
ication(sta)

MimeAsso_
ciate.jnd_
icatiof(sta)

MimeAuthen|
ticate.ind_
ication(sta,alg)

MimeDeauth]

enticate.ind_

ication(sta)

MimeDisas_
sociate.ind_

ication(sta)

MimeReas_
sociate.ind_
ication(sta)

)

)

|}

)

( _
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Process MIB Mib_access_1a(2)

Fommsmm—— >

: 0 MimeRe_

| ! set.request

:_ | (adr,dflt)
dcl x MibAtrib ; I ResetMAC is sent to all processes
dclv MibValue ; ResetMAC __., in all blocks. However, to reduce

dcl adr MacAddr ;
dcl dfit Boolean ;

Iclutter and enhance readability,

| | ResetMAC is omitted from signallists
land signal routes needed solely for
.the ResetMAC signal are not shown.

(false)

/* This prdcess performs b ‘reset read-write I Reset read-write attributes in the MAC
MIimeGdt, MimeSet, an attributes to  F-—14 MIB. The write-only attributes in the
MimeRdset functions. default values' 1 prlvacy group may also be reset!

MIB access and update | |Ifthere is a (non-MIime) means to alter
is descriped informally HI ! jany of the read-only attribute, values,

to avoid|creating a full
definitiop of the MIB

in SDL (and anticipating
the integration of the
ASN.1 NIIB definition

oL IMacAdd .they must be restored ta_default values.
[ acAddresy  te e C el e

settoadrif
adr is non-null'

a
1
I
I
I
I
1
1
v

|

using Zos). *» | | N N .
‘export values Mime_ :A locally-administered MAC address
of attributes Reset.con 1 may be.used in lieu of the unique,
declared here' firm(success, Iglobally administered MAC address
.aSS|gned to the station. However, the

lvalue of dotl1MacAddress may not change
.durlng MAC operation.

MIB_idle

g

MimeGet._
request

()

MimeSet._

‘validate

‘validate
\ v

'invalid") (‘'write_only") ('invalid’) (‘'read_only")
MimefGet._ MimeGet._ MimeSet._ 'set MimeSet._
confirm confirm( confirm value(x):=v' confirm
(invalid,x,) write_only,Xx, (invalid,x) ’ (read_only,X)

- |mport o - - export(x) -

O
. MImgSet._

valuefx) confirm
(success,x)

MimeGet._
confirm
(success,x,V)
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Process MIB

/* Import of {Read-Only} MIB counter B
values exported from other processes */
imported
dotl1AckFailureCount,
dotl1FailedCount,
dotl1FcsErrorCount,
dotl1FrameDuplicateCount,

Mib_import_export_2b(2)

/* Declarations of MIB attributes exported from B
this process */

/* Read-Write attributes */
dcl exported
dotl1AuthenticationAlgorithms AuthTypeSet:=
incl(open system, shared key),

dotl1MufticastReceivedFrameCount,
dotl1MufticastTransmittedFrameCount,
dotl1MujtipleRetryCount,
dotl1RefeivedFragmentCount,
dotl1RejryCount,
dotl1RtqFailureCount,
dotl1Rtq4SuccessCount,
dot11TrgnsmittedFragmentCount,
dot11W¢gpExcludedCount,
dot11W¢gplcvErrorCount,
dotl1WgpUndecryptableCount Counter32 ;

/* The follpwing Read-Only attributes in the B
MAC MIB are defined as synonyms (named
constanfs) rather than remote variables
becausq they describe properties of the
station Which are static, at least during
any sindle instance of MAC operation:

dotl1AuthenticationAlgorithms AuthTypeSet,
dotl1¢fPollable Boolean,

dotl1lMacAddress MacAddr,
dotl1lManufacturerlD Octetstring,
dot11PrivacyOptionimplemented Boolean,
dot11ProductID Octetstring,

aStatipnID MacAddr,
dot11\VepKeyMappingLength Integer,;

In additipn, all Read-Only attributes in the
PHY MIB which are accessed by the'MAC
are defiped as synonyms.

*

dotl1ExcludeUnencrypted Boolean:= false,
dotl1FragmentationThreshold Integer:= 2346,
dotl1GroupAddresses MacAddrSet:= empty,
dotllLongRetryLimit Integer:= 4,
dotl1MaxReceivelifetime Kusec:=512,
dotl1MaxTransmitMsduLifetime Kusec:=512,
dotl1MediumOccupancyLimit Kusec:= 100,
dotl1Privacylnvoked Boolean:= false,
mReceiveDTIMs Boolean:= true,
dot11CfpPeriod Integer:= 1,
dotl1CfpMaxDuration Kusec:= 200,
dotl1AuthenticationResponseTimeout Kusee:= 512,
dotl1RtsThreshold Integer:= 3000,
dotl1ShortRetryLimit Integer:=7,
dotl1WepDefaultkKeyld Keylndex:s'Q,
dotl1CurrentChannelNumber (nteger:= 0O,
dotl1CurrentSet Integer:= @,
dotl1CurrentPattern Integer:=0,
dotl1Currentindex Integér:=0 ;

[* Write-Only attributes */
dcl exported
dotl1WepDefaultikeys KeyVector:= nullKey,
dotl11WepKeyMappings
KeyMapArray:= (. nullAddr, false, nullKey .) ;

/* NOTE:
The values listed for MAC MIB attributes are the
specified default values for those attributes.
The values listed for PHY MIB attributes are either
the default values for the FH PHY, or arbitrary
values within the specified range. The specific
values for PHY attributes in this SDL description
of the MAC do not have normative significance.
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Process Mime_Requests

dcl exported mActingAsAp
Boolean:= false ;
imported mAssoc,
mibss Boolean ;

newtype MRqgState
literals idle, bss, ibss, a|
endnewtype MRqState ;
dcl rgState
MRgState:= idle ;

/* This process tracks B
the synchronization state
of the station as Idle

(not part of any Bss),

Ibss (started or joined

an independent Bss), Bss
(joined an infrastructure
Bss), or Ap (started an
infrastructure Bss).

MIme operation requests
invalid in the current
state are rejected here,
sihila

Mime_request_1b(3)

dcl alg AuthType ; B
dcl bRate, oRate, ss Octetstring~
dcl bss BssDscr ;

dcl bssSet BssDscrSet ;

dcl btype BssType ;

dcl cap Capability ;

dcl cfpm CfParms ;

dcl chlist Intstring ;

dcl dtp, li Integer ;

dcl dly Usec;

dcl ibpm IbssParms ;

dcl phpm PhyParms ;

&l .

PN GHeStSan |p RS ans
passed to the Mime block dcl rs ReasonCode ;
for processing. This dcl scan ScanType ;
simplifies process flow dcl sta, bid MacAddr ;
and signal saving in the dcl sts MimeStatus ;
MIme block, because only dcl tBcn, tmax, tmin, tmot, Kusec ;
meaningful Mime requests dcl typeSet BssTypeSet
arrive for handling. */ dcl wake, rdtm Boolean ;
expdrt
(mActipg_
AsAP)
P ittt -
Fm—————————— = emmmmmm—— e 5! :
o ) Reject Startif 1 ! i .
IDLE }__ I Reject Authenticate, notidle, allow %\ p L
':allow Start if idle Auth if neither : < (IDLE/AP) (IDLE)
e = IDLE nor AP. H
| | S
Mime| (ss, btype, tBen, MimeAuth_ IReject as invalid MimeStart._
Start.| — dtp, cfpm, phpm, enticate.re_ | --1due to not being request(, ,
requelt ibpm, dly, cap, quest(sta, , ) linaBss. . % |/ i,
bRate, oRate) L A T
MimeAuth MimeAuth,
L : - (stay : — (sta, alg,
btypp enticate._ =iy enticate. " [ oy
y confirm request
(Independent) (infrastructure)
MimeAuth_
sCanBeAp enticate._ Ersntii)alg,
(true) (false) request
Mime_ (ss, btype, tBen, MimeStart._ ) MimeStart._
Start._ dtp, cfpm, phpm, confirm Wait_Mime confirm
request ibpm, dly, cap, (invalid) (alreadyBss)
bRate, oRate)
fmmmmm e
) 'Reset and
Wait_MIme - * --4 Deauthenticate
1always allowed.
| I ———
MImeDeauth rlsga_ut_h?er;tl_ca_\tg_-
ResetMAC enticate.re f__.: expunges local
quest(sta,rs) 1authentication
T T ''record even if
| | 1there Is no BSS
- Ifor sending the
rqState:= idle, MimeDeauth_ : notification.
mActing_ enticate._ L
AsAp:= false request(sta,rs

Wait_Mime

362
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Process Mime_Requests

MIime_request_2c¢(3)

Fommsmm—— >
: 0 I Allow Associate
| ! BSS --4and Reassociate
1 | IWhIle joined Bss.
Sy —— d d——————— b -
| |
Mime_ (sta, tmot, MimeRe_ (sta, tmot,
Associate._ h associate._ f— :
cap,li) cap,li)
request request
| _____________
%,k fzeassouate request
]
mAssoc 1if not associated.
true) (false) (true) ~ TTTTTTTTTTIED
Mime
Mimefissoc_ Assosiate (sta, tmot, MimeReas_ MimeRe_ (sta, tmot,
iate.cpnfirm — cap,li) sociate.con_ associate._ cap,li)
(inval(d) request ' firm(invalid) request '
- ( Wait_MIme - Wait_MIime )
'Reject Scan, Join 'Re]ect Associate and
AP --4and Powermgt; allow --qReassociate at AP and
| Disassociate at AP. Iat station not joined Bss.
[ | | |
Mimepcan._ MimeJoin._ MimePower_| MimeDisas_« Mime_ MimeRe_
requept request mgt.request sociate.re/”) fi Associate._ associate._
o) yy quest(sta,rs) : request(, , ,) request(, , ,)
[}
1
| | | SN | |
Mimepcan._ MimeJoin._ MimePower _| MimeDisas_ : MImeAssoc_| MimeReas_
confirm confirm Mgt.confirm sgeiate.re_ : iate.confirm sociate.con_
(,invglid) (invalid) (not_supt) quest(sta,rs) 1 (invalid) firm(invalid)
1
1
) ) )
}
1
- - - Wait_MIme ' - -
}
1
1
1
_________________ [P ——
. 1 If ndt AP, allow Join, Scan ' : Only AP may send
--1and Powermgt, also allow & 1disassociate to a
(AP) 1
| Disassociate if associated. | :_ group address.
_________________ PR e St
[ I I 1
MimepBcan._ ss, scan, MimeJoin._ MimeDisas_ : MimePower |
requept — dly, chlist, request( sociate.re_ | - mgt.request(
(btypg,bid, tminy thax) bss,tmot,dly, quest(sta,rs) ps,wake,rdtnt)
| —
MimeScar]._ Ss, scan, import and MImePower_
request dly, chlist, oRate) MASSOC not(isGroup mgt.request(
(btype,bid tmin, tmax) (sta)) ps,wake,rdtm)
I
\|/ [ (true) (false) \|/
_ MimeJoin._ MimeDisas_ MImeDisas_ .
Wait_Mime request( oRate) sociate.re_ sociate.con_ Wait_Mime
bss,tmot,dly, quest(sta,rs) firm(invalid)
Wait_MIime Wait_MIme -
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Process Mime_Requests

Mime_response_3a(3)

Fo———————= »
! N
1 (A
! I
! I
Sy —— -
Femmmmm————e emeeemm—————ee 1
] ' Wait for MAC Save new (request) |
Wait_MIme |-~ management to signals while awaiting L-- *
1 process request. response from MLME.
Ly i gy -
| | I I I I
MIimeAuthen_ MimeDeauth_ MimeAs_ / MimeReas_ MImeDis_ MimeScan._
ticate.conffT [ETTITate.Con SOocrate_ Socrate_ assocaEe_— COTTITTTT
(sta,alg,st$) firm(sta,sts) confirm(sts) \ confirm(sts) \ confirm(sts) (bssSet,sts)
Mimeputhen| MIimeDeauth| MimeAs_ MimeReas_ MImeDis_ MimeScan._
ticate|confirnf enticate.con | sociate._ sociate._ associate._ confirm
(sta,alg,sts) firm(sta,sts) confirm(sts) confirm(sts) confirm(sts) (bssSetsts)
7 “Scan leaves station |
in Idle state because }--J(_iqState:= idle
synchronization with | {
a previous Bss is logtA
I | Implementations mayw
—> o —m————-- B save and restofé\['SF !
Mime_ MimeJoin._ Returntothe 1 and association.info |
Start._ confirm state priorto  } a {0 automatically re- 1 IDLE
confirm(st$) (sts) Wait_Mime. I join a pfevious Bss. |
___________ 5 koot
1
1
Mime| MimeJoin._ :
Start.| confirm rqState
confirm(sts) (sts)
(bss) (ap)
sts| } IDLE IBSS BSS AP
se
(success) (success)
rqState:F idle
(false)
L import
IDLE (mlbss)
(true)
(true)
impart -
(mlbs>—) rqState:= bss
false) \|/
rqState:f ap, .
mActig_ rqState:= ibss BSS
AsSAP:=|true:
K L
export
(mActing_ IBSS
AsAP)

Al

-}
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Block MLME_STA

Signal
StaState
(MacAddr,StationState) ;

/* In this block are the handlers

MImeAssociate.confirm,
MImeAuthenticate.confirl

MImeJoin.confirm,
MImePowermgt.confirm,
MImeReassociate.confir
MImeScan.confirm,
MImeStart.confirm,

for-vime-operationrettests;
the responders for incoming
management frames, and the
time synchronization function
for station operation, both

as an associated station in Mop
an infrastructure BSS or as
a member of an IBSS. This
block also contains the - )
process which maintains MImeAssociate.request,
record of power save mode MimeAuthenticate.request,
and station state for access MimeDeauthenticate.request,
by other processes. */ MImeDisassociate.request,
MImeJoin.request,
MimePowermgt.reguest,
MImeReassociate, request,
MImeScan.request,
MImeStart.request
I: mRequest:I I:MmConfirm:I
& Mime_Sta_ I
To_Mtx Services (1,1)
/* station version */
Ps{dhange, Mmindicate,
PsHesponse PsmDone
To_ ‘Mct Ssu ToRx
Doze, /
Mm[Cancel,
swéhnl, StaState:I
Tht
Walke Psm I:Pslnquiry:l /
Power_Save_
_Monitor(1,1) _ ]
Sst
/* for STA & AP */
SsH esponse] I:Sslnquiry:l N\

Pslndicate:l

MImeDeauthenticate.confirm,
MImeDisassociate.confirm,

MImeAuthenticate.indication,
MImeDeauthenticate.indication,
MImeDisassociate.indication

— — ——]that the Mime request

m,

m,

This process assumes

1signals have been
j validated by MAC

1 Management service.

R
I Records power
——qsave mode and

1 station state.
| I ——

FromRx

ChangeNav:I

Copyright © 1999 IEEE. All rights reserved.
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Process Power_Save_Monitor ps_monitor_1a(2)

P T T\ /* Each of these sets holds MAC addresses of B dcl psm -6|ga_l’_S[_J(;CTﬁE__-:
: A stations with a particular operational state. PsMode ; authentication :. "
| : Stations are added to and removed from sets dcl psquery info at startup 1 :
e = - due to MLME requests, received management Boolean ; but not reset. : |
frames, and bits in received MAC headers. dclsst,asst |  cmmmmmmm——e :
7 This or Sets are not aged, as there is no requirement StationState ; |
recorljsp %‘\::gf \ for periodic activity, but aging to expunge dcl sta 1
p addresses of inactive stations is permitted. MacAddr ; :
save state as  del |
g\dl((:jated |fn tlrlle awake, /* detected in sta_active mode */ :
elé"d ersfo a . asleep, /* detected in power_save mode */ 1
valld rx frames, authOs, /* authenticated by open system */ !
and auth/asoc cthkey— authonticated-by-arny-otheralg—2h authOs:=empty | !
i:atne from:ﬂlt asoc  /* associated (0|1 member, non-AP) */ authKey:=empty
anage [~ MacAddrSet ;
exchangef by ]
this statiof. */ > JE
: Clear info on
asoc:=empty | - -4 power saye'and
:associated
| statiois at
| : startup land
Ipsindicatd [Power Save Mode and SOt
sIndicats ower Save Mode an — ol ________
r qsignals frgm Monitor_Idle  } -~ station State monitoring awake.‘—_empty,
i 1 asleep:=empty
1 IRx block. 1here, query on next page.
1 | PSSR S ——— g i g S
1
[ I B I I \I/
1 :
: StaState signals 1
1 ¢
v (Psin‘:)'gz:)e from Auth, Asoc b--==2 (Sst;StsastS ResetMAC Mariitory Tdle
’ Mime services. ’
L |
(power_save)
psn| sst
sta_active) (asoc) (auth: open) (auth_key) (de_auth) | (di$_
lasoc)
awake:= awake:= asoc:= althOS:= authKey:= authOS:=
Incl(sfa, Del(sta, Incl(sta, F 2 Incl(sta, Incl(sta, Del(sta,
awake) awake) asoc) : authOs) authKey) authOs)
I
| ; | |
1
A asleep:= : authKey:= authOS:= authKey:=
o Incl(sta, : Del(sta, Del(sta, Del(sta,
asleep) | authKey) authOs) authKey)
rue) \|/ i
1
[}
hnge 1
. ; |
ptive) | ! (false)
1
| | |
——————————— 1
asleep:= | :rse“d PsChange : asoc:= |
Del(sfa, « 4when sleeping i Del(sta, !
aslegp) ! staFlon reports 1 asoc) |
1 activé'mode. i !
e ———- 1
sETmTESITETTA ! :
Association 1 : 1
- adds asoc :_ N - :
state while | 1
leaving auth ! !
info intact. | 1
___________ - -—————————— 1
Deauthenticate 1 :
of associated :_ N
station causes |
disassociate :
at same time.
366 Copyright © 1999 IEEE. Al rights reserved.
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Process Power_Save_Monitor

Fo———————— »

! N

I A

! I

! I

| R ——— -

) ' Power Save and Station State
Monitor_ldle  }--] query and response below,
I monitoring on previous page.
______________________ l ———e
i
PsInqui PsInquiry returns PsResponse to Sslnaui __

Y= T pOWET Ot aWaRE, ASIEEp;

| or unknown at the target station.

(sta)

(sta)

isGroup

:and authentication state not_ auth
.auth open, or auth_key at the target station

ps_monitor_2a(2)

ISsIanIry returns SsResponse to report

(sta)

(false)
(true)

sta in

authOs

psm§ psm:= psm:=
unknown asleep awake
% I ] (false)
N
Ps?aRe frgnse asst:= asst:=
Eo syeﬁ der) auth_open auth_key
_ grp_ stain
addr. asoc
(true) (false)
asst:=
not_auth
import asst:=
mAssoC not_auth
(true)
(false)
sst:= ssti= IWhen there is no associafion
dis asoc asoc sst:=asst | --4info, station state is identi¢al
- ! to authentication state.

SsResponse
(sta,sst,asst)
to sender

Copyright © 1999 IEEE. All rights reserved.
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To_
Mtx

Ssu

To_
Mct

ISO/IEC 8802-11: 1999 (E)
ANSI/IEEE 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Mop

Process Mime_Sta_Services

MImeAuthenticate.confirm,
MimeDeauthenticate.confirm

/* Each of these ovals represents a
SERVICE. Each service contains
the state transitions to handle a

sta_Mm_svc_1b(2)

MImeAssociate.confirm,
MImeDisassociate.confirm,
MImeDisassociate.indication,
MImeReassociate.confirm

- - DISJOINT SUBSET of the input
Signal_Atim(Frame), signal set of this process. Services
pSochegtramey; Share Tocal variables and the mput
AsocRsp(Frame), queue. Atany instant, a state MimeAuthenticate.indication,
AuthEven(Frame), transition can occur in, at most, one MimeDeauthenticate.indication
AuthOdd(Frame), service -- the service which handles
Beacon(Frame, Time, Time), the kind of signal at the head of the
Cfend, process input queue. */ MimeJoin.confirm,
Cls2err(MacAddr), MImePowermgt.denfirm,
Cls3err(MacAddr), MImeScan.confirm,
Deauth(Frame), MimeStart.canfirm
Disasoc(Frame), J
ProbeReq(Frame),
ProbeRsp(Frame,Time,
Time), AuthEven, ) Argop
ReasocReq(Frame), Cls2err AgigReqSerwce_
gzﬁg?ggsnﬁ’éﬁ:ﬁgg)' - MImeAuthentica_te.request,
Sent(Frame, TxStatus), MImeDeauthemlcate.request_
Sst(MacAddr,
StationState),
Xport ;
ArqDs
AsMop
AsocSeryite_Sta
MimeAssociate.request,
AsDs MimeReassociate.request,
Sst, MimeDisassociate.request
I: mRequest:I Send, Sst, AsocRe(, ReasocReq,
& Xport Send, AsQERsp, ReasocRsp,
Xport Disasoc, Cls3err
DsTx 4
mConfirm:I Sst,
I: Distribute__ Send, Arsind
Xport
DsSs ArsDs
L Xport] [Authodd,] AuthRspService
Mm_ Deauth
I:Sta,atate:l [Indicatejl
SyDs ProbeReq,
DsRx ProbeRsp,
Beacon,Cfend,
Sent, Atim
___________ h |
ResetMAC 1
handled by b
Sync service. \
___________ N
\\
SycCitl \// \/ SyMop
Synchronization_
- _Sta
Doze, Wake, PsmbDone, MimeJoin.request,
MmcCancel, |:SwDone ] MimePowermgt.request,
SwChnl, Thtt MimeScan.request,
L SyRx ChangeNav MimeStart.request
ToRx
368 Copyright © 1999 IEEE. Al rights reserved.
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Process Mime_Sta_Services

Timer Tasoc,
Tauth, Tchal,
Thcn, Tatim ;

* Intra-MAC remote variables */ B
dcl exported

dotl1PowerManagementMode PwrSave:= sta_active,
dotl1DesiredSsid Octetstring,

dotl1DesiredBssType,

sta_Mm_svc_1.1a(2)

dotIIOperationalRateSet Ratestrng.= mkOS(2,1),
dotl1BeaconPeriod TU,
dot11DtimPeriod Integer:= 1,
dotl1AssociationResponseTimeOut TU,
mAld Asocld:= 0,

mAssoc Boolean:= false,
mAtimW Boolean:= false,
mBrates Ratestring:=mk0S(2,1),
mBssld MacAddr:= nullAddr,
mCap Octetstring:= 02,

mCfp Boolean:= false,
mDisable Boolean:= true,
mDtimCount Integer:= 1,

mibss Boolean:= false,
mNextBdry Time:= 0,
mNextTbtt Time:= 0,

mPcAvail Boolean:= false,
mPcPoll Boolean:= false,
mPdly Usec:=0,

mPss PsState:= awake,

mSsld Octetstring:= null;
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Service Distribute_ Mmpdus mmpdu_svc_1a(2)

oot hN /* This service routes

: R mmpdu and station stat
1 : update signals from and
Sy —— -

to the mime operational
services. Signals are

Re-export the i export( mAtimW, mBssld, mCap,mCfp, gfjt mrﬁd'f'ed‘ but some
! H : - perfluous parameters
intra-MAC ra mAId, I— mDisable, mlbss, mListenint, are omitted in transfer. */
remote 1 : mAssoc, mNextBdry, mNextTbtt, mPcAvail, .
variables to : | mPcDIvr, mPcPoll, dotl1Power_
make updates 1 ! \|/ ManagementMode, mPss, mSsid)
available. h
__________ il / Mmpdu \
i Idle
1
!
[ I [ 1 I |
: Sst Send MmConfirm Mmindicate
Xport L (mAdr, (mSpdu, (mSpdu, (mRpdu,mtE,
mSst) mim) mTxstat) mtT,mSerr)
re StaState 'mRate:=
ex (mAdr, r4 datarate to
mSst) i | send mmpdu’
i | probe_rsp)
| MmRequest Sent I MmConfifm only
: (mSpdu, (mSpdu, | - -4 needed.for probe
1 mlim,mRate) mTxstat) | responses and
1 | beacons.
1 L
)
1
1
1
}
1
|
: i—The selection criteria for dcl mAdr MacAddr ;
« 1 Mmpdu Tx data rate are dcl mim Imed ;
I not specified. Frames dcl pri CfPriority ;
1 to group addresses must dcl mRate Rate ;
luse one of the basic rates. dcl mRpdu, mSpdu Frame ;
| Requests should use one of dcl mSerr StateErr ;
I'the basic rates unless the dcl mSst StationState ;
) operational rates of the dcl mtE, mtT Time ;
I'recipient station are known. dcl mTxstat TxStatus ;
| Respenses must use a basic
I'rate‘er-the rate at which
1therequest was received.
L
370 Copyright © 1999 IEEE. Al rights reserved.
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Service Distribute_ Mmpdus

Fo———————— »
|
v

\

[R—

mmpdu_svc_1.1b(2)

(class2) (class3)
I |
ClIs2Err CIs3Err
mSert (aaarz (aaarz
\(medu)) \(medu))
else |
(cfend, cfend_ack)
ftype
(mRpdu)
(asoc_req) (asoc_rsp
AsocReq AsocRsp
Cfend <(medu> <(medu)
(auth) |
mTst:= mod(
Mrrdp:gu authSegNum
(mRpdu), 2) (reasoc_req) (reasoc_rsp)

%ﬁ?

AuthEven
(mRpdu)

AuthOdd
(mRpdu)

| (atim)

Mmpd
Idig

<

ReasocReq
(mRpdu)

<

ReasocRsp
(mRpdu)

l

(probe_req)

(probe_rsp)

I ]
ProbeReq (Pnrch)e dFEsp
- (mRpdu) mtE ?ntT’)
Atim J
(mRpdu) |
u_
(beacon) (disasoc) (deauth)
I ]
(ang%%ra Disasoc Deauth
mtE mtT) (mRpdu) (mRpdu)
Mmpdu_
Idle

Copyright © 1999 IEEE. All rights reserved.
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Service AuthReqService_Sta

auth_req_1la(2)

i T\ dcl auAlg AuthType ; /* This service handles B
: “1 dcl auCap Capability ; (De)Authenticate requests.
1 : dcl auRdu, auSdu Frame ; This service also handles
b e - dcl auRsn ReasonCode ; incoming the generation of
dcl auSta MacAddr ; responses for class 2 errors.
[ro o mmo s m e dcl auSts TxResult ;
Auth_Req Authenticate Request is on dcl auTmot Kusec ; This state machine handles
idle — [~—1this page, Deauthenticate Mime requests sequentially,
- 1and class 2 error on next page. which is the simplest case.
____________________ It is permissible to have
several authentications in
MimeAu (auSta, progress at once, provided
thenti cu:.‘._ — auAlg,; Hh " HRSHOA-SHatenRs-aKe
requelst auTmot) all different. To support
concurrent sequences thi
state machine getSycollapped
TS Fom—————— into one state, with-sequepce
dotl1Authentication_ I Copy challenge state held in.a‘variable. The
(auAl Algorithms and r 1text from auth local variables.are replicafed
(not isGroup(auSta))) 1 1seq #2 frame. for each setjuence, selected
true) : ''''''''''' by reSponder address. */
] I
ausdyi:= mBssid, MimeAuth_ auSdu:= | [mBssid,
mkFrame  |— (auAlg // r enticate.con | mkFrame  |=— (auAlg //
(auth, afiSta, mkOS(1,2) ! firm(invalid) (auth, auSta, mkOS(3,2) //
11 02) | o2/l
| 1 \|/ substr(auRdu;
! 31,128)))
set(noy + 1 auSdu:=
dKusec[au_ 1 - setWepBit [ 2
Tmot), Thuth) ' (mmpdu,1) |
I I
| I ]
| pmm e T @ P,
Send | 1Cannot Send 1) IMark shared
(auSdu, « 4 authenticate (auSdu, ¥ 1 key frame #3
norm) j using group norm) 1for encryption.
jaddress. e
L T T Ty e—p—
___________ h |
wait_Alith_ jgnore auth 4 whit) Auth_
-Seal 2 other stations. : : _Seq_4
___________ 5
[ I ! | I |
* AuthEven ! T * AuthEven Tauth
(auRdu) : auth (auRdu) aut
I
I
I
I
(false) : MimeAuth_ (false) MimeAuth_
4 enticate.con_| enticate.con |
firm(timeout) firm(timeout)
_ Sst(auSta,
1 |de_auth)
I
I
I
I
I
authStat ! Auth_Req_
(auRdu) ' _idle
(open_system) |
blso (successful) glse (successful) | 1
]
| e
MimeAuth MimeAuth I Ignore response
enticate.con | gsttr(]aLgSt:r,] enticate.con | istéatlj(seta, L 1sequence errors,
firm(refused) uth_open) firm(refused) uth_key) :WhICh ma);1 be fron:j
requests that timed out.
shared_key) :Also, there is no
| status in odd to inform
Auth_Req_ Auth_Req_ 1 the sender.
_Idle _Idle Rininiinin it

372
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Service AuthReqService_Sta

Fm——————— N P it e et
: 0 Auth_Req I Deauthenticate request and

| “I dle --1class 2 error are on this page.

1 | 1 Authentication on previous page.
Sy —— - b e o o o o o o o o o e e e -

deauth_2a(2)

Cls2err MIngeau_ (auSta
(austa) thenticate._ |— au Rsnj
request

asRsni=
class2_err
auSdu:= auSta,
mkFrame — mBssid,
(deauth, auRsn)

I,
I'Send notification,
-=-4do not wait for

1 delivery confirmation.
Uy ——

P m e
IUpdate local stations state
--qrecords. Sending deauth also

1clears asoc state if present.
| I S ———_ |

Sst(asSta,
de_auth)

If deauthenticating
the current AP, or
deauthenticating

! or
1
-
1
everyone, end the :
1
1
1
[}
S

isGroup
(auSta)

auSta=
mBssld

association (if (false)

any) by clearing
mBssid and mAssoc.

mAssoc:=false,
mBssid:=
nullAddr

e
' Don't confirm
--1class 2 error

I notifications.

| I ——
MimeDis_
associate._ — (successful)
confirm
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Service AsocService_Sta

reset(Tasoc)

/* This service handles
Associate, Reassociate and
Disassociate requests at non-
AP stations. This service
also generates responses for
class 3 errors and incoming
(re)association requests. */

sta_disasoc_1a(3)

dcl asCap Capability ;

dcl asRsn ReasonCode ;
dcl asSta MacAddr ;

dcl asSts TxResult ;

dcl asTmot Kusec ;

dcl asRdu, asSdu Frame ;

[ I

Disasoc AsocReq ReasocReq
(asRdu) (asRdu) (asRdu)
2
(false)
mAss%
true)
(false)
dr2(agR
= mBgsid
true)
[ignore incoming
- - —4association frames
|at non-AP station,
.and disassociation
I frames from all
- ! but current AP.
B S (addr2(asRdu),  =T=m=TToos-
indication._ reason(asRdu))
Sst(asSta : Update station
dis_asoc) - -4 state regarding

Ithls association.

mAssoc:Ffalse,

Cls3err MimeDig -
(asSta) assogiate,
request
| —
asRsn:= (asSta,
class3_err asRsn)
asSdu;=, asSta,
mKFrame — mBssid,
(disasoc, asRsn)

Send
(asSdu,
norm)

i Local station state
__.: updated even if

I notification frame

I. .

1is undeliverable.

Sst(asSta,
dis_asoc)

T If destination
—_4is the current

IAP clear mBssid

.and mASsoC.

(false)

mAssoc:=false,

mBssif:= mBssid:=
nullAddr nullAddr
Xport
IDon't confirm
i --qclass 3 error
| notifications.
MImeDis_
associate._ |— (successful)
confirm
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Service AsocService_Sta

sta_asoc_2b(3)

Fm——————— N -
: 0 10n this page are associate request
| “I Asoc_ldle --qand reassociate request. More
1 | 10f this state on previous page.
Sy —— - L o o o o o o o e o -
[ |
Mime_ (asSta, MimeRe_ (asSta,
Associate._ [— asTmot, associate._ [——asTmot,
request asCap) request asCap)
dotl1Assoc_ dotl1Assoc_
itationRespoTSE_ 1t —
Timeout:=asTmot| [TimeOut:=asTmof
export(dptll_ export(dotll_
AssociatipnRe_ AssociationRe_
sponseTirheOut) sponseTimeOut)
asSdy:= asSta, asSdu:= asSta,
mkFrame  |— mBssid, mkFrame  |—mBssid,
(asoc_{eq, (asCap /I (reasoc_req, (asCap /I
mkOs(mLis_ mkOS(mLis_
| tenint,2) // | tenint,2) //
mkElem mBssid //
set(nopv + (eSsld,mSsid) set(now mkElem
dKusecfas_ /I mkElem dKuset(as_ (eSsld,mSsid)
Tmot), Tasoc) (eSupRates, Tiot), Tasoc) Il mkElem
| mBrates)) ) (eSupRates,
mBrates)) )
Send Send
(asSdu, (asSdu,
norm) norm)
Wait_Apoc_ RWalt_
_Respgnse _€asoc_
_Response
[ I | | |
* AsocRsp T * Reasoc_ T
(asRdu) < > asog Rsp(asRdu) asoc
(false) f (false)
MimeAsso_ MimeReas_
- 1 ciate.confirm 1 sociate.con_
\ (timeout) i firm(timeout)
1 1
1 1
1 1
1 1
status : status :
(asRdu) \ (asRdu) \
1 1
Else (Succdssful) : else (succdssful) :
| pmm e | pmm e
MimefAsso_, MImeAsso_ : : Only accept MimeReas_ MimeReas_ : : Only accept
ciate.gonfirm ciate.confirm| + qresponse from sociate.con_ sociate.con_|[ * qjresponse from
(refused) (successful) Irequest target. firm(refused) firm(successful) 1request target.
| Iy —— | IRy ——
I I
old_
asoc
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Service AsocService_Sta sta_asoc_2.1a(3)
i’ _________ »

1 L\.\ new_
: 1 assoc
e J
"Removeold 1
1 .
association 1__|Sst(mBssid,
before saving |  |dis_asoc)
data on new I
association. :
Sst(asSta
asoc)
reset(Tasoc)
mCap:=
CapA(asRdu)
if (mCap and
mPcPoll:=  — cPollabl€)=cPollable
then true else false fi
. if (mCap and
mPcAvail:= !
mpcPoll or [ cPoIIReq)choIIReq_
then true else false fi
mAld:=
Ald(asRdu)
dot11Operat
; - getElem(asRdu,
ionalRateSet:= — eSupRates)
mBssid:=
addr2(asRdu)
mAsoc:=
true
___________ bl
Re-export 1
intra-MAC k- {Xport
variables. |

Asoc_ldle
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Service AuthRspService

Astation | 1 _
is allowed - arSC.-f | dot11Privacy Optionimplemented
to reject ah d successfu
open system :
auth requést | (false)
with statu ! e thRev v med o™
unspec_fdil. | |sstarsta arChaling:= e chKey value used to
______ s h ’ call RC4 Lo ~ 10enerate challenge text is
auth_open) (chKey, 128) | ! I 1arbitrary, and does not need
| i | ito be shared. However,
— bmmm e ¢ limplementers are advised
rSdu— mBssid | that the source of chKey
= ’ ]
Sst(arSta, mKRrarme (arAlg /i ISHOULD NOT be one
de_auth) mkOS(2,2) /I ) of the WEP keys, because
(auth,arSta, i Ithe output of the PRNG
% | fr:JIfECIeesrr?(léCtxt 1when using chKey is sent,
] 1 1
arS(Ij\L = mBssid Send arChaing))) 1 Eﬁslrfgr%%t?&tl rf]iglli
mkrragne » (|] (arAlg /7 (arSdu, tommmm oo
(auth, afStay mkOS norm)
1 (arSeq+1,2)
| TarSC)) |
Segijj set(now+ dot11Authentication_
Sgrm)u' (import( | | ResponeTimeout)), Tchal)
I
I
I
| et
1
Auth_Rsp_ Wait_Chal_ ! 1Set response timeout and

Auth_Rsp_
_lIdle

dcl arAlg, arAlg2 AuthType ;

dcl arRdu, auSdu Frame ;

dcl arRsn ReasonCode ;

dcl arSeq, arSeq2 Integer ;

dcl arSta, arSta2, arSta3 MacAddr ;
dclarSC StatusCode ;

Tchal

AuthQdd

/* Key to generate

auth_rsp_1b(2)

/* This service handles B
incoming Authentication
& Deauthentication frames.

This state machine handles
only a single shared key
authentication challenge
sequence at one time, which
is the simplest case. Itis
possible to have several
authentication responses in
progress at once, provided
th. b 1

\ (arRdu) \

i X
chanetgetextTT

dcl chKey Octetstring ;

) |

arSeq:=
- authSeqNum
(arRdu),

else

arsg=

(false)

(open_dystem)

arAlg:= /* The RC4 PRNG is accessed
—{ authAlg as a remote procedure:
(arRdu), prnString:= call RC4(key,length)
arSta:= This procedure only present when
addr2 dot11PrivacyOption_
(arRdu) Implemented=true
*
imported procedure RC4 ;
fpar PrngKey, Integer ;
returns Octetstring ;

L m Q. I 1
different. To allow multiple
responses this statemiachjine
gets collapsed intoyohe sthte,
with sequence &tate’held |n a
variable. The local variabjes
are replicatedfor each
response, selected by
requester station address| */

import
(dot11Authenti_
cationAlgorithms)

imported dot11AuthenticationResponse_
Timeout Kusec ;

_ldle

_Rsp

': await response to challenge.

Copyright © 1999 IEEE. All rights reserved.

377



https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999 (E)
ANSI/IEEE 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Service AuthRspService

auth_rsp_2b(2)

Auth_Rsp_
_ldle

_________ »
I\ . Timeout while 1
v .‘I Waltﬁcs:sal_ waiting is a - -3
| - failed attempt. | \
__________ s [ |
I
____________ I
In the case of 1 !
* undecryptable ~ } , AuthOdd Tchal i
response, assumel | (arRdu) !
Auth frame from | | 1
expected source | : !
is sequence 3. | | '
Deauth _ /  mmm=—=————=— I arSeq2:= arSta2:= Sst(arSta I
4 adtnsediNum — adarz ==
(arRdu) \ ! (arRd), (arRdu) de_auth) /
I
I
| .
_ I
a;Sdtg "2" ! Auth_Rsp..
(arRdu) Iy,
| . QY.
1 Update stati O t
e I S
de_auth) I clears asoc arSta2 (false) arsta2 ! different station
| if present. (falsé) 1 can be handled
| bmm e Iwhile awaiting
challenge rsp.
Mimepeau_ (arSta3, reset 'L_____g__f___
thentitate._ —reason (Tchal)
indica‘tion (arRduy)) else
(open_dystem)
iIfdeauthis
1 gc()jniacutf?réit wepBit import(dot11Authenti_
- Rdu) cationAlgorithms)
IAP, end asoc @r
(false) true) i (if any) by (false)
1 clearing
. 'mBssid and
mA;s;g()Scéijifgjse, LmAssoc. arsc:= arsSC:= arsSC:= e
I unspec_fail unsupt_alg successful
nullAddr |
I
| — | |
Xport arChalng= g:(t:ltzlfm Sst(arSta2, Sst(arSta, i
(eCxt, de_auth) auth_open) 1
(false) arRdu) :
— I '
I
= Bssid '
arSC:= arSC:= arSdu:= m : '
- ) mkFrame  |— (authAlg !
chnlg_fail successful (auth.arStaz, (arRdu)) :
/I mkOS !
| | (arSeq2+1, :
2) 1l :
Sst(arSta2, Sst(arSta2, Seg(é arsC)) I
de_atith) auth_key) (arsdu, !
norm) :
I%I !
1
___________ A I
arSdu:= mBssid, . A station 1 !
mkFrame | — (arAlg // .| Wait Chal_ is allowed [ -]
(auth, arSta, mkOS(4,2) ! —Rsp to reject an 1
T /l arSC)) : open system !
1 auth request 1
Sond i TComimET T with status !
en i
(arSdu, L Jto wait for _L_Jllsl_)‘ic_—f_al_l'_ 1
norm) I response to
challenge.

1
[ S ——
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sta_Powermgt_1c(8)

] T\ dcl yAtimRx, yPsm, yRdtim, yWake Boolean ; B dcl yPhpm PhyParms ;
: “1 dcl yAtw, yBcen, yEnr, yMocp, yStt Time ; dcl yRdu, yTdu Frame ;
| : dcl yBenPeriod, yDtim, ycmax, ycmin Kusec ; dcl yssid Octetstring ;
b e - dcl ybd BssDscr ; dcl yOrates Ratestring;
dcl ybdset BssDscrSet ; dcl ystp ScanType ;
dcl ybtp BssType ; dcl ytrsl TxResult ;
dcl ybsid MacAddr ;
dcl yclist Intstring ;
dcl ycx, yJto, ytemp Integer ;
dcl yDspm DsParms ;
dcl yFhpm FhParms ;
dcl ylbopm IbssParms ; timer Tscan,
del ‘,'pd-l‘, \J : Tmu\..p, Tpd:y )
-\ O M
No_Bss, Bss, HpowerMgt requests
* Ibss_Active, f=-1Valid in all
Ibss_ldle Ltop-level states.
i PsmDone sent Mime_ (yPsm,
ResetMAC PsmDone | --1by TxCoord PawerMgt._ |1 y\wake,
1after change request yRdtim)
{in power save
| | 1indication is
) jannounced in mMReceNe.
‘obtain Phy not Lframe exchange: Dtims:=
characteristics' mDisable /  "TTTTTTTTTRZT yRdtim'
variables ‘reset all MimePower | (mPss = Doze))
to default - intra-MAC mgt.confirm (yWake and or ((yPsm =
values' remote (success) Staé'?g_g?ltg/e) "
and (dof owerMan
\|/ (false) (true) agementMode =
------- === power_save))
Set TSF I ytemp:= mPss:=
time to b-- call TSF - awake
zero. | (0, true)
Xport Wake >
“Setting thise 1 {(now, Tasoc) dot11p
set(now, Tasoc), o ower_
timers to qow  }-_J rrsssgtt((_'rr;)t(i::])), — set(now, Tauth), MlanagementMode =
causes events | ! set(not, Tchal) yPsm
in each of|the :
multi-statg 1
services df the :
process, fprcings;
each servjce 16, No_BSS Xport
its idle stafe: :

)
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fm——————————
1

sta_Scan_2d(8)

I\ No_Bss, Bss, Scan requests
“I Ibss_Active, }--qvalid in all
| Ibss_Idle 1top-level states.
__________ - | I ———
MimeScan._ yssid, ystp,
request( — ypdly, yclist,
ybtp,ybsid, ycmin, ycmax)
“Only accept 1 |
sl)./.éifiiat :___ / not import \
when no frame | \ (MFxIP) /
exchange is I
in progress. :
(false)
N ybdset:=Empty,
Mimepcan._| | empty,invalid) yex:= 0
confirn( : -
mDisable:=true

fmmm e
I'No loss sync
- --qif scan parms

1are invalid.
| I ——

(active_scan)

dotl1Desired_ dotl1Desired_

Ssid:=yssid, BssType:=ybtp
export( .

dotl1Desired_ || dotl1Desired_
Ssid, BssType)

@ (passive_scan)

tpdu:= bestAddr, ybsid,
mkFrame |—{ mKElem(eSsld,
(probe_req, ySsid)//mkElem(
eSupRates,
dotl1Operat_
ionalRateSet))

380
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Service Synchronization_Sta

sta_Scan_2.1b(8)

info from yrdu’

ybd!bd_
StartTs:=
ytstr

ybdset:=
ybdset
or ybd

________ »
I\ Act_Listen :
(A —-O Act_Receive,
i Act_Receive, Pas_Listen
1 Pas_Listen _
Beacon ProbeRsp
(yrdu,yrend, (yrdu,yrend,
ytstr) ytstr)
'ybd:= bss -
descripton e
yex + 1

(false)
SwChnl
(yclist(ycx),
true)

filter ybdset
for ybtype
and duplicates’

Listen for 1
activity
on channgl.

Act_Listen

MimeSean._| | ybdset,success)
canfirm(
(active_scan) (passive_scan) \|/
_ Set iScanendsin
Wa||t3_ Csw_ (now+ycmax/ No_Bss - -1 No_Bss state
_Done Tscan) 1since sync lost
 with prior Bss.
| \I/ 1 Implementations
: may save/restore
. 1 TSF and asoc
SwDone Pas” Listen linfo to re-join
1 prior Bss.
| L
set :Set probe
(now+ypdlyy  F--1 d_elay
Tscan) Itimeout.
| [ ———

Wait_Probe_
_Delay

1
b

Tscan imgort Tscan *
< (mRxA)
| I e
nx ( Set : Set probe Send 'Tragsmit
-—— ] now+ycmax, [--qresponse : --qprobe
chn Tscan) 1 (max) timeout. (tpdu,imed) 1request.
| I A —— | I ———
I
e I R
1Go to next ) Set I'Set channel
1 chann_el_ if r Act_Receive (now+ycmim, F--qactivity
I'no activity | Tscan) 1(min) timeout.
1 by min time. 1 b
b o o o o o o 1
| pmm e
| |Receive )
- jresponses Act_Listen
on channel.
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Service Synchronization_Sta sta_Start_Ibss_3c(8)

Fe————————— LY i— ———————————

Start IBSS on

I
| ! No_BSS - -4 this page, join
I | 10n next page.
Sy —— - | I
MimeStart._ yBcnPeriod,
request I— yDtim, /* cfpm */, FHphy'
(mSsid, yBtp yPhpm, ylbpm,
ypdly, mCap,
mBrates, yOrates)
yMocp:=kUsec
(OWenTIme
(yFhpm))
(infra_stfucture) |
N
sCanBpAp mNeX(tB'\(Airyzz (0,false)
P now+(yMocp ...
J - (call TSF mod yMotg))
(true) false) |
r O ----- -
mlbss:=true, set [
mPss:=awake, (mNextBdry, -——-: gwlealllhéemer
mPdly:=ypdly Tmocp) 1 ’
| H | [ ———
Mimeptart._ mBssld:= 1 46-bit string needs 'yChan:= | Set starting
confirm onii t--1 to be very random, first (efonly)  t--qchannel (FH)
(invalid) '46 random bits' 1see 11.1.3. channel' 10r operating
D Tttt | channel (DS),
\|/ | 1 null for IR.
L
dotl1Beacon_ dot11DtimPeriod:=
No_Bss Period:= —— yDtim,dot110per_ (Své(;ggltme)
yBcnPeriod, ationalRateSet:=yOrates Y ’
export(dotll_ . NextTbtt:=
BeaconPeriod, dot11Operational_ nr:ovii(yscn (0,false)
dot11DtimPeriod, RateSet) - (call TSF mod yBcn))
RN | | e
) yBen:= set L
-{ AP_Adive kUsec (MNextTbtt, |--1 L”égi'c';eﬁm or
| (yBenPeriod) Then) 1 '
| [ ———
I
I
. | |
: :Activate yAtw:=kUsec mibss:= true,
- 1AP state (atimWin mDisable:=
:_ machine. (ylbpm)) false
'set actual
phy parameters
ffom,phpm’
| X
f : MimeStart.
Init_Wait_ ) —
Xport i\ _ProbeDelay confirm
| (success)
I 1 I
| —1 I
i set(now +
] Tpdly * tUsec(ypdly),
' Tpdly)
I
| L 1
___________ 1 fmm————————-
Wait probe i ' I'Start out as
delay before | 4 Ibss_Active  }--1ibss probe
initiating a ! I responder.
1 | I ———

transmission.
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sta_Join_4c(8)

_________ 2 e
I\ I Join on this
- ‘\I No_Bss --1page, Start on Join_Wait_Bcn
| 1 previous page
__________ - | I ——
MimeJoin._ Beacon A probe response from
request —— ypdly, yOrates) Then (yrdu, yenr, {=---- 1 the bss/ibss can also be
(ybd,yJto, ystt) 1used to establish sync.
Lo o o o o o o o -
)\1 s - addr2(yrdu)) and
valid' ; \sf;o- 1 tmBsstd—= | (noSid — geterem
¥ (eSsld,yrdu))
false) (true)
—______\ (false)
Mimefoin._ mBssld:=ybd!_ dotl1Beacon_ ‘adopt
confirm bdBssld,mSsld:=F— Period:=ybd!_ values -
(inval{d) ybd!bdSsid, bdBcnPer from yrdu'
\|/ | (=0) (>0)
yBen:=kUsec( := ybd!bdDtimPer, set
No_Bss ybdlbdBenPer), | 1ynihpm:=ybd! (now + yBcn, EHphy’
dot11DtimPeriod bdPhyParms Then)
ycfpm:=ybd!bd_ mCap:= ybd!_ yMocp:=kUsec
CfParms, yibpm:=|_1 bdCap,mBrates:= - (dwellTime
ybd!bdlbParms, ybd!bdRates, (yFhpm))
mPdly:=ypdly
| | |
dot11Oper_ MimeJoin._ mNextBdry:= (0,false)
ationalRateSet:= confirm now+(yMocp — m<’)d Mocp))
yOrates (timeout) - (call TSF Y
export(dot11_ dot110: mBssld:= set b
- per_ 1 Initialize
BeaconPeriod, [— .. nullAddr, (mNextBdry, [--4 -
dot11DtimPeriod, rationalRateSet) mSsld:=null Tmocp) 1 dwell timer.
| \|/ | [ ———
set ‘yChan:= [Setstarting
(now + yBen, No_Bss first (or only) | --4channel (FH)
Thcn) channel' 1or operating
| channel (DS),
1null for IR.
L
SwChnl
Xport (yChan,true)
'selectichannel mNeitTgtt:: (0,false)
of target Bss' ?(()gu%s?:n mod yBcn))
else (=clbss)
[] S
ytemp:= ybd!_ mDisable:= mDisable:= set : Initialize
call T$F( = bdStartTs), false, false, (mNextTbtt, f--1 beacon timer
(now|- true) mibss:=false mlbss:= true Thcn) 1 ’
I I I b

Join_Wait_
_Beacon

Xport

Xport

)

|}

Bss

Ibss_Idle

MImeStart._
confirm
(success)
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Service Synchronization_Sta

Fm——————— N P e
! I\ : I States when joined/started Ibss.
: - “I Iﬁ?)SS—SAféll\ée’ --1lbss_Active when sent beacon this
1 | - linterval so respond to probe requests.
Sy —— - L o o o o o e o o -
[ I
Then Atim (BeR?S n Tatim
(yrdu) yRau,
yEnr,yStt)
set VALMRY = ) addr2(yrdu)) and
(now+yfBTTT, tTue {rBsstd—= (MSSI=getErem
Thcen) (eSsld, yrdu))
Wake = clbss) and and (not yAtimRXx)
TBTT‘ (mSsld=getElem and (ytrsl
(eSsld, yrdu)) /= successful)
| (false)
ytdufe bcstAddr,
mkFrame |—{ mBssld, O8
(beacn, /* timestamp
inserted
| during tx */ |
it /I mk2octets
MAUMVFITUE, (yBenPeriod) > call TSF
yAtimRx:$false, /' mCap (©, false) Doze
mPss:=gwake 1/l mKElem ’
| (eSsld,
mSsid) (false) >|
Xport, /I mkElem ‘adopt
Send (eSupRateS', values - Xport
(ytdu,imed g‘gélszgera“(’”al_ from yrdu'
| /I mKElem
(ePhpm,
set Phpm)
h yPhp
(now+atimWin /' mkElem MmCancel
(ylbpm), Tatim) (elbss,
ylbpm))
— (tstamp(yrdu)
- ytemp:=
call TSF. t"ﬂfg;""’ -yst),
Xport

sta_TSF_lbss_5a(8)

384
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Service Synchronization_Sta sta_TSF_bss_6a(8)
Fm——————— N Fmm e
: 0 I State when joined Bss, receive
| “I Bss --qbeacons, ignore probe requests,

1 | ladjust TSF to track AP's time.
Sy —— - b o o o o o o o e e e o -
[ | |
RS = peacon
(now >= mNavEnd)) yENT, yStt)
set o ) addr2(yrdu)) and
(now-+y[BTIT, meEfp=rfatse tmBsstd—= — (MTSSTO=getEem
Thcen) (eSsld, yrdu))
| ¢/ (false)
. if mDtimCount=0 ‘adopt
mDti - then valugs .
Coung:= dot11DtimPeriod-1 from yrdu’
else
mDtimCount-1 fi |
) — tstamp(yrdu)
mDtir_ else ytemp:= (
Count call TSF +(now - yStt),
true)
mCfpi= if
then true
Xport E:;?:poun?)qin:) [ |else false fi
yCfpnp:= if CfpCount(
setCfpdount  —{yCfpm)=0 -
(yCfpm, then CfpPeriod(
yCfpm)-1
else CfpCount( (false)
Cfpm)-1 fi
yClpm)-1 1) (cfpDurRem
ChangeNav (yCfpm),
cfp_bss)
(CfpMaxDur
ChangeNg (yCfpm),
cfp_bss)
) if yLicnt=0
yLicnp= — then yLint-1
else yLicnt-1 fi
(power_save) (station_active)
power_save)and yTim:=
(yLicnt=0) getElem -
and~(imjport (eTim, yrdu)
(mReceiveDtims))
5 mAld) or
— (bufBcst(yTim) and
(dtCount(yTim) = 0))
(true) I
] (false)
Wake mPss:= Doze
awake
< D
bb_
done Bss

Copyright © 1999 IEEE. All rights reserved. 385



https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999 (E)

ANSI/IEEE 802.11, 1999 Edition

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Service Synchronization_Sta

Bss,

Ibss_Active,
Ibss_lIdle

sta_TSF_bss_6.1a(8)

-Fllluup
(false)
. o mNextBdry:=
Xport letsrﬁgle.— mNextBdry +
yMocp
set
Bss Xport (mNextBdry,
Tmocp)
'yChan:s
No_Bss next'efiannel
in hep seq'
SwChnl
(yChan,true)

Wait_Hop_
Bss

SwDone

(false)

(=) 0

386
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RX PS
Block Reception I:Rxlndicate:l I:Pslndicate:l receive_la(1)
T I
1 Yy
! I
:. __________ J FromCtl
NeedAck,
RxCfAck,

Includes decryption if

dot11PrivacyOptionimplemented . _ _

=true. This is a typical

RxCfPoll ToRx \

[ foCation, Ut mpiETenters

may use other locations
between the PHY_SAP_RX
and MAC_SAP as long as
they provide the specified
behavior as observed at
LLC, MLME and the WM.

rece
PHY]
and

infor
even
the

incly|

(and
and
Busy
the Tl

/* Thip block handles octet-level

tion of MPDUs from the
and validation, filtering,
ecryption needed so higher

blocfs have uniform, error-free

nation from the relevant rx

s. This block also maintains
AC's view of channel state,
ing the NAV (and remote

variaple mNavEnd), rx activity

the remote variable mRxA),
lot timing (providing the

, Idle and Slot signals to
ransmission block). */

Busy, Idle, SIot:I

(€]

ToTx Channel_State

Defragment
(1.1

/* also decrypt */

Rprdu:I

FromSync

/

I:ChangeNav:I /

PhyCca.indication,
PhyCecarst.confirm

sign

Set
Du
Use

RtsT|meout,
RxMpdu(Frame, Time,Time,
Ratg,Boolean,
KeyVector;KeyMapArray),

UseEifs(Time) ;

ClearNav(Navsre); B

v(Fime,
tion,NavSrc),
ifs(Time)

Defrag
I:ChangeNav] IndAck —
) ToRs
Filter_MPDU
UpdNav (1,1)
SetNav,
ClearNav 7
Rprdu:I
-RtsTimeout,

UseDifs, i
UseEifs Filter

IfsCtl
Validate_ MPDU
(1,1)

PhyRxStart.indication,
PhyRxEnd.indication,
PhyData.indication

PhyCca [ FromPHY

I:P hyCcarst. request:l

PHY_SAP_RX
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Process Channel_State

nav_clear_1b(2)

P T\ dcl exported timer Tifs ; dcl cs CcaStatus ;
: A * tNavEnd as timer Tnav ; dcl rxtx, slot, sifs Integer ;
1 : mNavEnd Time ; timer Tslot ; dcl dDifs, dEifs, dlfs, dNav,
e = - dRxTx, dSifs, dSlot Duration ;
dcl tNew, tRef, tRxEnd Time ;
dcl newSrc, curSrc NavSrc ;
C ) ResetMAC
| 1
dSifs:= dRxTx:=dUsec r Eifs based W CIearNav RtsTimeout,
TRXTX O30 ME TOWeST LIS
dUsqT T T * |DLE */ ——-| Trav, Tsiot ignored
(aSifsTime), aroundT|me) : 1 basic rate. \ ) | in Wait_IFS state.
1 lecrcccccca=me @ —e——— @ llcecccccccacacaccoos
[}
| 1 [ ]
1
dSlotf= PR | PhyCca._ SetNav.
dusde  HHPRGET <acti§:(tﬂfs) Tifs indication (tRefdNav,
(aSlotTime), ' (cs) cursrc)
| ______________ J k— 1 L
dEifs|= c_aIcDur(first(
dUs<Lc L1 | import(mBrates)),
(aSifsTifne + sDtuff(a}Mr::du_
urationFactor. )
' |
|[< sAckCtsLng) + (idle) (bus)
aPlcpHdrLength ~ @ —/——m™m™mm™ ,/—F——mmm [ 9T\ f-mmTm-—--——=—--
difs:k + aPreamble_ dl Cs /floNav CIearNav Tnav, Tifs,
dEifk Length) + dDifs) e K - BUSY */ --1RtsTimeout, Tslot
- | 1 |gn0red in this state.
P =/ c ..
| |
___________ | pmm e
cs= blks IAssume channel set : :Idle signal is PhyCca._ SetNav
tNa;Enj'X’O b= _bus_;y until Phy (now+dSlot, v 4sentatend of indication (tRef,dNav,
= : indicates idle. Tslot) lthe M2 interyal (cs) cursrc)
1 tNavEnd is =0 .(Flgure 47) %
| tuntil firstrx (|, tm=m=aIFe—- K
jthat sets Nav. __ RisTipeolt, (idle)
reset(Thav) noCs_noNav | __ 1 Tnav, ClearNav, tNavEnd:=
/¥ IDLE */ | Tifs ignored tRef+dNav
| { this state. (busy) |
! I;r;yz‘;e:r;s_e; - SetNav set
f’ehyijig?rs - ——-: confirm is (tRef,dNay, - (tNavENnd,
a 1 |gnored cursSrc) Tnav)
| — — |
PhyCca. - set
expart LT tNavEnd:= export
(tNavgnd) |(r£|)catlon tRef+dNav Tslot (no#;glfs, (tNavEnd)
curSr¢: set )
nos : (tNavEnd, Slot . Wait_IFS Cs_Nav
Tnav) :
K (busy) | | :
| e
set : 1Slot signal is /* This process }
Busy - Busy (now+dSlot, v .:generated at maintains channe
Tslot) I'the end of each state based on
T T 1 M2 interval both physical and
| \l/ T(Fig. 47) while virtual carrier
1channel is idle. sense, generates
export ; bmm - slot time reference,
Cs_noNav (tNavEnd) and provides Busy,
Idle & Slot signals
to Transmission. */
noCs_Nav
388 Copyright © 1999 IEEE. Al rights reserved.
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Process Channel_State

1Vvalue is dEifs,
1set by a UseEif$
| signal gerjerated

on new channel.

noCs_Nav or Cs_Nav state. :

Fm——————— N Fm———————— - Fm———————— -
1 i 1 i
% * i | % * i |
: [*BUSY ™ 1noCs_Nav state. [*BUSY ™ 1Cs_Nav state.
Sy —— - | I i —— | I ———
PhyCca._ PhyCca._
indication Tnav indication Tnav
(cs) (cs)
)w\ PhyCcarst, N\ )w\ PhyCcarst,
request request
busy) (idle) (busy) (idle)
Cs Nav R curSrc:= R noCs Nav curSrc:#
- nosrc - nosfe,
set set
(now+dlfs, (now+dlfs,
Tifs) Tifs)
Wait_”:s m
N : ChangeNav is noCs_Nav, :Clearing NAV on
* . r 7 SetNav if not Cs_Nav 1RTS timeout is
[*all staes */ : 1 channel switch. /* all NAV, */ 1optional (9.2.5.4).
1 | I —— | IS ————
| | ! | | I |
’ f ChangeNav SetNav
UseEifs UseDifs ! Rts_ ClearNav
(tRXEnd) (tRXEnd) : (tRef,dNav, (tRef,dNav, / Timeout (newSrc)
\ newsrc) newsSrc)
1
1
| .
1
difs:F difs:= b tNew:= curSrc=
dEifs-dRxTx dDifs-dRxTx tRef+dNav rts
(true)
K (false)
set Clear NAV and difs:= (false)
(tRXEnd}difs, use EIFS after L-—4 dEifs-dRxTx
Tifs) channel change.
tNavEnd:= tNavEnd:=
- set(now, Tnav) tNew, - r now,
curSrc:=newSrc : curSrc:=nosrc
| | ! N
P o 1
1 The initial|[dIfs tNavEnd is =0 — Nav is cleared by setting Tnav 1 !
! until first rx 1] tNavEnd:=0, to now. This causes immediate - J set(tNavEnd,
curSre:=nosrc Tnav signal to enable exit from 1 Tnav)

1by Validate_Mpdu
lat startup and
due to ResetMAC.

1
(S ———

export
(tNavEnd)
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Process Validate_ MPDU

start_rx_1b(2)

i T\ . /* This process receives an MPDU from the
: LR | dl PHY while calculating and checking the
| : (Rx_Idle) FCS value. Frames with valid FCS, length
b - and protocol version are sent for receive
| filtering, along with a snapshot of the WEP
Calciiate PAY : D1z dUsec keys if dot11PrivacyOptionlmplemented=true.
Rx dgltay tthzt r (aRxRfDelay+ ResetMAC This process also provides Channel_State
|fs su racte i aRxPlcpDelay) with Difs/Eifs and Rts timeout signals,
rom now to ] and maintains the mRxA remote variable. */
get reference 1
point times. i
"""""" reset(Frisy

cErr:=0,
mRxA:=false

export
(cErr,mRxA)

Rx_Idle

P —

dcl exported mRxA Boolean:=false,
cErr as dotl1FcsErrorCount Counter32:= 0
imported mBrates Ratestring,
dotl1WepDefaultkeys KeyVector,
dotl1WepKeyMappings KeyMapArray,
dotl1ExcludeUnencrypted Boolean ;
timer Trts ;

dcl fcs Crc; B
dcl D1, dRts Duration ;

r q1Nnon-respg f
: I timeout. dcl endRx, startTs Time ;
| tmmm - dcl k, rxLength Integer ;
: [ dcl pdu Frame ;
| dcl rxRate Rate ;
! PhyRxStart. (rxLength, dcl status PhyRXStat ;
Lm- TS indication rxRate) delv Octet ;
dcl wDefault, KeyVector ;
| | dcl wKeyMap,*KeyMapArray ;
dcl wExelude Boolean ; e
1 Save copy of
RtsTifneout reset(Trts) . .:WEP keys at
| IRxStart in case
i} Mpdu is first
\|/ | : 1 fragment of
o ——— 1 ‘encrypted
lndicate that I | Msdu/Mmpdu.
- MRxA:=true | --qa reception [
lis in progress. :
[ PSSR, ¥ - 1
| i
1
wDefault:= :
export(mRxA) import( g?f:;t\lltvlfgﬁ)
(O |
k=0 Initialize CRC &
i 1 wKeyMap:= dotl1Wep
fesi= ihitCre,  f=--1clear pdu buffer ; — Py
pdu;= null 1 (length(pdu)=0). import( KeyMappings)
i iy - |
Option_ wExclude:= (dot11Exclude_
Implemented import Unencrypted)
false) I
Rx_Frame Rx_Frame

390
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Process Validate_ MPDU

L |

Rx_Frame

Save time of Rx

-
1

r end as reference
y Ifor start of IFS.

L

validate_rx_2c(2)

1
1
Fo— s - : ——————————— 1
I Accumulate PhyRxEnd._ 1 Rts timeout 1
EZ‘(;’:BﬁE% r q0octet into Mpdu indication ! based on :- a
: land CRC check. (status) : rate of Rts. | :
| tmmmmm e . mmmmmmm e 4
1 1 1
J 1 1 1
H val ti _ 1 I 1
e L N | P ooes || e
:{_vvhat may be a} mkstring(v), crc32(fes, v) now-D1 :
imestam e, cle ) |
1
dRts:=dUsec( :
(2*aSifsTime)+ | -
(2*aSlotTime)+
true) (no_error) )
o calcDur(rxRate,
| startTp= stuff(@Mpdu_
now-1 (false) DurationFactor,

I sAckCtsLng) +
aPlcpHdrLength +
aPreambleLength))

false) (=sVersion)
[
set
- Rx_Error (now+dRts,
(true) Trts)
(false) /
_______ [~ ===
Z%?géatg“gr'ggte :____ i':]z%’g’;%gd'— \CErr:= pdu:= substr (rxLength -
excess ocfets : (status) inc(cerm) (pdu, 0, 1| sCretng))
: 1
_______ s '
1
_______ ————n 1 ——— i ———————
Save timefof Rx 1 — : I 1Drop FCS field from
end as reference :-——- ﬁgszSl_ export(cerr) (Li;%%is) . 1 frame before passing
for start off IFS. 1up for filtering.
_______ R —
J
Optionlmplemented
and wepBit(pdu)
(false)
UseEifs RxMpdu startTs, startTs,rxRate,
(endRx) M (pdu, — xRate, (pdy, —— wExclude,wDefault,
| endRx, . endRx, wKeyMap)
k ! % |
D P Y
: | Eifs based
mRxA:=false L 1on the lowest
1 basic rate.
T ! Assumed to
| 1 be the first
-I_a'__t_t_h_t___-: !element of
ndicate tha mBrates.
reception is --{ export(mRxA) .
not in progress. |
Rx_ldle

Copyright © 1999 IEEE. All rights reserved.
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Process Filter_MPDU

pre_filter_1d(4)

dcl exported cDup as dotl1FrameDuplicateCount,
cMc as dot1l1MulticastReceivedFrameCount,
cRx as dotl1ReceivedFragmentCount Counter32:=0 ;

Filter_ldle

-

'but a specific size

1is not specified.
gy ——

RxMpdu startTs,rxRate,
Rese{Mac (pdu, wExclude,wDefault,
endRx, wKeyMap)
— |
dAck:= (durlD(pdu) > 32767)
if (moreFrag [—then dUsec(durld(pdu))
(pdu) = 1) and else O fi
_______ |
Gather Pqwer 1 Psindicate
management  }-- (addr2(pdu), — pwrmgt(pdu))
info from all 1
valid framgs. : |
dNav:=dUsec
(durld(pdu)),
Src:= misc

mActing_
AsAp)

dPsp:=dUsec( mBrates)), imported mBrates Ratestring, B
aSifsTime+calc — stuff(aMpduDuration_ mBssid MacAddr,
Dur(first(import( Factor, sAckCtsLng mCfp Boolean,
+ aPlcpHdrLength) dotl1GroupAddresses MacAddrSet,
+ aPreambleLength)) mlbss Boolean,
mSsid Octetstring,
aStationld MacAddr ;
cache:= i-lnitialize tuple cache dcl cache TupleCache ;
clearTuple_ | - — 4 for duplicate filtering. dcl dup, myBss Boolean ;
Cache(cache) : Cache capacity is set dcl dNav, dPsp, dAck Duration ;
1 by "tupleCacheSize" dcl endRx, strTs Time ;

dcl pdu Frame ;

dcl rxRate Rate ;

dcl src NavSrc ;

dcl wDefault Keyyector’;

dcl wExclude Boolean ;

dcl wKeyMap, ‘KeyMapArray ;

/* This process filters valid received
frames by destination address, and
Bssld for group destination addresses.
This process also maintains received
pdu counters and the tuple cache for
detecting duplicated unicast frames.

N\

Data and management frames which
need acknowledgement cause a
NeedAck signal to Protocol_Control
as well as an RxMpdu to Defragment.
Piggybacked CfAcks cause RxCfack
signals, and CfPolls cause RxCfpoll
signals to Protocol_Control. If an
RxCfPoll is sent for a Data+CfPoll

or Data+CfPoll+CfAck, the NeedAck
has to reach TxCoord during the Sifs.
(The data frame report cannot serve
this purpose because the payload may
be a non-final fragment.)

Duration and Cfp duration remaining
are reported to Channel_State, and

--{ a@p] power save mode is reported to Mime. */

H add
I
I
I
[ S e
| 1AP, checK INon-AP,
< qallframes|2 , \_j— durld(pdu) > [ ZF= p--—-- 4t0DS=0 to

1 pages ahgad: laccept frame,

bommmmmp o= (1:32767) 1 Next page.

SetNav
(endRXx,
dNav, src)

1 Frames with toDs=1 ignored by non-APs,

- _': except Duration/Id field for Nav update.

392
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Process Filter_MPDU

filter_sta_2b(4)

Fm——————— -. Fm———————— -
| 0 I'Report probe
" ! -1 requests only
1 | 1when in Ibss.
tmmmmmmm e ? (false) tommmmm e
(probe_req)
sCfPollable Filter_Idle ftype
(pdu)
(false) (true) (beacon) (cfend, | else
cfend_ack
and ssid(pdu) = mnart
TMpoTMSSIa) =
and capB(pdu)=clbss (mlbss)
——
startTs, RxIndicate ClearNav
ftype(pdu) rxRate, (pdu, Fa (cfend_
wExclude, endRx, ! Other)
else (cfack, whefault, I else
data_ack, \WKeyMap) i
cfpoll_ack, 1 dNav:=
dfataapOHEaCK Filter_lIdle : dUsec(cfDur
cfend_acl I -
_ack) ! Rem(pdu))
I
I
e e I
IUnsolicited Report Ibss beacon 1 : SetNav
R):j%f'ngd L __4RxCfAck with own Ssid but  } 4 (ehdRx,dNaV Filter_Idle
(addr2(pdu) [ signals are other Bssld, for use! cipOther)
ignored. based on TSF age.
e e e % |
_______ = ===1
If addrl (RA) is |
group address, l--
check the|Bssld.
______ - (true) (false)
import = (if frDs(pdu)=1 sraiEjif rts= import
(mBZsld) then addr2(pdu) ] ftype(pdu) ther_1 (dotl1Mac_
else addr3(pdu) fi) rts’else src fi Address)
false)
othel i?'r(w:pAc?rcti(racgro import
r=== , -
| bs9 upAddresses) (mBssid)
: (false)
[ W S
I I'check for IEnsure that
* 1 beacon frgm durld(pdu) --1 Cfpoll comes
lanother BBS. else 1from own Bss.
b | N~ N Y maeAs o iy Y,y b e
(49153:
_______ IR 51159) R
Rx broaddast 1 | dNay:= | Update Nav
or multicakt, L+ Filtersldle d . | |- 4 for PS-Poll ftype(pdu)
2 pages ahead. | ! Psp | Ack Dur/ld 9
------- -  field is AID.
_______ ——— i fTTmmmmmmTe fpoll_ack,
Ignore frames .1 SetNav data_poll,
addresseq to , (! § . (endRx, data_poll_
other groyps d | dNav, src) | ack)
in this BS$. H H
___________ = ] 1
e ———— 1 P e —————————-
Update Nav using1 | RxCfPoll 1'Only report
Duration/ID value } s Filter_lIdle (endRx, -——-: cfpoll from
from frames to all | rxRate) I unicast to sta.
other stations. : b e
Else case is for
Durld=32768 ! e
in the CF period. | Rx directed
____________ 1frame to sta,
12 pages ahead.
| I S ———
Copyright © 1999 IEEE. All rights reserved. 393
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Process Filter_MPDU

All frames to 1
AP are directed L--

[ ———
1

Receive probe
- 1request at AP
| !the same as at
1 Ibss station.

filter_ap_3a(4)

except probe_req.

1
____________ -

import

durld(pdu)

(0

: else
32767)

Nav to coyer ] .
ps-pollAfk ']  dNav:=
when Dur|D 1 P
field is SID. '

Update Nav H SetNav
using value L) (endRx,

in Duratiof/ID. dNav, src)
field of frajnes

(oot
(false) MacAddress)
import
(mCfp)
(false)
(true)
ftype(pdu)
else
(data_ack,
cfend_ack,
cfack)
RxCfAck | _____
(addr2(pdu))
src:= if |rts=
ftype(pdy) then
rts else [src fi
U

[

fm——————————
1

Unsolicited

———————— -: RxCfAck signalS

1should not acc.
| RN . W

IRx difected
————— 1 frame to AP,

Lnext page.
N ——

(probe_req)

(beacon) else

cfend -ack)

ClearNav
(cfend_
Other)

else

dNav:=
dUsec(cfDur_
Rem(pdu))

SetNav
(endRx,dNaVv]
cfpOther)

Filter_ldle

1
1
directed to all |
other stations. :
El ase is for )
Se Case e | Filter_Idle

Durld=32768
in the CF period.

1
1
___________ 4

394
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Process Filter_MPDU

Fo———————= »
! n
1 LY
! 1
! 1
| R ——— -

rReport incoming
_____ 1 directed frames,

tincluding all

| received frames

1 accepted at AP.

L

Count all valid
directed frames
to this sta, even
those that will

cRx:= inc(cRx)

be discarded

1
1
-
1
1
1
1

as duplicates :

1

report_rx_4a(4)

I'Report incoming
_____ jgroup-addressed

I frames at station.
| I ———

[ ———
I

Count all valid
L broadcast and
1 multicast frames

cRx:= inc(cRXx),
cMc:= inc(cMc)

| to this sta, even
1those that will

: be discarded

or due to WEP. _ expart 1due to WEP.
““““ == SRR (cRx, cMc) tommmmmmm e
/ﬁgjﬁx ftype(pau)
(cfend,
=1) (=0) (beacon) cfend_ack)
searchTupleCache
dup:g — (cache, addr2(pdu), (Cclf?e?:dNBasvs)
seq(pdu), frag(pdu))
dNav:=
dug dUsec(cfDur_
Rem(pdu))
true) (false)
SetNav
cDup=
inc(cDup) ((:(?SSSRSX),dNaV
RxMpdu startTs, startTs,
export(gbup) (pdu, — rxRate, rxRate,
endRx, wEXxclude, WEXxclude,
N wDefault, wDefault,
wKeyMap) wKeyMap)

—==1

Filter_lIdle

Ps-Poll is pn 1 asetyps

else path [as - 0

control frajne) r (pdu)

E)Or 3!1?:/:S|It(he i else (data, management)

response from | st
protocol cfl. | NeedAck I'Dirécted Atim frames must
_______ I (addr2(pdu), | - =7 be acknowledged, but may be

endRx,dAck) Lomitted from cache, see 9.2.9.

-l\_le_w_ga?:ign_tr;u updateTupleCache

if (addr2,spq) |- cache:= |— (cache, addr2(pdu),

is not cached. 1 seq(pdu),frag(pdu),

If entry exlsts | endRx)

for (addr2|seq), 1 2

update tinje '

and fragment /1 )

number of entry, | Filter_ldle

_______ e Vv

Copyright © 1999 IEEE. All rights reserved.
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Process Defragment wep_filter_1b(3)
i T\ dcl exported clerr as dot11WeplcvErrorCount,

: “1 D t cUndc as dot11WepUndecryptableCount,
1 : ecryp! cExcl as dotl1WepExcludedCount Counter32:=0 ;
Sy —— -
dLife:= (dot11Max imported mCfp Boolean ;
dUsec( —{ Receive imported dot11MaxReceiveLifetime Kusec ;
import Lifetime)) imported procedure RC4 ; fpar PrngKey, Integer ;
returns Octetstring ;
export( tJJc! liuf DefragArray ;
TIeTT, COTe, tet-dtife—DBuration—
cExcl) dcl gnde, startTs Time ;
J dcl icvOk Boolean ;
2 dcl k Defragindex ;
Fo————————— dcl keys DefragKeysArray ;
buf:= ! Defragmentation dol prinfPrioritgy : 4 Y
ArAge(buf, | == buffers forced dcl pdu, sdu Frame ;
now+dLife+1) | empty using the dcl wExcl Boolean ;
'fg_”lg_ff'lci"in_' . dcl wDefault KeyVector ;
dcl wMap KeyMapArray-;
Defrag_
Inactive
[ . |
. I'mDisable=false RxMpdu startTs,rxRate,
< (r:ﬁézrsna%?g) > - —-: when started (pdu, wExcl,wDefault,
10r joined Bss. endRx, wMap)
[ S ——
Defrag_ When not in Bss
ldle --1yonly pass beacon
1and probe_rsp.
i
M
: RxMpdu RxIndicate
impart wExcl,wDefault,
- (pdu,endRx, (pdu,endRx, — startTs,rxRate)
(mDisaple) startTs,rxRate, wMap)
ﬁ
control)
(=0)
4 —
X dotl1Privacy_
indl Option_
Implemented)
false)
(false)
auth) and _
authSeqNum _cUndc:= )
(pdu)=3) nd inc(cUndc) inc(cExcl)
import( (true) I I
dotl1Privacy_ | |
Option_
Implemented) export(cUndc) export(cExcl)

)
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Process Defragment

_________ »
]
L

wep_decrypt_2b(3)

true)

de |
frag

Do not regort 1
receipt of
data fram¢s

with Icv effrors.

Decrypt wMap, sKey_
pau; F— VappmgLrengu,
icvOk, wDefault)

else

Icv errors and

- -4 certain undecryptable
:errors counted in
1 Decrypt procedure.
L

P ——
1

(auth)

RxIndicate
(pdu,endRx,

startTs,rxRate)

Authentication

with Icv errors
are reported, but
Decrypt removes
payload so Auth
service is able

to distinguish

a bad key from

a non-response.

challenge resposnes

Copyright © 1999 IEEE. All rights reserved.
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Process Defragment

S,
'Mpdu is not fragmented
r yor defragmentation is

moreFrag
(pdu)=0)

and
(fragNum

defragment_3c(3)

| lcomplete. (true) (pdu)=0))
: (false)
I [ AS e
[} . .
1 RxIndicate !ntermediate or
L (pdu,gmaRY, F— StartFs;rxRate) f(ragllj\;lzlrg v -:nrml'lvrpuu of
P : 1fragmented Msdu.
I (true) (false) | *TTTTTTTmmos
___________ I
k= j nital Mpdu k= 1 |addr2(pdu),
age " F - -4 0f fragmente arSearch —— seqNum(pdu);
arFree(buf) | Msdu. Find free (buf, fragNum(pdu))
j buffer to begin
K 1 Msdu reception.
L
buf:F
ArAde
(buf,npw)
(false)
buf:= —
- arAge .
(buf,now), arFree(buf)
length
(length (buf(k)'rsdu) -
(pdu) + sMacHdrLng)
(false) (true) <= sMaxMsdulLng
buf(k)!rsdu:=
) buigfinUse:= buf(irCur:= o e
false fragNum(pduy), substr(pdu,
sMacHdrLng,
length(pdu)-
- sMacHdrLng)
buf(k)!linUse:= addr2(pdu), foreFra -
true, — buf(k)!rsn:= ( du)zog
buf(k)!rta:= seqNum(pdt) (false) P
| (true)
buf(k)!rCur:= now + kUsec( - . —
agum(pa), || mporort1_ age = L buinuse:=
buf(k)!reol:= MaxReceive_ ; ! 1
| Lifetime)) |
I
| pmmmmmmme
keys(k)! I IFinal fragment
1
rS(?LLJJEk)du whefKeys:= . 1if moreFrag=0,
-spau, wDefault, 1indicate Msdu.
keys(k)! b e
wKeyMap:=
wMap,
keys(k)!
wExclude:=
wExcl
398 Copyright © 1999 IEEE. Al rights reserved.
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Procedure Decrypt

; fpar n
in/out pdu Frame, "‘\I
infout icvOk Boolean,
in map KeyMapArray,:

dclicv Crc;
dcl iswds Boolean ;

dcl decryptLng, k, n Integer ;
dcl decryptStr Octetstring ;

decrypt_1b(1)

in maplength | ,—, dcl key PrngKey ;
KeyMapArrayLength, 1 - [oomm e dcl kmap KeyMap ;
in kvec KeyVector; | isWds:= Test whether addr4 de
i s| toDs(pdu) and --4field is present. ciph_er
frDs(pdu) 10nly needed at AP.
| i g i ——
decryptLng:= sWepAddLng + o=
fengunpau) - 1 SCTCLNg - 1T 1ISWUS initCrc
sMacHdrLng - then swWdsAddLng else O fi
if iswds then k=0,
sWdsAddLng — n:s
else O fi sWepHdrlng +
(false) (true) E
___________ hl
kmap:= (addr2(pdu), Decrypt by xor 1 pdu(n):=
keyLookup — map, of payload with t=-4* pdu(n) xor
maplength) decrypt string. , j decryptStr(k)
___________ rl
“ICV test value 1 |
testvalue 1 [
nullAddr calculated from  F-- (Iif:\\//._ ((;]E(?Ifs)
decrypted data. P
truey  (false), — —— 4 o TToNyTTTTTT |
L Use default key
Il(r‘:]}; | key:= kvec - ;J;eegzgagg key k:=k+1,
wepKey (keyld(pdu)) 1keyld value. n:=n+l
| I ——
L
or = (false)
kmap!wepOn decryptLng
= false

_______ ====1

(false)

Concatenfte :_ key:= key // icv =
key with | -=1 PrngKey!
from frame. : Iv(pdu) goodCre
““““ . (datay (false) (true)
encryptStr.= und |
— call RC4 cUnac:= clerr:=
decryptlnp) \ (key, inc(cUndc) inc(clerr)
1
i | |
1
________ |
Use RC4 PRNG 1 : d pdu:= /I substr(pdu,
to generate an :. J . eh_ export(cUndc) export(clerr) substr(pdu,0, sWepHdrLng,
decrypt stfing | cipher sMacHdrLng) | ! [decrypting -
as long aq the : : sCrclng)
MPDU payload I%’ :
plus the gV} p— [ calcuiated | [Remove 10V
et IR substr(pdu,0, --1ICV not valid, icvOk:= true L Jand IV fields
sMacHdrLng) 1discard frame 1 from MPDU,
T 'body, and T : report decrypt
| jreport error. : success It ICV
bem e | result correct
’ lor selected
icvOk:= false | key value null.
b o o o o o o -
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C.4 State machines for MAC access point

The following SDL-92 system specification defines operation of the MAC protocol at an IEEE 802.11 AP.
Many aspects of AP operation are identical to the STA operation. These are defined in blocks and processes
referenced from both the STA and AP system specifications. Blocks and processes used in both STA and AP
are identifiable by the SDL comment /* for STA & AP */ below the block or process name. Blocks and pro-
cesses specific to AP operation are identifiable by the SDL comment /* AP version */ below the block or

process name. Definitions for the /* AP version */ and the /* STA & AP */ blocks and processes appear in
this subclause.

Thé¢Temainder of this clause s thetormal description, In SDL/GK, Of an lTEEE oUZ. 1L AF.
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use macsorts ;
use macmib ;

ISO/IEC 8802-11: 1999 (E)

ANSI/IEEE 802.11, 1999 Edition

System Access_Point MauUnitdata.indication, AP_1b(3)
MaUnitdataStatus.indication (MImeConfirmSignals),
e . (MimelndicationSignals)
I
I AN MAC_SAP SM_MLME_SAP
I
. l
tommmmm s N MaUnitdata.request:I (MImeRequestSignaIs):I
: MAC_Daia |__{nouces et L ipmceseand
LMsduIndlcateJ _Service 1add/remove MAC_Manage_ Ifllterlng of Mlﬁwe
I*for STA & AP*/ | MAC headers. ment_Service 'request and gonfirm
R /* for STA & AP¥/ Ao "~
ToDsm:I MsduConfirm:I ______________ i )
i Includes encryption, (MmgtConfirmSignals),
odu RSDU TSDU ,__.,fragmentatlon TIM l:(MmgtIndmatlonSlgnals)
N : |generat|on and
| | ! queuing for BC/MC,
: |PSM CFP & fromDS.
e LT
I:MsduRequest:I !
I:FromDsn:I AsChangde,
MmReguest,
FRDS MPDU_ PsChange,
) ) Generation_AP PsResponse
Distrfbution_ * AP version */ MMGT
_Seryice Msdu_ Msdu_
[*only at AP*/ Confirm Request
MMTX
_PduConfirm,
TPDU PsPolled MmConfirm,
Mgdu_ DslInquiry, L PsInquiry .
Indicate DsNotify (MmgtRequestSlgnals):I
Mmmps | LAY N N A
Ilncludes starf BSS,
TQDS I:DsResponse:I MLME_AP '“1,bea°°” dwell, CFP
AP version */ & occupancy|timing,
I:PduRequest:I \ (re/dls)assoc ate,
| MCTL I (de)authentidate,
i ol 1 1 probe resporfse, and
g’g“éﬁlsreDscpE'n EeCF’ ' Protocol_ I monitor of station
. R ) X
Ackrpuiedgement, £ | 7 \Con SeResponce, | |SSmauim. ST I ol S
Rts/dts, and retry. ! SsResponse, SslInquiry, sIndicate
R SR A ; SwcChnl SwDone
BkDone,
TxConfirm (PlpmeCen_
fiklmSignals) PS
TX RxIndicate, RX
Backoff, NeedAck, I:ChangeNav:I
Cancel, RxCfAck
TxRequest I:ChangeNav:I _________________ -
I Includes validate, decrypt,
cs , { address & duplicate filter,
. /1defragment, channel state
['ransmission Reception /! (physical and virtual carrie
*for STA & AP 7T Busy AR A / |sense) and [FS & slot timing.
. de, (1 | STTTTTTTTmTmTmTmTTmETTTTT
1 Slot MLME_PLME_SAP
I
! o (PhnySignaIs):I ____________
: [(PhyTxConflrmSlgnaIs):I PHY._SAP_RX 'Includes backoff,
ST PHYSAPTTX TTTLTTT T "I:'(P]ﬁéRéq'u'es_tS@ﬁéls')j “““ = insi i 1FCS generate, and
I:(PhyTxRequestSignals):I [PhyCcarst.request:I Itimestamp insert.
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use
use

IEC 8802-11: 1999 (E)

macsorts ;
macmib ;

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

System Access_Point

AP_signals_2d(3)

] T\ newtype DsStatus literals
: A assoc, disassoc, reassoc, unkno -
I I [endnewtype Dsstatus ; signal B
P, s MmCancel,
MmConfirm(Frame, TxStatus),

- Mmindicate(Frame, Time, Time,StateErr),

signal MmRegquest(Frame,Imed,Rate),

4 ; oSy MsduConfirm(Frame, CIPrIoriy, T XStatus),
ackoff(Integer, Integer), Msdulndicate(Frame,CfPriority),
kDone(Integer), MsduRequest(Frame,CfPriority),
pusy, NeedAck(MacAddr,Time,Duration,Rate),
Pancel, i ) PduConfirm(FragSdu, TxResult),
FhangeNav(Time, Duration,NavSrc), PduRequest(FragSdu),
DsInquiry(MacAddr,MacAddr), PhyCca.indication(Ccastatus),
DsNotify(MacAddr,DsStatus), PhyCcarst.confirm,
DsResponse(MacAddr,MacAddr,DsStatus), PhyCcarst.request,
FromDsm(MacAddr,MacAddr,Octetstring), PhyData.confirm,
dle, o PhyData.indication(Octet);
aUnitdata.indication(MacAddr,MacAddr, PhyData.request(Octet),
Routing,Octetstring,RxStatus, PhyRxEnd.indication(PhyRxStat),
CfPriority,ServiceClass), PhyRxStart.indication(Ifteger,Rate),
aUnitdata.request(MacAddr,MacAddr, PhyTxEnd.confirh)
Routing,Octetstring,CfPriority, ServiceClass), PhyTxEnd.request,
aUnitdataStatus.indication(MacAddr, PhyTxStartconfirm,

MacAddr, TxStatus, CfPriority, ServiceClass), PhyTxStart request(Integer, Rate),
ImeAssociate.confirm(MimeStatus), PImeCharacteristics.confirm(PhyChrstcs),
ImeAssociate.indication(MacAddr), PImeCharacteristics.request,
ImeAssociate.request(MacAddr,Kusec,Capability, Integer), RImeGet.confirm(MibStatus,
ImeAuthenticate.confirm MibAtrib,MibValue),
(MacAddr,AuthType,MimeStatus), PlmeGet.request(MibAtrib),
ImeAuthenticate.indication(MacAddr,AuthType), PImeReset.confirm(Boolean),
ImeAuthenticate.request(MacAddr,AuthType,Kusec), PImeReset.request,
ImeDeauthenticate.confirm(MacAddr,MImeStatus), PImeSet.confirm(MibStatus, MibAtrib),
ImeDeauthenticate.indication(MacAddr,ReasonCode), PImeSet.request(MibAtrib,MibValue),
ImeDeauthenticate.request(MacAddr,ReasonCode), PsmDone,
ImeDisassociate.confirm(MImeStatus), PsPolled(MacAddr,Asocld),
ImeDisassociate.indication(MacAddr,ReasonCode), PsChange(MacAddr,PsMode),
ImeDisassociate.request(MacAddr,ReasonCode), PslIndicate(MacAddr,PsMode),
ImeGet.confirm(MibStatus,MibAtrib,MibValue), PsInquiry(MacAddr),
ImeGet.request(MibAtrib), PsResponse(MacAddr,PsMode),
ImeJoin.confirm(MIimeStatus), ResetMAC,
ImeJoin.request(BssDscr,Integer,Usec,Ratestring), RxCfAck(MacAddr),
ImePowermgt.confirm(MIimeStatus), RxIndicate(Frame, Time, Time,Rate),
ImePowermgt.request(PwrSave,Booleart,Boolean), Slot,
ImeReassociate.confirm(MImeStatus); Ssinquiry(MacAddr),
ImeReassociate.indication(MacAddr), SsResponse(MacAddr,
ImeReassociate.request(MacAddr,Kusec,Capability, Integer), StationState, StationState),
ImeReset.confirm(MImeStatus), SwChnl(Integer,Boolean),
ImeReset.request, SwDone,
ImeScan.confirm(BssDsctrSet,MimeStatus), ToDsm(MacAddr,MacAddr,Octetstring),
ImeScan.request(BssTypeSet,MacAddr,Octetstring, TxConfirm,
ScanType,Usec,Intstring,Kusec,Kusec), TxRequest(Frame,Rate) ;
ImeSet.confirm(MikStatus,MibAtrib),
ImeSet.request(MibAtrib,MibValue),
ImeStart.confitm(MImeStatus),
ImeStart.reguest(Octetstring,BssType,Kusec,
Integer,EfParms,PhyParms,lbssParms,Usec,
Capability,Ratestring,Ratestring) ;

402 Copyright © 1999 IEEE. All rights reserved.



https://iecnorm.com/api/?name=c0aa5588ed7a7de99e248b818b366fe6

ISO/IEC 8802-11: 1999 (E)

MEDIUM ACCESS CONTROL (MAC) AND PHYSICAL (PHY) SPECIFICATIONS ANSI/IEEE 802.11, 1999 Edition

use macsorts ;
use macmib ;

System Access_Point AP_signallists_3b(3)

MImeAssociate.request,
MIimeAuthenticate.request,
MImeDeauthenticate.request,
MImeDisassociate.request,
MImeGet.request,
MIimeJoin.request,
MIimePowermgt.request,
MIimeReassociate.request,
MImeReset.request,
MImeScan.request,
MIimeSet.request,
MImeStart.request ;

MImeAssociate.confirm,
MImeAuthenticate.confirm,
MImeDeauthenticate.confirm,
MimeDisassociate.confirm,
MimeGet.confirm,
MImeJoin.confirm,
MIimePowermgt.confirm,
MimeReassociate.confirm,
MImeReset.confirm,
MImeScan.confirm,
MImeSet.confirm,
MImeStart.confirm ;

signallist

SmtRequestSignals=
MImeAssociate.request,
MImeAuthenticate.request,
MImeDeauthenticate.request,
MImeDisassociate.request,
MImeJoin.request,
MImeReassociate.request,
MImeScan.request,
MImeStart.request ;

signallist

SmtConfirmSignals=
MimeAssociate.confirm,
MimeAuthenticate.confirad,
MimeDeauthenticate confirm,
MImeDisassociate’confirm,
MimeJoin.confirm,
MImeReassociate.confirm,
MImeScan.eonfirm,
MImeStart,confirm ;

signallist

PhyTxRequestSignal
PhyTxStart.request,
PhyTxEnd.request,

PhyData.request ;

signallist

PimeRequestSighals=
PlmeCharacteristics.request,
PimeGet.request,
PimeSet.request,
PimeReéset.request;

signallist

PhyTxConfirmSignal
PhyTxStart.confirm,
PhyTxEnd.confirm,

PhyData.confirm ;

signallist

PIlmeConfirmSignals=
PlmeCharacteristics.confirm,
PImeGet.confirm,
PImeSet.confirm,
PlmeReset.confirm;

.

! A

1 Yy

! I

! I

Sy —— -
signallist signallist signallist B
MimeRegtestSigreats= v trmStgrats= imeindicationSigrats=———

MimeAuthenticate.indication,
MIimeDeauthenticate.indigatig
MIimeDisassociate.indication,
MImeAssociate.indication,

MIimeReassociate.indication |

>

signallist
SmtindicationSignals=

MImeAuthenticate.indication,
MImeDeauthenticate.indicatid
MIimeDisassociate.indication,
MImeAssociate.indication,

MImeReassociate.indication

3

signallist
PhyRxSignals=

PhyRxStart.indication,
PhyRxEnd.indication,
PhyData.indication,
PhyCca.indication,
PhyCcarst.confirm ;
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MAC_SAP

LOCAL AND METROPOLITAN AREA NETWORKS: WIRELESS LAN

Block MAC_Data_Service

the MAC_SAP function
described in Clause 6,

/* This block provides b

[

MaUnitdata._
indication

ToLLC

FromLLC

MaUnitdataStatus._
indication

Mac_Data_1la(1)

Ci HV!:‘yillg VISDUS TTOITI
afd to the LLC entity.
This block operates
identically in STA
afd AP, butin STA
thie TSDU signal route
c@nnects directly to
MPDU_Generation, and
the RSDU signal route
cgnnects directly
frgm Protocol_Control,
whereas in AP both of
thiese signal routes
cgnnect to Distribution
Service. */
MaUnitdata.request:I
MSDU_to_LLC MSDU_from_LLC
1) 1)
Msdulndicate] MsduConfirm:I
RxMsdu TxMsdu
MsduRequest:I
RSDU TSDU
404 Copyright © 1999 IEEE. Al rights reserved.
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Process MSDU_to_LLC

/* This process runs when
reception is successfully
completed on an MSDU
addressed to the local
LLC entity. This process
extracts the appropriate
address and status info,

dcl cf CfPriority ;

dcl LLCdata Octetstring—
dcl sa, da MacAddr ;

dcl sdu Frame ;

dcl srv ServiceClass ;

Msdu_to_LLC_1a(1)

removgs the MAC header
from tihe MSDU data field
(the FES and IV/ICV are
removed much earlier in
receptjon handling), and
generates the indication
to LLJ. Reception status
is alwgys "successful"
becaupe a receive error
cause$ the MSDU to be
discargled before reaching
MAC [pata Service. */

Remove MAC header

LLC data octet string.

1
______________ -

"Reception status'.

because any error |
would prevent the !
Msdulndi¢ate 1
from.reaching !
this,process. :

from beginning of ra
MSDU to obtain the 1 «———4

always successful b - — — ,

L

Msdulndicate

da:= addrl(sdu)

sa:= if frDs(sdu)=1
then addr3(sdu)
else addr2(sdu) fi

srvi=
if orderBit(sdu)=2
then strictlyOfdefed
else reorderable fi

l

LL€data:= substr
(sdu, sMacHdrLng,
length(sdu) -
sMacHdrLng)

MaUnitdata._
indication(sa, da,
null_rt, LLCdata,
rx_success,cf,srv)

Py ——— |}
1

From source of the RSDU chanpiel!

1STA source is Protocol Control,
AP source is Distribution Servige.

1
| N 4PN
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Process MSDU_from_LLC

Msdu_from_LLC_1b(1)

est

MSDU

rmed

i T\ dcl cf CfPriority ; imported mAssoc,
: A dcl LLCdata Octetstring— mDisable, mlbss,
1 : dcl rt Routing ; mPcAvail Boolean ;
b= - dcl sa, da MacAddr ; imported
dcl sdu Frame ; dotl1PowerManagementMode PwrSave ;
dcl srv ServiceClass ; imported
dcl stat TxStatus ; mBssld MacAddr ;
From_LLC
|
MaUnit_ (sa, da, rt, successful, 1 MsduConfirm [* This process runs when B
dera— oA retryimit F=—a(suT, arSBH-te-transmmitis
refjuest cf, srv) txLifetime, : stat) presented by LLCTHis
or noBss \ process validateSyeq
| ——————————— parameters, and ifvalid
- P—— - attaches a basic’ MAC|
'validate ifrt/=null rtthen srv:=if then header and sends the
pargmeters’, —{ nonNullSourceRouting orderBit | strictlyOrdered |5 MPPRU preparation fat
qtat:: else if (length(LLCdata) (sduy=1 else reorderable fi | STA) or'to Distribution
> sMsduMaxLng) or )
(length(LLCdata) < 0) | Service (at AP). If request
then excessiveDatalLength R |nva}I|d, or when stajus
4 else successful fi fi da=i then addr3(sdu) is available for th_e \_/alld
a:= if Tx attempt, LLC is inf
sug _. —else addri(sdu) pt, L
toDs(sdu) = 1 fi by an MaUnitdataStat{ss.
Indication generated Hy

this process. */

(reorderable) MaUnit_ (addr2(sdu),
dataStatus._|— da;-stat,
indication cf, 'srv)
diat:= (strictlyOrdered)
unsupported Fo— e —m -——-
Seer():F()eCIass_ 1 Build frame with 24-odtet
! + 1MAC header and LLCHata:
' ftype:= data
else i | toDS:=0
1 —
sta_active | addrl:=da
(sta_ ) i | addr2:= dot11MacAddress
qtat:= | 1 (saparameter not ysed)
unayailable_ 1 | addr3:= mBssld
SerfeeClass | K | 1 <other header fields>|:= 0
J Tmport I Reject Msdu : ity T
. - —4if station 1
true mDisable :not in BSS :
(false) yor IBSS¢ 1
| SR, A pp——
dtat:= |
noBss :
. 1
(cgxention) sdu:= : dotl1MacAddress,
mkFrame —— import(mBssld),
(data, da, LLCdata)
ftat= (contenfionFree
unsupported_ (true)
Pyiority import
mPcAvail
(strictly_
(false) else Ordered)
MRpUnit_, (sa, da, MaUnit_ (sa, da, sdu:=
ddtaStatus,) — stat, dataStatus._|—— unavailable__ setOrderBit
inflication cf, srv) indication Priority,cf, srv) (sdu, 1)
| I I
_ iifno PCF, iSendMsduto
cfi= L__1inform LLC, MsduRequest \ __!'vipdu preparation
contention I send Msdu in (sdu, cf) I (to distribution
1in contention | service at AP)
:period. 2nd :with basic header.
1 MaUnitdata_ | Other fields are
:Status reports tilled in prior
| TX result. 1 to transmission.
b o o o o o o - L S ——
opyri . All rights reserved.
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RSDU
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TSDU

Block Distribution_Service

ToDsm]

DsDsm

_Msdu_

DsMd

Indicate]

Msdu_ Dist_Service_la(1)
Confirm

MdDs

/* This block interfaces B
between the AP function
and the Distribution
System Medium, hence is
only present at APs.

In order to permit an LLC
entity colocated with an
AP to communicate via
both the WM and the DSM,
MAC_Data_Service at the
AP interacts with this
block. This causes frames
originating at the station
containing the AP to be
treated equivalently to
frames originating at any
of the other stations
associated with that AP. */

I:FromDsm:I

DSM_Interface
(1.1)

/* only at AP */

Msdu_
Indicate

BssDs

[

Msdu_
Request

’ DsBss

MsduConfirm] I:MsduRequ =st:|

DsSInquiry,
DsNotify

MImeDs

DsResponse:I

Copyright © 1999 IEEE. All rights reserved.
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