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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria
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Introduction

Many applications have requirements for security to protect against threats to the communication of information. Virtually
all security services are dependent upon the identities of the communicating parties being reliably known, i.e.,
authenticated.

This Recommendation | International Standard defines a framework for public-key certificates. This framework includes
the specification of data objects used to represent the public-key certificates themselves, as well as revocation notices for
issued public-key certificates that should no longer be trusted. It defines some critical components of a public-key
infrastructure (PKI), but it does not define a PKI in its entirety. However, this Recommendation | International Standard
provides the foundation upon which full PKls and their specifications can be built.

Similarly, this Recommendation | International Standard defines a framework for attribute certificates. This framework
includes the specification of data objects used to represent the attribute certificates themselves, as well as revocation
notices for issued attribute certificates that should no longer be trusted. It defines some critical components of a privilege
management i i i ini i i endation |
Internatiorfal Standard provides the foundation upon which full PMIs and their specifications can be built,

Directory |schema definitions allow PKI and PMI information to be represented in a directoryyaccording to the
specificatipn found in the Directory Specifications (Rec. ITU-T X.500 | ISO/IEC 9594-1, Rec. ITY-T"X.50] | ISO/IEC
9594-2, Rgc. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4, Rec. ITU-T X.519 | ISO/IEC 9594-5,
Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-7 and Rec. ITU-T X:525 | ISO/IEC [9594-9) or
according fo the lightweight directory access protocol (LDAP) specification.

This Reconmendation | International Standard provides the foundation frameworks upor‘which industry profiles can be
defined by|other standards groups and industry forums. Many of the features defined\as optional in these framejvorks may
be mandatgd for use in certain environments through profiles. This ninth edition_technically revises and enhances the
eighth editjon of this Recommendation | International Standard.

This ninth|edition specifies versions 1, 2 and 3 of public-key certificates, versions 1 and 2 of certificate revogation lists
and versiop 2 of attribute certificates.

The extengibility function was added in an earlier edition with version 3 of the public-key certificate and with version 2
of the certifficate revocation list and was incorporated into the attribute certificate from its initial inception.

Annex A, which is an integral part of this Recommendatiennternational Standard, provides the ASN.1 modples which
contain allfof the definitions associated with the frameworks.

Annex B, which is not an integral part of this Recanimendation | International Standard, lists object identifiefs assigned
to cryptogiaphic algorithms defined by other specifications. It is provided for easy reference and import into ofher ASN.1
modules.

Annex C, |which is an integral part of\thiS Recommendation | International Standard, provides definitior)s for how
certificate pxtension types may be represented by directory attribute types.

Annex D, which is not an integralspart of this Recommendation | International Standard, includes extracts pf external
ASN.1 mogdules referenced by this Recommendation | International Standard.

Annex E, which is an integral part of this Recommendation | International Standard, provides rules for gengrating and
processing|certificate revecation lists (CRLsS).

Annex F, whichds=not an integral part of this Recommendation | International Standard, provides examplgs of delta
certificate fevocation list (CRL) issuance.

Annex G rhich-is-hot-an-intearalpart-of-this-Recommendation-Hnternational-Standard—provides-examples-df r|V||e e
, Which-is-not-an-integral part-of this Recommendationnternational-Standard —provides-examplesdf privileg

policy syntaxes and privilege attributes.

Annex H, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex |, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex J, which is not an integral part of this Recommendation | International Standard, provides guidance for public-key
infrastructure (PKI) enabled applications on the processing of certificate policy while in the certification path validation
process.

Annex K, which is not an integral part of this Recommendation | International Standard, provides guidance on the use of
the contentCommitment bit in the keyUsage certificate extension.

Viii Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

Annex L, which is not an integral part of this Recommendation | International Standard, includes public-key and attribute
certificate extensions that have been deprecated.

Annex M, which is not an integral part of this Recommendation | International Standard, gives a short introduction to
directory and distinguished name concepts.

Annex N, which is not an integral part of this Recommendation | International Standard, provides some general
considerations on strong authentication.

Annex O, which is not an integral part of this Recommendation | International Standard, contains an alphabetical list of
information item definitions in this Recommendation | International Standard.

Annex P, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) ix
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Public-key and attribute certificate frameworks

SECTION 1 - GENERAL

1 Scope

This Recommendation | International Standard addresses some of the security requirements in the areas of authentication

and other
Specificall

The publig-key certificate framework defined in this Recommendation | International Standard-specifies the i
objects angl data types for a public-key infrastructure (PKI), including public-key certificates; certificate revo

(CRLs), tr
informatio

for issuing
both certif]

set of extefpsions, which is expected to be generally useful across a numbercof-applications of PKI and PMI. T}

componen
directory,

This Reco
formed usi
it can be o

Authenticgtion (and other security services) can only be provided within the context of a defined security pg

matter for

2 INormative references

The following Recommendations and ‘taternational Standards contain provisions which, through reference i

constitute

were valid. All Recommendations and Standards are subject to revision, and parties to agreements bas

Recomme

of the Reqommendations_and Standards listed below. Members of IEC and ISO maintain registers of curr
Internatiorfal Standards/The Telecommunication Standardization Bureau of the ITU maintains a list of curr
ITU-T Reqommendations.

21

© 150/

+  public-key certificates; and
-+  attribute certificates.

security services through the provision of a set of frameworks upon which full services can
L_/, this Recommendation | International Standard defines frameworks for:

List broker and authorization and validation lists (AVLs). The attribute certificate framework s

managing, using and revoking certificates. An extensibility mechanism.is included in the defined
cate types and for all revocation list schemes. This Recommendatien International Standard also

s (including object classes, attribute types and matching rdles) for storing PKI and PMI inforn
re included in this Recommendation | International Standard.

mmendation | International Standard specifies the framework for strong authentication, involving
hg cryptographic techniques. It is not intended to establish this as a general framework for authent
general use for applications which consider thesétechniques adequate.

isers of an application to define their owniSecurity policy.

brovisions of this Recommendation | International Standard. At the time of publication, the edition

dation | Internatianal Standard are encouraged to investigate the possibility of applying the most red

déntical Recommendations | International Standards

be based.

hformation
cation lists
ecifies the
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Recommendation ITU-T X.411 (1999) | ISO/IEC 10021-4:2003, Information technology — Message

Handling Systems (MHS) — Message Transfer System: Abstract Service Definition and Procedures.

Interconnection — The Directory: Overview of concepts, models and services.
Interconnection — The Directory: Models.

Interconnection — The Directory: Abstract service definition.

Interconnection — The Directory: Procedures for distributed operation.

Interconnection — The Directory: Protocol specifications.
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Recommendation ITU-T X.500 (2019) | ISO/IEC 9594-1:2020, Information technology — Open Systems
Recommendation ITU-T X.501 (2019) | ISO/IEC 9594-2:2020, Information technology — Open Systems
Recommendation ITU-T X.511 (2019) | ISO/IEC 9594-3:2020, Information technology — Open Systems
Recommendation ITU-T X.518 (2019) | ISO/IEC 9594-4:2020, Information technology — Open Systems

Recommendation ITU-T X.519 (2019) | ISO/IEC 9594-5:2020, Information technology — Open Systems
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Recommendation ITU-T X.520 (2019) | ISO/IEC 9594-6:2020, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

Recommendation ITU-T X.521 (2019) | ISO/IEC 9594-7:2020, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

Recommendation ITU-T X.525 (2019) | ISO/IEC 9594-9:2020, Information technology — Open Systems
Interconnection — The Directory: Replication.

Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures and
top arcs of the International Object Identifier tree.

Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax

Notation - One (ASN 1) Infarmation ohieect cnacificatian
NEtatHOR-ohHe ot O H A HOR-6Bee-5peeHcadoh-

Paired Recommendations | International Standards equivalent in technical content

[Recommendations

Dther references

Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abstfact Syntax
Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technolégy — Abstfact Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Informationtechnology — ASN.[L encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding-Rules (CER) and Digtinguished
Encoding Rules (DER).

Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Access.eontrol framework.

Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Opgn Systems
Interconnection — Security frameworks for open systemsyNon-repudiation framework.

Recommendation ITU-T X.841 (2000) | ISO/IEC)15816:2002, Information technology - Security
techniques — Security information objects for access control.

Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnection|for CCITT
applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic| Reference
Model — Part 2: Security Architecture.

RecommendationJ TU-T X.1252 (2010), Baseline identity management terms and definitions.

IETF REE-791 (1981), Internet Protocol.
IETRRFC 822 (1982), Standard for the Format of ARPA Internet Text Messages.

IETF RFC 1630 (1994), Universal Resource ldentifiers in WWW: A Unifying Syntax for the Expression of
Names and Addresses of Objects on the Network as used in the World-Wide Web.

IETF RFC 3492 (2003), Punycode: A Bootstring encoding of Unicode for Internationalized Domain
Names in Applications (IDNA).

IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

IETF RFC 4523 (2006), Lightweight Directory Access Protocol (LDAP) Schema Definitions for X.509
Certificates.

IETF RFC 5280 (2008), Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile.

IETF RFC 5890 (2010), Internationalized Domain Names for Applications (IDNA): Definitions and
Document Framework.

IETF RFC 5914 (2010), Trust Anchor Format.
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— IETF RFC 6960 (2013), X.509 Internet Public Key Infrastructure Online Certificate Status Protocol —
OCSP.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 OSI Reference Model security architecture definitions

The following terms are defined in Rec. ITU-T X.800 | ISO 7498-2:
a) authentication exchange;
b) authentication information;

q)——confidentiatity;

d) credentials;

d) cryptography;

f) data origin authentication;
g) decipherment;

) digital signature;
i)  encipherment; and
0 key;

3.2 Baseline identity management terms and definitions
The following term is defined in Rec. ITU-T X.1252:

d) trust.
3.3 [Pirectory model definitions
The following terms are defined in Rec. ITU-T X.501ASO/IEC 9594-2:
d) attribute;
@) directory information tree (DIT),
) directory system agent;
@) directory user agent (DUA);
d) distinguished name;
d) entry;
f) relative distinguished name;
g) root.
3.4 Aceess/control framework definitions
The followtingterms-are-definecHrRec =T <812 HSOHEC-161681+-3:

a) access control decision function (ADF);
b) access control enforcement function (AEF).

35 Public-key and attribute certificate definitions
The following terms are defined in this Recommendation | International Standard:

3.5.1 ACRL distribution point: A directory entry or another distribution source for attribute certificate revocation
lists (ACRLS); an ACRL distributed through an ACRL distribution point may contain revocation entries for only a subset
of the full set of attribute certificates issued by one attribute authority (AA) or may contain revocation entries for multiple
AAs.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 3
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3.5.2 attribute authority certificate: An attribute certificate for one attribute authority (AA) issued by another AA
or by the same AA.

3.53 attribute certificate: A data structure, digitally signed by an attribute authority that binds some attribute values
with identification information about its holder.

3.54 attribute authority (AA): An authority which assigns privileges by issuing attribute certificates or by including
them in public-key certificates.

355 attribute authority revocation list (AARL): A revocation list containing a list of references to attribute
certificates issued to attribute authorities (AAs) that are no longer considered valid by the issuing AA.

3.5.6 attribute certificate revocation list (ACRL): A revocation list containing a list of references to attribute
certificates that are no longer considered valid by the issuing attribute authority.

3.5.7 attribute certificate validation: The process of ensuring that an attribute certificate was valid at a given time,
including pesstbly-the-construction-and-processing-of-a-delegationpath-and-ensuring-that-al-attribute-certifieates in that
path were yalid (e.g., were not expired or revoked) at that given time.

3.5.8 guthority: An entity, responsible for the issuance of certificates or of revocation lists. Four types arg defined in
this Reconpimendation | International Standard; a certification authority which issues public-key cettificates, an attribute
authority Which issues attribute certificates, a certificate revocation list (CRL) issuer which issués:CRLs and n attribute
certificate yevocation list (ACRL) issuer which issues ACRLSs.

3.5.9 guthorization and validation list (AVL): A signed list containing informationto an AVL entity abojit potential
communichtions entities and possible restrictions on the communications with such entities.

3.5.10 guthorization and validation list entity (AVL entity): An entity, wheh acting as a relying party, igdependent
on an AVL issued by a designated authorizer.

3.5.11 guthorizer: An entity trusted by one or more entities operatingJas authorization and validation [list (AVL)
entities to greate, maintain and sign authorization and validation lists,

3.5.12  base attribute certificate revocation list (base ACRL):"An attribute certificate revocation list (AQRL) that is
used as thg foundation in the generation of a delta attribute certificate revocation list (JACRL).

3.5.13  base certificate revocation list (base CRL): A cértificate revocation list (CRL) that is used as the foundation
in the gengration of a delta certificate revocation list (ACRL).

3.5.14 CA certificate: A public-key certificate:fap one certification authority (CA) issued by another CA or by the
same CA.

3.5.15 gertificate policy: A named set of. fulés that indicates the applicability of a public-key certificate to  particular
community and/or class of application with’common security requirements. For example, a particular certififate policy
might indigate applicability of a type of certificate to the authentication of electronic data interchange transactions for the
trading of goods within a given price range.

3.5.16  gertification practice statement (CPS): A statement of the practices that a certification authority (CA) employs
in issuing gertificates.

3.5.17 gertificate réuocation list (CRL): A signed list indicating a set of public-key certificates that ard no longer
considered valid by(the" issuing certification authority (CA). In addition to the generic term certificate rev@cation list
(CRL), somne specific CRL types are defined for CRLs that cover particular scopes.

3.5.18 gectificate serial number: An integer value, unique within the issuing authority, which is unambiguously
associated ‘withracertificatetssued-by-thatauthority-

3.5.19 certification authority (CA): An authority trusted by one or more entities to create and digital sign public-key
certificates. Optionally the certification authority may create the subjects' keys.

3.5.20 certification authority revocation list (CARL): A revocation list containing a list of certification authority
(CA) certificates issued to CAs that are no longer considered valid by the issuing CA.

3.5.21  certification path: An ordered list of one or more public-key certificates, starting with a public-key certificate
signed by the trust anchor, and ending with the end-entity public-key certificate to be validated. All intermediate public-
key certificates, if any, are certification authority (CA) certificates in which the subject of the preceding public-key
certificate is the issuer of the following public-key certificate.

3.5.22  CRL distribution point: A directory entry or other distribution source for certificate revocation lists (CRLs);
a CRL distributed through a CRL distribution point may contain revocation entries for only a subset of the full set of
public-key certificates issued by one certification authority (CA) or may contain revocation entries for multiple CAs.
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cross-certificate: A certification authority (CA) certificate where the issuer and the subject are different CAs.
CA:s issue cross-certificates to other CAs as a mechanism to authorize the subject CA's existence.

delegation: Conveyance of privilege from one entity that holds such privilege, to another entity.

delegation path: An ordered sequence of attribute certificates which, together with authentication of

aprivilege

asserter's identity can be processed to verify the authenticity of a privilege asserter's privilege.

3.5.26  delta attribute certificate revocation list (JACRL): A partial attribute certificate revocation list that only
contains entries for attribute certificates that have had their revocation status changed since the issuance of the referenced
base attribute certificate revocation list (base ACRL).

3.4.27 delta-CRL (dCRL): A partial revocation list that only contains entries for public-key certificates that have had
their revocation status changed since the issuance of the referenced base CRL.

3528 end
key certifig

ning public-

entity: Either a public-key certificate subject that uses its private key for purposes other than sig
es-or-an-attribtite-certificate-holderthat-cannot-detegate-privileges-of-the-attribute-eertifieatehut uses its
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flull attribute certificate revocation list (full ACRL): A complete revocation list that contains en

flull CRL: A complete revocation list that‘contains entries for all public-key certificates that have be

hdirect attribdte- certificate revocation list (IACRL): A revocation list whose scope includg

nly to gain access to a resource.

nd-entity attribute certificate: An attribute certificate issued to an entity, which then acts'as an

nd-entity attribute certificate revocation list (EARL): A revocation list confaining a list ¢
issued to holders that are not also attribute authorities (AAs) that are no longer considered v
ssuer.

nd-entity public-key certificate: A public-key certificate issued to an entity; which then acts as an

nd-entity public-key certificate revocation list (EPRL): A reyocation list containing a list of
issued to subjects that are not also certification authorities (CAs), that are no longer considered
ssuer.

nvironmental variables: Those aspects of policy required for an authorization decision, that are no
c structures, but are available through some local qmeans to a privilege verifier (e.g., time of day
ance).

rtificates that have been revoked for a giveniscope.
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ash function: A (mathematical)-function which maps data of arbitrary size into data of a fixed s

older: An entity to whom some privilege has been delegated either directly from the source of 3
hrough another attribute authority.

issued by one.or more attribute authorities (AAs) other than the issuer of the revocation list. The sa
so authofitative for the attribute certificates, if any, issued by the ACRL issuer.

hdiréct certificate revocation list (iCRL): A revocation list whose scope includes public-key
prielor more certification authorities (CAs) other than the issuer of the revocation list. The sar
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issuer.

intermediate CA: A certification authority (CA) is acting as an intermediate CA within a certification path

when it is the issuer of the next public-key certificate on that certification path.

3.5.41 key agreement: A method for negotiating a symmetric key value on-line without transferring the key, even in
an encrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement
mechanisms).

3.5.42  multiple cryptographic algorithms public-key certificate: Public-key certificate that for migration purposes
includes extensions for an alternative public-key algorithm, an alternative digital signature algorithm and an alternative
digital signature.

3.5.43 object method: An action that can be invoked on a resource (e.g., a file system may have read, write and
execute object methods).

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 5
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3.5.44  one-way function: A (mathematical) function which is easy to compute, but which for a general value y in the
range, it is computationally difficult to find a value x in the domain such that f(x) = y. There may be a few values y for
which finding x is not computationally difficult.

3.5.45 PKIl end entity: An entity that is acting as an end entity in a public-key infrastructure (PKI) environment, where
the subject uses it private key for other purposes than signing public-key certificates.

3.5.46 PMI end entity: An entity that is acting as an end entity in a privilege management infrastructure (PMI)
environment, where the holder uses its privilege attributes to gain access to a resource.

3.5.47 policy decision point (PDP): The point where policy decisions are made (synonymous with access control
decision function, ADF).

3.5.48 policy enforcement point (PEP): The point where the policy decisions are actually enforced (synonymous
with access control enforcement function, AEF).

3.5.49 peley-mapping—Recoghizingthat-whenaeertificationatthority-(CAone-domati-eertifies-a-CA in another
domain, a particular certificate policy in the second domain may be considered by the authority of the first\dgmain to be
equivalent|(but not necessarily identical in all respects) to a particular certificate policy in the first domain.

3.5.50 private key: (In a public-key cryptosystem) that key of an entity's key pair which is known,enly by that entity.
3.5.51  privilege: An attribute or property assigned to an entity by an attribute authority.

3.5.52  privilege asserter: A privilege holder using the attributes of the attribute certificate or public-key cgrtificate to
assert privilege.

3.5.563 privilege holder: An entity that has been assigned privilege. A privilege holder may assert its priyilege for a
particular purpose.

3.5.54  privilege management infrastructure (PMI): The infrastructure-able to support the management of privileges
in support pf a comprehensive authorization service and in relationship<4uith a public-key infrastructure.

3.5.55  privilege policy: The policy that outlines conditions for pfivilége verifiers to provide/perform sensitijve services
to/for quallified privilege asserters. Privilege policy relates attributes associated with the service as well a$ attributes
associated [with privilege asserters.

3.5.56  privilege verifier: An entity verifying attributés*of a public-key certificate or attribute certificatg against a
privilege ppolicy.

3.5.57 public key: That key of an entity's key pair which is publicly known.

3.5.58 public-key certificate: The public keyof an entity, together with some other information, rendered unforgeable
by digital gignature with the private key ofthe certification authority (CA) that issued it.

3.5.59 public-key certificate validation: The process of ensuring that a public-key certificate was valid|at a given
time, inclufling possibly the construction and processing of a certification path, and ensuring that all public-key fertificates
in that path were valid (e.g., werexiot expired or revoked) at that given time.

3.5.60 public-key infrastructure (PKI): The infrastructure able to support the management of public keys able to
support authentication, €neryption, integrity or non-repudiation services.

3.5.61 egistration/authority (RA): Those aspects of the responsibilities of a certification authority that arp related to
identification apd authentication of the subject of a public-key certificate to be issued by that certification authority. An
RA may eithef,be‘a separate entity or be an integrated part of the certification authority.

NOTE his-definition-is-different-in-scopefrom-the-one-defined-in-Rec—H4 660 HSO

3.5.62 relying party: An entity that relies on the data in a public-key certificate in making decisions.

3.5.63 role assignment certificate: A certificate that contains the role attribute, assigning one or more roles to the
certificate subject/holder.

3.5.64 role specification certificate: An attribute certificate that contains the assignment of privileges to a role.
3.5.65  sensitivity: Characteristic of a resource that implies its value or importance.

3.5.66  security policy: The set of rules laid down by the security authority governing the use and provision of security
services and facilities.

3.5.67 self-issued attribute certificate: An attribute certificate where the issuer and the holder are the same attribute
authority (AA). An AA might use a self-issued attribute certificate, for example, to publish policy information.
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3.5.68  self-issued certificate: A certification authority (CA) certificate where the issuer and the subject are the same
CA. A CA might use self-issued certificates, for example, during a key rollover operation to provide trust from the old
key to the new key.

3.5.69 self-signed certificate: A special case of self-issued certificates where the private key used by the certification
authority (CA) to sign the CA certificate corresponds to the public key that is certified within the CA certificate. A CA
might use a self-signed certificate, for example, to advertise their public key or other information about their operations.

NOTE - Use of self-issued certificates and self-signed certificates issued by other than certification authorities (CAs) are outside
the scope of this Recommendation | International Standard.

3.5.70  source of authority (SOA): An attribute authority that a privilege verifier for a particular resource trusts as the
ultimate authority to assign a set of privileges for asserting that resource.

3.5.71  subject CA: A certification authority (CA) for which another CA has issued a CA certificate.
3.5.72  trust anchor: An entity that is trusted by a relying party and used for validating public-key certificates.

3.5.73 rust anchor information: Trust anchor information is at least the: distinguished name of the.tsist anchor,
associated [public key, algorithm identifier, public key parameters (if applicable), and any constraints on(its'sd, including
a validity geriod. The trust anchor information may be provided as a self-signed certification authority (€A) cqrtificate or
as a normgl CA certificate (i.e., cross-certificate).

rust anchor store: A trust anchor information collection at a relying party for one.ar-more trust anghors.

rust broker: A third party trusted by relying parties to provide quantitative information [about the
trustworthiness and qualitative information about the intended use of a public-key certificate based on information about
the certifidation authority. Trust brokers are independent of certification authorities ‘and have direct trust rejationships

rust in a CA: Belief that the certification authority (CA) will actreliability and truthfully in the mpnagement
of its public-key certificates and will comply with its published certification practise statement and relevant Idgislation.

rust in a public-key certificate: Belief that the public-KeyCertificate belongs to the subject identjfied in the
public-key|certificate.

bbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
A Attribute Authority

ARL Attribute Authority~Revocation List
CRL Attribute Certificate Revocation List
DF Access control Decision Function
EF Access control Enforcement Function
1A Autherity Information Access
SN.1 Abstract Syntax Notation One
VL Authorization and Validation List
ER Basic Encoding Rules
A Certification Authority
CARL Certification Authority Revocation List
CRL Certificate Revocation List
dACRL Delta Attribute Certificate Revocation List
DAP Directory Access Protocol
dCRL Delta Certificate Revocation List
DER Distinguished Encoding Rules
DIT Directory Information Tree
DS Delegation Service
DSA Digital Signature Algorithm
DUA Directory User Agent
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EARL End-entity Attribute certificate Revocation List
ECC Elliptic Curve Cryptography
ECDSA Elliptic Curve Digital Signature Algorithm
EPRL End-entity Public-key Certificate Revocation List
FQODN Fully Qualified Domain Name
HSM Hardware Security Module
iACRL Indirect Attribute Certificate Revocation List
iCRL Indirect Certificate Revocation List
IDN Internationalized Domain Name
IDP Issuing Distribution Point
|.DAP Lightweight Directory Access Pratocol
DH Letters, Digits, Hyphen
M Machine-to-Machine
CSP Online Certificate Status Protocol
DP Policy Decision Point
EP Policy Enforcement Point
IN Personal Identification Number
KCS Public-Key Cryptography Standards
Kl Public-Key Infrastructure
Ml Privilege Management Infrastructure
A Registration Authority
DN Relative Distinguished Name
0A Recognition of Authority
SA Rivest-Shamir-Adelman
OA Source Of Authority
B Trust Broker
5 onventions
The term "Specification” (as in "this Specification™) shall be taken to mean Rec. ITU-T X.509 | ISO/IEC 9594-8.
The term|"The Directory Specifications” shall be taken to mean Rec. ITU-T X.500 | ISO/IEC 9594-1, Rec.
ITU-T X.501 | ISO/IEC 9594-2;"Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 95P4-4, Rec.
ITU-T X.519 | ISO/IEC 9594-5, Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-7 and
Rec. ITU-T X.525 | ISO/IEC 9594-9.
If an Interpational ‘Standard or ITU-T Recommendation is referenced within normal text without an indication of the
edition, the edition‘shall be taken to be the latest one as specified in the normative references clause.
on of data

types and values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec.
ITU-T X.682 | ISO/IEC 8824-3, Rec. ITU-T X.683 | ISO/IEC 8824-4 and Rec. ITU-T X.690 | ISO/IEC 8825-1.

This Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New typeface.
When a definition is referenced for the first time in normal text it is presented in italicized Times New Roman.

If the items in a list are numbered (as opposed to using "-" or letters), then the items shall be considered steps in a
procedure.

6 Frameworks overview

This Specification defines a framework for obtaining and trusting a public key of an entity in order to verify the digital
signature of that entity. If the key pair is of a type that allows encryption and decryption, the public key may also be used
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for encrypting information to be decrypted by the entity owning the private key. The framework includes the issuance of
a public-key certificate by a certification authority (CA) and the validation of that public-key certificate by the relying
party, i.e., the entity relying on the content of the public-key certificate. The validation includes:

— establishing a trusted path of public-key certificates between a trusted entity called a trust anchor
(see clause 7.5) and the public-key certificate subject, i.e., the entity for which the public-key certificate
has been issued;

— verifying the digital signatures on each public-key certificate in the path; and

— validating all the public-key certificates along that path (i.e., that they obey restrictions, were not expired
or not revoked at a given time); and

— optionally, asking a trust broker if the public-key certificate can be trusted for the intended purpose.

The public-key infrastructure (PKI) is the infrastructure established to support the issuing, revocation and validation of
public-key certificates.

This Specilfication defines a framework for obtaining and trusting privilege attributes of an entity in order to| determine
whether thpy are authorized to access a particular resource. The framework includes the issuance of an attributg certificate
by an attrijute authority (AA) and the validation of that attribute certificate by a privilege verifier. The validation includes:
-+ ensuring that the privileges in the attribute certificate are sufficient when compared‘against the privilege
policy;

+  establishing a trusted delegation path of attribute certificates if necessary;
+  verifying the digital signature on each attribute certificate in the path;

1+ ensuring that each issuer was authorized to delegate privileges; and

-+ validating that the attribute certificates have not expired or been‘revoked by their issuers.
Privileges pre provided in directory attributes as defined by Rec. ITU-T X.501 | ISO/IEC 9594-2.

Public-key| certificates may also include directory attributes for providing privileges. Such aspects of privileges carried
by public-key certificates are also covered by the attribute certificate/framework within Section 3.

The privilgge management infrastructure (PMI) is the infrastructure established to support the issuing, revdcation and
validation pf attribute-key certificates.

Although PKI and PMI are separate infrastructures and may be established independently from one anothgr, they are
related. This Specification recommends that holders’and issuers of attribute certificates be identified with|n attribute
certificated by pointers to their appropriate public-key certificates. Authentication of the attribute certificate [ssuers and
holders, tolensure that entities claiming privilege-and issuing privilege are who they claim to be, is done using [the normal
processes ¢f the PKI to authenticate identities=This authentication process is not duplicated within the attributg certificate
frameworK.

An entity may take one more roles in a PKI and/or a PMI. It may act as a CA, as an AA, as an end entity in a PKI
environmept (PKI end entity), astan end entity in a PMI environment (PMI end entity), as a relying party, etc.

A PKI end|entity is an entity.that has been assigned an end-entity public-key certificate, where the private key cannot be
used to sign other public=key certificates, but may be used for signing for other purposes. A PMI end entity |s an entity
that uses its end-entity‘attribute certificate to assess privilege, but it cannot be used for delegating such privilege to other
entities.

This Speciffication makes extensive use of cryptographic algorithms, such as hashing algorithms, public-key jalgorithms
and digital|signdture algorithms.

6.1 Digital signatures

This subclause describes digital signatures in general. Sections 2 and 3 of this Specification discuss the use of digital
signatures within PKI and PMI specifically. This subclause is not intended to specify a specification for digital signatures
in general, but to specify the means by which instances of the PKI and PMI specific data types are signed.

There are different types of digital signatures, such as Rivest-Shamir-Adelman (RSA) digital signatures, digital signature
algorithm (DSA) digital signatures and elliptic curve digital signature algorithm (ECDSA) digital signatures.
NOTE 1 — It is not within the scope of this Specification to describe these different techniques in detail, but Annex F gives a short
introduction with references to more detailed specifications.

Figure 1 illustrates how a signer of instances of PKI/PMI data types (public-key certificates, attribute certificates,
revocation lists, etc.) creates a digital signature and then adds that to the data before transmission. It also illustrates how
the recipient of the signed data (the validator) validates the digital signature.
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Signer Validator
Data Data
Hash function Hash function
Data digest Data digest
Domain parameters Domain parameters
or additional or additional
information/operation information/operation

The digital signature signer goes through the following procedure:

D
3

7

Having reqeived the data, the recipient (validator) goes through a similar procedure:

D

[NY
~

If the digitpl signature preves valid, the validator has ensured that the data has not been modified and that the

) ] Public
Private Signature key = Signature ; Valid
key . SENCTALION | ey Data and —— validation or'invalid
signature

| l

X.509(16)_F01

Figure 1 — Digital signature generation and validation

The signer creates a hash digest over the PKI/PMI data usinga secure hashing algorithm (see 3

The hash digest is then supplemented by additional infermation in preparation for generation of
signature for improved security and for padding the_hash digest to a length required by the 3
cryptographic function. For the RSA algorithms,\that supplementation can be the additio
information to the hash digest and in some cases;-to perform yet another hashing operation. Fq
and ECDSA digital signature algorithms, additional domain parameters are added.

nnex F).

the digital
symmetric
n of some
r the DSA

The result from item 2) together with the private key of the signer and the use of a specific algoifithm result

in a bit string that together with the used-algorithm constitute the digital signature.
The signature is appended to data.tobe signed.

The validator goes through*the same procedure as in steps 1) and 2) above, and if the recei
unmodified, the result-will be the same as for the signer. If not, the next step will fail.

From the result from item 1) together with the public key of the signer, the bit string of the sig
the use of an associated algorithm, the digital signature is evaluated as either valid or invalid.

ed data is

nature and

Bigner is in

the positiop of the private-key that corresponds to the public key used by the validator, i.e., the digital signatufe provides

insurance ¢f data integrity and authentication of the signer.

If the digitpl signature proves invalid, either the data has been modified or the signing private key does not ¢
to the publjc-key used by the validator.

brresponds

NOTE 2 — Data to be stored in a database or a directory may also be appended a digital signature, which then can evaluated at the
retrieval of the data.

6.2 Public-key cryptography and cryptographic algorithms

6.2.1 Formal specification of public-key cryptography

The digital signature of a data item may expressed by the following ASN.1 data type, where the signature component
is a bit string resulting from using the appropriate digital signature algorithm.

SIGNATURE ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
signature BIT STRING,
}

10 Rec. ITU-T X.509 (10/2019)
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If one or two signatures are to be appended to the data, the following ASN.1 may be used to define the data type resulting
from applying one or two signatures to the given data type.

NOTE — The components after the extension mark were added from Rec. ITU-T X.509 (2016) | ISO/IEC 9594-8:2017.

SIGNED{ToBeSigned} ::= SEQUENCE ({
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE,

[[4:

altAlgorithmIdentifier AlgorithmIdentifier{{SupportedAltAlgorithms}} OPTIONAL,

altSignature BIT STRING OPTIONAL]]

} (WITH COMPONENTS {..., altAlgorithmIdentifier PRESENT, altSignature PRESENT } |

WITH COMPONENTS {..., altAlgorithmIdentifier ABSENT, altSignature ABSENT } ) }

The following data type is no longer used anymore by this Specification. It may be useful in other areas and is retained
for possible import by referencing specifications.

HASH{ToBeHashed} ::= SEQUENCE {
algorijthmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
hashVallue BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded
-- odtets of a value of -- ToBeHashed } ),

}

The followjing data types are deprecated and are no longer used by this Specification. They are retained for possjble import
by referenging specifications.

ENCRYPTED { ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY ({
-- shalll be the result of applying an encipherment procedure
-- to |the BER-encoded octets of a value of -- ToBeEnciphered } )
ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED' BY {
-- shall be the result of applying a hashing précedure to the DER-encoded (see f.2)
-- ocHets of a value of -- ToBeSigned -- and then applying an encipherment procgdure
-- to [those octets -- } )

6.2.2 Formal definitions of cryptographic algorithms

The following ASN.1 information object class is used for specifying cryptographic algorithms.

ALGORITHM ::= CLASS {

&Type OPTIONAL,

&id OBJECT IDENTIFIER'UNIQUE }
WITH SYNTAX {

[PARM &Type]

IDENTIFIED BY &id }
The following general parameterized data type specifies the syntax of an algorithm specification:

AlgorithmIdentifier{ALGORITHM: SupportedAlgorithms} ::= SEQUENCE ({
algorijthm ALGORITHM. &id ({SupportedAlgorithms}),
paramelters ALGORITHM. &Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,
}

The algofithm component shall be an object identifier that uniquely identifies the cryptographic algoqthm being
defined.

The parameters component, when present, shall specify the parameters associated with the algorithm. Some, but not
all algorithms require associated parameters.

/* The definitions of the following information object sets are deferred to referencing
specifications having a requirement for specific information object sets.*/

SupportedAlgorithms ALGORITHM ::= {...}
SupportedAltAlgorithms ALGORITHM ::= {...}

The following parameterized data type specifies the syntax for fingerprint algorithms:

FingerPrint {ToBeFingerprinted} ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
fingerprint BIT STRING,
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}

Typically, the algorithm used for generating a fingerprint is a hash algorithm, but the above definition is open to other
types of algorithms.

The elliptic curve algorithms use the parameters component to specify the object identifier identifying a particular
curve. The following object gives a general specification for an elliptic curve cryptography (ECC) public key algorithm:

ecPublicKey ALGORITHM ::= {
PARMS SupportedCurves
IDENTIFIED BY id-ecPublicKey }

/* The definitions of the following information value set is deferred to referencing
specifications having a requirement for specific value sets.*/

SupportedCurves OBJECT IDENTIFIER ::= {dummyCurv, ...}
dummyCurfjv OBJECT IDENTIFIER ::= {2 5 5}
Annex B Iists, for easy reference, some cryptographic algorithms specified in other specifications.

6.2.3 )

Cryptographic algorithms that were once considered safe to use later become vulnerable to attagk as computer

and mathe
practical is
aPKlorP

Toallows
stronger sq
algorithms
using the @

6.3 [

In order to
message 0
is called th
encoding r
F
k
q

Migration of cryptographic algorithms

matics evolve. Both within a PKI and PMI, migration to more safe cryptographic algorithms rai
Kues, as it is unlikely that it is possible to change cryptographic algorithms simultaneously for all ent
MI.

mooth migration of a PKI or a PMI from a legacy use of one set of ctyptographic algorithms to an
t of cryptographic algorithms, this Specification includes provisions for an alternative set of cry
This allows some entities to move to a safer set of algorithms while at the same time legacy entitie
Id set of cryptographic algorithms during the migration period.

Distinguished encoding of basic encoding rules

enable the validation of SIGNED and SIGNATURE'types in a distributed environment, either the orig
, in its absence, a canonical encoding is required.The canonical encoding that shall be used by this sg
e distinguished encoding of a SIGNED or STIGNATURE data value and shall be obtained by applyin
lles defined in Rec. ITU-T X.690 | ISO/IEC 8825-1, with the following restrictions:

the definite form of length encoding shall be used, encoded in the minimum number of octets;
for string types, the constructed form of encoding shall not be used;

if the value of a type is its/default value, it shall be absent;

the components of a:Set type shall be encoded in ascending order of their tag values;

the components'\of'a Set-of type shall be encoded in ascending order of their octet values;

— — ~— — -

if the value'ef-a Boolean type is TRUE, the encoding shall have its contents octet set to "FF";
) each unused bit in the final octet of the encoding of a Bit String value, if there are any, shall be

) the.encoding of a Real type shall be such that bases 8, 10 and 16 shall not be used, and the bin
factor shall be zero;

i)\ the encoding of a UTCTime shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1;

echnology
es several
ties within

ssumingly
ptographic
may keep

nal signed
ecification
O the basic

set to zero;
pry scaling

j)  the encoding of a GeneralizedTime shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-
NOTE — These restrictions are the same as the distinguished encoding rules specified in Rec. ITU-T X.690 | ISO/IEC 8825-1.

6.4 Applying distinguished encoding

1.

Generating distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. An entity
may be required to sign data or check the signature of data that is already signed or contains unknown protocol extensions

or unknow

n attribute syntaxes. The entity shall follow these rules:

a) It shall preserve the encoding of received information whose abstract syntax it does not fully

which it expects to subsequently sign.

know and

b) When signing data for sending, it shall send data whose syntax it fully knows with a distinguished encoding

12

and any other data with its preserved encoding, and shall sign the actual encoding it sends.
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¢) When checking signatures in received data, it shall check the signature against the actual data received
rather than its conversion of the received data to a distinguished encoding.

6.5 Using repositories

PKI and PMI data objects of different kind need to be made available in in some kind of repository. This Specification
does not mandate a specific repository technology, but describes repository requirements in term of directories as specified
by the Directory Specifications or by the lightweight directory access protocol (LDAP) as specified by IETF RFC 4511.

This Specification also uses directory related terms, like distinguished name and subtree.

A short introduction to directory concepts is given in Annex M.
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SECTION 2 - PUBLIC-KEY CERTIFICATE FRAMEWORK

7 Public keys and public-key certificates

7.1 I

ntroduction

The public-key certificate framework defined here is for use by applications with requirements for authentication,

integrity, ¢

onfidentiality and non-repudiation.

The binding of a public-key to an entity is provided by an authority through a digitally signed data structure called a
public-key certificate issued by an authority called a certification authority (CA). The format of public-key certificates is
defined here, including an extensibility mechanism and a set of specific public-key certificate extensions. If, for any
reason, a CA revokes a previously issued public-key certificate, entities need to be able to learn that revocation has

occurred s
notify enti
set of revd
define add

An entity that makes decisions based on the validity of a public-key certificates is called a relying:party. A re

needs to v,
performing
itself, its re

In order fq
that entity
certifies a
correspong
and other

relying pafties should review these procedures and make trust decisions’based upon them. The public-key cer

form of wh

Because p
without thg

NOTE
that the

7.2 f

7.2.1 R

A CAissu
its distingu
key, as we
ASN.1 dat

they do ot USE an untrustworthy pubtic-key certificate. Revocation 1StSare one Scheme thatcan
ies of revocations. The format of revocation lists is defined here, including an extensibility mechal
cation list extensions. In both the public-key certificate and the revocation list case, otherbodie
tional extensions that are useful to their specific environments.

hlidate a public-key certificate prior to using it for a particular transaction in an¢application. Pro
validation are also defined by this Specification, including verifying the integrity of the public-ke
vocation status, and its validity with respect to the intended use.

r a relying party to be able to trust a public-key of another entity, forginstance to authenticate the
the public key shall be obtained from a trusted source. Such a soufte;Called a certification auth
public key by issuing a public-key certificate which binds the public-key to the entity which
ing private key. The procedures used by a CA to ensure that an entity is in fact in possession of the
rocedures related to the issuance of public-key certificates are Qutside the scope of this Specification

ich is specified later in this clause, has the following properties:
any relying party with access to the public key of'the CA can recover the public key which wa
no party other than the CA can modify the‘public-key certificate without this being detected
certificates are unforgeable provided that'secure cryptographic algorithms are being used in a sq
iblic-key certificates are intended to be\unforgeable, they can be published by being placed in 3
need for the latter to make special gfforts to protect them.

Although the CAs are unambiguously-defined by distinguished names having a hierarchical structure, this do
e is any relationship between these.distinguished names and the hierarchy of the CAs.

Public-key certificate

ublic-key certificaté syntax

s a public-key-certificate of an entity by digital signing (see clause 6.1) a collection of information
ished name,‘the entity's distinguished name, a validity period, the value of a public-key algorithm
Il as an-optional additional information like for the permitted usage of the user's public key. The
h type specifies the syntax of public-key certificates:

Certificate——=—SIGNED{TBSCertificatel}

be used to
hism and a
5 may also

ying party
edures for
certificate

identity of
prity (CA),
holds the
brivate key
However,
ificate, the

certified;

public-key
cure way).

directory,

Ps not imply

, including
and public
following

TBSCertificate ::= SEQUENCE ({
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniqueIdentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,
ceey
[[2: -- if present, version shall be v2 or v3
subjectUniquelIdentifier [2] IMPLICIT Uniqueldentifier OPTIONAL]],
[[3: -- if present, version shall be v2 or v3
extensions [3] Extensions OPTIONAL]]
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-- If present, version shall be v3]]

}

Version ::= INTEGER {v1(0), v2(1l), v3(2)}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE {

notBefore Time,
notAfter Time,

}

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey BIT STRING,
R

Time ::=5 CHOICE {
utcTi UTCTime,
generallizedTime GeneralizedTime }

Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension
Extensi : := SEQUENCE {
extnI EXTENSION. &id ({ExtensionSet}),

critidal BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
(CONTAINING EXTENSION. &ExtnType ({ExtensionSet} {@extnId})
CODED BY der),
}

der OBJECT IDENTIFIER ::=
{joinYg-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding (1)}

ExtensionSet EXTENSION ::= {...}

When gengrating a digital signature using the SIGNED.pafameterized data type, only one digital signatufe shall be
generated,fi.e., the altAlgorithmIdentifier and the altSignature components shall be absent.

Before a value of Time is used in any comparison gpération, e.g., as part of a matching rule in a search, and if{the syntax
of Time hds been chosen as the uTcTime type, the value of the two digit year component shall be rationalized|into a four
digit year yalue as follows:

4+ Ifthe 2-digit value is 00 through to 49 inclusive, the value shall have 2000 added to it.

+  If the 2-digit value is 50 through to 99 inclusive, the value shall have 1900 added to it.

NOTE 1 — The use of GeneralizedTime may prevent interworking with implementations unaware of the pgssibility of
choosinp either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in whichy public-key
certificgtes defined in this Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In
no case ghall UTCTime:be used for representing dates beyond 2049.

The TBscertificate data type is the unsigned public-key certificate and is referred to as a to-be-signed [public-key
certificate.| It shallbe encoded using the distinguished encoding rules (DER).

NOTE 2 —Some specifications may specify that a public-key certificate may be transmitted in a non-DER encoding, ji.e., in basic
encodinp rulés (BER) encoding without the DER restrictions, but the signature then has to be generated over a DER encoded value
of the TBSCertificate datatype. An otherwise valid signature will then fail the signature validation if the relying party does
not decode the public-key certificate and then DER encode it before validating the signature. It is a local policy decision whether
in that case to fail the validation or to re-encode the public-key certificate.

The version component shall hold the version of the encoded public-key certificate. If the extensions component is
present in the public-key certificate, version shall be wv3. If the issuerUniqueIdentifier Of
subjectUniqueIdentifier cOmponent is present version shall be v2 or v3.

The serialNumber component shall hold an integer assigned by the CA to the public-key certificate. The value of
serialNumber shall be unique for each public-key certificate issued by a given CA (i.e., the issuer name and serial
number together identify a unique public-key certificate).

NOTE 3 — Serial numbers do not have to be in numeric order.

The signature component shall_contain the identifier for the digital signature algorithm used by the CA in signing the
public-key certificate (e.g., sha256WithRSAEncryption, sha384WithRSAEncryption, dSa-with-sha256, ecdsa-
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with-SHA256, etc.). It shall be the same value as used in the algorithmIdentifier component of the SIGNATURE
data type when signing the public-key certificate.
NOTE 4 — By including this component, the digital signature algorithm is protected by the signature.

The issuer component shall hold the distinguished name of the CA that issued the public-key certificate. It shall hold a
non-empty distinguished name.

The validity component shall hold the time interval during which the CA warrants that it will maintain information
about the status of this public-key certificate.

The subject component shall identify the entity associated with the public-key found in the subjectPublicKey
component of the subjectPublicKeyInfo component. If the public-key certificate is an end-entity public-key
certificate (see clause 7.4), then the distinguished hame may be an empty sequence providing that the subjectaAltName
extension is present and is flagged as critical (see clause 9.3.2.1). Otherwise, it shall be a non-empty distinguished name.

] 3 o t ist ft h tg-
The subjgetRublicKeyInt componentconsists-of two subcomponents:

+ the algorithm subcomponent shall hold the algorithm which this public key is an-ipstance of
(e.g., rsaEncryption, dhpublicnumber, id-dsa, id-ecPublicKey, €tc.); and

+ the subjectPublicKey subcomponent shall hold the public key being certified.
The issu¢rUniqueIdentifier component is used uniquely to identify an issuer in case of hame reuse (deprecated).

The subjgctUniqueIdentifier component is used uniquely to identify a subject in ease-of name reuse (deprecated).

NOTE § — The use of issuerUniqueIdentifier and the subjectUniqueIdentifiexris deprecated. These comppnents were
added Hecause at one time there was some fear of the reuse of distinguished names~IETF RFC 5280 forbids the jise of these
components.

The exte:Lsions component, when present, shall hold one or more extensions as defined in clause 7.3.

An entity may obtain one or more public-key certificates from one or mare CAs.

7.2.2 Multiple cryptographic algorithms for public-key certificates

It is possibjle for a public-key certificate to hold:

+ a subject's alternative public key information to be used instead of the information provided in the
subjectPublicKeyInfo component;

4+ an alternative signature algorithm \to“be used instead of the algorithm specified in the slignature
component; and

4 analternative digital signaturé-to be checked instead of the native digital signature.

ative specifications are provided as public-key certificate extensions.

A public-Key certificate that includes the alternative cryptographic algorithm extensions shall contain alternative public
key information in the subjéctAltPublicKeyInfo extension (see clause 9.8.2), an alternative signaturg algorithm
value in fhe altSignatureAlgorithm extension (see clause 9.8.3) and an alternative signature vaJue in the
tureValue extension (see clause 9.8.4).

altSign.

A CA gengrating a public-key certificate with the alternative cryptographic algorithms and alternative digitgl signature
shall:

when generatmg the value in the alt51gnatureValue extenS|on exclude the signature fomponent
0 ol ! 2 2,-ang al signature
over the remaining DER encoded publlc key certlflcate usmg the algorlthm speC|f|ed in the

altSignatureAlgorithm extension; and

— when generating the value in the signature component, the subjectAltPublicKeyInfo, the
altSignatureAlgorithm and the altSignatureValue extensions shall be included in the DER
encoding of the public-key certificate.

A relying party that has not migrated to support alternative cryptographic algorithms and alternative digital signatures
shall verify the native digital signature. The subjectAltPublicKeyInfo, altSignatureAlgorithm and
altSignatureValue extensions shall then be included in the DER encoding of the public-key certificate.

A relying party that has migrated to support alternative cryptographic algorithms and alternative digital signatures shall
verify the alternative digital signature. The signature component and the altSignaturevalue extension shall then
be excluded from the DER encoding of the public-key certificate. Thus, the relying party shall decode the public-key
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certificate and then re-DER-encode the same public-key certificate after the above modifications have been made,
otherwise the validation of the alternative signature will fail.

NOTE - The subjectAltPublicKeyInfo extension is only used as a public-key certificate extension, while
altSignatureAlgorithmand altSignatureValue extensions are also relevant as CRL extensions.

After the migration period, it is expected that new public-key certificates be issued without these extensions and with the
new set of cryptographic algorithms and the digital signature in the base part of the public-key certificate.

7.3 Public-key certificate extensions

The extensions component of a public-key certificate allows for the addition of extensions to the structure without
modification to the basic ASN.1 data type. An extension consists of an extension identifier, a criticality flag, and an
encoding of a data value of an ASN.1 type associated with the identified extension. For those extensions where ordering
of individual extensions W|th|n the SEQUENCE OF is S|gn|f|cant the speC|f|cat|on of those |nd|V|duaI extensmns shall
include the :
not recognjize an extension and the criticality flag is FALSE, it may ignore that extension. If the crmcallty fl4g is TRUE,
unrecogniged extensions shall cause the structure to be considered invalid, i.e., in a public-key certificate{an-infecognized
critical exfension shall cause validation of a signature using that public-key certificate to fail. When a relying party
recognizes|and is able to fully process an extension, then the relying party shall process the extension regardless of the
value of the criticality flag. When a relying party recognizes and is able to partially process an.extension fon which the
criticality flag is TRUE, then its behaviour in the presence of unrecognized elements is extension specific ahd may be
documentdd in each extension. However, the default behaviour, when not specified specifically for an extefsion, is to
treat the ertire extension as unrecognized. If unrecognized elements appear within the’extension, and the extefsion is not
flagged ascritical, those unrecognized elements shall be ignored according to the rulés of extensibility docimented in
clause 12.2.2 in Rec. ITU-T X.519 | ISO/IEC 9594-5.

Any extengion that is flagged as non-critical will cause inconsistent behaviour, among relying parties that will process the
extension gnd relying parties that do not recognize the extension and will igrore it. The same may be true for |extensions
that are flapged as critical, between relying parties that can fully processithe extension and those that can partiglly process
the extensijon, depending upon the extension.

A CA issu|ng a public-key certificate has three options with respect to an extension:
d) it can exclude the extension from the public-kéy certificate;

) it can include the extension and flag it as\non-critical;

@) it caninclude the extension and flag;it<as critical.

A relying party has three possible actions to take-with respect to an extension:

d) if the extension is unrecognizged and is flagged as non-critical, the relying party shall ignore th¢ extension
and accept the public-key certificate (all other things being equal);

) if the extension is unrecognized and flagged as critical, the relying party shall consider the [public-key
certificate as invalid;

@) if the extension)is recognized, the relying party shall process the extension and accept or consider the
public-key certificate invalid, depending on the content of the extension and the conditions upder which
processing-is occurring (e.g., the current values of the path processing variables).

Some extefsions shall'always be flagged as critical. In these cases, a relying party that understands the extensiof processes
it; the accdptance/rejection of the public-key certificate is dependent (at least in part) on the content of the extension. A
relying paity that does not understand the extension shall consider the public-key certificate as invalid.

Some extensions shall always be flagged as non-critical. In these cases, a relying party that understands the extension
shall process it and acceptance/rejection of the public-key certificate is dependent (at least in part) on the content of the
extension. A relying party that does not understand the extension accepts the public-key certificate (unless factors other
than this extension cause it to be rejected).

Some extensions may be flagged either as critical or as non-critical. In these cases, a relying party that understands the
extension processes it: the acceptance/rejection of the public-key certificate is dependent (at least in part) on the content
of the extension, regardless of the criticality flag. A relying party that does not understand the extension accepts the
public-key certificate if the extension is flagged as non-critical (unless factors other than this extension cause it to be
rejected) and rejects the public-key certificate if the extension is flagged as critical.

When a CA considers including an extension in a public-key certificate it does so with the expectation that its intent will
be adhered to wherever possible. If it is necessary that the content of the extension be considered prior to any reliance on
the public-key certificate, a CA shall flag the extension as critical. This is done with the realization that any relying party
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that does not process the extension will reject the public-key certificate (probably limiting the set of applications that can
verify the public-key certificate). The CA may mark certain extensions non-critical to achieve backward compatibility
with validation applications that cannot process the extensions. Where the need for backward compatibility and
interoperability with validation applications incapable of processing the extensions is more vital than the ability of the
CA to reinforce the extensions, then these optionally critical extensions would be flagged as non-critical. It is most likely
that CAs would set optionally critical extensions as non-critical during a transition period while the verifiers' public-key
certificate processing applications are upgraded to ones that can process the extensions.

Specific extensions may be defined in ITU-T Recommendations | International Standards or by any organization which
has a need. The object identifier which identifies an extension shall be defined in accordance with Rec. ITU-T X.660 |
ISO/IEC 9834-1. Some extensions for public-key certificates are defined in clause 9 of this Specification. Some
extensions related to privilege information as defined in clause 17 may also be included in public-key certificates.

The following information object class is used to define specific extensions.

EXTENSION——=€EASS—{
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType }
WITH SYNTAX {
SYNT. &ExtnType
IDENTIFIED BY &id }

7.4 Types of public-key certificates
There are fwo primary types of public-key certificates, end-entity public-key certificatés and CA certificates.

An end-entity public-key certificate is a public-key certificate issued by a CA te an‘entity acting as a PKI end entity that
cannot use|the corresponding private key to sign other public-key certificates.

A CA certificate is a public-key certificate issued by a CA to an entity that is’also acting as a CA and thereforg is capable
of issuing &nd signing public-key certificates. A CA certificate shall include the basicConstraints extensipn with the
cA components set to TRUE (see clause 9.4.2.1).

CA certifigates can themselves be categorized by the following types:

1  Self-issued certificate — This is a CA certificate where the issuer and the subject are the same [CA. A CA
might use self-issued certificates, for example, during a key rollover operation to provide trugt from the
old key to the new key.

+  Self-signed certificate — This is a special case of self-issued certificates where the private key Uised by the
CA to sign the certificate correspends to the public key that is certified within the CA certifigate. A CA
might use a self-signed certificate, for example, to advertise their public key or other information about
their operations.

+  Cross-certificate — This is a CA certificate where the issuer and the subject are different CAs.|CAs issue
certificates to other\CAs either as a mechanism to authorize the subject CA's existence (e.g.| in a strict
hierarchy) orto_recognize the existence of the subject CA (e.g., in a distributed trust mpdel). The
cross-certificate’structure is used for both of these.

75 Trust anchor

An entity i a trdstyanchor for a particular relying party for one or more purposes, typically including public-key certificate
validation.| A\trust anchor is identified by trust anchor information. Trust anchor information includes a public key and
some assoct —Thi i for i i i i . Arelying
party may have configured information about multiple trust anchors into one or more trust anchor stores.

A trust anchor may act as a CA that issues public-key certificates and certification revocation lists (CRLS)
(see clause 7.10). The relying party may then use the trust anchor information for public-key certificate and CRL
validation.

A trust anchor may also act as a PKI end entity by signing other types of information such as software packages, time
stamps, responses to online certificate status protocol (OCSP) requests (see IETF RFC 6960), AVLs, etc.

A CA may be a trust anchor for some entities with respect to particular public-key certificates, but may otherwise be an
ordinary CA.
NOTE 1 — As an example, entities within a company may trust all the public-key certificates issued by the company CA. This CA
is then the trust anchor for these local relying parties with respect to local issued public-key certificates. However, it might not be
a trust anchor with respect to public-key certificates issued outside the company. Likewise, relying parties outside the company
may not consider the company CA as the trust anchor for any public-key certificates.
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NOTE 2 — The term trust anchor is seen as synonymous with the term root-CA. In a strict hierarchy, the CA at the top of the
hierarchy may be the root CA and it may also be a trust anchor. However, in more complex environments, it may not be possible
to identify a root CA. Even when it is possible to identify a root CA, a relying party may not necessarily consider it a trust anchor.
An intermediate CA may instead take that role. The term root CA is confusing and therefore not used by this Specification.

IETF RFC 5914 defines trust anchor information as a choice among three alternatives:

TrustAnchorChoice ::= CHOICE {
certificate Certificate,
tbsCert [1] EXPLICIT TBSCertificate,
taInfo [2] EXPLICIT TrustAnchorInfo }

The certificate alternative specifies a public-key certificate that can be either a self-signed certificate or a public-key
certificate.

The tbscert alternative specifies an unsigned public-key certificate as defined in clause 7.2.

NOTE 3= This atternative 15 teprecated by this Specification and therefore ot considered further:

The taInfo alternative specifies a special trust anchor information format defined by IETF RFC 5914,

If the trust pnchor information is not used for signing public-key certificates, it shall be an end-entity public-key/certificate.

7.6 Entity relationship

There may|be several CAs between the trust anchor recognized by the relying party and(an entity acting as anjend entity.
Each CA hgas issued one or more cross-certificates for the next CA on the path betweendhe trust anchor and thelend entity.
The CA that issues a cross-certificate to another CA takes the role of intermediatenCA. The CA that is the sybject for a
cross-certificate takes the role of subject CA. This is illustrated in Figure 2. The-same CA may take both the [roles of an
intermediate CA and a subject CA.

Trust anchor for relying party

Intermediate
CA

Subject
CA

CAfor
end-entity

Relying
party
X.509(12)_F02
—— Certifies
- - - Chainof CAs

— — —p Trustanchor certifies CA
— - —p Trustrelationship

Figure 2 — Entity relationships

In some situations, conflicting or overlapping requirements for constraints, such as name constraints, may require a CA
to issue more than one cross-certificate to another CA. In this case, multiple, different paths of public-certificate
certificates are established between the trust anchor and the entity.

7.7 Certification path

Before a public-key certificate can be securely used by a relying party, it shall be validated. In order to validate such a
public-key certificate, a chain of public-key certificates, called a certification path, shall be established between the public-
key certificate signed by a trust anchor recognized by the relying party and the public-key certificate to be validated.
Every public-key certificate within that path shall be checked. A certification path is thus an ordered list of public-key
certificates starting with a public-key certificate signed by the trust anchor, and ending with the end-entity public-key
certificate to be validated. All intermediate public-key certificates, if any, are CA certificates in which the subject of the
preceding public-key certificate is the issuer of the following public-key certificate.
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If the public-key certificates in the certification path include multiple cryptographic extensions, and the relying party
supports this extension, then the relying party shall validate the alternative signature stored in the altSignaturevalue
extensions of the public-key certificates in the path.

Each public-key certificate in a certification path shall be unique. A path that contains the same public-key certificate
multiple times is not a valid certification path.

The issuer and subject components of each public-key certificate are used, in part, to identify a valid path. For each
pair of adjacent public-key certificates in a valid certification path, the value of the subject component in one public-
key certificate shall match the value of the issuer component in the subsequent public-key certificate. In addition, the
value of the issuer component in the public-key certificate issued by the trust anchor shall match the distinguished name
of the trust anchor. Only the names in these components are used when checking the validity of a certification path. Names
in public-key certificate extensions are not used for this purpose. The distinguishedNameMatch matching rule,
defined in clause 13.5.2 of Rec. ITU-T X.501 | ISO/IEC 9594-2, shall be used to compare the distinguished name in the
subject component of one public-key certificate with the distinguished name in the issuer component of the
subsequent public-key certificate.

Figure 3 iljustrates the situation where a relying party needs to check the validity of an end-entity public;Key certificate
and the rellying party is able to construct a certification path between one of its trust anchors and the end-entity public-
key certifigate.

Trust anchor information

Issued by trust anchor /%
N\

Certification path

\
End-entity .
public-key Relying
certificate party
X.509(12)_F03

——p CAsigning

- - - % Chain of CA-Certificates
— — —p Trustancher signing

— - = Trustrelationship

Figure 3 — Certification path

Trust suffers dilution-asiCertification paths grow in length. The basicConstraints extension (see clause 9.4.p.1) allows
restrictiong to be put'ento the length of the path. The validation of a public-key certificate may be affected by|extensions
in the chgin of a‘public-key certificate, such as the certificatePolicies extension (see clause 9J2.2.6) and
nameConsjtraints (see clause 9.4.2.2). It is the responsibility of the relying party to check that the restrlictions are
observed.

The ASN.1 data type PkiPath is used to represent a certification path. Within the sequence, the order of public-key
certificates is such that the subject of the first public-key certificate is the issuer of the second public-key certificate, etc.

PkiPath ::= SEQUENCE OF Certificate
Each public-key certificate in a PKI path shall be unique.

The following data types are deprecated and should not be referenced by new specifications. They are retained here for
backward compatibility not to invalidate existing specifications referencing these types.
NOTE - The CertificationPath data type was defined at an early stage, before the concept of certification path was fully
developed. The order of elements in a CertificationPath instance is the opposite of that of a certification path as it is defined
now. This data type is used, as an example, by the directory protocols for the support of strong authentication and digital signature
(see Rec. ITU-T X.511 | ISO/IEC 9594-3). It is recommended that new applications use the PkiPath data type.
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ates ::= SEQUENCE {
rtificate Certificate,
icationPath ForwardCertificationPath OPTIONAL,

The following ASN.1 data type can be used to represent the forward certification path. This component contains the

certification path that can point back to the originator.
ForwardCertificationPath ::= SEQUENCE OF CrossCertificates
CrossCertificates ::= SET OF Certificate
CertificationPath ::= SEQUENCE {
userCertificate Certificate,
theCACertificates SEQUENCE SIZE (1..MAX) OF CertificatePair OPTIONAL,

}
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5 in which a key pair of an entity may be\produced are:

)  The entity generates its own key-pair. This method has the advantage that the private key of
never released to another entity; but requires a certain level of competence by the entity.

) The key pair is generatéd,by a third party. The third party shall release the private key to the
physically secure manner, and then actively destroy all information relating to the creation of tl
plus the keys themselves. Suitable physical security measures shall be employed to ensure th
party and the data operations are free from tampering.
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7.9 Public-key certificate creation

A public-key certificate associates the public key (or multiple public keys in the case of multiple cryptographic public-
key certificates) and the name of the subject it describes. Thus:

a)
b)

a CA shall be satisfied of the identity of a subject before creating a public-key certificate for it;
a CA shall not issue public-key certificates for two different subjects with the same subject name.

It is important that the transfer of information to the CA is not compromised, and suitable physical security measures shall
be taken. In this regard:

a)

key that had been tampered with.

b) If the means of generation of key pairs of clause 7.8, item b) or item c) is employed, the subje

© 150/

key shall be transferred to the entity in a secure manner.
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c) If the means of generation of key pairs of clause 7.8, item a) or item b) is employed, the subject may use
different methods (online or offline) to communicate its public key to the CA in a secure manner. Online
methods may provide some additional flexibility for remote operations performed between the entity and
the CA.

A public-key certificate is a publicly available piece of information, and no specific security measures need to be
employed with respect to its transmission e.g., to a directory server (directory system agent) according to the Directory
Specifications or to the LDAP specification. As it is produced by an offline CA on behalf of a subject who shall be given
a copy of it, the subject needs only store this information in its directory entry on a subsequent directory access.
Alternatively, the CA could lodge the public-key certificate for the subject, in which case the CA shall be given suitable
access rights to the entity's directory entry.

7.10 Certificate revocation list

7.10.1

The CA thpt issues public-key certificates also has the responsibility to indicate the validity of the public¢key fertificates
that it issyes. Generally, public-key certificates are subject to possible subsequent revocation. Thisyrevocgtion and a
notification of the revocation may be done directly by the same CA that issued the public-key certificate, or indirectly by
another authority duly authorized by the CA that issued the public-key certificate. A CA that issués.public-key fertificates
is required to state, possibly through a published statement of their practices, through,the public-key Fertificates
themselveg, or through some other identified means, whether:

+ the public-key certificates cannot be revoked;
+  the public-key certificates may be revoked by the same CA directly;.or

the issuing CA authorizes a different entity to perform revocation:

CAs that do revoke public-key certificates are required to state, through, similar means, what mechanism(s) can be used
by relying parties to obtain revocation status information about public-key certificates issued by that| CA. This
Specificatipn defines a certificate revocation list (CRL) mechanism and validation and authorization |ist (AVL)
mechanisn), but does not preclude the use of alternative mechanisms. One such alternative mechanism is|the online
certificate ptatus protocol (OCSP) specified in IETF RFC 6960:UJsing this protocol, a relying party (client) requests the
revocation|status of a public-key certificate from an OCSP¢server. The server may use CRLs, or other mechanisms to
check the dtatus of the public-key certificate and respond t0.the client accordingly. If OCSP can be used by relying parties
to check the status of a public-key certificate, IETF REC 5280 contains a certificate extension (Authority Info Access)
that would|be included in such public-key certificatés’and would provide sufficient information to access an dppropriate
OCSP serper. Relying parties check revocation—status information, as appropriate, for all public-key tertificates
considered during the path processing procedure-tescribed in clause 12 to validate a public-key certificate.

Only a CA that is authorized to issue CRLs’may choose to delegate that authority to another entity. If this dglegation is
done, it shall be verifiable at the time’ of public-key certificate/CRL verification. The cRLDistributijonPoints
extension [see clause 9.6.2.1) canvbe used for this purpose. The cRLIssuer component of this extensior] would be
populated ith the name(s) of any-entities, other than the CA itself, that have been authorized to issue CRLs goncerning
the revocation status of the pubtic-key certificate in question.

Public-key| certificates shall' have a lifetime associated with them, at the end of which they expire. In order|to provide
continuity [of servicexthe authority shall ensure timely availability of replacement public-key certificates tq supersede
expired/expiring public-key certificates. Revocation notice date is the date/time that a revocation notice for a jpublic-key
certificate ffirst @ppears on a CRL, regardless of whether it is a base or dCRL. In the CRL, revocation notice|date is the
value contgied4n the thisUpdate component. Revocation date is the date/time the CA actually revoked the jpublic-key
certificate, which—coutdbedifferent-fromthefirst time—itappears oma EREAmrthe ERErevocationdate s the value
contained in the revocationDate component. Invalidity date is the date/time at which it is known or suspected that the
private key was compromised or that the public-key certificate should otherwise be considered invalid. This date may be
earlier that the revocation date. In the CRL, invalidity date is the value contained in the invalidityDate entry extension.

Two related points are:

— Validity of public-key certificates may be designed so that each becomes valid at the time of expiry of its
predecessor, or an overlap may be allowed. The latter prevents the CA from having to install and distribute
a large number of public-key certificates that may run out at the same expiration date.

—  Expired public-key certificates will normally be removed from a directory. It is a matter for the security
policy and responsibility of the CA to keep old public-key certificates for a period if a non-repudiation of
data service is provided.
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Public-key certificates may be revoked prior to their expiration time, e.g., if the entity's private key is assumed to be
compromised, the entity is no longer to be certified by the CA, or if the CA's certificate is assumed to be compromised.
The revocation of an end-entity public-key certificate or a CA certificate shall be made known by the issuing CA, and a
new public-key certificate shall be made available, if appropriate. The CA may then inform the holder of the public-key
certificate about its revocation by an offline procedure.

A CA that issues and subsequently revokes public-key certificates:

a) may be required to maintain an audit record of its revocation events for all public-key certificate types
issued by that CA:

b) shall provide revocation status information to relying parties using CRLs, online certificate status protocol
(OCSP), AVLs or another mechanism for the publication of revocation status information;

c) if using CRLs, it shall maintain and publish CRLs even if the lists of revoked public-key certificates are
empty;

¢ ifosingomty partitionmed-CREs, it shattissuea fultset of partitiomedCREs Toverimgthetomplete set of
public-key certificates whose revocation status will be reported using the CRL mechanism) Thus, the
complete set of partitioned CRLs shall be equivalent to a full CRL for the same_sety'of public-key
certificates, if the CRL issuer was not using partitioned CRLs.

Relying pdrties may use a number of mechanisms to locate revocation status information provided by an authority. For
example, there may be a pointer in the public-key certificate itself that directs the relying-party to a locafion where
revocation|information is provided. There may be a pointer in a revocation list that redirects'the relying party tga different
location. Tjhe relying party may locate revocation information in a repository (e.g., adirectory) or through other means
outside thg scope of this Specification (e.g., locally configured).

If revocatipn lists are published in a directory, they are held within directory entries as attributes of the followfing types:
E certificateRevocationList
R authorityRevocationList; and

E deltaRevocationList

7.10.2 Certificate revocation list syntax

The following ASN.1 data type specifies the syntax of a CRL.

CertifidateList ::= SIGNED{CertificateListContent}
CertifidateListContent ::= SEQUENCE ~{
versi Version OPTIONAL,
-- if [present, version shall.be.v2
signatjure AlgorithmIdentifier{{SupportedAlgorithms}},
issue Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates/~ SEQUENCE OF SEQUENCE {
serijfalNumber CertificateSerialNumber,
revocationDate Time,

crlEntryExtensions Extensions OPTIONAL,
.}l OPTIONAL,

-7

ceey
crlExtensions [0] Extensions OPTIONAL }

When generating a digital signature using the SIGNED parameterized data type, only one digital signature shall be
generated, i.e., the altAlgorithmIdentifier and the altSignature components shall be absent.

The version component shall indicate the version of the encoded revocation list. If the extensions component is
present in the revocation list, the version shall be v2. If the extensions component is not present, the version shall
either be absent or be present as v2.

The signature component shall contain the identifier for the algorithm used by the CA to sign the revocation list. It
shall be the same value as used in the algorithmIdentifier component of the SIGNATURE data type when signing
the revocation list.

NOTE 1 — By including this component, the digital signature algorithm is protected by the signature. In addition, by having

information about the used hash algorithm at an early stage, it is possible to start generating the hash for verification during the
pass of the certificate revocation list.
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The issuer component shall identify the entity that signed and issued the revocation list.
The thisUpdate component shall indicate the date/time at which this revocation list was issued.

The nextUpdate component, when present, shall indicate the date/time by which the next revocation list in this series
will be issued. The next revocation list could be issued before the indicated date, but it shall not be issued any later than
the indicated time.

The revokedCertificates component shall identify public-key certificates that have been revoked. The revoked
public-key certificates are identified by their serial numbers. If none of the public-key certificates covered by this CRL
has been revoked, it is strongly recommended that the revokedCertificates parameter be omitted from the CRL,
rather than being included with an empty SEQUENCE.

The crlExtensions component, when present, shall contain one or more CRL extensions.

NOTE 2 — The checking of the entire list of public-key certificates is a local matter. The list shall not be assumed to be in any
particul:r order unless crr_mrifir- nrrlnring rules have heen crr_mrifiarl h‘,’ the jssl |ing CA. e G inthat CA's rr_\nlir-\J/

NOTE 3 — If a non-repudiation of data service is dependent on keys provided by the CA, the service should ensure thaf all relevant
keys of the CA (revoked or expired) and the time stamped revocation lists are archived and certified by a current.authgrity.

When an implementation processing a CRL encounters the serial number of the public-key certificate-of interest in a CRL
entry, but foes not recognize a critical extension in the crlEntryExtensions component front that CRL|entry, that
CRL canngt be used to determine the status of the public-key certificate. When an implementation does not fecognize a
critical extension in the crlExtensions component, that CRL cannot be used to determifeg)the status of the [public-key
certificate,[regardless of whether the serial number of the public-key certificate of interéstjappears in that CRLL or not.

NOTE 4 — In these cases, local policy may dictate actions in addition to and/or stronger than‘tHose stated in this Specification, such
as seekihg revocation status information from other sources.

Public-key| certificates for which revocation status cannot be determinedsheuld not be considered valid [public-key
certificateq.

If an extengion affects the treatment of the list (e.g., multiple CRLs need to be scanned to examine the entire listjof revoked
public-key|certificates, or an entry may represent a range of public-key certificates), then either that extension pr a related
extension khall be indicated as critical in the crlExtensions component. Therefore, a critical extengion in the
crlEntryExtensions component of an entry shall affect only the public-key certificate specified in that entry, unless
there is a related critical extension in the cr1Extensionsc0mponent that advertises a special treatment for % The only

example of this situation defined in this Directory Spegification is the certificateIssuer CRL entry extension and
the related|issuingDistributionPoint CRL extension when the indirectCRL Boolean from that extempsion is set
t0 TRUE.

NOTE § — Extensions for CRLs are defined in clause 9 of this Specification.

If unknown components appear withinan’ extension, and the extension is not flagged as critical, thosq unknown
components shall be ignored according.to the rules of extens