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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/

IEC Direct

[SO and IH
use of (a)
claimed p3

ves, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

C draw attention to the possibility that the implementation of this document-may i

tent rights in respect thereof. As of the date of publication of this document{ISO and I

received ntice of (a) patent(s) which may be required to implement this document{However, imy

are cautio
database

hed that this may not represent the latest information, which may be obtained from
pvailable at www.iso.org/patents and https://patents.iec.ch. ISO\and IEC shall ng

responsible for identifying any or all such patent rights.

Any trade
constitute

For an exp
related to|
Organizat
In the IEC,

This docuy

an endorsement.

lanation of the voluntary nature of standards, the meaning of ISO specific terms and e
conformity assessment, as well as informationSdbout ISO's adherence to the W
on (WTO) principles in the Technical Barriers toArade (TBT) see www.iso.org/iso/foret

nvolve the

patent(s). ISO and IEC take no position concerning the evidence, validity or @pplicability of any

£C had not
lementers
the patent
t be held

name used in this document is information given for the-gonvenience of users and does not

Kpressions
rld Trade
word.html.

see www.iec.ch/understanding-standards.

ment was prepared by Joint Technical;,Committee ISO/IEC JTC 1, Information

Subcommittee SC 38, Cloud computing and distributed platforms.
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Introduction

Organizational autonomy and digital sovereignty are important, complex and evolving subject areas whose
implications have expanded in recent years, as organizations of all types address the challenges inherent to
supplying and procuring digital capabilities in evolving environments.

Government objectives and policies can often be addressed through public or private partnerships, as these
governments increasingly rely on industry to help address these goals to increase their prosperity while
maintaining an appropriate degree of control and independence.

Since the same issues of independence and freedom of action and choice also apply to organizations -
including private, public sector and not-for-profit - it is possible that such organizations will need to consider

their own

ndependence to achleve their goals.

This documment defines a framework for understanding and evaluating the implications of digital s

requiremg
digital pla
to achieve
regulatorsg
requireme

a) Orga
busing
digita
the or
b) Policy
matte

The audierI

nts and restrictions on the organization. It describes how the organization‘can co

form to appropriately balance those requirements with its own need for organizationall
its goals. The framework may be used by the organization itself, or by~the policy m
of a sovereign entity which desire to examine the consequences of proposed digital s

nts and restrictions on organizations and industries.

ce of this document includes:

izational leaders (e.g. Chief Information Officer, Chief Data Officer and Chief Complian

ss or technical decision makers and digital platform architects who configure the org
platform to ensure it has the right balance of digital autonomy to support and enable t

banization to be achieved.

makers and regulators who wish to understand the impact of digital sovereignty and

'S.

bvereignty
hfigure its
autonomy
akers and
bvereignty

re Officer),
hnization’s
he goals of

autonomy
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Technical Specification

ISO/IEC TS 10866:2024(en)

Information technology — Cloud computing and distributed
platforms — Framework and concepts for organizational
autonomy and digital sovereignty

1 Scope

This docurlnent specifies concepts related to the intersection of digital sovereignty, organizational

and digita

platform, and provides a framework enabling organizations to address these concepts

autonomy,

This document is applicable to all organizations and policy makers involved in organizatioral autopnomy and

digital sov]

ereignty in cloud services and distributed platforms.

ative references

2 Nor:]1
The followling documents are referred to in the text in such a way that sonie’or all of their content ¢

requireme
the latest ¢

ISO/IEC 27

3 Terni

For the pui
ISO and IE

nts of this document. For dated references, only the edition/cited applies. For undated 1
bdition of the referenced document (including any amendraeits) applies.

123-1, Information technology — Cloud computing — Part 1: Vocabulary

s and definitions

'poses of this document, the terms and definitions given in ISO/IEC 22123-1 and the folloy

— ISO Online browsing platform: available‘at https://www.iso.org/obp

IEC El

31

organizat
person or
achieve itg

Note 1 to ¢
enterprise,
public or py

[SOURCE:

pctropedia: available at https://www.electropedia.org/

ion

objectives

htry: The cencept of organization includes, but is not limited to, sole-trader, company, corpor
authority,partnership, charity or institution, or part or combination thereof, whether incorporj

ivate.

SO/IEC 27000:2018, 3.50]

C maintain terminology databases foruse in standardization at the following addresses:

onstitutes
eferences,

ving apply.

croup of people that'has its own functions with responsibilities, authorities and relatjonships to

ation, firm,
hted or not,

3.2

digital capability
information technology (3.5) for enabling or supporting a service, product or process of the organization (3.1)

[SOURCE: ISO/IEC 38500:2024, 3.10]

© ISO/IEC 2024 - All rights reserved
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digital service
service offered by one party to another party by means of digital hardware or software technology, or both,
including communication over a network

Note 1 to entry: In the context of this document, a service comprises one or more digital capabilities such as a cloud
computing, edge computing, or some other distributed computing capability. Such a service will be subject to contract

and typical

ly have defined qualities of service, terms, and conditions for use.

Note 2 to entry: Cloud service, edge service, network service, broadcast service, and mobile service are all types of
digital service. Not all types are discussed in this document.

[SOURCE:

3.4
digital pls
set of corr

ISO/IEC TS 5928:2023, 3.1.1]

jtform
blated and cohesive digital services (3.3)

Note 1 to eptry: A digital platform as described in this document enables and assists other pabtieipant digi

in conducti

or by enabling the technological creation and operation of those services, or both.

Note 2 to eptry: “Distributed platform” is often used as a synonym to emphasize those elements of a dig
such as edge computing and mobile computing that go beyond the classical datacentres of cloud computing.
[SOURCE: [SO/IEC TS 5928:2023, 3.1.2]

3.5

informatipn technology

IT

resources used to acquire, process, store and disseminate ififormation or data

Note 1 to eptry: Resources can include computer or communication equipment, sensors, software, cloud|
and other spftware-based services

[SOURCE: [SO/IEC 38500:2024, 3.5]

3.6

organizational autonomy

ability of an organization to make dedisions independently of external influences

1n
Noteltoe

try: Organizational autenomy is limited by factors such as resources and stakeholder requirenpents.

4 Orga

Organizat
expanded

procuring
innovatior

hg business with their customers, either by creating and facilitating a multi-sidedumarket for tho

hizational autonomy and digital sovereignty

onal autonomy and digital sovereignty are important and complex subject areas W
in recentyears, as organizations of all types address the challenges inherent to sup
digital capabilities in an environment of globally available cloud services, rapid {
and 1ncreasmg cloud service customer (CSC) aglllty leen many cloud services a

tal services
se services,

tal service,

computing

‘hich have
blying and
echnology
re offered

1 b 11 tl,. L 1 £ 1 1 | 11
gO a y, ITC \,uauslus l\,sulaLUl)’ T AITICVVOTINS 1T uluu,ll,lu,, UV\,llCllJ}JlllS arrcr l_}ut,\,ul,lau_y COT

jurisdictio

ns impact not only cloud service providers (CSPs) but also CSCs.

tradictory

National sovereignty matters in general have been highlighted by events such as the Covid-19 pandemic,
global supply chain issues, security and defence, the movement of people and border control, and other
global issues, such as military conflicts and export restrictions.

Sovereignty matters can include:

— safety of citizens;

conservation of national resources;

— national security;

© ISO/IEC 2024 - All rights reserved
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— prosperity and economic development;

— governance and accountability.

Some of these sovereignty concerns become digital sovereignty concerns for reasons including the following:

elevates the importance and reliance on digital platforms;

the re

to grow their economy, governments realize they can leverage digital platform and services;

compl

comps

overtd

policy
and gl

each g
takes

derivi
borde

While gov|
security a

private p3

organizati

degree of independence.

When it c(
of an actid
these cong
in this doc

This docuinent addresses sovereignty matters that:

some ¢f the underlying digital platforms are supplied by a limited number of companiessinelud

goverpments are keen to encourage local innovation, and fear their local busineSses$ being lef{

exity to solutions;

nies;

ken in the market;

interoperability is a prerequisite for cross-border data transfer and is'subject to change
pbal priorities change;

overnment and its organizations properly protects its own(intellectual property rights
yarious measures to do so;

hg the maximum value of data requires systems of mutual trust for freely sharing the d
S.

ernments can potentially build their own custemized technology solutions, this can ¢
hd sovereignty concerns. Many of these isSues can, for example, be addressed throy
rtnerships, meaning that governmentscrely increasingly on private businesses and
pns to help address these issues and increase their prosperity while maintaining an a

mes to the digital capabilities of organizations, the same concerns of independence an
n or choice also apply to organizations - including private, public and not-for-profit.
lerns, organizations can take’into account the degree of independence (which is called “
ument to distinguish it from national sovereignty) necessary to achieve their goals.

posed by governments;
organizations (including private, public and non-for-profit organizations); and

t thedigital platforms that organizations use to support and enable their goals.

a) areim
b) affect
c) impac
This is sh

public and private organizations are applying digital platform solutions to address these issues, which

security, privacy and resiliency are different in the digital world (as opposed to the analogue world);

iance on foreign digital technology suppliers, who can be subject to third-party regulations, adds

ng foreign

behind or

hs national

(IPR) and

ata across

reate new
gh public-
non-profit
bpropriate

d freedom
[0 address
hutonomy”

wn'as the intersection in Figure 1
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Considerations
addressed in
this document

Digital platform

Organizational National sovereignty

5 Fram

5.1 Pur

The purpo

and digitall sovereignty matters faced by organizations and balance the applicable digital cap

achieve th

The frame
platform,

organizati
and consig
balance.

Most orga
and federsg
across mu

Digital sov
as well as
which can|

autonomy

Figure 1 — Digital sovereignty matters addressed by organizations

ework

pose

se of this framework is to enable organization’s to identify and evaluate organizational
bir objectives.

work helps organizations choose\or create appropriate digital services, configure th
hnd balance the requirementscand restrictions of digital sovereignty with their ow
pnal autonomy. Applying this framework can also help organizations to refine their
erations when configuring.or fine tuning the digital capabilities at their disposal to a

hizations operate ifimultiple jurisdictions, since even a single location is often subject tg
| administratipns./Many organizations are cross-border, with customers, suppliers, g
tiple geographic’or political boundaries.

ereigntyréquirements in any of these jurisdictions can influence the objectives of the or
the configuration of its digital platform. For example, some jurisdictions require data
reduire different digital capabilities than in other jurisdictions. That can impact nd

autonomy
hbilities to

eir digital
h need for
objectives
Chieve this

both local
r facilities

panization
residency,
t only the
nizational

organizati

pn's/overall digital platform but also its overall objectives and therefore its orgdg

autonomy.

Understanding these digital sovereignty requirements and restrictions while striking an appropriate
balance with organizational autonomy is a key outcome of using the framework in this document.

5.2 Organizational objectives and digital capabilities

Figure 2 shows the high-level approach of the framework. To utilize this framework, the organization
clarifies its objectives and the digital capabilities it requires to support and achieve these objectives. The
organization also ensures a balance between these objectives and the digital sovereignty requirements it

will encou

nter.

© ISO/IEC 2024 - All rights reserved
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The framework utilizes an iterative approach, with the following steps as shown in Figure 2:

a)

b)

d)

Determine organizational objectives and assess associated risks.

1) In this step, the organization outlines its objectives, while considering the associated risks for
achieving those objectives. Initially, this step will be organizationally focused (or a “business
outcome”), include an understanding of the organization’s risk appetite and have only a minor focus
on the information technology needed to achieve the objectives.

2) The first iteration of this step may be performed without insight into the digital capabilities

required to achieve these objectives, but later iterations will benefit from such insight.

Identify the digital assets and capabilities required to achieve objectives.

1) At this step, the broad organizational objectives are understood - but what digital capa
ngeded to either support those objectives, or to enable them? For example, some orga

bilities are
nizational

ohjjectives will only be capable of being achieved through the application of digital capabillities.

2) Clarifying those supporting and enabling digital capabilities that are critical-to the org
objjectives is the goal of this step. Initially, these capabilities can be at a fairly-high level, e,
dgsign the required manufacturing process. As the steps in the framewaerk are iterated
mpre fine-grained description of the capability is helpful, e.g. map digital design plans to 3

mpchines located in manufacturing facilities in Eastern Europe.
For each digital capability, determine the desired degree of organizational autonomy.
1) In/this step, each of the digital capabilities should be examined in more detail to clarify itg
and uniqueness to the organization and its objectives,
2) This examination helps the organization to understand the importance of its autonon
cqdpability, and the potential impact of the autonomy on external factors such as digital sq
The required autonomy of some digital capabilities can be determined by the purp
o1lganization, e.g. high precision manufacturing of electric motors can require a high

3) This step also involves a more detailéd examination of potential digital sovereignty req

o1} the digital capabilities in eachjurisdiction.

4) Sge 5.3 for more detail.

Perforim operational improvements and strategic review

1) Inl this final step, the organization learns about the digital capabilities that are needed
thee objectives. These learnings can come from more iterations of this framework throug

ag well as actuakimplementation of the digital capabilities.

2) The organization’s processes and capabilities change, along with its context, including
stpkeheolders, and the digital sovereignty requirements applicable to the customers, suf

farilities.

hnization'’s
o. digitally
through, a
D printing

criticality

hy for this
vereignty.
pse of the
degree of

aytonomy for an electric motor company, but possibly less autonomy for a haulage company..

uirements

to achieve
h planning

fustomers,
pliers and

3) Owing to the changes cited in 2), the organization should review both its operations

(how can

they be made more efficient and with less risk) and its strategic plans (do the objectives of the

organization need to be adjusted).

4)

© ISO/IEC 2024 - All rights reserved
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Determine organizational
objectives and assess

associated risks

Perform operational
improvements and strategic
review

Identify the digital assets and
capabilities required to
achieve objectives

For each digital capability,
determine the desired
degree of organizational
autonomy

/ T \ .
N\
1. 2. 3. \\1 5.
Orggnizational Organizational Resource ign and Conformapnce
dontext data requirements s\\operational
constraints
NOTE n this figure, the iterative activities of the frame are represented by black boxes. Aspects of digital

capabilities

5.3 Det

For each djigital capability requirﬁ&

factors int
the organi

Figure2 a

to be considered are represented by white boxgig\

<
igure 2 — Organizational obiectives@gital capabilities and inputs for evaluatio
¥
ermining the desired degr@o organizational autonomy

\jfhe organization to meet its objectives, the organization t
0 account to appropriately balance the requirements and restrictions of digital sover
zation’s own need f&organizational autonomy.

so shows a wayce)ﬁ)chieve this balance by considering various factors including:
zational co@xt (e.g. competition, governance, policies, environmental and societal im
categorization of the data that this digital capability processes;

icatio§§~

céduirements such as time to market, funding, skills and technical infrastructure;

hkes many
bignty and

bacts);

a) organ
b) classit
c) resoul
d)
e)

design and operational goals including degree of control, Tatency, or responsiveness

conformance to organizational policies (which can include the compliance issues of the multiple,

overlapping and potentially contradictory jurisdictions in which the organization operates or plans to
operate, as well as internally defined values and culture);

Organizations can consider the following common aspects when determining their desired degree of

autonomy:

— data access, processing, and storage controls;

— datalocation requirements and restrictions;

© ISO/IEC 2024 - All rights reserved
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— data flow boundary requirements and restrictions;
— access by extraterritorial authorities;
— control over the organization’s digital identities and attribute-based access controls;

— sovereignty of operation e.g. whether cloud services and workloads will continue to run and be available
even if a government has applied sanctions on another government or an organization ;

— cost and requirements for service switching from one provider to another (to mitigate vendor lock-in);
— data portability, portability of digital assets/artefacts including data to lower cost of switching;

— degree of interoperability required in order to develop multi-vendor solutions;

— open-$ource software;

— data portability requirements and transparency, e.g. use of cloud native technologies to grovide for
worklpad portability or interoperability requirements;

— encryption requirements e.g. key management;

— architpctural issues and related certifications related to sovereignty;

— netwdrk requirements e.g. whether extraterritorial fibre requires additional redundancy;

— degree to which the organization requires cybersecurity protectioen, the technical choices invglved, such
as encryption issues and key management;

— the exfent of data security required, in motion, at rest apdduring compute;

— the dggree to which the organization requires data centre redundancy to address nationgl security
conceyns;

— the degree to which foreign government access to data is expected to be curated;
— the degree to which trusted data sharing orconfidential computing is required;

— the degree of transparency regarding data access and compliance with sovereign-imposed data
obligations and restrictions required by the organization. The elements of transparency] approach
includg the following:

— What data are collected:- To what degree the organization expects its digital service prjoviders to
dgscribe the most important types of data they will collect, such as data relating to health} sexuality,
and location.

— How data agejused: To what degree the organization expects its digital service providers o describe
thle most significant uses of data..

— Sharingdata: To what degree the organization expects its digital service providers to infoym it when
theyshare customer data with third parties, and what policies they apply. For example, fompanies
should tell customers clearly how and why they disclose customer data to governments, and the
extent to which the law allows them to disclose that. They should also tell customers if they will share
customer data with third parties such as data brokers or advertisers or make it available for sale.

— Business models: To what degree the organization expects its digital service providers to disclose
how they profit and how that affects their use of customer data.

The list above is neither exhaustive nor prescriptive. Each organization can draw its own conclusions
regarding which aspects are applicable and should be reviewed in the framework.

© ISO/IEC 2024 - All rights reserved
7


https://iecnorm.com/api/?name=6bab0b8fa7d8a679df7cf67bfc879824

ISO/IEC TS 10866:2024(en)

6 Application of the framework

6.1 Gen

eral

Digital sovereignty requirements are described uniquely by each government and often evolve over time.
Similarly, each organization determines how to achieve its own autonomy goals within the requirements
and restrictions of each applicable jurisdiction.

This framework is flexible so that organizations can apply it in ways which are specific to the organizational
context and the digital capabilities required to achieve its goals. For example, an organization can have some
capabilities which are very specific to certain customer use cases, while other capabilities are more general
across a range of the organization’s activities.

Regardles
is that it a
are more U

Some exaf
jurisdictio
abbreviate

6.2 Exa

6.2.1 Ggq

This exan
Infrastruc
of conflict

The organ
digital soy
goals shoy
frameworl

This orgamnization receives requirements-to ensure their digital solution supports the applicab

continuing
attackers.

This is no

using the framework.

For each o
capabilitig

An application ofthe framework produces the results in 6.2.2 to 6.2.6.

6.2.2 Oy

Ins can involve a complex matrix of requirements and restrictions, so these examples 3

5, the organization will likely note that certain patterns emerge. An advantage of this
lows the organization to discern these patterns and make special note of the capabil
nusual or more critical to the success of the organization’s objectives.

hples specified in 6.2 to 6.6 clarify this approach. Conformance and compliance acrog

d compared to how such an organization would use the framework iactual practice.
mple: Critical infrastructure under threat

neral

Iple analyses an organization which provides critical infrastructure in a threaten
ture identified as critical always requires additional oversight, and this is even more

ization wants to provide business contindity in case of attack, but there are some
rereignty concerns beyond typical business continuity planning. These special orgg
ld be considered when identifying the*digital assets and the digital capabilities to feq
K.

to communicate with citizens, and protecting sensitive and confidential data frq
[n addition, this goal can require a data denial capability.

a comprehensive list of 'sovereign requirements for the organization, but it is enoug

[ the goals, the brganization shall identify the digital capabilities needed to achieve the
s can apply tomultiple goals, but this is not always the case.

ganizational context

iramework

ties which

s multiple
ire greatly

ed region.
o in times

additional
nizational
ed into the

e goals of
m use by

h to begin

poal. Some

The context in which the organization operates includes the following aspects:

the av.

the expected impacts of an invasion or attack;

any existing conditions regarding data residency and redundancy;

ailability of resources.

© ISO/IEC 2024 - All rights reserved
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6.2.3 Data categorization, classification and usage

The data managed by the organization includes:

public

data which shall be kept publicly visible;

and confidential;

sensitive or top-secret data which has additional security and access controls.

6.2.4 Required resources

private and high-impact data such as health records and account data, which shall remain both accessible

The resou

CESTequiTed by the organization imnciude:

— time and expertise for design cycles to define and prototype a reference architecture;

stafft

6.2.5 Dg
The opera

adata

onsite

6.2.6 Cd

The organ

organ

appro

NOTE
while unde
limit or res

6.3 Exa

6.3.1 Ggqg

Fained to invoke the emergency capabilities.

bsign and operational considerations
fional constraints of the organization include:
governance programme, including reference architecture for emérgency protocols and c4

staff authorized to invoke the emergency protocols and capabilities.

nformance

zation conforms to:

zational policy, ethics and culture;

briate settings applied based on data classification.

Additional legal requirements can apply, such as changing government requirements and

" attack or invasion (e.g. a wartime.reSponse can require cross-border data transfer, even if the
‘rict such transfers).

mple: Critical data arerecoverable

neral

This example analyses ‘an organization which provides critical infrastructure in a threatened r

organizati
requireme
require th|
through 6.

pn in this(éxample is similar to the organization in 6.2, but it is focused on a single
nt of ensuring that the most critical data for continuity is protected and recoverable
e capability for data redundancy. An application of the framework produces the resu
3.6¢

ipabilities;

Festrictions
Hefault is to

egion. The
sovereign
. This can
ts in 6.3.2

6.3.2 Organizational context

The context in which the organization operates includes the following aspects:

existing conditions regarding data location and its redundancy;

regions and multiple cloud service providers;

the type of data (transactional, static, structured or unstructured, size, streaming, etc.);
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— existing contingency plans for data recovery.

6.3.3 Data categorization, classification and usage

The data managed by the organization includes:

— public data that is kept publicly visible;

— private and high-impact data such as health records, which are kept accessible but remain confidential;

— sensitive, top-secret data which has additional security implications and access controls.

6.3.4 Required resources

The resources required by the organization include:
— time and expertise for design cycles to define and prototype a reference architecture;
— netwjrk capacity - bandwidth and latency;

— storage capacity;

— cross-porder network topology and associated threat exposure to (the terrestrial and qubmerged
infrasfructure.

6.3.5 De¢sign and operational considerations

The operational constraints of the organization include:
— adatajgovernance programme, including reference architecture for emergency protocols and cgpabilities;
— onsitelstaff authorized to invoke the emergency protocols and capabilities;

— assurgnce that applications can consume the'data from redundant locations.

6.3.6 Cdnformance

The organjzation conforms to:

— organjzational policy, ethics and‘culture;

— appropriate settings applied based on data classification.
NOTE Additional legal\réquirements can apply, such as changing government requirements and restrictions

while undef attack or invasion (e.g. a wartime response can require cross-border data transfer, even if the flefault is to
limit or resfrict such ttansfers).

6.4 Example;Account management of a global digital platform

6.4.1 General

In this example, an organization operates a global online platform. It wants to provide the same consistent
services using a common architecture (i.e. multi-cloud, edge and Internet of Things) in multiple locations,
including those in different jurisdictions, such as in different regions. There are many types of services
platforms like this including streaming services, fintech, edtech and smart city services to citizens. This
example focuses on streaming services.

In this example, the most important digital capabilities are for membership and account management.
The organization has a goal to acquire members globally and manage their online accounts while strongly
protecting personal data in multiple and potentially conflicting jurisdictions.

© ISO/IEC 2024 - All rights reserved
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Sovereignty concerns arise not only because the data of citizens must be protected, but also because some
content can violate local cultural norms or regulations and be restricted for some or all users.

6.4.2 Organizational context

The context in which the organization operates includes the following aspects:

— how regulated infrastructure is defined and any requirements or restrictions about its use;

— users who can be citizens in one geographic region, yet sign up while in another region, and perhaps even
access the service when they are in yet another region.

6.4.3 Data r‘afpgnri'Iafinn’ classification and usage

The data n

public

nanaged by the organization includes:

data kept publicly visible;

personal data subject to multiple data protection laws;

privat
remai

tempd

accou
creatg

6.4.4 R¢

The resou

e and high-impact data such as viewing records, and account metadata kept accg
hing confidential;

rarily restricted data which has additional security and acces$\controls;
d and where a customer resides.

quired resources

‘'ces required by the organization include:

— time and expertise for design cycles to define and prototype a reference architecture;

identi

y federation;

— netwdrk capacity and availability.

6.4.5 Dg

The opera

identi

licens
was I

ability

bsign and operational considerations
fional constraints ofithe organization include:
y federation torensure privacy compliance in multiple regions;

bd contentenly delivered to specific regions (where being viewed by a user or where a ug
eated);

to, determine where consumption is occurring;

netwosklateney

6.4.6 Conformance

The organization conforms to:

— organizational policy, ethics and culture.

NOTE

digital safety and content, including age restrictions.

© ISO/IEC 2024 - All rights reserved
11

ssible but

it data and metadata that can be processed or stored in a'different jurisdiction than where it was

er account

Additional legal requirements can apply, such as government requirements and restrictions related to


https://iecnorm.com/api/?name=6bab0b8fa7d8a679df7cf67bfc879824

ISO/IEC TS 10866:2024(en)

6.5 Example: Global streaming platform content delivery

6.5.1 General

This is another example of a global streaming platform. In this case, the most important digital capability is
for video streaming over local networks.

Sovereignty concerns arise not only because of differing cultural norms and different intellectual property
protections for streaming content creators, but also because streaming can be occurring on limited local
network resources.

6.5.2 Organizational context

The context in which the organization operates includes the following aspects:

— how regulated infrastructure is defined and determined;

— rapid production of content or time to market;

— varialle licensing structures globally;

— differ¢nt political sensitivity towards some content in various jurisdictions;

— suppoft for mandated public service requirements (e.g. news, emergency broadcasting);

— any relevant national network neutrality considerations.

6.5.3 Data categorization, classification and usage
The data managed by the organization includes:

— publicdata kept publicly visible;

— personal data subject to multiple data protection laws;

— private and high-impact data such as\viewing records, and account metadata kept accg¢ssible but
remaihing confidential;

— tempdrarily restricted data whichshas additional security and access controls;

— account data and metadata‘can be processed or stored in a different jurisdiction than where it was
creatdd and where a customer resides;

— embaigoed data which’has additional security and access controls;

— tempdrarily restricted data which must never be inappropriately disclosed.

6.5.4 Rdquited resources

The resoureesreqtiredbythe-organizationinetude:

— time and expertise for design cycles to define and prototype a reference architecture;
— local caching network(s) considerations;

— monitoring, deployment, maintenance;

— local network capacity and availability.

© ISO/IEC 2024 - All rights reserved
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6.5.5 Design and operational considerations

The operational constraints of the organization include:

content distribution networks (CDNs) requiring monitoring, deployment, and maintenance;
collaboration with local Internet service providers (ISPs) for takedowns etc.;
ability to determine where consumption is occurring;

ability to manage bandwidth usage to meet local requirements and restrictions.

6.5.6 Conformance

The organ
organ

permi

(IPR),

NOTE
digital safe

6.6 Exa

6.6.1 Ggq

This exan
the ingred
the transy
attemptin

The orgar

architectulre for their data sharing resémbles a dataspace. For the purposes of this example, a dat

cloud com

a shar]
data c

Although f{
manufactu

sharin

content licensing permissions;

content used in video streaming which can be subject to protection under Intellectual Prope

zation conforms to:

zational policy, ethics and culture;

ted bandwidth constraints;

including copyright.

Additional legal requirements can apply, such as government-requirements and restrictions
'y and content, including age restrictions.

mple: Trusted data sharing within a food services supply chain

neral

ple involves a prepared food manufactufeér that is required to disclose the proven
ients involved in the manufacture of their food products. Sovereignty concerns aris
arency derived from this requirement benefits farmers and suppliers, consumers a
b to measure the societal impact efitheir food, all of whom are valuable to governments

ization being examined injthe example is the prepared food manufacturer. The

buting arrangement with:
ed trust model, vo¢abulary, and semantics;
bntract negotiation and discoverability.

he goals-0f the food manufacturer were imposed to comply with local law, they also |
rer even-under typical business conditions. These benefits include:

g data between organizations to achieve a shared business goal;

rty Rights

related to

hnce of all
e because
nd anyone

high-level
hspace is a

benefit the

— e.g. goals of efficiency and resilience of the supply chain or value chain;

— e.g.organizations such as regulators and researchers;

data can be shared via exchange or via in situ processing;
respecting the rights and obligations associated with the data;
protecting trade secrets of both the food manufacturer and its suppliers;

reducing governance and compliance costs;
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