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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Pa
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Introduction

The structure of safety standards in the field of machinery is as follows:

a) type-A standards (basic safety standards) giving basic concepts, principles for design and general
aspects that can be applied to machinery;
b) type-Bstandards (generic safety standards) dealing with one safety aspect or one type of safeguard
that can be used across a wide range of machinery:
tyrpe-Bl—standards—en—partentar—safetyaspeects—{for—example —satety—distanees, surface
temperature, noise);
— type-B2 standards on safeguards (for example two-hand controls, inténlockig devices,
pressure-sensitive devices, guards);
c) |type-C standards (machine safety standards) dealing with detailed safety requirenpents for a
particular machine or group of machines.
This document is a type-B standard as stated in ISO 12100.
The requirements of this document can be supplemented or modified by a type-C standard.
Forjmachines which are covered by the scope of a type-C standardand which have been design¢d and built

acc¢rding to the requirements of that standard, the requirements of that type-C standard take
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b partof ISO 13849 specifies the validation process for the safety functions, categories and p¢
Is for the safety-related parts of control systems; It recognizes that the validation of saf]
[s of control systems can be achieved by a combination of analysis (see Clause 5) and {

t of the procedures and conditions in this part of ISO 13849 are based on the assumpti
plified procedure for estimating the'performance level (PL) described in ISO 13849-1:20
. This part of ISO 13849 does notprovide guidance for situations when other procedur
stimate PL (e.g. Markov modelling), in which case some of its provisions will not apply and
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the specified safety functions,

the category achieved, and

the performance level achieved

he safety-related parts of a control system (SRP/CS) desighed in accordance with ISO 13
E Additional requirements for programmable electrohic systems, including embedded sq
n in ISO 13849-1:2006, 4.6, and IEC 61508.

Normative references

following referenced documents are indispensable for the application of this document
rences, only the edition cited applies..For undated references, the latest edition of the
lment (including any amendments).applies.

12100:2010, Safety of machinery — General principles for design — Risk assessment and ris
13849-1:2006, Safety of\machinery — Safety-related parts of control systems — Part
ciples for design

Terms and deéfinitions

the purposes of this document, the terms and definitions given in ISO 12100 and ISO 138

Validation process

5 part of ISO 13849 specifies the procedures and conditions to be followed. for' the validation by

849-1.

ftware, are

. For dated
referenced

k reduction

1: General

49-1 apply.

4.1

Validation principles

The purpose of the validation process is to confirm that the design of the SRP/CS supports the overall
safety requirements specification for the machinery.

The validation shall demonstrate that each SRP/CS meets the requirements of ISO 13849-1 and, in
particular, the following:

a)

b)

the specified safety characteristics of the safety functions provided by that part, as set out in the

design rationale;
the requirements of the specified performance level (see ISO 13849-1:2006, 4.5):
1) the requirements of the specified category (see ISO 13849-1:2006, 6.2),

© IS0 2012 - All rights reserved
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2) the measures for control and avoidance of systematic failures (see ISO 13849-1:2006, Annex G),
3) ifapplicable, the requirements of the software (see ISO 13849-1:2006, 4.6), and
4) the ability to perform a safety function under expected environmental conditions;

c) the ergonomic design of the operator interface, e.g. so that the operator is not tempted to act in a
hazardous manner, such as defeating the SRP/CS (see ISO 13849-1:2006, 4.8).

Validation should be carried out by persons who are independent of the design of the SRP/CS.

NOTE “Independent person” does not necessarily mean that a third-party test is required

Validation [consists of applying analysis (see Clause 5) and executing functional tests (see Clausg¢ 6)
under forefeeable conditions in accordance with the validation plan. Figure 1 gives an overview of{the
validation process. The balance between the analysis and testing depends on the technology used for
the safety-felated parts and the required performance level. For Categories 2, 3 and 4 the validation of
the safety function shall also include testing under fault conditions.

The analysjis should be started as early as possible in, and in parallel with, the desigh process. Problems
can then bg corrected early while they are still relatively easy to correct, i.ecduring steps “design pnd
technical rpalization of the safety function” and “evaluate the performance level PL” [the fourth and fiifth
boxes dowp in in ISO 13849-1:2006, Figure 3]. It can be necessary for sofne parts of the analysis tp be
delayed until the design is well developed.

Where nedessary due to the system’s size, complexity or the effects of integrating it with the conltrol
system (of the machinery), special arrangements should be made for

— validation of the SRP/CS separately before integration,ificluding simulation of the appropriate ifjput
and output signals, and

— validation of the effects of integrating safety-related parts into the remainder of the control system
within[the context of its use in the machine.

2 © IS0 2012 - All rights reserved


https://standardsiso.com/api/?name=e27ac535c96ab67ce9aed97d911d2bd6

Design
considerations

!

ISO 13849-2:2012(E)

PL and categories:
- MTTFg4, DC, CCF

- systematic faults
- software

user information

- determination of the category

- verification of the PL for SRP/CS
- combination of SRP/CS
Environmental requirements
Maintenance requirements

Technical specification/

“Mqdification/of the design” in Figure 1 refers to the design process. If the validation

Category 2, 3, 4

yes

- Validation
Documents Validation plan  |«— principles
Fault lists > Criteria fo_r Analysis
fault exclusion
- 1
—
—~
-
- Is apglysm no Testing
—~ sufficient?
—~
o T
|
Specification of the S 1
Safety functions yes
Safety function
no Is testing

passed?

Test of safety
function under
fault condition

Modification
of the design

'

Validation record

All safety
functions
validated?

no

Figure 1 — Overview of the validation process

cannot be

suctessfully completed, changes in the design are necessary. The validation of the modiffied safety-

relqted ‘parts should then be repeated. This process should be iterated until all safety-relat

thelsafety functions are successfully validated

ed parts of

4.2 Validation plan

The validation plan shall identify and describe the requirements for carrying out the validation process
for the specified safety functions, their categories and performance levels.

The validation plan shall also identify the means to be employed to validate the specified safety functions,
categories and performance levels. It shall set out, where appropriate

a) the identity of the specification documents,

b) the operational and environmental conditions during testing,

© IS0 2012 - All rights reserved
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<)

the analyses and tests to be applied,

d) the reference to test standards to be applied, and

e)

the persons or parties responsible for each step in the validation process.

Safety-related parts which have previously been validated to the same specification need only a
reference to that previous validation.

4.3 Generic fault lists

The validdtion process involves consideration of the behaviour of the SRP/CS for all faultstd be

considered. A basis for fault consideration is given in the tables of fault lists in Annexes A to D, which|are

based on ekperience and which contain

— the components/elements to be included, e.g. conductors/cables (see Annex D),

— the faylts to be taken into account, e.g. short circuits between conductors,

— the pdrmitted fault exclusions, taking into account environmental, opérating and application
aspects, and

— aremdrks section giving the reasons for the fault exclusions.

Only permpnent faults are taken into account in the fault lists.

4.4 Spegific fault lists

If necessaily, a specific product-related fault list shall be generated as a reference document for|the

validation process of the safety-related part(s). The listcan be based on the appropriate generic ligt(s)

found in thee annexes.

Where the(specific product-related fault list is bas€d on the generic list(s) it shall state

a) the faylts taken from the generic list(s) to'be included,

b) any other relevant faults to be included but not given in the genericlist (e.g. common-cause failufes),

c) the faylts taken from the generic list(s) which may be excluded on the basis that the criteria given in
the geleric list(s) (see 1SO.13849-1:2006, 7.3) are satisfied, and

exceptionally

d) any other faults fordwhich the generic list(s) do not permit an exclusion, but for which justificafion
and rafionale foran exclusion is presented (see ISO 13849-1:2006, 7.3).

Where thid liskisqot based on the generic list(s), the designer shall give the rationale for fault exclusipns.

4.5 Information for validation

The information required for validation will vary with the technology used, the category or categories
and performance level(s) to be demonstrated, the design rationale of the system, and the contribution of
the SRP/CS to the reduction of the risk. Documents containing sufficient information from the following
list shall be included in the validation process to demonstrate that the safety-related parts perform the
specified safety functions to the required performance level or levels and category or categories:

a)

performance level;

b)

boards, assembled boards, internal wiring, enclosure, materials, mounting;

specification of the required characteristics of each safety function, and its required category and

drawings and specifications, e.g. for mechanical, hydraulic and pneumatic parts, printed circuit

© ISO 2012 - All rights reserved
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block diagram(s) with a functional description of the blocks;

circuit diagram(s), including interfaces/connections;

functional description of the circuit diagram(s);

time sequence diagram(s) for switching components, signals relevant for safety;

description of the relevant characteristics of components previously validated;

for safety-related parts other than those listed in g), component lists with item designations, rated

values_tolerances relevant operating stresseg type dpqignnfinn failure-rate data and

component

j)
k)
Wh

NOT1I

Infq

manufacturer, and any other data relevant to safety;

D, including the justification of any excluded faults;
an analysis of the influence of processed materials;
information for use, e.g. installation and operation manual/instruction handbook.

ere software is relevant to the safety function(s), the software doetmentation shall inclu

software is required to achieve,
evidence that the software is designed to achieve the required performance level (see 9.

details of tests (in particular test reports) cavried out to prove that the requi
performance is achieved.

E See ISO 13849-1:2006, 4.6.2 and 4.6.3, fordequirements.

houlr is determined. The documentation-of the quantifiable aspects shall include

the safety-related block diagram (see ISO 13849-1:2006, Annex B) or designated a
(see ISO 13849-1:2006, 6.2),

the determination of MTTFgq, DCavg and CCF, and

the determinationcofthe category (see Table 2).

analysis of all relevant faults (see also 4.3 and 4.4), such as those listed in the tablesof Apnexes A to

de

a specification which is clear and unambiguous and which states the safety perforimance the

5), and

red safety

rmation is required on how the performance level and average probability of a dangeroud failure per

‘chitecture

Infqrmation is required for documentation on systematic aspects of the SRP/CS.
Infqrmation is\required as to how the combination of several SRP/CS achieves a performance level in
accprdancewith the performance level required.
Table 2 — Documentation requirements for categories in respect of performance|levels
Category for which documentation
Documentation requirement is required

B 1 2 3 4
Basic safety principles X X X X X
Expected operating stresses X X X X X
Influences of processed material X X X X X
Performance during other relevant external influences X X X X X
Well-tried components — X — — —
Well-tried safety principles — X X X X
© IS0 2012 - All rights reserved 5
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Table 2 (continued)

Category for which documentation
Documentation requirement isrequired

B 1 2 3 4
Mean time to dangerous failure (MTTFg) of each channel X X X X X
The check procedure of the safety function(s) — — X — —
Diagnostic measures performed, including fault reaction — — X X X
Checking intervals, when specified — — X X X
Diagnostic foverage (DCavg) — — X X X
Foreseeabl¢ single faults considered in the design and the detection — — X X X
method usgd
Common-cguse failures (CCF) identified and how to prevent them — — X X X
Foreseeabl¢ single faults excluded — — — X X
Faults to bg detected — — X X X
How the safety function is maintained in the case of each of the faults — — — X X
How the safety function is maintained for each of the combinations of — — — — X
faults
Measures against systematic faults X X X X X
Measures ajgainst software faults X — X X X
X do¢umentation required

— do¢umentation not required
NOTE Thg¢ categories are those given in ISO 13849-1:2006.

4.6 Validation record

Validation py analysis and testing shall be recorded. The record shall demonstrate the validation pro¢ess
for each of the safety requirements..Cross-reference may be made to previous validation recofds,
provided they are properly identified.

For any safety-related part whichyhas failed an element of the validation process, the validation redord
shall descrjbe which elementsiii the validation analysis/testing have been failed. It shall be ensured that
all safety-related parts aresticcessfully re-validated after modification.

5 Validation by analysis

5.1 General

Validation of the SRP/CS shall be carried out by analysis. Inputs to the analysis include the following:

— the safety function(s), their characteristics and the required performance level(s) identified during
the risk analysis (see ISO 13849-1:2006, Figures 1 and 3);

— the quantifiable aspects (MTTFq4, DCayg and CCF);
— the system structure (e.g. designated architectures) (see ISO 13849-1:2006, Clause 6);
— thenon-quantifiable, qualitative aspects which affect system behaviour (ifapplicable, software aspects);

— deterministic arguments.

6 © IS0 2012 - All rights reserved
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Validation of the safety functions by analysis rather than testing requires the formulation of
deterministic arguments.

NOTE 1

A deterministic argument is an argument based on qualitative aspects (e.g. quality of manufacture,

experience of use). This consideration depends on the application, which, together with other factors, can affect
the deterministic arguments.

NOTE 2

Deterministic arguments differ from other evidence in that they show that the required properties of

the system follow logically from a model of the system. Such arguments can be constructed on the basis of simple,
well-understood concepts.

5.2

Thd
exis

a)

b)

6

6.1

Wh
Tes

Analysis techniques

selection of an analysis technique depends upon the particular object. Two/basic
t, as follows.

Top-down (deductive) techniques are suitable for determining the initiatihg’events th
to identified top events, and calculating the probability of top events frogm the probah
initiating events. They can also be used to investigate the consequences of identified mul

EXAMPLE Fault tree analysis (FTA, see IEC 61025), event tree analysis (ETA).

Bottom-up (inductive) techniques are suitable for investigating the consequence of
single faults.

EXAMPLE Failure modes and effects analysis (FMEA\see IEC 60812) and failure modes,
criticality analysis (FMECA).

Validation by testing

General

en validation by analysis is not corclusive, testing shall be carried out to complete the
[ing is always complementary to.analysis and is often necessary.

Valjdation tests shall be plannedand implemented in a logical manner. In particular:

a)

b)

a test plan shall be produced before testing begins that shall include
1) the test specifications,

2) the required outcome of the tests for compliance, and

3) thechronology of the tests;

test fecords shall be produced that include

fechniques

bt can lead
ility of the
Fiple faults.

identified

effects and

validation.

1)}~ the name of the person carrying out the test

)

2) the environmental conditions (see Clause 10),
3) the test procedures and equipment used,
4) the date of the test, and

5) theresults of the test;

the test records shall be compared with the test plan to ensure that the specified functional and

performance targets are achieved.

The test sample shall be operated as near as possible to its final operating configuration, i.e. with all
peripheral devices and covers attached.

© IS0 2012 - All rights reserved
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This testing may be applied manually or automatically, e.g. by computer.

Where applied, validation of the safety functions by testing shall be carried out by applying input signals,
in various combinations, to the SRP/CS. The resultant response at the outputs shall be compared to the
appropriate specified outputs.

It is recommended that the combination of these input signals be applied systematically to the control
system and the machine. An example of this logic is power-on, start-up, operation, directional changes,
restart-up. Where necessary, an expanded range of input data shall be applied to take into account
anomalous or unusual situations, in order to see how the SRP/CS responds. Such combinations of input
data shall take into account foreseeable incorrect operation(s).

ves of the test will determine the environmental condition for that test, which can be onL or
the following:

The object
another of

the enyironmental conditions of intended use;

— the conditions at a particular rating;

a given} range of conditions if drift is expected.

eed

The range
between t}

bf conditions which is considered stable and over which the tests are valid should be agy
e designer and the person(s) responsible for carrying out the tésts and should be record

6.2 Measurement accuracy

The accura
out. In gen
5 % for thd

cy of measurements during the validation by testing'shall be appropriate for the test car
eral, these measurement accuracies shall be withif5 K for temperature measurements
following:

bd.

ried
and

a) timen|
b)
c)
d)
e)
f)

Deviations

easurements;

pressure measurements;
force measurements;
electrifal measurements;
relative humidity measurements;
linear measurements.

from these méastirement accuracies shall be justified.

6.3 Morpg stringent requirements

If, accordin hin

this part of

g taits accompanying documentation, the requirements for the SRP/CS exceed those wi
ISO 13849, the more stringent requirements shall apply.

NOTE More stringent requirements can apply if the control system has to withstand particularly adverse
service conditions, e.g. rough handling, humidity effects, hydrolysation, ambient temperature variations, effects
of chemical agents, corrosion, high strength of electromagnetic fields — for example, due to close proximity of
transmitters.

6.4 Number of test samples

Unless otherwise specified, the tests shall be made on a single production sample of the safety-related
part being tested.

Safety-related part(s) under test shall not be modified during the course of the tests.

© ISO 2012 - All rights reserved


https://standardsiso.com/api/?name=e27ac535c96ab67ce9aed97d911d2bd6

ISO 13849-2:2012(E)

Certain tests can permanently change the performance of some components. Where a permanent change
in a component causes the safety-related part to be incapable of meeting the requirements of further
tests, a new sample or samples shall be used for subsequent tests.

Where a particular test is destructive and equivalent results can be obtained by testing part of the
SRP/CS in isolation, a sample of that safety-related part may be used instead of the whole safety-related
part(s) for the purpose of obtaining the results of the test. This approach shall only be applied where it
has been shown by analysis that testing of a safety-related part(s) is sufficient to demonstrate the safety
performance of the whole safety-related part that performs the safety function.

7 |Validation of satety requirements specification for satety functions

Prigr to the validation of the design of the SRP/CS, or the combination of SRP/CS previding the safety
fungtion, the requirements specification for the safety function shall be verified ta"enSure donsistency
and completeness for its intended use.

The safety requirements specification should be analysed before starting thie\design, since ¢very other
activity is based on these requirements.

Itshallbe ensured thatrequirements for all safety functions of the machittecontrol system are dgcumented.

In ofder to validate the specification, appropriate measures to detectsystematic faults (errors, omissions
or inconsistencies) shall be applied.

Valildation may be performed by reviews and inspections ofthe SRP/CS safety requirementsjand design
spefification(s), in particular to prove that all aspects of

— |the intended application requirements and safety needs, and
— |the operational and environmental conditiof's and possible human errors (e.g. misuse)
have been considered.

Where a product standard specifies-the safety requirements for the design of a SRP/CS (e.g| ISO 11161
for Integrated manufacturing systems or ISO 13851 for two-hand control devices), these sh3ll be taken
intq account.

8 |Validation of safety functions

The validation of safety functions shall demonstrate that the SRP/CS, or combination df SRP/CSs,
proyides the safefy function(s) in accordance with their specified characteristics.

NOTE1  Aloss of the safety function in the absence of a hardware fault is due to a systematic faulf, which can
be daused by~éfrors made during the design and integration stages (a misinterpretation of the saf¢ty function
characteristics, an error in the logic design, an error in hardware assembly, an error in typing the codeof software,
etc.]. Some of these systematic faults will be revealed during the design process, while others will |be revealed
dur ngthe validation process or will remain unnoticed In addition itis also possible for an errarto He made (e.g.

failure to check a characterlstlc) during the validation process.

Validation of the specified characteristics of the safety functions shall be achieved by the application of
appropriate measures from the following list.

— Functional analysis of schematics, reviews of the software (see 9.5).

NOTE2  Where a machine has complex or a large number of safety functions, an analysis can reduce the
number of functional tests required.

— Simulation.
— Check of the hardware components installed in the machine and details of the associated software

to confirm their correspondence with the documentation (e.g. manufacture, type, version).
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— Functional testing of the safety functions in all operating modes of the machine, to establish
whether they meet the specified characteristics (see ISO 13849-1:2006, Clause 5, for specifications
of some typical safety functions). The functional tests shall ensure that all safety-related outputs
are realized over their complete ranges and respond to safety-related input signals in accordance
with the specification. The test cases are normally derived from the specifications but could also
include some cases derived from analysis of the schematics or software.

— Extended functional testing to check foreseeable abnormal signals or combinations of signals from
any input source, including power interruption and restoration, and incorrect operations.

— Check of the operator-SRP/CS interface for the meeting of ergonomic principles (see
ISO 13B49-1:2006, 4.8).

NOTE 3 ther measures against systematic failures mentioned in 9.4 (e.g. diversity, failure detection by
automatic t¢sts) can also contribute in the detection of functional faults.

9 Validation of performance levels and categories

9.1 Analysis and testing

For the SRP/CS or combination of SRP/CSs that provides the safety (function(s), validation shall
demonstrate that the required performance levels (PLy) and categories in the safety requireménts
specificatipn are fulfilled. Principally, this will require failure apalysis using circuit diagrams [see
Clause 5) and, where the failure analysis is inconclusive:

— faultinjection tests on the actual circuit and faultinitiation on actual components, particularly in parts
of the 4ystem where there is doubt regarding the results:obtained from failure analysis (see Claus¢ 6);

— a simullation of control system behaviour in the evént of a fault, e.g. by means of hardware and/or
softwgre models.

In some applications it may be necessary to divide the connected safety-related parts into sevpral
functional groups and to subject these groups:and their interfaces to fault simulation tests.

When validating by testing, the tests should include, as appropriate,
— faultinjection tests into a production sample,

— faultinjection tests into ahardware model,

— softwdre simulation ef\faults, and

— subsydqtem failurépe:g. power supplies.

The precisp instant'at which a fault is injected into a system can be critical. The worst-case effectof a
fault injectjon/§hall be determined by analysis and by injecting the fault at this appropriate critical tjme.

9.2 Validation of category specifications

9.2.1 Category B

SRP/CSs to Category B shall be validated in accordance with basic safety principles (see Tables A.1, B.1,
C.1 and D.1) by demonstrating that the specification, design, construction and choice of components are
in accordance with ISO 13849-1:2006, 6.2.3. The MTTF4 of the channel shall be demonstrated to be at
least 3 years. This shall be achieved by checking that the SRP/CS is in accordance with its specification as
provided in the documents for validation (see 4.5). For the validation of environmental conditions, see 6.1.

NOTE In particular cases, higher values of MTTFq can be required — for example, when PL;- =b.
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9.2.2 Category1

SRP/CSs to Category 1 shall be validated by demonstrating the following:

a) they meet the requirements of Category B;

b) components are well-tried (see Tables A.3 and D.3), meeting at least one of the following conditions:
1) they have been widely used in the past with successful results in similar applications;

2) they have been made and verified using principles which demonstrate their suitability and

w:]i:\hi]ify for caﬁnfy-rp]afpd :\pp]irnfinnc:

c) |well-tried safety principles (whereapplicable,see Tables A.2,B.2,C.2 and D.2) have beeniniplemented
correctly, and, where newly developed principles have been used, validation has been mpde of

1) how the expected modes of failure have been avoided, and
2) how faults have been avoided or their probability reduced to a suitable’level.

Rel¢vant component standards may be used to demonstrate compliancewith this subclause|(see Tables
A.3|and D.3). The MTTFq of the channel shall be demonstrated to be atleast 30 years.

9.2{3 Category 2

SRH/CSs to Category 2 shall be validated by demonstrating the following:

a) [they meet the requirements of Category B;

b) |the well-tried safety principles used (if applicable) are in accordance with 9.2.2 c);

c) |the checkingequipment detects all relevantfaults applied, one at a time, during the checkjng process
and generates an appropriate control action which

1) initiates a safe state or, when:this is not possible,

2) provides a warning of thehazard;

d) |the check(s) provided by(the checking equipment do not introduce an unsafe state;
e) [the initiation of the ¢heck is carried out

1) atthe maching start-up and prior to the initiation of a hazardous situation, and

2) periodically, during operation in accordance with the design specification and |if the risk
assessiment and kind of operations show that it is necessary;

NOTE1" The need for, and extent of, checks during operation are determined by the dedigner’s risk
assessment and the kind of operation necessary.

f) the MTTFj of the functional channel (MTTFgq,) is at least 3 years;

g) the MTTFqrE is larger than half of MTTFq 1,;

h) the testrate = 100 x expected demand rate;

i) the DCaygis atleast 60 %;

j) common-cause failures are sufficiently reduced (see ISO 13849-1:2006, Annex F).

NOTEZ  Inparticular cases, higher values of MTTFq and/or DCayg can be required — for example, owing to high PL.
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9.2.4 Category 3

SRP/CSs to Category 3 shall be validated by demonstrating the following:

a) they meet the requirements of Category B;

b) the well-tried safety principles (if applicable) meet the requirements of 9.2.2 c);
c) asingle fault does not lead to the loss of the safety function;

d) single faults (including common cause faults) are detected in accordance with the design rationale
and the 'fﬂf‘hhnlngy :\pplipd;

e) the MTTFq of each channel is at least 3 years;
f) the DCyyg is at least 60 %;
g) comme@n-cause failures are sufficiently reduced (see ISO 13849-1:2006, Annex F).

NOTE In particular cases, higher values of MTTF4 and/or DCayg can be required — for example, due to high|PL.

9.2.5 Category4

SRP/CSs tol Category 4 shall be validated by demonstrating the following:

a) they nleet the requirements of Category B;

b) the welll-tried safety principles (if applicable) are in accordaince with 9.2.2 c);

c) asingle fault (including common-mode faults) does notlead to the loss of the safety function;

d) single faults are detected at or before the next demand on the safety function, this being achigved
with a[DCayg of at least 99 %;

e) ifasingle faultis not detected with a DCayg 0f at least 99 %, an accumulation of faults does not Jead
to the [loss of the safety function(s), arid,the extent of the accumulation of faults considered is in
accordance with the design rationale;

f) the MTTFq of each channel is at [east 30 years;

g) commen-cause failures are(sufficiently reduced (see ISO 13849-1:2006, Annex F).

9.3 Validation of MTTFq4, DCavg and CCF

The validation of MTTFg, DCayg and CCF is typically performed by analysis and visual inspection.

The MTTF{ valuesfor components (including B1od, T10d4 and nop values) shall be checked for plausibjlity
(e.g. againdt ISO, 13849-1:2006, Annex C). For example, the value given on the supplier datasheet is tp be
compared with [SO 13849-1:2006, Annex C. Where fault exclusion claims mean that particular compongnts
do not contribute to the channel MTTFy, the plausibility of the fault exclusion shall be checked.

NOTE1 Afaultexclusionimpliesinfinite MTTFg; therefore, the componentwill not contribute to the calculation
of channel MTTEFq.

NOTE 2  For the determination of the B1gq value, see e.g. IEC 60947-4-1:2010, Annex K.

The MTTFq of each channel of the SRP/CS, including application of the symmetrisation formula (see
[SO 13849-1:2006, Annex D) to dissimilar redundant channels, shall be checked for correct calculation. It
shall be ensured that the MTTFq of individual channels has been restricted to no greater than 100 years
before the symmetrisation formula is applied.

The DC values for components and/or logic blocks shall be checked for plausibility (e.g. against
measures in ISO 13849-1:2006, Annex E). The correct implementation (hardware and software) of
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checks and diagnostics, including appropriate fault reaction, shall be validated by testing under typical
environmental conditions in use.

The DCayg of the SRP/CS shall be checked for correct calculation.

The correct implementation of sufficient measures against common-cause failures shall be validated
(e.g. against ISO 13849-1:2006, Annex F). Typical validation measures are static hardware analysis and
functional testing under environmental conditions.

NOTE 3  For the calculation of the MTTFq values of electronic components, an ambient temperature of +40 °C
is taken as a basis. During validation, it is important to ensure that, for MTTFq values, the environmental and
fungtiomat—conditions (iu par ticttat temperatur C) takemrasbasisarcmet—Whereadeviceror—co nponent, is
operated significantly above (e.g. more than 15 °C) the specified temperature of +40 °C, it will be necgssary to use
MTTFq values for the increased ambient temperature.

9.4{ Validation of measures against systematic failures related to performance level and
catpgory of SRP/CS

The validation of measures against systematic failures (defined in ISO 13849-1:2006, 3.1.7] related to
performance levels and categories of each SRP/CS can typically be provided by

a) |inspections of design documents which confirm the application.of
1) basic and well-tried safety principles (see Annexes A o)D),
2) further measures for avoidance of systematic failures (see ISO 13849-1:2006, G.3), dnd

3) further measures for the control of systematic failures such as hardware diversity (see
[SO 13849-1:2006, Annex G), modification protection or failure assertion programnying;

b) |failure analysis (e.g. FMEA);
c) |faultinjection tests/fault initiation;
d) |inspection and testing of data cemmunication, where used;

e) |checking that a quality management system avoids the causes of systematic failyres in the
manufacturing process.

9.5 Validation of safety-related software

The validation of-both safety-related embedded software (SRESW) and safety-related hpplication
soffware (SRASW)'shall include

— |the specified functional behaviour and performance criteria (e.g. timing performamce) of the
software when executed on the target hardware,

— |verification that the software measures are sufficient for the specified PL; of the safety fu|nction, and

— measures and activities taken during software development to avoid systematic software faults.

As a first step, check that there is documentation for the specification and design of the safety-
related software. This documentation shall be reviewed for completeness and absence of erroneous
interpretations, omissions or inconsistencies.

NOTE In the case of small programs, an analysis of the program by means of reviews or walk-through of
control flow, procedures, etc. using the software documentation (control flow chart, source code of modules or
blocks, I/0 and variable allocation lists, cross-reference lists) can be sufficient.

In general, software can be considered a “black box” or “grey box” (see ISO 13849-1:2006, 4.6.2), and
validated by the black- or grey-box test, respectively.
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Depending on the PL; [ISO 13849-1:2006, 4.6.2 (for SRESW) and 4.6.3 (for SRASW)], the tests should include
— black-box testing of functional behaviour and performance (e.g. timing performance),

— additional extended test cases based upon limit value analyses, recommended for PL d or e,

— 1/0 tests to ensure that the safety-related input and output signals are used properly, and

— test cases which simulate faults determined analytically beforehand, together with the expected
response, in order to evaluate the adequacy of the software-based measures for control of failures.

[ all AL 0_1 - a0 peen (] aeiamale nee O _DE (] C (] O

Individual < ave alrea alida alida ag
Where a nymber of such safety function blocks are combined for a specific project, however, the resulfing
total safety function shall be validated.

Software dlocumentation shall be checked to confirm that sufficient measures and activities Have
been implemented against systematic software faults in accordance with the simplified V-mgdel
(ISO 13849-1:2006, Figure 6).

The measufres for software implementation according to ISO 13849-1:2006, 4.6.2.(for SRESW) and 4.6.3
(for SRASWY), which depend on the PL to be attained, shall be examined with-regard to their prqper
implementption.

Should the safety-related software be subsequently modified, it shall be revalidated on an appropriate s¢ale.

9.6 Valiglation and verification of performance level

For the simplified procedure for estimating PL of the SRP/CS according to ISO 13849-1:2006, 4)5.4,
and ISO 13849-1:2006, Annexes B to F and Annex K, the*following verification and validation steps
shall be performed:

— checkipg for correct evaluation of PL based-on the category, DCayg and MTTFq (according to
ISO 13B49-1:2006, 4.5.4 and Annex K);

— verificption that the PL achieved by the SRP/CS satisfies the required performance level PL; in|the
safety[requirements specification for-the machinery: PL = PL,.

Where other methods are used to evalpate the achieved PL, based on the estimated average probabllity
of a dangeijous failure per hour, validation shall consider

— the MTTFq value for each’*component,
— the DC
— the CCF,

— the strjucture;and

— the dotumentation, application and calculation, which shall be checked for correctness

9.7 Validation of combination of safety-related parts

Where the safety function is implemented by two or more safety-related parts, validation of the
combination — by analysis and, if necessary, by testing — shall be undertaken to establish that the
combination achieves the performance level specified in the design. Existing recorded validation results
of safety-related parts can be taken into account. The following validation steps shall be performed:

— inspection of design documents describing the overall safety function(s);

— acheck that the overall PL of the SRP/CS combination has been correctly evaluated, based on the PL
of each individual safety-related part (according to ISO 13849-1:2006, 6.3);
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NOTE A summation of the average probability of dangerous failures per hour of all combi

ned SRP/CS

can be used as an alternative to ISO 13849-1:2006, Table 11. It is important to check the non-quantifiable
restrictions of systematic, architectural and CCF aspects which can limit the overall performance level to

lower values.

— consideration of the characteristics of the interfaces, e.g. voltage, current, pressure, data format of

information, signal level;
failure analysis relating to combination/integration, e.g. by FMEA;

for redundant systems, fault injection tests relating to combination/integration.

10

The
con

Validation of environmental requirements

performancespecifiedinthe design ofthe SRP/CSshallbevalidated withrespecttdtheenv
ditions specified for the control system.

of the testing will depend upon the safety-related parts, the system in-which they are in

tec
dat

stapdards (e.g. for waterproofing, vibration protection) can assist this validation process.

Wh

Wh
out

Aftg
wit
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The
ISO

ValFation shall be carried out by analysis and, if necessary, by testing. Thé ‘extent of the ai

nology used, and the environmental condition(s) being validated./The use of operationa
h on the system or its components, or the confirmation of compliance to appropriate env

bre applicable, validation shall address

expected mechanical stresses from shock, vibration,.jngress of contaminants,
mechanical durability,

electrical ratings and power supplies,

climatic conditions (temperature and humidity), and

electromagnetic compatibility (immunity).

bn testing is needed to determine compliance with the environmental requirements, the |
ined in the relevant standaxds shall be followed as far as required for the application.

br the completion of validation by testing, the safety functions shall continue to be in
h the specifications for the safety requirements, or the SRP/CS shall provide output(s) for {
Validation,ef maintenance requirements

validatignyprocess shall demonstrate that the provisions for maintenance requirements {
13849122006, Clause 9, Paragraph 2, have been implemented.

Val1dation of maintenance requirements shall include the following, as applicable:

ronmental

nalysis and
ttalled, the
reliability
ronmental

brocedures

hccordance
| safe state.

pecified in

a)

areview of the information for use confirming that

1) maintenance instructions are complete [including procedures, required tools,

frequency

of inspections, time interval for changing components subjected to wear (T104) etc.] and

understandable,

2) if appropriate, there are provisions for the maintenance to be performed only
maintenance personnel;

by skilled

b) a check that measures for ease of maintainability (e.g. provision of diagnostic tools to aid fault-

©IS

finding and repair) have been applied.
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In addition, the following measures shall be included when applied:

— measures against mistakes during maintenance (e.g. detection of wrong input data via
plausibility checks);

— measures against modification (e.g. password protection to prevent access to the program by
unauthorized persons).

12 Validation of technical documentation and information for use

The Vallda iUll lJl ULC3S aha}} C‘ltflllUllbtl atc t}ldt thc I Cl,luil ClllClltb fUl tCL}llliLd} duuuuu—:utatiuu DPULI IEd
in ISO 138#9-1:2006, Clause 10, and for information for use specified in ISO 13849-1:2006, Clausd 11,
have been |mplemented.

16 © IS0 2012 - All rights reserved


https://standardsiso.com/api/?name=e27ac535c96ab67ce9aed97d911d2bd6

ISO 13849-2:2012(E)

Annex A
(informative)

Validation tools for mechanical systems

When mechanical systems are used in conjunction with other technologies, Annex A should also be

andnto-3ccount

ta

TTIIrco-occooe

Tables A.1 and A.2 list basic and well-tried safety principles.

Tab
wel
for

Tables A.4 and A.5 list fault exclusions and their rationale. For further exelusions, see 4.4.

The

precise instant at which the fault occurs can be critical (see 9.1).

Table A.1 — Basic safety principles

e A.3 lists well-tried components for a safety-related application based on)the application of
-tried safety principles and/or a standard for their particular applications. Ayell-tried
some applications could be inappropriate for others.

Component

Basic safety principle

Remarks

Use
tur

of suitable materials and adequate manufac-
ng

Selection.of material, manufacturing methods and treat-
mentifYrelation to, e.g. stress, durability, elastidity, fric-

tionywear, corrosion, temperature.

Correct dimensioning and shaping

Consider, e.g. stress, strain, fatigue, surface roughness,

tolerances, sticking, manufacturing.

Proper selection, combination, arrangements,
asspmbly and installation of components/system

Apply manufacturer’s application notes, e.g. cat
sheets, installation instructions, specifications,

good engineering practice in similar componenfs/systems.

hlogue
and use of

Usd of de-energization principle

The safe state is obtained by a release of energyj

mary action for stopping in ISO 12100:2010, 6.2

Energy is supplied for starting the movement ofja mecha-
nism. See primary action for starting in ISO 12100:2010,

6.2.11.3.

Consider different modes, e.g. operation mode, mainte-

nance mode.

IMPORTANT — This principle is not to be fol

when loss of energy would create a hazard, e.g. release

of workpiece caused by loss of clamping forc

See pri-
11.3.

owed

E.

Properfastening

For the application of screw locking, consider manufac-

turer's application notes.

Overloading can be avoided and adequate resistance to
release can be achieved by applying adequate torque load-

ing technology.

Limitation of the generation and/or transmission
of force and similar parameters

Examples are break pin, break plate, and torque-limiting

clutch.

IMPORTANT — This principle is not to be followed

when the continued integrity of components is essen-
tial to maintain the required level of control.

Limitation of range of environmental parameters

Examples are temperature, humidity and pollution at the
installation place. See Clause 10 and consider manufac-
turer’s application notes.
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Table A.1 (continued)

Basic safety principle

Remarks

Limitation of speed and similar parameters

Consider, e.g. the speed, acceleration, deceleration
required by the application.

Proper reaction time

Consider, e.g. spring tiredness, friction, lubrication, tem-
perature, inertia during acceleration and deceleration,
combination of tolerances.

Protection against unexpected start-up

Consider unexpected start-up caused by stored energy and
after power supply restoration for different modes (opera-

tion mode, maintenance mode, etc.).

Special equipment for release of stored energy can-be
necessary.

Special applications, e.g. to keep energy forclamping
devices or ensure a position, need to be cansidered seps
rately.

Simplification Avoid unnecessary components in-the'safety-related sys-
tem.

Separation Separation of safety-related furnctions from other func-
tions.

Proper lubification Consider the need for lubrication devices, information dn
lubricants and lubricdtion intervals.

Proper preyention of the ingress of fluids and dust |Consider IP rating(see IEC 60529).

Table A.2 — Well-tried safety principles

Well-tried safety principle

Remarks

Use of care
turing

ully selected materials and manufac-

Selection of suitable material, adequate manufacturing
methods and treatments related to the application.

Use of components with oriented failure mode

The predominant failure mode of a component is known
in advance and is always the same. See [SO 12100:2010,
6.2.12.3.

Overdimen

cioning /safety factor

Safety factors are as given in standards or by good expdri-
ence in safety-related applications.

Safe positid

The moving part of the component is held in a safe posi{
tion, by mechanical means (friction alone is not sufficie
Force is required to move from the safe position.

ht).

Increased (

FF force

A safe position/state is obtained by an increased OFF force
in relation to the ON force.

Careful seld

ction, combination, arrangement,

assembly a

hd<installation of rnmpnnpnfc/cvcfpm

related to the application

cation

Careful selection of fastening related to the appli-

Avoid relying only on friction.

Positive mechanical action

To achieve positive mechanical action, all moving mechani-
cal components required to perform the safety function
shall inevitably move connected components, e.g. a cam
directly opens the contacts of an electrical switch rather
than relying on a spring. See ISO 12100:2010, 6.2.5.

Multiple pa

rts

Reducing the effect of faults by providing multiple parts
acting in parallel, e.g. where a failure of one of several
springs does not lead to a dangerous condition.

18
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Table A.2 (continued)

Well-tried safety principle

Remarks

Use of well-tried spring (see also Table A.3)

A well-tried spring requires

— use of carefully selected materials, manufacturing meth-

ods (e.g. pre-setting and cycling before use) and
(e.g. rolling and shot-peening),

— sufficient guidance of the spring, and

— sufficient safety factor for fatigue stress (i.e.

nrab bty that o Coaotiien vazill not Acc)
tFf

treatments

with a high

TODToTITCy Toreor oot o occaT)T

Well-tried compression coil springs may alsobeA

esigned, by

— use of carefully selected materials, manufactyiring meth-

ods (e.g. pre-setting and cycling beforeuse) and
(e.g. rolling and shot-peening),

— sufficient guidance of the spring,

— clearance between the turns less than the wi
when unloaded, and

— sufficient force after a fracture(s) is maint{
fracture(s) will not lead to a dangerous conditio

NOTE Compression springs are preferred.

treatments

re diameter

lined (i.e. a

n).

Lin{

ited range of force and similar parameters

Determinethe necessary limitation in relation tfo the

experieficerand application. Examples are break
plate, and torque-limiting clutch.

IMPORTANT — This principle is not to be fol
when the continued integrity of components
tial to maintaining the required level of cont

pin, break

owed
is essen-
rol.

Lin{

ited range of speed and similar parameters

Determine the necessary limitation in relation
rience and application. Examples are centrifug
safe monitoring of speed, and limited displacemn

the expe-
governor,
ent.

Lin

ited range of environmental parameters

Determine the necessary limitations. Examples
temperature, humidity, pollution at the installaf
Clause 10 and consider manufacturer’s applicat

are
ion. See
on notes.

Lin{

ited range of reaction time;limited hysteresis

Determine the necessary limitations.

Consider, e.g. spring tiredness, friction, lubricat
perature, inertia during acceleration and decele
combination of tolerances.

on, tem-
ration,

Table A.3 — Well-tried components

Well-tried

CoaonditioncforSvell £xriad”

component

COTOTITIOTT S TOT

weIr—Ttrictor

Standard-erspeeificat
St

ion

Screw

Table A.2.

All factors influencing the screw connection
and the application are to be considered. See

ardized.

Mechanical jointing such as screws, nuts,
washers, rivets, pins, bolts, etc. is stand-

Spring

See Table A.2, “Use of well-tried spring”.

ISO 4960.

Technical specifications for spring steels
and other special applications are given in
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Table A.3 (continued)

Well-tried Conditions for “well-tried” Standard or specification
component
Cam All factors influencing the cam arrangement (e.g. |See ISO 14119 (interlocking devices).
part of an interlocking device) are to be consid-
ered.
See Table A.2.
Break-pin All factors influencing the application are to be —
considered. See Table A.2.
Table A.4 — Faults and fault exclusions — Mechanical devices, components and elements

(e.g. cam, follower, chain, clutch, brake, shaft, screw, pin, guide, bearing)

Fault conjsidered Fault exclusion Remarks

Wear/corrg

Yes, in the case of carefully selected material, (over)dimen- |See ISO%3849-1:2006, 7.3.
sioning, manufacturing process, treatment and proper

lubrication, according to the specified lifetime (see also
Table A.2).

Untightening/ loos- |Yes, in the case of carefully selected material, manufacture

ening ing process, locking means and treatment, according té the

specified lifetime (see also Table A.2).
Fracture Yes, in the case of carefully selected material, (over)dimen-

sioning, manufacturing process, treatment and\proper

lubrication, according to the specified lifetinye (see also

Table A.2).
Deformatio Yes, in the case of carefully selected material, (over)dimen-
overstressing sioning, treatment and manufacturing process, according

to specified lifetime (see also Table A.2).
Stiffness/st Yes, in the case of carefully selected material, (over)

dimensioning, manufacturing process, treatment and

proper lubrication, according to specified lifetime (see also

Table A.2).

Table A.5 — Faults and fault exclusions — Pressure-coil springs
Fault considered Fault exclusion Remarks
Wear/corrd Yes, in case of use of well-tried springs See ISO 13849-1:2006, 7.B.
Force redugtion by s€tyg and frac- and carefully selected fastenings (see
Table A.2).

ture
Fracture
Stiffness/stl
Loosening

Deformation by overstressing
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Annex B
(informative)

Validation tools for pneumatic systems

When pneumatic systems are used in conjunction with other technologies, Annex B should also be taken

intg-acceunt Whaorannaumatic companantearaalactrically caonnactad /cantrallad tha ~nnen riate fault
€t e—werep poeRentsare-erectcarr y-conheetea 7TEontForea ere-appre

list$ in Annex D should be considered.

NOTE Additional requirements can exist in national legislation.

Tabjes B.1 and B.2 list basic and well-tried safety principles.

A list of well-tried components is not given in Annex B of this edition. The Status of “w¢ll-tried” is
mainly application-specific. Components can be described as “well-tried’.if they are in accorflance with
[SO[13849-1:2006, 6.2.2 and ISO 4414:2010, Clauses 5 to 7. A well-tried,component for some applications

could be inappropriate for other applications.
Tabjes B.3 to B.18 list fault exclusions and their rationale. For futther exclusions, see 4.4.

The precise instant at which the fault occurs can be critical (see 9.1).

Table B.1 — Basic safety principles

Basic safety principle

Remarks

Usd of suitable materials and adequate
mahufacturing

Selection of material, manufacturing methods and treatment in
relation to, e.g. stress, durability, elasticity, friction, wgar, corro-
sion, temperature.

Correct dimensioning and shaping

Consider, e.g. stress, strain, fatigue, surface roughness} toler-
ances, and manufacturing.

Proper selection, combination, arrahgement,
asspmbly and installation of components/
sysfem

Apply manufacturer’s application notes, e.g. catalogue|sheets,
installation instructions, specifications and use of good engineer-
ing practice in similar components/systems.

Usq of de-energization prineiple

The safe state is obtained by release of energy to all reflevant
devices. See primary action for stopping in ISO 12100:2010,
6.2.11.3.

Energy is supplied for starting the movement of a mechanism.
See primary action for starting in ISO 12100:2010, 6.2]11.3.

Consider different modes, e.g. operation mode, maintehance
mode.

Thisprinciple-shalnotbeusedin-someappheations—€.g. where

the loss of pneumatic pressure will create an additional hazard.

Proper fastening

For the application of, e.g. screw locking, fittings, gluing or clamp
ring, consider manufacturer’s application notes.

Overloading can be avoided by applying adequate torque loading
technology.

Pressure limitation

Examples are pressure-relief valve, pressure-reducing/control
valve.

Speed limitation/ speed reduction

An example is the speed limitation placed on a piston by a flow
valve or throttle.

Sufficient avoidance of contamination of the
fluid

Consider filtration and separation of solid particles and water in
the fluid.

© IS0 2012 - All rights reserved
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Table B.1 (continued)

Basic safety principle

Remarks

Proper range of switching time

Consider, e.g. the length of pipework, pressure, exhaust capacity,
force, spring tiredness, friction, lubrication, temperature, inertia
during acceleration and deceleration, and combination of toler-
ances.

Withstandi

ng environmental conditions

Design the equipment so that it is capable of working in all
expected environments and in any foreseeable adverse con-
ditions, e.g. temperature, humidity, vibration, pollution. See

Clause10 and considermanufacturer’sspecification/application
r I =rr

notes.

Protection

hgainst unexpected start-up

Consider unexpected start-up caused by stored energy-and after
power supply restoration for different modes, e.g. operation
mode, maintenance mode.

Special equipment for the release of stored energy can be necqs-
sary (see ISO 14118:2000, 5.3.1.3).

Special applications (e.g. to keep energy(for clamping devices ¢r
ensure a position) need to be considered separately.

Simplificat

on

Avoid unnecessary components insthe safety-related system.

Proper temperature range

To be considered throughoutthé whole system.

Separation

Separation of the safety-related functions from other functionis
(e.g. logical separation).

Table B.2 — Well-tried safety principles

Welll-tried safety principle

Remarks

Overdimen

cioning /safety factor

Safety; factors are as given in standards or by good experience|in
safety-related applications.

Safe positid

The moving part of the component is held in one of the possibl
positions by mechanical means (friction only is not enough).
Force is needed to change the position.

W

Increased (

FF force

One solution can be that the area ratio for moving a valve spodl
to the safe position (OFF position) is significantly larger than flor
moving the spool to ON position (a safety factor).

Valve close

1 by load pressure

These are generally seat valves, e.g. poppet valves, ball valves,

Consider how to apply the load pressure in order to keep the
valve closed even if, for example, the spring closing the valve
breaks.

Positive me

chanical action

The positive mechanical action is used for moving parts insidg
pneumatic components. See also Table A.2.

Multiple pa

rts

See Table A.2.

Use of well-

tried spring

See Table A.2.

Speed limitation/speed reduction by resist-
ance to defined flow

Examples are fixed orifices and fixed throttles.

Force limitation/force reduction

This can be achieved by a well-tried pressure relief valve which
is, e.g. equipped with a well-tried spring, correctly dimensioned
and selected.

Appropriate range of working conditions

The limitation of working conditions, e.g. pressure range, flow
rate and temperature range, should be considered.

Proper avoidance of contamination of the

fluid

Consider the need for a high degree of filtration and separation of
solid particles and water in the fluid.

22

© ISO 2012 - All rights reserved


https://standardsiso.com/api/?name=e27ac535c96ab67ce9aed97d911d2bd6

Table B.2 (continued)

ISO 13849-2:2012(E)

Well-tried safety principle

Remarks

Sufficient positive overlapping in spool

valves

The positive overlapping ensures the stopping function and pre-
vents movements that are not allowed.

Limited hysteresis

will increase the hysteresis.

For example, increased friction or a combination of tolerances

Table B.3 — Faults and fault exclusions — Directional control valves

Fault considered

Fault exclusion

Remarks

Chgnge of switching times

Yes, in the case of positive mechanical
action (see Table A.2) of the moving
components, as long as the actuating
force is sufficiently large.

Non-switching (sticking at the end
or Z4ero position) or incomplete
switching (sticking at a random
int¢rmediate position)

Yes, in the case of positive mechanical
action (see Table A.2) of the moving
components, as long as the actuating
force is sufficiently large.

Spdntaneous change of the initial
switching position (without an
inp[it signal)

Yes, in the case of positive mechatical
action (see Table A.2) of the mdving
components, as long as the holding
force is sufficiently large, orif well-
tried springs are used (see Table A.2)
and normal installatief’and operating
conditions apply (see‘remark), or in the
case of spool valyes with elastic sealing
and if normal installation and operat-
ing conditions apply (see remark).

Normal installation and
conditions apply when

— the conditions laid d
manufacturer have bee
into account,

— the weight of the mo
ponent is not acting unf
in terms of safety

(e.g. horizontal installa

operating

bwn by the
h taken

ying com-
avourably

ion),

— there are no inertia forces act-

ing adversely on movin
nents (e.g. direction of y
ponent motion takes in
magnitude and directig
forces), and

b compo-
ralve com-
o account
n of inertia

if normal conditions of operation apply
[see remark 2)], and adequate treat-
ment and filtration of the compressed
air is provided.

— no extreme vibration} and shock
stresses occur.

Leakage Yes, in the case of spool-type valves 1) In the case of spool-type valves
with elastic seal, in so far as a suffi- with elastic seal, the effects due to
cient positive overlap is present [see leakage can usually be ¢xcluded.
remark 1)], normal conditions of opera- | However, a small amount of leak-
tion apply, and an adequate treatment |age can occur over a lonjg period
and filtration of the compressed airis |of time.
provided; or, in the case of seat valves, 2} Normalconditions-of operation

apply when the conditions laid
down by the manufacturer are

taken into account.

If the control functions are realized by a number of single-function valves, then a fault analysis should be car-
ried out for each valve. The same procedure should be carried out in the case of piloted valves.
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Table B.3 (continued)

Fault considered Fault exclusion Remarks
Change in the leakage flow rate None. —
over a long period of use
Bursting of the valve hous- Yes, if construction, dimensioning and
ing or breakage of the moving installation are in accordance with

component(s) as well as breakage/ |good engineering practice.
fracture of the mounting or hous-

ing screws

For servo apd proportional valves: |Yes, in the case of servo and propor- —
pneumatic faults which cause tional directional valves, if these can

uncontrolldd behaviour be assessed in terms of technical safety

as conventional directional control
valves, owing to their design and con-
struction.

If the contrpl functions are realized by a number of single-function valves, then a fault analysis should be ca
ried out for|each valve. The same procedure should be carried out in the case of piloted.valves.

Tabje B.4 — Faults and fault exclusions — Stop (shut-off) valves/non-return (check)
valves/quick-action venting valves/shuttle yalves, etc.

Fault considered Fault exclusion Remarks
Change of witching times None. —
Non-openirg, incomplete opening, |Yes, if the guidance systemfor'the For a non-controlled ball seat
non-closurg¢ or incomplete closure |moving component(s) is designed in valve without a damping syster,
(sticking at|an end position or at  |a manner similar to thdtfor a non- the guidance system is generally
an arbitrary intermediate posi- controlled ball seat valve without a designed such that any sticking of
tion) damping system (see remark) and the moving component is unlik¢ly.
if well-tried springs are used (see
Table A.2).
Spontaneous change of the initial |Yes, for normal installation and operat- | Normal installation and operat|ng
switching gosition (without an ing cenditions (see remark) and if there |conditions are met when
input signal) is.sufficient closing force on the basis

— the conditions laid down by the

of the pressures and areas provided. manufacturer are being followdd,

— no special inertial forces affg¢ct
the moving components, e.g. difec-
tion of motion takes into account
the orientation of the moving
machine parts, and

— no extreme vibration or shog¢k
stresses occur.

For Shuttle VCI}VbJ- J;lllultall\/\lu\) ‘l’\/\), ;f, JIT thb bﬂD;O Uf thb bUlthl u\,t;\_ul
closing of both input connections |and design of the moving component,
simultaneous closing is unlikely.

Leakage Yes, if normal conditions of opera- Normal conditions of operation
tion apply (see remark) and there is apply when the conditions laid
adequate treatment and filtration of down by the manufacturer are
the compressed air. taken into account.
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Table B.4 (continued)

Fault considered Fault exclusion Remarks
Change in the leakage flow rate None. —
over a long period of use
Bursting of the valve hous- Yes, if construction, dimensioning and
ing or breakage of the moving installation are in accordance with
component(s) as well as breakage/ | good engineering practice.
fracture of the mounting or hous-
ing screws

Table B.5 — Faults and fault exclusions — Flow valves
Fault considered Fault exclusion Remarks

change in the flow rate due to an
unaill:‘tended change in the set value

Sp:jntaneous change in the setting
devlice

Yes, where'there is an effective protec-
tion of the setting device adapted to
the-particular case, based upon techni-
caksafety specification(s).

Unintended loosening (unscrew-
ing) of the operating element(s) of
thelsetting device

Yes, if an effective positive locking
device against loosening (unscrewing)
is provided.

Buisting of the valve hous*

inglor breakage of the-moving
component(s) as welhas the break-
agel/fracture of the-mounting or
hoysing screws

Yes, if construction, dimensioning and
installation are in accordance with
good engineering practice.

Chgnge in flow rate withoutany |Yes, for flow control valves without 1) The setting device isjnot consid-

change in setting device moving parts [see remark 1)], e.g. ered,to’be a moving paift. Changes
throttle valves, if normal operating in-flow rate due to chanlges in
conditions apply [see remark 2)],and jpressure differences arf physi-
adequate treatment and filtration of eally limited in this typp of valve
the compressed air is provided. and are not covered by this

Chdnge in the flow rate in the case |Yes, if the diameter is = 0,8 mmymor- assumed fault.

of rlon-adjustable, circular orifices |mal operating conditions apply [see 2) Normal operating copditions

and nozzles remark 2)], and if adequatetréatment |apply when the conditigns laid
and filtration of the compressed airis |down by the manufactyrer are
provided. taken into account.

For|proportional flow valves: None. —

© IS0 2012 - All rights reserved
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Table B.6 — Faults and fault exclusions — Pressure valves

Fault considered Fault exclusion Remarks

Yes, if

— the guidance system for the moving
component(s) is similar to the case of
a non-controlled ball seat or mem-
brane valve [see remark 2)], e.g. for a
pressure-reducing valve with second-
ary pressure relief, and

1) This fault applies only when
the pressure valve(s) is used for
forced actions, e.g. clamping.

Non-opening or insufficient
opening when exceeding the set
pressure (sticking or sluggish
movement of the moving compo-

nent) [see remark 1)] This fault does not apply to its

normal function in the pneumatic
systems, e.g. pressure limitation,
pressure decrease.

Non-closing or insufficient closing
if pressure drops below the set
value (sticking-erstegsish-move
ment of thelmoving component)
[see remark 1)]

2) For a non-controlled ball seaf
valve or for a membrane valve;
the guidance system is generally
Yes, for directly actuated pressure- designed such that any'sticking of
limiting valves and pressure-switching |the moving component’is unlik¢ly.
valves if the installed spring(s) are
well-tried (see Table A.2).

None.

— the installed springs are well-tried
springs (see Table A.2).

Change of the pressure control
behaviour yithout changing the
setting devjce [see remark 1)]

For proportional pressure valves:
change in the pressure control
behaviour dlue to unintended
change in the set value [see
remark 1)]

Yes, where there is effective protec- —
tion of the setting device within the
requirements of the applicationfe.g.
lead seals.

Spontaneoys change in the setting
device

Yes, if an effective positive loeking
device against unscrewing'is provided.

Unintended unscrewing of the
operating element of the setting

Bursting of]

the valve hous-

Yes, if construction, dimensioning and

ing or breakage of the moving installation are in accordance with
component|s) as well as breakage/ |good engineering practice.
fracture of the mounting-er hous-

ing screws

device

Leakage Yes, for seat valves,membrane valves |Normal operating conditions arje
and spool valvés-with elastic sealing met when the conditions laid
in normal operating conditions (see down by the manufacturer are
remark) and/if adequate treatment followed.
and filtration of the compressed air is
provided.

Change of the leakage flow rate, None. —

over a longperiod of use
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Table B.7 — Faults and fault exclusions — Pipework

Fault considered

Fault exclusion

Remarks

Bursting and leakage

Yes, if the dimensioning, choice of materials
and fixing are in accordance with good engi-
neering practice (see remark).

When using plastic pipes, it is
necessary to consider the manu-
facturer’s data, in particular with
respect to operational environ-

mental influences, e.g. th

ermal

influences, chemical influences or
influences due to radiation. When
using steel pipes that have not been

treated with a corrosienjresistant
medium, it is particularly important
to provide sufficient'drylng of the
compressed air:
Failure at the connector |Yes, if using bite-type fittings or threaded —
(e.g tearing off, leakage) |pipes (i.e. steel fittings, steel pipes) and if
dimensioning, choice of materials, manufac-
ture, configuration and fixing are in accord-
ance with good engineering practice.
Clogging (blockage) Yes, for pipework in the power circuit.
Yes, for the control and measurement pip€-
work if the nominal diameter is = 2 mni:
Kinking of plastic pipes |Yes, if properly protected and installed, taking
with a small nominal into account the relevant manufdcturer’s data,
diameter e.g. minimum bending radius.
Table B.8 — Faults and fault exclusions — Hose assemblies
Fault considered Fault exclusion Remarks
Builsting, tearing off at Yes, if hose,assemblies use hoses manufac- Fault exclusion is not confsidered
thelfitting attachment and |tured to ISO-4079-1 or similar hoses (see when
leakage remark)with the corresponding hose fittings. | the intended lifetime fs expired,
— fatigue behaviour of rginforce-
ment can occur,
— external damage is unfavoidable.
Clogging (blockage] Yes, for hose assemblies in the power circuit, —
and, in the case of the control and measure-
ment hose assemblies, if the nominal diameter
is =2 mm.
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Table B.9 — Faults and fault exclusions — Connectors

Fault considered

Fault exclusion

Remarks

Bursting, breaking of
screws or stripping of
threads

Yes, if dimensioning, choice of material, manu-
facture, configuration and connection to the
piping and/or to the pipe/hose fittings are in
accordance with good engineering practice.

Leakage (loss of airtight-
ness)

None.

Due to wear, ageing, deterioration
of elasticity, etc. it is not possible to
exclude faults over a long period. A

sudden majnr failure gf the airtight-

ness is not assumed.

Clogging (bHlockage)

Yes, for applications in the power circuit and,
in the case of control and measurement con-
nectors, if the nominal diameter is = 2 mm.

Table B.10 — Faults and fault exclusions — Pressure transmitters and-pressure medium

transducers

Fault considered

Fault exclusion

Remarks

Loss or chapge of air/
oil-tightnegs of pressure
chambers

None.

Bursting of|the pressure
chambers as well as frac-
ture of the attachment or
cover screws

Yes, if dimensioning, choice of material,-con-
figuration and attachment are in accetdance
with good engineering practice.

Table B.11 — Faults and fault exclusions — Compressed air treatment — Filters

Fault considered

Fault’exclusion

Remarks

Blockage off the filter ele-
ment

None.

Rupture or|partial rup-
ture of the filter element

Yes, if the filter element is sufficiently resist-
ant to-pressure.

Failure of tJ1e filter condi-
tion indicatlor or monitor

Nonke.

Bursting of|the filter;
housing or fractureef
the cover of conrieeting
elements

Yes, if dimensioning, choice of material,
arrangement in the system and fixing are in
accordance with good engineering practice.
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Table B.12 — Faults and fault exclusions — Compressed-air treatment — Oilers

Fault considered

Fault exclusion

Remarks

Change in the set value
(oil volume per unit time)
without change to the set-
ting device

None.

Spontaneous change in
the setting device

Yes, if effective protection of the setting device
is provided, adapted to the particular case.

Unintended unscrewing

Yes, if an effective positive locking device

of the operating element
of the setting device

against unscrewing is provided.

Bujysting of the housing
or firacture of the cover,
fixiphg or connecting ele-
ments.

Yes, if the dimensioning, choice of materials,
arrangement in the system and fixing are in
accordance with good engineering practice.

Table B.13 — Faults and fault exclusions — Compressed airtreatment — Silencers
Fault considered Fault exclusion Remarks
Blofkage (clogging) of the |Yes, if the design and construction of thie Clogging of the silencer dlement
silencer silencer element fulfils the remark. and/or an increase in thq exhaust
air back-pressure above f certain
critical value is unlikely {f the
silencer has a suitably lafge diam-
eter and is designed to meet the
operating conditions.
Table B.14 — Faults and fault'exclusions — Accumulators and pressure vessels
Fault considered Fault exclusion Remarks
Frafture/bursting of the |Yes, ifieanstruction, choice of equipment, —
acchimulator/pressure choice' of materials and arrangement in the
vespel or connectors or system are in accordance with good engineer-
stripping of the threads ofl|ihg practice.
thelfixing screws
Table B.15 — Faults and fault exclusions — Sensors
Faulteonsidered Fault exclusion Remarks
Faullty-sensor (see None. Sensors in this table inclyide signal
rentark) Tapture, processimgamtoutput, in
particular for pressure, flow rate,
temperature, etc.
Change of the detection or [ None. —

output characteristics
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Table B.16 — Faults and fault exclusions — Information processing — Logical elements

Fault considered

Fault exclusion

Remarks

Faulty logical element
(e.g. AND element, OR
element, logic-storage-
element) due to, e.g.
change in the switching
time, failing to switch or

incomplete

switching

For corresponding fault assumptions and fault
exclusions, see Tables B.3, B.4 and B.5 and the
relevant related components.

Table B.17 — Faults and fault exclusions — Information processing — Time-delay devices

Fault considered Fault exclusion Remarks
Faulty timeg-delay device, |Yes, for time-delay devices without moving Normal operating ¢enditions are
e.g. pneumatic and pneu- |components, e.g. fixed resistance, if normal met when the conditions laid doyn
matic/mec:ranical time operating conditions (see remark) apply and |by the manufacturer are followefl.
and counting elements adequate treatment and filtration of the com-
Change of detection or pressed air is provided.
output characteristics
Bursting of|the housing  |Yes, if construction, dimensioning and instal- —
or fracture|of the cover or |lation are in accordance with good engineer-
fixing elempnts ing practice.

Taple B.18 — Faults and fault exclusions — Information processing — Converters

Fault considered Fault exclusien Remarks
Faulty conyerter [see Yes, for converters withoutmoving compo- 1) This covers, for example, the
remark 1)] nents, e.g. reflex nozzle; ifnormal operating  |conversion of a pneumatic signal

conditions apply [seexremark 2)] and adequate |into an electrical one, the positign

Change of t
output chat

he detection or
acteristics

treatment and filtration of the compressed air
is provided.

detection (cylinder switch, reflex
nozzle), the amplification of pney-

matic signals.

2) Normal operating conditions 4
met when the conditions laid doy
by the manufacturer are followe

24

Bursting of
or fracture
fixing elem

the housing
of the cover ox
bnts

Yes, if construction, dimensioning and instal-
fation are in accordance with good engineer-
ing practice.
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Annex C
(informative)

Validation tools for hydraulic systems

When hydraulic systems are used in conjunction with other technologies, Annex C should also be taken

into-aeceunt Whara hudraulic comnaonantc qrn alacteically connactad /eanteallad tha nnen
€Ot t—-Rere-nyeat T oty o

priate fault

list$ in Annex D should be considered.

NOTE

T COTT P oTICIIco o o C1reTerIo

CoOTIICCTe O CoTrTr omTotrrT o p pT o

Additional requirements can exist in national legislation.

Tabjes C.1 and C.2 list basic and well-tried safety principles. Air bubbles and cayitation in th
fluifl should be avoided because they can create additional hazards, e.g. unintended movements.

b hydraulic

A list of well-tried components is not given in Annex C of this edition. The status of “wg¢ll-tried” is
mainly application-specific. Components can be described as “well-tried®if they are in accor

ISO

could be inappropriate for other applications.

Tables C.3 to C.12 list fault exclusions and their rationale. Forfurther exclusions, see 4.4.

The

precise instant at which the fault occurs can be criticalr(see 9.1).

Table C.1 — Basicsafety principles

Hance with

13849-1:2006, 6.2.2 and IS0 4414:2010, Clauses 5 to 7. A well-tried\component for some applications

Basic safety principle

Remarks

Usd of suitable materials and adequate

hufacturing

=)
3

S€élection of material, manufacturing methods and tre

relation to e.g. stress, durability, elasticity, friction, wdar, corro-

sion, temperature, hydraulic fluid.

tmentin

Corfrect dimensioning and shaping

Consider, e.g. stress, strain, fatigue, surface roughness
ances, manufacturing.

toler-

Proper selection, combination, arrange-
meiTts, assembly and installation of compo-
nerts/system

Apply manufacturer’s application notes, e.g. catalogue
installation instructions, specifications, and use of gog
neering practice in similar components/systems.

sheets,
d engi-

Usd of de-energization principle

The safe state is obtained by release of energy to all relevant

devices. See primary action for stopping in ISO 12100:
6.2.11.3.

Energy is supplied for starting the movement of a mec
See primary action for starting in ISO 12100:2010, 6.2

Consider different modes, e.g. operation mode, mainte
mode.

010,

hanism.
11.3.

hance

This principle shall not be used in some applications, e.g. where
the loss of hydraulic pressure will create an additional hazard.

Proper fastening

For the application of e.g. screw locking, fittings, gluing, clamp

ring, consider manufacturers application notes.

Overloading can be avoided by applying adequate torque loading

technology.

Pressure limitation

Examples are pressure-relief valve, pressure-reducing/control

valve.

Speed limitation/speed reduction

An example is the speed limitation of a piston by a flow valve or a

throttle.
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Table C.1 (continued)

Basic safety principle Remarks

Sufficient avoidance of contamination of the |Consider filtration/separation of solid particles/water in the
fluid fluid.

Consider also an indication of the need for a filter service.

Proper range of switching time Consider, e.g. the length of pipework, pressure, evacuation relief
capacity, spring tiredness, friction, lubrication, temperature/vis-
cosity, inertia during acceleration and deceleration, combination
of tolerances.

Withstandi'ng environmental conditions Design the equipment so that it is capable of working in all
expected environments and in any foreseeable adverse een*
ditions, e.g. temperature, humidity, vibration, pollution.|See
Clause 10 and consider the manufacturer’s specification and
application notes.

Protection pgainst unexpected start-up Consider unexpected start-up caused by stored energy and aftler
power supply restoration for different modes;€.g. operation
mode, maintenance mode.

Special equipment for release of stored-energy may be necessgry.

Special applications (e.g. to keep energy for clamping devices ¢r
ensure a position) need to be.egfisidered separately.

Simplification Avoid unnecessary components in the safety-related system.
Proper temperature range To be considered throughout the whole system.
Separation Separation of safety:rélated functions from other functions.
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Table C.2 — Well-tried safety principles

Well-tried safety principle

Remarks

Overdimensioning/safety factor

Safety factors are as given in standards or by good experience in

safety-related applications.

Safe position

The moving part of the component is held in one of the poss

tions by mechanical means (friction only is not enough). Force is

needed to change the position.

ible posi-

Increased OFF force

One solution can be that the area ratio for moving a valve spool to the
safe position (OFF position) is significantly larger than for moving the

spool to the ON position (a safety factor).

Val

Ve closed by load pressure

Examples are seat and cartridge valves.

Consider how to apply the load pressure in order to'keep th
closed even if, e.g. the spring closing the valve breaks.

b valve

Posd

itive mechanical action

The positive mechanical action is used for moving parts ins
lic components. See also Table A.2.

de hydrau-

Multiple parts See Table A.2.

Usd of well-tried spring See Table A.2.

Speled limitation/speed reduction by  |Examples are fixed orifices and(fixed throttles.
res]stance to defined flow

For]

ce limitation/force reduction

This can be achieved by a/well-tried pressure-relief valve w|

equipped with a well-tried spring, correctly dimensioned apd selected.

hich is, e.g.

tior

Appropriate range of working condi-

S

The limitation of working conditions, e.g. pressure range, fl
and temperatui€ range, should be considered.

bw rate

Mo

hitoring of the condition of the fluid

Consider a high degree of filtration/separation of solid part
in the fluidfConsider also the chemical/physical conditions

Consider an indication of the need for a filter service.

cles/water
of the fluid.

Sufficient positive overlapping in pis- |Thépositive overlapping ensures the stopping function and|prevents

ton|valves non-permitted movements.

Linjited hysteresis For example increased friction will increase the hysteresis.|A combina-
tion of tolerances will also influence the hysteresis.
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Table C.3 — Faults and fault exclusions — Directional control valves

Fault considered

Fault exclusion

Remarks

Change of switching times

Yes, in the case of positive mechanical action
(see Table A.2) of the moving components as
long as the actuating force is sufficiently large;
or, in respect of the non-opening of a special
type of cartridge seat valve, when used with at
least one other valve, to control the main flow
of the fluid [see remark 1)].

1o (o

Vaoc i aca of oot +ion

1) A special type of cartridge seat
valve is obtained if

— the active area for initiating the
safety-related switching movement
is atleast 90 % of the total area of
the moving component (poppet),

— the effective control pressure on

Non-switc
at an end o}
or incomplg
ing (stickin|
intermedia

ticling
He-{stieking
zero position)
te switch-
p at arandom
Le position)

Izaaa honical o o
TCS T trrC Ca ST o poOSTtr v e CrrarrCa T a CeroTT

(see Table A.2) of the moving components as
long as the actuating force is sufficiently large;
or, in respect of the non-opening of a special
type of cartridge seat valve, when used with at
least one other valve, to control the main flow
of the fluid [see remark 1)].

the active area can be increased up
to the maximum working pressdre
(in accordance with ISO 5598:20p08,
3.2.429) in line with the behaviopir
of the seat valve in question,

on
of

— the effective control pressure
the area opposite the active areal
the moving-component is vented|to

a very low.value compared with the
maximunroperating pressure, e.g.
returnpressure in case of pressyre
dtump valves or supply pressure {n

case of suction/fill valves,

— the moving component (popp¢t)
is provided with peripheral bala

ing grooves, and

— the pilot valve(s) to this seat
valve is designed together in a
manifold block (i.e. without hose
assemblies and pipes for the con
nection of these valves).

the initial s

Spontaneoys change of

witching posi-

Yes, in the case of pesitive mechanical action
(see Table A.2) of the‘moving components as

2) Normal installation and opergt-
ing conditions apply when

tion (withopt an input lon_g as the holdmg force is sufficiently large; | the conditions laid down by
signal) or if well-tried'springs are used (see Table A.2) .
. - : .~ |the manufacturer are taken into
and normal irstallation and operating condi-

. : account,

tions apply [see remark 2)]; or, in respect of

the gon-opening of a special type of cartridge |— the weight of the moving com
seatwvalve, when used with atleast one other |ponent does not act in an unfavofir-
valve, to control the main flow of the fluid able sense in terms of safety, e.g.
[See remark 1)] and if normal installation and |horizontal installation,

operating conditions apply [see remark 2)]. N .

p g pply [ ) — no special inertial forces affedt
the moving components, e.g. dirgc-
tion of motion takes into account
the orientation of the moving
lllab}lillc l)al tb, aud
— no extreme vibration and shock
stresses occur.

Leakage Yes, in the case of seat valves, if normal instal- |Normal installation and operating

lation and operating conditions apply (see
remark) and an adequate filtration system is
provided.

conditions apply when the condi-
tions laid down by the manufac-
turer are taken into account.

If the control functions are realized by a number of single-function valves, then a fault analysis should be car-
ried out for each valve. The same procedure should be carried out in the case of piloted valves.
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Fault considered

Fault exclusion

Remarks

Change in the leakage
flow rate over a long
period of use

None.

Bursting of the valve
housing or breakage of
the moving component(s)
as well as breakage/frac-

Yes, if construction, dimensioning and instal-
lation are in accordance with good engineer-
ing practice.

tur ofthe mnnnﬁng fa¥al

hoysing screws

For|servo and propor- Yes, in the case of servo and proportional
tional valves: hydraulic directional valves, if these can be assessed in
faults which cause uncon- |terms of safety as conventional directional

trolled behaviour

control valves, owing to their design and con-
struction.

rie

Iftze control functions are realized by a number of single-function valves, then.a fault analysis shou
out for each valve. The same procedure should be carried out in the casg-of piloted valves.

d be car-

Table C.4 — Faults and fault exclusions — Stop (shut-off) valves/non-return (ch

valves/shuttle valves)etc.

bck)

Fault considered

Fault exclusion

Remarks

Chdnge of switching times

None.

Non-opening, incomplete
op¢gning, non-closure or
incpmplete closure (stick-
inglat an end position or
at an arbitrary intermedi-

n
atealposition)

Yes, if the guidance system-for the moving
component(s) is designéd’in a manner similar
to that for a non-controlled ball seat valve
without a damping.system (see remark) and if
well-tried springs-are used (see Table A.2).

For a non-controlled ball
without damping system
ance system is generally
in such a manner that an
ing of the moving compo
unlikely.

seat valve
the guid-
designed
 stick-
hent is

Spdntaneous change of
thelinitial switching posi-
tion} (without an input
sigmal)

Yes, for,normal installation and operating con-
ditions.(see remark) and if there is sufficient
closing force on the basis of the pressures and
areds provided.

Normal installation and
conditions are met when|

— the conditions laid do
manufacturer are follow:

— no special inertial for
the moving components,
tion of motion takes into
the orientation of the mo
machine parts, and

— no extreme vibration
stresses occur.

bperating

vn by the
bd and

es affect
e.g. direc-
account
ving

br shock

FO ahuttl\, Vﬂ]lV\a‘)- Q;lllu}
taneous closing of both

input connections

AVS ' tlhals H £l £ 3 |
ICO, 11, UVIT UIIU UdOTIO UL LIIU LUITIOSLTI UL LIvIT dItu
design of the moving component, this simulta-
neous closing is unlikely.

Leakage

Yes, if normal conditions of operation apply
(see remark) and an adequate filtration sys-
tem is provided.

Normal conditions of operation
apply when the conditions laid

down by the manufactur
taken into account.

er are
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the setting

Spontaneoys change in

device

Yes, wheré there is an effective protection
of the'setting device adapted to the par-
tieular case, based upon technical safety
specification(s).

Unintended
(unscrewin
ating eleme
setting dev

loosening

) of theoper-
nt(s) ef the

ce

Yes, if an effective positive locking device
againstloosening (unscrewing) is provided.

Bursting off

thaualua

Vac if caonctruction dimancioning and inctal
7 et 6t e 2

Table C.4 (continued)
Fault considered Fault exclusion Remarks

Change in the leakage None. —

flow rate over a long

period of use

Bursting of the valve Yes, if construction, dimensioning and instal-

housing or breakage of lation are in accordance with good engineer-

the moving component(s) |ing practice.

as well as breakage/frac-

ture Of the 'nnnnh'ng fa¥al

housing scifews

Table C.5 — Faults and fault exclusions — Flow valves
Fault considered Fault exclusion Remarks

Change in the flow rate Yes, in the case of flow valves without mov- 1) The setting device is not consild-

without chgnge in the set- |ing parts [see remark 1)], e.g. throttle valves, |ered to be aimoving part. Changgs

ting device if normal operating conditions apply [see in flow rate due to changes in th{

remark 2)] and an adequate filtration system |pressure differences and viscosity
is provided [see remark 3)]. are physically limited in this typg
Change in the flow rate in |Yes, if the diameter is > 0,8 mm, normal oper- ofvalve and are not covered by this
: . - assumed fault.

the case of hon-adjusta- |ating conditions apply [see remark 2)] and a@n

ble, circulaf orificesand |adequate filtration system is provided. 2) Normal operating conditions gre

nozzles met when the conditions laid doyn
by the manufacturer are followefl.
3) Where a non-return valve is irte-
grated into the flow valve, then, |n
addition, the fault assumptions fpr
non-return valves have to be taken
into account.

For proportional flow None. —

valves: chapge in the flow

rate due to pn unintended

change in the set value

housing or breakage of

the moving component(s)
as well as the breakage/
fracture of the mounting
or housing screws

lation are in accordance with good engineer-
ing practice.
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Table C.6 — Faults and fault exclusions — Pressure valves

Fault considered

Fault exclusion

Remarks

Non-opening or insuf-
ficient opening (spatially
and temporarily) when
exceeding the set pres-
sure (sticking or slug-
gish movement of the
moving component) [see
remark 1)]

Yes, in respect of the non-opening of a special
type of cartridge seat valve, when used with
at least one other valve, to control the main
flow of the fluid [see remark 1)] of Table C.3);
or if the guidance system for the moving
component(s) is similar to the case of a non-
controlled ball seat valve without a damping
device [see remark 2)] and if the installed

1) This fault applies only
pressure valve(s) is (are)

forced actions, e.g. clamping, and
for the control of hazardous move-

ment, e.g. suspension of |

fault does not apply to its normal
function in hydraulic systems,

e.g. pressure limitation,

when the
used for

oads. This

ressure

Non-closing or insuf-
ficient closing (spatially
and temporarily) if the
pregsure drops below
the[set value (sticking or
sluggish movement of the
moYing component) [see
renpark 1)]

springs are well-tried (see Table A.2).

Chgnge of the pressure
conftrol behaviour without
charuging the setting
device [see remark 1)]

Yes, in the case of directly actuated pressure-
relief valves, if the installed spring(s) are well«
tried (see Table A.2).

For|proportional pres-
surg valves: change in the
pregsure control behav-
iout due to unintended
chajnge in the set value
[se¢ remark 1)]

None.

decrease.

2) For anon-contreled b
valve without a damping]
the guidance system is g
designed in'stich a mann
sticking of-the moving cd
unlikely,

all seat
device,
bnerally
br that any
mponent is

Spdntaneous change in
the[setting device

Yes, where there is anreffective protection of
the setting deviceradapted to the particular
case in relation‘te-technical safety specifica-
tions

(e.g. lead seals).

Unintended unscrewing
of the operating element
of the setting device

Yes, ifiameffective positive locking device
against unscrewing is provided.

flow rate over+a long
perjod of\use

Buifsting of the valve

Yes, if construction, dimensioning and instal-

Ledkage Yes for seat valves if normal operating condi- |Normal operating conditjons apply
tions apply (see remark) and if an adequate when the conditions laid|down by
filtration system is provided. the manufacturer are taken into

account.

Chgnge of the'leakage None. —

housing or breakage of
the moving component(s)
as well as breakage/frac-
ture of the mounting or
housing screws

Tation are 1n accordance with good engineer-
ing practice.
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Table C.7 — Faults and fault exclusions — Metal pipework

Fault considered

Fault exclusion

Remarks

Bursting and leakage

Yes, if the dimensioning, choice of
materials and fixing are in accord-
ance with good engineering practice.

Failure at the connector (e.g. tearing
off, leakage)

Yes, if welded fittings or welded
flanges or flared fittings are used,
and dimensioning, choice of materi-
als, manufacture, configuration and

fixing are in accordance with aoad
[=] o

engineering practice.

Clogging (bHlockage)

Yes, for pipework in the power circuit,
and for control and measurement
pipework if the nominal diameter

is =3 mm.

Table C.8 — Faults and fault exclusions — Hose assemblies

Fault considered Fault exclusion Remarks
Bursting, tearing off at the fitting None. —
attachment and leakage
Clogging (blockage) Yes, for hose assemblies in the power
circuit, and for control and measure-
ment hose assemblies if the‘nominal
diameter is = 3 mm.
Table C.9 — Faults and fault exclusions — Connectors
HFault considered Fault exclusion Remarks

Bursting, bfeaking of screws or strip-
ping of thrdads

Yes, if dimensioning, choice of mate-
rialimanufacture, configuration and
cohnection to the piping and/or to
the fluid technology component are
in accordance with good engineering
practice.

Leakage (ldss of the leak-tightness)

None (see remark).

Due to wear, ageing, deterior
tion of elasticity, etc., it is not
possible to exclude faults ovef
along period. A sudden major
failure of the leak-tightness is
not assumed.

Clogglng (l }UL}\dsC) Yca, for ayyli\.qﬂuua rthe power =
circuit, and for control and meas-
urement connectors if the nominal
diameteris = 3 mm.
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Table C.10 — Faults and fault exclusions — Filters

Fault considered Fault exclusion Remarks
Blockage of the filter element None. —
Rupture of the filter element Yes, if the filter element is sufficiently
resistant to pressure and an effective
bypass valve or an effective monitor-
ing of dirt is provided.
Failure of the bypass valve Yes, if the guidance system of the
bypass valve is designed similarly
to that for a non-controlled ball seat
valve without a damping device (see
Table C.4) and if well-tried springs are
used (see Table A.2).
Failure of the dirt indicator or dirt None.
monitor
Buifsting of the filter housing or Yes, if dimensioning, choice of mate-
frag¢ture of the cover or connecting rial, arrangement in the system and
elements fixing are in accordance with good
engineering practice.
Table C.11 —Faults and fault exclusions — Energy storage
Fault considered Fault exclusion Remarks

Frafture/bursting of the energy
stofage vessel or connectors or cover
screws as well as stripping of the
scre¢w threads

Yes, if construction; choice of
equipment, cheice of materials and
arrangementin the system are in
accordance with good engineering
practiee.

betfwveen the gas and the operating

Leakage at the separating element
flulv

Nonfe:

Faij;lre/breakage of the separating
element between the gas and/the
opdgrating fluid

Yes, in the case of cylinder/piston
storage (see remark).

A sudden major leaka
be considered.

e is not to

Fai
sidg

ure of the filling valye'on the gas

Yes, if the filling valve is installed in
accordance with good engineering
practice and if adequate protection
against external influences is pro-
vided.

Table C.12 — Faults and fault exclusions — Sensors

Fault considered

Fault exclusion

Remarks

characteristics

Faulty sensor (see remark) None. Types of sensors include signal
capture, processing and output,
in particular for pressure, flow
rate and temperature.

Change of the detection or output None. —
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D.1 General

Annex D
(informative)

Validation tools for electrical systems

When electrical systems are used in conjunction with other technologies, Annex D should also-be‘taken

into account.

The envird
conditions

Tables D.1

The comp
descriptio
their suita
could be in|

NOTE
application

Clause D.2
For validat]

The precis

{

nmental conditions of IEC 60204-1 apply to the validation process. If other‘énvironme
are specified, they should also be taken into account.

hnd D.2 list basic and well-tried safety principles.

nents listed in Table D.3 are considered to be “well-tried” when they comply with
giveninISO 13849-1:2006, 6.2.4. The standardslisted in Table D:3'‘can be used to demonst
ility and reliability for a particular application. A well-tried ¢gmponent for some applicat
Qppropriate for other applications.

omplex electronic components, such as programmable lagic'controllers (PLCs), microprocessors|
specific integrated circuits, cannot be considered equivaléent to the “well-tried” components.

and Tables D.4 to D.18 list fault exclusions and their rationale. For further exclusions, see
ion, both permanent faults and transient disturbances should be considered.

e instant at which the fault occurs can be critical (see 9.1).

Table D.1'= Basic safety principles

htal

the

rate
ons

and

4.4.

Baglic safety principle

Remarks

Use of suitalble materials and ade-
quate many

Selection of material, manufacturing methods and treatment in relat
to e.g. stress, durability, elasticity, friction, wear, corrosion, tempera
ture, conductivity, dielectric rigidity.

facturing

ion

Correct dimensioning and shaping

Consider, e.g. stress, strain, fatigue, surface roughness, tolerances,
manufacturing.

arrangeme
tion of com

Proper sele

Apply manufacturer’s application notes, e.g. catalogue sheets, install
tion instructions, specifications, and use of good engineering practic

ction, contbination,
hts, assembly and installa-
bonents/system

1)

Correct prg

tective bonding One side of the control circuit, one terminal of the operating coil of e

device is connected to the protective bonding circuit (see IEC 60204-
1:2005, 9.4.3.1).

ich

electromagnetic operated device, or one terminal of another electrical

Insulation monitoring

Use of an insulation monitoring device which either indicates an

(see IEC 60204-1:2005, 6.3.3).

earth fault or interrupts the circuit automatically after an earth fault

40
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Table D.1 (continued)

Basic safety principle

Remarks

Use

of de-energization

A safe state is obtained by de-energizing all relevant devices, e.g. by
use of normally closed (NC) contact for inputs (push-buttons and
position switches) and normally open (NO) contact for relays (see also
[SO 12100:2010, 6.2.11.3).

Exceptions can exist in some applications, e.g. where the loss of the
electrical supply will create an additional hazard. Time-delay functions
may be necessary to achieve a system safe state (see IEC 60204-1:2005,

I
Trahsient suppression

Use of a suppression device (RC, diode, varistor) paralleltolthe load, but
not parallel to the contacts.

NOTE A diode increases the switch-off time.

Red

uction of response time

Minimize delay in de-energizing of switching components.

Corj

hpatibility

Use components compatible with the voltagés-and currents ysed.

Witlhstanding environmental condi-

Design the equipment so that it is capable of working in all eypected

tions environments and in any foreseeabl€adverse conditions, e.g|tempera-
ture, humidity, vibration and electromagnetic interference (EMI) (see
Clause 10).

Secpre fixing of input devices Secure input devices, e.g. inteslocking switches, position swifches, limit

switches, proximity switches, so that position, alignment and switching
tolerance is maintained\under all expected conditions, e.g. vipration,
normal wear, ingress‘offoreign bodies, temperature.

See ISO 14119:1998, Clause 5.

Pro
up

tection against unexpected start-

Prevent unexpected start-up, e.g. after power supply restorafion

(see 1SO 12160:2010, 6.2.11.4, ISO 14118, IEC 60204-1).

Pro

tection of the control circuit

The caritrol circuit should be protected in accordance with
IEC-60204-1:2005, 7.2 and 9.1.1.

Seq
ser

uential switching for circuit of
al contacts of redundant signals

To.avoid common mode failure by the welding of both contacts, switch-
ing on and off does not happen simultaneously, so that one cdntact
always switches without current.

Table D.2 — Well-tried safety principles

Well-tried safetyprinciple

Remarks

Posd
tac

itively mechanically linked con-
s

Use of positively mechanically linked contacts for, e.g. monit¢ring func-
tion in Category 2, 3, and 4 systems (see EN 50205, [EC 60947-4-1:2001,
Annex F, [EC 60947-5-1:2003 + A1:2009, Annex L).

Faullt avioidance in cables

To avoid short circuits between two adjacent conductors, eitlller

— use cable with chip]ding connected to the protective hond ng circuit
on each separate conductor, or

— in flat cables, use one earthed conductor between each signal con-
ductor.

Separation distance

Use of sufficient distance between position terminals, components and
wiring to avoid unintended connections.

Energy limitation

Use of a capacitor for supplying a finite amount of energy, e.g. in a timer
application.

Limitation of electrical parameters

Limiting voltage, current, energy or frequency to restrict movement,
e.g. torque limitation, hold-to-run with displacement/time limited,
reduced speed, to avoid an unsafe state.

©IS
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Table D.2 (continued)

Well-tried safety principle Remarks

No undefined states Avoid undefined states in the control system. Design and construct the
control system so that, during normal operation and all expected oper-
ating conditions, its state, e.g. its output(s), can be predicted.

Positive mode actuation Direct action is transmitted by the shape (and not the strength) with

no elastic elements, e.g. spring between actuator and the contacts
(see ISO 14119:1998, 5.1, IS0 12100:2010, 6.2.5).

Failure mode orientation Wherever possible, the device/circuit should fail to the safe state or
condition.

Oriented fafilure mode Oriented failure mode components or systems should be used whereyer
practicable (see ISO 12100:2010, 6.2.12.3).

Overdimenpioning De-rate components when used in safety circuits, e.g. by the following megans:

— the current passed through switched contacts should’be less than half
their rated current;

— the switching frequency of components shqtild be less than half their
rated value;

— the total number of expected switchingeperations should be no nmjore
than 10 % of the device’s electrical dutability.

NOTE De-rating can depend on the-design rationale.

Minimizing possibility of faults Separate safety-related functions from the other functions.

Balance complexity/simplicity Balance should be made betweéen

— complexity to reach a‘better control, and

— simplification in grder to have better reliability.

Table D.3 — Well-tried components

Well-tried component Additional conditions for “well-tried” | Standard or specificatipn

Switch wit]ln positive mode actuation — IEC 60947-5-1:2003, Annek K
(direct opeping action), e.g.:

— push-bufton;
— position|switch;

— cam-operated selectorswitch, e.g.
for mode of|operation

Emergency|stop deviee — [SO 13850
IEC 60947-5-5
Fuse — IEC 60269-1
Circuit-breaker — IEC 60947-2
Switches, disconnectors — IEC 60947-3
Differential circuit-breaker/RCD — IEC 60947-2:2006, Annex B

(residual current device)
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Well-tried component

Additional conditions for “well-tried”

Standard or specification

Main contactor

Only well-tried if

a) other influences are taken into account,
e.g. vibration,

b) failure is avoided by appropriate meth-
ods, e.g. overdimensioning (see Table D.2),

c) the current to the load is 11m1ted by the

tharmal neataction dagica o

IEC 60947-4-1

T proTecTIoTTare v ey uAAu

d) the circuits are protected by a protection
device against overload.

NOTE  Fault exclusion is not possible.

Corltrol and protective switching
devlice or equipment (CPS)

IEC 60947-6-2

Augiliary contactor (e.g. contactor
reldy)

Only well-tried if

a) other influences are taken into accourit,
e.g. vibration,

b) there is positively energized.action,

c) failure is avoided by appyopriate meth-
ods, e.g. overdimensioning (see Table D.2),

d) the currentin the contactsislimited by a
fuse or circuit-breaker to avoid the welding
of the contacts, and

e) contacts@re positively mechanically
guided when used for monitoring.

NOTE “~Fault exclusion is not possible.

EN 50205
IEC 60947-5-1
IEC 60947-4-1:20(1, Annex F

Relpy

Only well-tried if

d) other influences are taken into account,
e.g. vibration,

b) positively energized action,

c) failure avoided by appropriate methods,
e.g.overdimensioning (see Table D.2), and

d) the current in the contacts is limited by
fuse or circuit-breaker to avoid the welding
of the contacts.

NOTE  Fault exclusion is not possible.

IEC 61810-1
IEC 61810-2

Trapsformer

IEC 61558

Call]e

Cabling external to enclosure should be

IEC 60204-1:2005] Clause 12

protected against mechanical damage
(including, e.g. vibration or bending).

Plug and socket

According to an electrical
standard relevant for the
intended application.

For interlocking, see also
[SO 141109.

Temperature switch

For the electrical side,
see EN 60730-1
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Table D.3 (continued)

Well-tried component

Additional conditions for “well-tried”

Standard or specification

Pressure switch

For the electrical side,
see IEC 60947-5-1

For the pressure side, see
Annexes B and C.

Solenoid for valve

D.2 Fau

D.2.1 Ge

A fault exclusion is valid only if the parts operate within their specified ratings.

D.2.2 “T

If lead-fre¢
whiskers”

exclusion “
high, the f3
component

NOTE1 1
protrusions
prevailing t

NOTE 2
NOTE3 |

without tin
susceptibili

D.2.3 Sh

Short circy
fault exclug

D.2.4 Fa

As it is no
Tables D.2
implement

References [34] and [35] can be helpful for evaluation of the phenomenon.

t exclusion

neral

n whiskers”

processes and products are applied, electrical short circuits. die to the growth of
can occur. This possibility should be evaluated and consideréed when applying the f
Khort circuit...” of any component. For example, if the risk oftin whisker growth is conside
ult exclusion “short circuit of a resistor” is useless, since@short between the contacts of
has to be considered.

in whisker growth is a phenomenon related mainly(to pure bright tin finishes. The needle

can grow to several hundred micrometres in length and can cause electrical short circuits.
heory is that the whiskers are caused by compressive stress build-up in tin plating.

coating. Pads can be coated with tinalloy, but the production process seems not to stimulaté
'y to whisker growing.

prt circuits on PCB-mounted parts

its for parts which areymounted on a printed circuit board (PCB) can only be excluded if]
ion “short circuit Between two adjacent tracks/pads”, described in Table D.5, is made.

11t exclusions.and integrated circuits

t possible)to exclude faults that can cause the malfunction of an integrated circuit

‘tin
hult
red
this

like
The

Vhiskers on printed circuit boards haye-not so far been reported. Tracks usually consist of copper

the

the

see

D and D:21), a single fault can lead to loss of a safety function (including its check/4]
pd in 'a single integrated circuit. Consequently, it is highly unlikely that the multi-cha

functionaljtyhecessary for the fault tolerance and/or detection requirements of category 2, 3 or

T

est)
nel

4|can

be achieved using a single integrated circuit, unless it satisfies the special architecture requirements of

IEC 61508-

44

2:2010, Annex E.
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Table D.4 — Faults and fault exclusions — Conductors/cables

Fault considered

Fault exclusion

Remarks

Sho

rt circuit between any

two conductors

Short circuits between conductors which are

— permanently connected (fixed) and pro-
tected against external damage, e.g. by cable
ducting, armouring,

— separate multicore cables,

— within an electrical enclosure (see remark),

Provided both the conductors and
enclosure meet the appropriate
requirements (see IEC 60204-1).

Ul

— individually shielded with earth connec-

tion.

Shd
dud
dug
to t
con

rt circuit of any con-
tor to an exposed con-
tive part or to earth or
he protective bonding
ductor

Short circuits between conductor and any
exposed conductive part within an electrical

enclosure (see remark).

Op{
dud

n circuit of any con-
tor

None.

Table D.5 — Faults and fault exclusions — Printed circuit boards/assemblies

Fault considered Fault exclusion Remarks
Shdrt circuit between two |Short circuits between adja* As base material, EP GC according to IE¢ 60893-1 is
adjacent tracks/pads cent conductors in accordance |used asa minimum.
with remarks, The clearances and creepage distances|are dimen-
sioned to atleast IEC 60664-5 (IEC 60664-1 for dis-
tances greater than 2 mm) with pollution degree 2/

overvoltage category IlII; if both tracks alt‘e powered
0

by a SELV/PELV power supply, polluti
overvoltage category II applies, with
clearance of 0,1 mm.

degree 2/
i minimum

The assembled board is mounted in a

giving protection against conductive ¢ontamina-
tion, e.g. an enclosure with a protection of at least
[P54, and the printed side(s) is (are) coated with an

ageing-resistant varnish or protective lay
all conductor paths.

NOTE 1 Experience has shown that solde
satisfactory as a protective layer.

NOTE 2 A further protective layer coverir
to IEC 60664-3 can reduce the creepage d

enclosure

er covering
I masks are

g according
stances and

1 1 .
CITAl alILTS UIITICTITISTUTIS.

Open circuit of any track

None.
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Table D.6 — Faults and fault exclusions — Terminal block

Fault considered

Fault exclusion

Remarks

Short circuit between
adjacent terminals

Short circuit between adjacent
terminals in accordance with
remarks 1) or 2).

1) The terminals and connections used are in

accordance with IEC 60947-7-1 or IEC 60947-7-2

and the requirements of IEC 60204-1:2006, 13.1.1,

are satisfied.

2) The design in itself ensures that a short circuit
is avoided, e.g. by shaping shrink-down plastic tub-
ing over connection point.

Open circuft of individual [None. —
terminals
Table D.7 — Faults and fault exclusions — Multi-pin connector
Fault considered Fault exclusion Remarks

Short circu

two adjacent pins

t between any |Short circuit between adja-
cent pins in accordance with
remark.

By using ferrules or other siiitable means for

multi-stranded wires.«Créepage distances and
clearances and all gaps should be dimensioned
atleast IEC 60664-1'with overvoltage category

— O

If the connector is mounted on
a PCB, the fault exclusion con-
siderations of Table D.5 apply.

Interchang
rectly inser
when not p
mechanical

bd or incor-
ted connector
Fevented by
means

None.

Short circu
conductor
to earth or
partortot
conductor

tof any

see remark)

a conductive
e protective

None.

The core of the cable is considered a part of the
multi-pin connector.

connector

Open circullt of individual

ins

None.

Table D

mag

8 — Faults and fault exclusions — Switches — Electromechanical position switche
manually operated switches (e.g. push-button, reset actuator, DIP switch,
rnetically operated contacts, reed switch, pressure switch, temperature switch)

F

Ault considered

Fault exclusion

Remarks

Contact willl not close

Pressure-sensitive devices in accord-
ance with ISO 13856

Contact wi

Inot open

expected to open.

Contacts 1n accordance with
IEC 60947-5-1:2003, Annex K, are

operations

is considered.

For PL e, a fault exclusion for mechanical (e.g. the mechanical link between an actuator and a contact element)
and electrical aspects is not allowed. In this case redundancy is necessary. For emergency stop devices in
accordance with IEC 60947-5-5, a fault exclusion for mechanical aspects is allowed if a maximum number of

NOTE  The faultlists for the mechanical aspects are considered in Annex A.
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Fault considered

Fault exclusion

Remarks

Short circuit between adjacent con-
tacts insulated from each other

Short circuit can be excluded
for switches in accordance with
IEC 60947-5-1 (see remark).

Simultaneous short circuit between
three terminals of change-over con-
tacts

Simultaneous short circuits can be
excluded for switches in accordance
with IEC 60947-5-1 (see remark).

Conductive parts which become
loose should not be able to
bridge the insulation between
contacts.

For PL e, a fault exclusion for mechanical (e.g. the mechanical link between an actuator and a contact element)

an
acc
opHd

rations is considered.

electrical aspects is not allowed. In this case redundancy is necessary. For emergency stop devides in
brdance with IEC 60947-5-5, a fault exclusion for mechanical aspects is allowed if a maximum number of

NOT

E  The faultlists for the mechanical aspects are considered in Annex A.

(e.g. relay, contactor relays)

Table D.9 — Faults and fault exclusions — Switches — Electromechanical devi¢es

Fault considered

Fault exclusion

Remarks

All pontacts remain in the energized |None.

posjition when the coil is de-energized

(e.g due to mechanical fault)

All rontacts remain in the de-ener- None.

giz¢d position when power is applied

(e.g due to mechanical fault, open

cirduit of coil)

Corftact will not open None.

Corjtact will not close None.

Simlultaneous short circuit between |Simiultaneous short circuit can be
the[three terminals of a change-over (excluded if remarks are taken into

The creepage and cle
distances are dimens

rance
oned to at

ope

n and normgdlly closed contacts

be excluded if remark is taken into
account.

conftact account. least IEC 60664-1 with at least

Sh’(jzt circuit between two pairs-ef Short circuit can be excluded if ICJ;)‘cléutgl?nI(%Iegree 2/overvoltage

conftacts and/or between contacts remarks are taken into account. gory 1.

and coil terminal Conductive parts which become
loose cannot bridge the insula-
tion between contact$ and the
coil.

Simjultaneous closing of normally Simultaneous closing of contacts can |Positively driven (or fnechani-

cally linked) contacts|are
used (see IEC 60947-3-1:2003,
Annex L).
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Table D.10 — Faults and fault exclusions — Switches — Proximity switches

Fault considered

Fault exclusion

Remarks

Permanently low resistance at output

None (see remark).

See IEC 60947-5-3.

Permanently high resistance at out-

put

None (see remark).

Fault prevention measures
should be described.

Interruption in power supply

None.

No operation of switch due to
mechanical failure

No operation due to mechanical

failure when remark is taken into
account

All parts of the switch should
be sufficiently well fixed.

Eormechanicalasnects sece
B >

Annex A.
Short circujt between the three con- |None. —
nections offa change-over switch
Table D.11 — Faults and fault exclusions — Switches — Solenoid valves
Fault considered Fault exclusion Remarks
Does not erlergize None. —
Does not dg-energize None.
NOTE  Th¢ fault lists for the mechanical aspects of pneumatic and hydraulic7alves are considered in Annexes B apd C
respectively|
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Table D.12 — Faults and fault exclusions — Discrete electrical components — Transformers

Fault considered

Fault exclusion

Remarks

Open circuit of individual winding

None.

Short circuit between different wind-
ings

Short circuit between different wind-
ings can be excluded if remarks 1)
and 2) are taken into account.

Short circuit in one winding

A short circuit in one winding can be
excluded if remark 1) is taken into

1) The requirements of the rel-
evant parts of IEC 61558 should

be met.

2) Between different wind-
ings, doubled or reinforced

account.

Chdnge in effective turns ratio

Change in effective turns ratio can
be excluded if remark 1) is taken into
account. See also remark 3).

insulation or a prote
screen applies. Testi

ing to IEC 61558-1:20p05,

Clause 18, appliés. Appropri-
ate test voltages are given in
IEC 61558-1:2005, Table 8 a).

Shottcircuits in coils|land wind-
ings'need to be avoid¢d by tak-
ing appropriate steps| e.g.

— impregnating the doils so as
to fill all the cavities etween
individual coils and the body of

the coil and the core,

— using winding con

well within their insuflation and
high-temperature ratj

3) In the event of a se
short circuit, heating
specified operating te
should not occur.

ive
accord-

hnd

Huctors

ngs.

condary
pbove a
mperature

[able D.13 — Faults and fault exclusions — Discrete electrical components — Indug

ftances

Fault considered

Fault exclusion

Remarks

Op¢n circuit

None.

Shdrt circuit

Short circuit can be excluded if
remark is taken into account.

Coil is single-layered,
or potted, with axial y
nections and axial-m

enamelled
vire con-
unted.

Ranjdom change of value
0,5|Ln < L <Ln# tolerance, where Ly
is the nominal value of the inductors

None.

Depending upon the
construction, other r3
be considered.

ype of
nges can
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Table D.14 — Faults and fault exclusions — Discrete electrical components — Resistors

Fault considered

Fault exclusion

Remarks

Open circuit

None.

Short circuit

Short circuit can be excluded if
remark 1) or 2) is taken into account.

1) The resistor is of the film
type, or wire-wound single-layer
type with protection to prevent
unwinding of wire in the event
of breakage, with axial wire

cannections axial-mounted

nd

varnished.

2) Resistors in surfacesmoun
technology must be-of the thih
film metal type in package types
MELF, mini MELE-er pMELF.

3) For exaniplg; if the risk of tin-
whisker growth is considered
high, the fault exclusion “shoift
circuit-of a resistor” is useles$,
since a short between the con
tacts of this component has t
considered.

be

Random chpnge of value

0,5 Ry <R 4 2 RN, where Ry is the
nominal vajue of resistance [see also
remark 3)]

None.

Depending upon the type of
construction, other ranges can
be considered.

Table D.13 — Faults and fault exclusions — Discrete electrical components — Resistor netwdrks
Fault considered Fault exclusion Remarks

Open circuft None. —

Short circujt between any two con- Nene.

nections

Short circujt between any connec- None.

tions.

Random chpnge of value None. Depending upon the type of

0,5 RN < R 4 2 Ry, where Ryfis)ithe
nominal value of resistance

construction, other ranges caln
be considered.

Table D.16 < Faults and fault exclusions — Discrete electrical components — Potentiometefrs

0,5 Rp <R <2 Rp, where Ry, is the
nominal value of resistance

ault considered Fault exclusion Remarks
Open circuit of individual connection |None. —
Short circuit between all connections |None.
Short circuit between any two con- None.
nections
Random change of value None. Depending upon the type of

construction, other ranges can
be considered.
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Table D.17 — Faults and fault exclusions — Discrete electrical components — Capacitors

Fault considered Fault exclusion Remarks
Open circuit None. —
Short circuit None.
Random change of value None. Depending upon the type of
0,5 Cn < C < Cy + tolerance, construction, other ranges can
where Cy is the nominal value of be considered.
capacitance
Ch;ngingvnlnn tan & None —

Ta

le D.18 — Faults and fault exclusions — Electronic components — Discrete’'sémicqnductors

.g. diodes, Zener diodes, transistors, triacs, thyristors, voltage regulators, quartzcrystal,
phototransistors, light-emitting diodes [LEDs])
Fault considered Fault exclusion Remarks
Opé¢n circuit of any connection None. —
Shdrt circuit between any two con- None.
nedtions
Shdrt circuit between all connections |None.
Chdnge in characteristics None.
Table D.19 — Faults and fault exclusions'— Electronic components — Optocoupjers
Fault considered Fault exclusion Remarks

Shj;t circuit between any two output
conpnections

Op¢n circuit of individual connection |None.
Shdrt circuit between any two input |None.
connections

None.

Shdrt circuit between any two-con-
nedtions of input and output

Short circuit between input and out-
put can be excluded if the remarks are
taken into account.

The optocoupler is bufilt in
accordance with overolt-

age category IIl according to

IEC 60664-1. If a SELV/PELV
power supply is used,|pollution
degree 2/overvoltagelcategory Il

applies.
NOTE  See Table D.5.

Measures are taken t¢ ensure

thatamrimtermatfaiture of the
optocoupler cannot result in

excessive temperature of its

insulating material.
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Table D.20 — Faults and fault exclusions — Electronic components — Non-programmable

integrated circuits

Fault considered Fault exclusions Remarks
Open circuit of each individual con- |None. —
nection
Short circuit between any two con- None.
nections
Stuck-at-fault (i.e. short circuit to 1 None.
and 0 with isolated input or discon-
nected output). Static “0” and “1”
signal at allinputs and outputs, either
individually or simultaneously
Parasitic ogcillation of outputs None.
Changing vplues (e.g. input/output None.

voltage of analogue devices)

NOTE In{
registers an

his part of ISO 13849, ICs with less than 1 000 gates and/or less than 24 pins, operational amplifiers, ghift
L hybrid modules are considered non-complex. This definition is arbitrary.

Table D.

21 — Faults and fault exclusions — Electronic components — Programmable and/¢r

complex integrated circuits

Remarks

complexity,

Undetectecifaults indhe hardware
which go unnoticed-b&cause of the

of the\integrated circuit

Fault considered Fault exclusions

Faults in al] or part of the function None.
including spftware faults
Open circult of each individual con- |None.
nection
Short circujt between any two con- None.
nections
Stuck-at-faylt (i.e. short circuit to 1 None,
and 0 with |solated input or discon-
nected output). Static “0” and “1”
signal at allinputs and outputs, either
individually or simultaneously
Parasitic odcillation of outputs None.
Changing vplue, e.g. input/gutput None.
voltage of analogue devices

None.

The analys

s'should identify additional faults, which should be considered if they influence the operation of the

safety funct

10n.

NOTE

In this part of ISO 13849, an IC is considered complex if it consists of more than 1 000 gates and/or more than
24 pins. This definition is arbitrary.
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Annex E
(informative)

Example of validation of fault behaviour and diagnostic means

E.1—General

Thip example considers the validation of the PL of a safety function (SF 1), with theexception of
reqpirements relating to the following aspects of the PL:

— |MTTFq values;

— |common-cause failures (CCFs);

— |software analysis;

— |systematic failures.

Thd example does not cover the validation of

— |safety requirements specification (see Clause 7),
— |characteristics of safety functions (see Clause 8),
— |environmental requirements (see Clause 10),

— |maintenance requirements (see Clause 11},

— |documentation requirements (see Clause 12).
Three safety functions, SF 1, SF 2 and/SF 3, are considered in the example.

SF 1is a safety-related stoppingfunction of four individual machine actuators initiated by the op¢ning of one
intgrlocking guard, and this/s treated as a separate safety function for each actuator (SF 1.0, SF 1.1, SF 1.2
and|SF 1.3). In order to reducethe extent of the example, the validation has been limited to SF 1.( and SF 1.3.

Annex A provides guidanhce on how to examine the fault behaviour and diagnostic coveragg of a given
cirduit is provided. The methods used for determination of the diagnostic coverage are basedl on failure
modle and effectsanalysis (FMEA), taking into account ISO 13849-1:2006, Annex E.

NOTE This’example does not cover the complete validation process of SRP/CS. In particular, the necessary
valiflation-ef'the PLC software has not been considered. For the validation of safety-related software| see 9.5.

E.2 Description of machine

The example is based upon an automatic assembly machine, with manual loading and unloading of
workpieces. The machine is intended to perform two sequential operations: ball insertion and screw
fixing on each workpiece.

There are four stations on the machine: the loading and unloading stations and two workstations (see
Figure E.1). The first workstation is the pneumatically driven ball-insertion stage, and the second the
pneumatically driven screw-fixing stage.

An electrically-driven rotary table moves workpieces around each of the four stations. The workpieces
are manually placed on, and removed from, workpiece holders mounted on the rotary table. An inverter-
controlled electric motor drives a planetary gear and drive-belt system which moves the rotary table.
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At the first workstation a ball is inserted into the workpiece by a horizontally mounted pneumatic
cylinder, which is controlled by a monostable 5/2 port directional control valve (1V1, see Figure E.3). The
basic position (valve de-energized) of this cylinder is the retracted position. The depth of the inserted
ball is checked by monitoring a limit switch at the fully extended position of the cylinder, and the applied
pressing pressure is monitored by a pressure sensor in the air supply line for cylinder extension.

The screw-fixing workstation consists of a vertically mounted, rodless pneumatic cylinder carrying
a pneumatically driven rotary screwdriver unit. The screwdriver unit is raised and lowered by the
pneumatic cylinder, which is controlled by a monostable 5/2 port directional control valve (2V1). The
basic position (valve de-energized) of this cylinder is the upper position, with the screwdriver unit
raised. Additi i ' i ' ' the
pneumatic

cylinder.

Rotary mot
directional
state. The t

A single c
push-butto
workpiece

ion of the screwdriver unitis provided by a pneumatic motor, controlled by a monostable-5/2 port
control valve (3V1). The basic position (valve de-energized) of this pneumatic motor-is the DFF
brque provided by the screwdriver unit is monitored by a pressure sensor in its aiy supply lirje.

ycle of the machine in automatic mode of operation is initiated by, ‘actuating the sfart
n. At the beginning of a cycle, the rotary table holds three workpieces: (i) a newly lo
(i) a partially finished workpiece (ball inserted), and (iii) a(finished workpiece (pall

inserted and screw fixed). Each cycle of the machine consists of the rotary table moving through p0°,

followed b
finished w|

y simultaneous ball-insertion and screw-fixing operations on the newly loaded and partifally
brkpieces. The machine then comes to an operational stop;.after which the operator ogens

the interlo
a workpiec
through to

rking guard to unload the finished workpiece and load & new workpiece. The completiop of
e requires three machine cycles to rotate the workpiece by 270° from the loading station
the unloading station.

—n

The follow|ng modes of operation are provided:

— dl

htic mode with manualloading and unloading{full motion of the machine with the interloc}
closed);

autom
guard

ng

the

mode for the rotary table (motion‘of the rotary table with hold-to-run control and
cking guard open).

set-up
interlo

The machine presents mechanical hazards arising out of movements of the pneumatically driven machine
actuators (jat the ball-insertion and screw-fixing workstations) and the electrically driven rotary tgble.
It is for this reason protected by mechanical guards, all of which are fixed, except for an interlocking
guard that[provides access to thie loading and unloading stations (the hazard zone).
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3 L 5 i
| 8
. |
1 9
10
11
=12
| o
13
14
Key
1 [loading station 8  workpiece
2 |ball-insertion workstation 9 rotary table
3 [|ball-insertion cylinder (A1) 10 pulse sensor (G2)
4 |screw-fixing workstation 11 drive belt
5 |unloading station 12 planetary gear
6 |screwdriver unit (A3) 13 electric motor (M1)
7 |screw insertion (vertical-drive) cylinder (A2) 14 rotation sensor (G1)
Figure E.1 — Machine used in example: automatic assembly machine
E.3 cSpecification of safety function requirements

In the automatic mode of operation, protection against hazardous movements is provided by the
following safety function:

SF1 safety-related stopping initiated by the opening of the interlocking guard and prevention
of unexpected start-up whenever the interlocking guard is open.

For the purposes of the example, this can be considered a separate safety function for each of the four
individual machine actuators:
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SF 1.0 electric motor of the rotary table (M1);

SF1.1 ball-insertion cylinder (A1);

SF 1.2 screw-insertion cylinder (A2);

SF 1.3 pneumatic motor of the screwdriver unit (A3).

NOTE1 For the example, safety-related stop and protection against unexpected start-up are considered a
single safety function because they are implemented in the same combination of SRP/CS.

During the driven
machine adtuators disabled by SF 1.1, SF 1.2 and SF 1.3), the safe condition of the rotary table movenjent
is achieved by a combination of the following safety functions:

SF 2: safely-limited speed;

SF 3: hold-to-run mode.

Table E.1 — Active safety functions according to mode of operation
Safety function
Mode of operation
SF 1.0 SF1.1 SF 1.2 SF1.3 SF2 SF 3

Automatic jnode (interlocking guard X X X X
closed)
Set-up modk (interlocking guard open) X X X X X
X: safety function active
After perfdrming a risk assessment, the following valuies of PL; were assigned to the safety functiors:

PLy d fpr SF 1 (safety-related stopping and prevention of unexpected start-up);
PLy d fpr SF 2 (safely-limited speed);
PL; ¢ for SF 3 (hold-to-run mode).
NOTE 2  The selection of PL; c for SF\3 fakes account of its use in combination with SF 2, for which PL d is achiejved.
When SF 1[is demanded, it initiates the following actions:
— the roflary table perforims a controlled stop in accordance with Stop Category 2 of IEC 60204-1;

— thehotizontallymounted pneumatic cylinder (A1) ofthe ball-insertion workstation and the vertidally
mounted pneumatic cylinder (A2) of the screw-fixing workstation return to and/or remain in their
basic fositions (i.e. retracted and upper respectively);

— the screvzdriverunit (A '2) stops immpdi:\fp]y

NOTE 3  For the example, the risk assessment determined that loss of controlled deceleration of the rotary
table as a result of an inverter malfunction was acceptable, and movement of pneumatic cylinders Al and A2 to
their basic positions non-hazardous.

The minimum distance between the interlocking guard and these moving parts of the machine was
determined according to ISO 13855, based on the machine stopping performance.

The machine is provided with other safety functions, such as an emergency stop, restart interlock, reset,
and selection of modes for operation, but these are not considered in the example and, consequently,
relevant components are not shown in the circuit diagrams of Figures E.2 and E.3.
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Figure E.2 — Automatic assembly machine~— Electrical circuit diagram
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Figure E.3 — Automatic assembly machine — Pneumatic circuit diagram

E.4 Design of SRP/CS

E.4.1 General

The control system for the example has been implemented using a combination of electromechanical,
electronic and pneumatic technologies.
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