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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance-are
depcribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed-for the
different types of document should be noted. This document was drafted in accordance with'the editofial
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may. be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any orall 'such patent rights.
Details of any patent rights identified during the development of the document'will'be in the Introductjon
anf/or on the ISO list of patent declarations received (see www.iso.org/patents):

Anly trade name used in this document is information given for the cenvénience of users and does hot
cofstitute an endorsement.

For an explanation on the meaning of ISO specific terms)and expressions related to confornity
asgessment, as well as information about ISO's adherence to the WTO principles in the Technical
riers to Trade (TBT), see the following URL: Foreword *-8Supplementary information.

ISQ/IEC 11889-3 was prepared by the Trusted Computing Group (TCG) and was adopted, under the
PAS procedure, by Joint Technical Committee ISOAEC JTC 1, Information technology, in parallel with|its
approval by national bodies of ISO and IEC.

Thjs second edition cancels and replaces‘the first edition (ISO/IEC 11889-3:2009), which has begen
teghnically revised.

ISQ/IEC 11889 consists of the following parts, under the general title Information technology — Trusted
P

atform Module Library:
— Rart 1: Architecture
—Rart 2: Structures
—Rart 3: Commands

—Rart 4: Suppofting routines
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission
(IEC) draw attention to the fact that it is claimed that compliance with this document may involve the use
of a patent.

ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the ISO and IEC that he/she is willing to negotiate licences
either free of charge or under reasonable and non-discriminatory terms and conditions with applicants
throughout the world. In this respect, the statement of the holder of this patent right is registered with ISO
anfl IEC. Information may be obtained from:

1

Fujjitsu Limited
I-IF, Kamikodanaka 4-chrome, Nakahara-ku, Kawasaki-shi, Kanagawa, 211-8588 Japan

Microsoft Corporation

One Microsoft Way, Redmond, WA 98052

Enterasys Networks, Inc

50 Minuteman Road, US-Andover, MA 01810

Ljnovo
1009 Think Place, US-Morrisville, NC 27560-8496

Advanced Micro devices, Inc. - AMD

7171 Southwest Parkway, Mailstop B100.3, US-Austin, Texas 78735

Hegwlett-Packard Company
P.0. Box 10490, US-Palo Alto, CA 94303-0969

Infineon Technologies AG - Neubiberg

Am Campeon 1-12, DE-85579 Neubiberg

Sun Microsystems Inc. - Menlo'Park, CA

10 Network Circle, UMPK10-146, US-Menlo Park, CA 94025

IBM Corporation
Narth Castle Drive, US-Armonk, N.Y. 10504

Intel Corporation

5200 Elam Young Parkway, US-Hillsboro, OR 97123

At+ nHon 1c dravgn 0 tha naccoihiling that camn Af tha Alamante Af thic dAastmant may, ha tha opihin o Of
o S—arotvv T to— e P OSSOty ottt SO C— o tic— Sttt S Ot o Gotumt ittty oC—thiC—Suiojett

patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents relevant
to their standards. Users are encouraged to consult the databases for the most up to date information
concerning patents.
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Information technology — Trusted Platform Module Library —
Part 3: Commands

1 Scope

This part of ISO/IEC 11889 contains the definitions of the Trusted Platform Module (TPM) commands.
These commands make use of the constants, flags, structures, and union definitions defined in ISO/IEC
11889-2.

Th
conments. The behavior of the C code in this part of ISO/IEC 11889 is normative but does nat'fuilly
depgcribe the behavior of a TPM. The combination of this part of ISO/IEC 11889 and ISO/IEC 11889-4 is
sufficient to fully describe the required behavior of a TPM.

The code this part of ISO/IEC 11889 and ISO/IEC 11889-4 is written to define the behavier-of a compliant
THAM. In some cases it is not possible to provide a compliant implementation. In ‘hose cases, gny
implementation provided by the vendor that meets the general description of the function provided in this
paft of ISO/IEC 11889 would be compliant.

Q

EXAMPLE Firmware update is a case where it is not possible to provide a compliant implementation.

The code in thie part of ISO/IEC 11889 and ISO/IEC 11889-4 is not writtén to meet any particular leve| of
copformance nor does this specification require that a TPM meet any particular level of conformance.
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 11889-1, Information technology — Trusted Platform Module Library — Part 1: Architecture

e |SO/IEC 11889-2, Information technology — Trusted Platform Module Library — Part 2: Structures

e | ISO/IEC 11889-4, Information technology — Trusted Platform Module Library — Part 4: Supporting
routines

e | TCG Vendor ID Registry, available at
<http://www.trustedcomputinggroup.org/resources/vendor_id_registry>

3 | Terms and Definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 11889-1 apply.

4 | Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated tetms given in ISO/IEC 11889-1 apply|.
5 | Notation

5.1 Introduction

For the purposes of this document, the notation given in ISO/IEC 11889-1 applies.

Cagmmand and response tables use various(decorations to indicate the fields of the command and the
allpwed types. These decorations are spegified in clause 5.

5.4 Table Decorations

The symbols and terms in the’ Notation column of Table 1 are used in the tables for the commgnd
schematics. These values. indicate various qualifiers for the parameters or descriptions with which they
are associated.
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Table 1 — Command Modifiers and Decoration

Notation

Meaning

+

A Type decoration — When appended to a value in the Type column of a command, this symbol
indicates that the parameter is allowed to use the “null” value of the data type (see ISO/IEC
11889-2, clause 5.8, "Conditional Types"). The null value is usually TPM_RH_NULL for a handle
or TPM_ALG_NULL for an algorithm selector.

A Name decoration — When this symbol precedes a handle parameter in the “Name” column, it
indicates that an authorization session is required for use of the entity associated with the handle
If a handle does not have this symbol, then an authorization session is not allowed.

+PP

A Description modifier — This modifier may follow TPM_RH_PLATFORM in the “Description”
column to indicate that Physical Presence is required when platformAuth/platformPolicy is
provided.

+{PP}

A Description modifier — This modifier may follow TPM_RH_PLATFORM to indicate-that Physical
Presence may be required when platformAuth/platformPolicy is provided. The commands with th
notation may be in the setList or clearList of TPM2_PP_Commands().

{NV}

A Description modifier — This modifier may follow the commandCode in the “Description” column
to indicate that the command may result in an update of NV memory and‘be subject to rate
throttling by the TPM. If the command code does not have this notation;\then a write to NV
memory does not occur as part of the command actions.

{F}

A Description modifier — This modifier indicates that the “flushed? attribute will be SET in the

TPMA_CC for the command. The modifier may follow the commandCode in the “Description”
column to indicate that any transient handle context used by the command will be flushed from th
TPM when the command completes. This may be combined with the {NV} modifier but not with th
{E} modifier.

[¢]

{E}

A Description modifier — This modifier indicatesithat the “extensive” attribute will be SET in the
TPMA_CC for the command. This modifier may follow the commandCode in the “Description”
column to indicate that the command may.flush many objects and re-enumeration of the loaded
context likely will be required. This may be combined with the {NV} modifier but not with the {F}
modifier.

Auth Index:

A Description modifier — When a handle has a “@” decoration, the “Description” column will
contain an “Auth Index:” entry forthe handle. This entry indicates the number of the authorization|
session. The authorization sessions associated with handles will occur in the session area in the
order of the handles with-the“@” modifier. Sessions used only for encryption/decryption or only f
audit will follow the handles used for authorization.
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Notation Meaning

Auth Role: A Description modifier — This will be in the “Description” column of a handle with the “@”
decoration. It may have a value of USER, ADMIN or DUP.

If the handle has the Auth Role of USER and the handle is an Object, the type of authorization is
determined by the setting of userWithAuth in the Object's attributes. If the handle is
TPM_RH_OWNER, TPM_RH_ENDORSEMENT, or TPM_RH_PLATFORM, userWithAuth is SET.

If the Auth Role is ADMIN and the handle is an Object, the type of authorization is determined by
the setting of adminWithPolicy in the Object's attributes. If the handle is TPM_RH_OWNER,
TPM_RH_ENDORSEMENT, or TPM_RH_PLATFORM, adminWithPolicy is SET.

If the DUP role is selected, authorization may only be with a policy session (DUP role only applie
to Objects).

When either ADMIN or DUP role is selected, a policy command that selects the commaned héing
authorized is required to be part of the policy.

If the handle references an NV Index, then the allowed authorizations are determined by the
settings of the attributes of the NV Index as specified in ISO/IEC 11889-2, clause(14:2,
"TPMA_NV (NV Index Attributes)."

NOTE 1 Regarding {NV}, any command that uses authorization can causer a write to NV if there is &
authorization failure. A TPM might use the occasion of command<execution to update the N
copy of clock.

<>

EXAMPLE 1 An example of combining the {NV} and {F} modifiers is {NAF}.

EXAMPLE 2 Regarding {F}, TPM2_SequenceComplete() will<flush the context associated with the
sequenceHandle.

EXAMPLE 3 An example of combining the {NV} and {E} madifiers is {NV E}.

EXAMPLE 4 Regarding {E}, TPM2_Clear() will flushZall contexts associated with the Storage hierarchy
and the Endorsement hierarchy.

EXAMPLE 5 Regarding Auth Role, TPM2.Certify needs the ADMIN role for the first hand|e
(objectHandle). The poliey = authorization for objectHandle needs to contajn
TPM2_PolicyCommandCode(commandCode == TPM_CC_Certify). This sets the state of t}
policy so that it can be _used for ADMIN role authorization in TPM2_Certify().

]

5.3 Handle and Parameter. Demarcation
The demarcations between thé header, handle, and parameter parts are indicated by:

Table 2 — Separators

Separator Meaning

the values immediately following are in the handle area

the values immediately following are in the parameter area

5.4 AuthorizationSize and ParameterSize

Authorization sessions are not shown in the command or response schematics. When the tag of a
command or response is TPM_ST _SESSIONS, then a 32-bit value will be present in the
command/response buffer to indicate the size of the authorization field or the parameter field. This value
shall immediately follow the handle area (which may contain no handles). For a command, this value
(authorizationSize) indicates the size of the Authorization Area and shall have a value of 9 or more. For a
response, this value (parameterSize) indicates the size of the parameter area and may have a value of
zero.
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If the authorizationSize field is present in the command, parameterSize will be present in the response,
but only if the responseCode is TPM_RC_SUCCESS.

When authorization is required to use the TPM entity associated with a handle, then at least one session
will be present. To indicate this, the command tag Description field contains TPM_ST SESSIONS.

Ad

dional sessions for audit, encrypt, and decrypt may be present..

When the command tag Description field contains TPM_ST _NO_SESSIONS, then no sessions are
allowed and the authorizationSize field is not present.

When a command allows use of sessions when not required, the command tag Description field will

INQ

6.]

Clause 6 defines the command validations that are required of any implementation and the respor
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Command Processing

Introduction

e returned if the indicated check fails. Unless stated otherwise, the order/of the checks is
'mative and different TPM may give different responses when a command_has‘multiple errors.

the description below, some statements that describe a check may be(oltowed by a response cods
rfentheses. This is the normative response code should the indicated check fail. A normative respor
le may also be included in the statement.

Command Header Validation

fore a TPM may begin the actions associated withy,a command, a set of command format 3
nsistency checks shall be performed. These checks.are listed below and should be performed in
icated order.

The TPM shall successfully unmarshal a-TPMI_ST_COMMAND_TAG and verify that it is eit
TPM_ST_SESSIONS or TPM_ST_NO _SESSIONS (TPM_RC_BAD_TAG).

The TPM shall successfully unmarshal a UINT32 as the commandSize. If the TPM has an interfa
buffer that is loaded by some hardware process, the number of octets in the input buffer for
command reported by the hardware process shall exactly match the value in commandS
(TPM_RC_COMMAND_SIZE).

NOTE A TPM.car have direct access to system memory and unmarshal directly from that memory.

The TPM shall ,successfully unmarshal a TPM_CC and verify that the command is implemen
(TPM_RC_CQMMAND_CODE).

Mode Checks

e following mode checks shall be performed in the order listed:

se
not

n
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ze
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a)

b)

c)

If the TPM is in Failure mode, then the commandCode is TPM_CC_GetTestResult or
TPM_CC_GetCapability (TPM_RC_FAILURE) and the command tag is TPM_ST_NO_SESSIONS
(TPM_RC_FAILURE).

NOTE 1 In Failure mode, the TPM has no cryptographic capability and processing of sessions is not
possible.

The TPM is in Field Upgrade mode (FUM), the commandCode is TPM_CC_FieldUpgradeData
(TPM_RC_UPGRADE).

If the TPM has not been initialized (TPM2_Startup()). then the commandCode is TPM_CC_ Startup

Th

Aft
ch

NO

b)

.4 Handle Area Validation

(TPM_RC_INITIALIZE).

NOTE 2 The TPM can enter Failure mode during _TPM_Init processing, before TPM2_Startup()~ Sipce
the platform firmware cannot know that the TPM is in Failure mode without acecessing it, and
since the first command needs to be TPM2_Startup(), the expected sequence-will be that
platform firmware (the CRTM) will issue TPM2_Startup() and receive TPM RC_FAILURE
indicating that the TPM is in Failure mode.

There can be failures where a TPM cannot record that it received APM2_Startup(). In thpse
cases, a TPM in failure mode can process TPM2_GetTestResuli()»TPM2_GetCapability(),| or
the field upgrade commands. As a side effect, that TPM might process TPM2_GetTestResult(),
TPM2_GetCapability() or the field upgrade commands before TPM2_Startup().

This is a corner case exception to the rule that TPM2_Startup() must be the first command.

e mode checks may be performed before or after the command-héader validation.

er successfully unmarshaling and validating the command header, the TPM shall perform the follow|ng
pcks on the handles and sessions. These checks,may be performed in any order.

TE 1 A TPM needs to perform the handle" area validation before the authorization checks because|an
authorization cannot be performéd unless the authorization values and attributes for the referenged
entity are known by the TPM, For them to be known, the referenced entity needs to be in the TPM
and accessible.

The TPM shall successfully unmarshal the number of handles required by the command and validate
that the value of the handle\is consistent with the command syntax. If not, the TPM shall return
TPM_RC_VALUE.

NOTE 2 The TPM can unmarshal a handle and validate that it references an entity on the TPM befpre
unmarshaling a subsequent handle.

NOTE 3 If the submitted command contains fewer handles than required by the syntax of the command,
the TPM can continue to read into the next area and attempt to interpret the data as a handle|.

For all.lhandles in the handle area of the command, the TPM will validate that the referenced entity is
preséent in the TPM.

) If the handle references a transient object, the handle shall reference a loaded objpct

(TPM_RC_REFERENCE_HO + N where N is the number of the handle in the command).

NOTE 4 If the hierarchy for a transient object is disabled, then the transient objects will be flushed so this
check will fail.

2) If the handle references a persistent object, then

i) the hierarchy associated with the object (platform or storage, based on the handle value) is
enabled (TPM_RC_HANDLE);
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ii) the handle shall reference a persistent object that is currently in TPM non-volatile memory

(TPM_RC_HANDLE);

ii) if the handle references a persistent object that is associated with the endorsement hierarchy,

that the endorsement hierarchy is not disabled (TPM_RC_HANDLE); and

NOTE 5 The reference implementation keeps an internal attribute, passed down from a prim
key to its descendents, indicating the object's hierarchy.

ary

iv) if the TPM implementation moves a persistent object to RAM for command processing then

sufficient RAM space is available (TPM_RC OBJECT MEMORY).

a)

b)

3) If the handle references an NV Index, then
i) an Index exists that corresponds to the handle (TPM_RC_HANDLE); and
ii) the hierarchy associated with the existing NV Index is not disabled (TPM_RC_HANDLE).

i) If the command requires write access to the index data then TPMA NV, WRITELOCKEQ
not SET (TPM_RC_LOCKED)

iv) If the command requires read access to the index data then TPMA-NV_READLOCKED
not SET (TPM_RC_LOCKED)

4) If the handle references a session, then the session context shall be present in TPM mem
(TPM_RC_REFERENCE_SO + N).

5) If the handle references a primary seed for a hierarchy (TPM_RH_ENDORSEMEN
TPM_RH_OWNER, or TPM_RH_PLATFORM) then~the enable for the hierarchy is S
(TPM_RC_HIERARCHY).

6) If the handle references a PCR, then the value is within the range of PCR supported by the T
(TPM_RC_VALUE)

NOTE 6 In the reference implementation, thiss TPM_RC_VALUE is returned by the unmarshaling code
a TPMI_DH_PCR.

Session Area Validation

If the tag is TPM_ST_SESSIONS and the command is a context management comm3
(TPM2_ContextSave(), TPMZ2 ContextLoad(), or TPMZ2_FlushContext()) the TPM will ret
TPM_RC_AUTH_CONTEXT,.

If the tag is TPM_ST,SESSIONS, the TPM will attempt to unmarshal an authorizationSize and ret
TPM_RC_AUTHSIZE-f the value is not within an acceptable range.

1) The minimuny value is (sizeof(TPM_HANDLE) + sizeof(UINT16) + sizeof(TPMA_SESSION
sizeof(UINF16)).

2) Themaximum value of authorizationSize is equal to commandSize — (sizeof(TPM_ST
sizeof(UINT32) + sizeof(TPM_CC) + (N * sizeof(TPM_HANDLE)) + sizeof(UINT32)) where N
the number of handles associated with the commandCode and may be zero.

Dry

NT,
ET

PM

for

nd
irn

urn

=gw s \biLcuf(TPfV‘l_ST) + :iLcuf(UiNTSZ) + :iLcuf\TPM_pp)) ts—the—stze—ofa—commmand—treader-
last UINT32 contains the authorizationSize octets, which are not counted as being in
authorization session area.

The TPM will unmarshal the authorization sessions and perform the following validations:

1) If the session handle is not a handle for an HMAC session, a handle for a policy session,
TPM_RS_PW then the TPM shall return TPM_RC_HANDLE.

The

the

or,

2) If the session is not loaded, the TPM will return the warning TPM_RC_REFERENCE_SO + N

where N is the number of the session. The first session is session zero, N = 0.
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NOTE 2 If the HMAC and policy session contexts use the same memory, the type of the context needs to
match the type of the handle.

3) If the maximum allowed number of sessions have been unmarshaled and fewer octets than
indicated in authorizationSize were unmarshaled (that is, authorizationSize is too large), the TPM
shall return TPM_RC_AUTHSIZE.

4) The consistency of the authorization session attributes is checked.

i) Only one session is allowed for:

(a)_session-—auditing(TPM RC _ATTRIBUTES) — this session-mayv-be used for-encr/pt or
\-7 < \ 7 P4 J =

6.4

decrypt but may not be a session that is also used for authorization;

(b) decrypting a command parameter (TPM_RC_ATTRIBUTES) — this may be any of the
authorization sessions, or the audit session, or a session may be added for, the single
purpose of decrypting a command parameter, as long as the total number of sessigns
does not exceed three; and

(c) encrypting a response parameter (TPM_RC_ATTRIBUTES) - thissmay be any of the
authorization sessions, or the audit session if present, ora sessignymay be added for the
single purpose of encrypting a response parameter, as long.as the total number| of
sessions does not exceed three.

NOTE 3 A session used for decrypting a command ' parameter can also be used |for
encrypting a response parameter.

5) An authorization session is present for each of{the handles with the “@” decorat|on
(TPM_RC_AUTH_MISSING).

Authorization Checks

After unmarshaling and validating the handles and the consistency of the authorization sessions, the

au

a)

b)

c)

horizations shall be checked. Authorization checks only apply to handles if the handle in the commgnd
schematic has the “@” decoration.

The public and sensitive - portions of the object shall be present on the TPM
(TPM_RC_AUTH_UNAVAILLABLE).

If the associated handle ;is TPM_RH_PLATFORM, and the command requires confirmation with
physical presence, then physical presence is asserted (TPM_RC_PP).

If the object or NV/~Index is subject to DA protection, and the authorization is with an HMAC| or
password, themthe TPM is not in lockout (TPM_RC_LOCKOUT).

NOTE 1 An object is subject to DA protection if its noDA attribute is CLEAR. An NV Index is subjec} to
DA protection if its TPMA_NV_NO_DA attribute is CLEAR.

NQTE 2 An HMAC or password is needed in a policy session when the policy contgins
TPM2_PolicyAuthValue() or TPM2_PolicyPassword().

d)

e)

If the command requires a handle to have DUP role authorization, then the associated authorization
session is a policy session (TPM_RC_POLICY_FAIL).

If the command requires a handle to have ADMIN role authorization:

1) If the entity being authorized is an object and its adminWithPolicy attribute is SET, then the
authorization session is a policy session (TPM_RC_POLICY_FAIL).

NOTE 3 If adminWithPolicy is CLEAR, then any type of authorization session is possible.
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2) If the entity being authorized is an NV Index, then the associated authorization session is a policy
session.

NOTE 4 The only commands that are currently defined that need use of ADMIN role authorization are
commands that operate on objects and NV Indices.

If the command requires a handle to have USER role authorization:

1) If the entity being authorized is an object and its userWithAuth attribute is CLEAR, then the
associated authorization session is a policy session (TPM_RC_POLICY_FAIL).

2yt theentity beingauthorized s arm N Videx;
i) if the authorization session is a policy session;

(a) the TPMA_NV_POLICYWRITE attribute of the NV Index is SET if the command“modifjes
the NV Index data (TPM_RC_AUTH_UNAVAILABLE);

(b) the TPMA_NV_POLICYREAD attribute of the NV Index is SET if the command reads the
NV Index data (TPM_RC_AUTH_UNAVAILABLE);

ii) if the authorization is an HMAC session or a password,;

(a) the TPMA_NV_AUTHWRITE attribute of the NV Index is SET if the command modifjes
the NV Index data (TPM_RC_AUTH_UNAVAILABLE);

(b) the TPMA_NV_AUTHREAD attribute of the NV Indexyis SET if the command reads the
NV Index data (TPM_RC_AUTH_UNAVAILABLE).

If the authorization is provided by a policy session, then:

1) if policySession—timeOut has been set, «xthe session shall not have expired
(TPM_RC_EXPIRED);

2) if policySession—cpHash has been set; it shall match the cpHash of the commgnd
(TPM_RC_POLICY_FAIL);

3) if policySession—commandCode has-been set, then commandCode of the command shall match
(TPM_RC_POLICY_CC);

4) policySession—policyDigest ~shall match the authPolicy associated with the hanfd
(TPM_RC_POLICY_FAIL);

5) if policySession—pcrUpdateCounter has been set, then it shall match the value |of
pcrUpdateCounter (TPM_RC_PCR_CHANGED);

6) if policySession{>commandLocality has been set, it shall match the locality of the commgnd
(TPM_RC_LOCALITY), and

7) if the authornization uses an HMAC, then the HMAC is properly constructed using the authValue
associated with the handle and/or the session secret (TPM_RC_AUTH_FAIL |or
TPM™RC_BAD_AUTH).

e

NOTE 5 A policy session might require proof of knowledge of the authValue of the object bding
authorized.

If the TPM returns an error other than TPM_RC_AUTH_FAIL then the TPM shall not alter any TPM state.
If the TPM return TPM_RC_AUTH_FAIL, then the TPM shall not alter any TPM state other than
lockoutCount.

NOTE 6 The TPM can decrease failedTries regardless of any other processing performed by the TPM. That

is, the TPM can exit Lockout mode, regardless of the return code.
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6.7 Parameter Decryption

If an authorization session has the TPMA_SESSION.decrypt attribute SET, and the command does not
allow a command parameter to be encrypted, then the TPM will return TPM_RC_ATTRIBUTES.
Otherwise, the TPM will decrypt the parameter using the values associated with the session before
parsing parameters.

6.8 Parameter Unmarshaling

6.5'3.1 Introduction

Th
un
Ad
the

NO

un
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de

e detailed actions for each command assume that the input parameters of the command have bs

ditionally, a response-specific output structure is assumed which will receive the valugs produced
detailed actions.

TE An implementation does not need to process parameters in this manner orto separate the paramg
parsing from the command actions. This method was chosen for this part-of ISO/IEC 11889 so {
the normative behavior described by the detailed actions would be clearand unencumbered.

marshaling is the process of processing the parameters in the sinput buffer and preparing

rameters for use by the command-specific action code. No data movement need take place but i
uired that the TPM validate that the parameters meet the requirements of the expected data type
ined in ISO/IEC 11889-2.

6.8.2 Unmarshaling Errors

When an error is encountered while unmarshaling, a-command parameter, an error response codg
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NO
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urned and no command processing occurs. A-table defining a data type may have response cod
bedded in the table to indicate the error returned when the input value does not match the paramet
he table.

TE In the reference implementation, a parameter number is added to the response code so that
offending parameter can be isolated. This is optional.
Many cases, the table containsino specific response code value and the return code will be determir

defined in Table 3.

en

marshaled into a command-specific structure with the structure defined by the command_schematic.
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Table 3 — Unmarshaling Errors

R

esponse Code

Meaning

TPM_RC_ASYMMETRIC

a parameter that should be an asymmetric algorithm selection does not have a
value that is supported by the TPM

TPM_RC_BAD_TAG

a parameter that should be a command tag selection has a value that is not
supported by the TPM

TPM_RC_COMMAND_CODE

a parameter that should be a command code does not have a value that is
supported by the TPM

TPM_RC_HASH a parameter that should be a hash algorithm selection does not have a valued¢hgt
is supported by the TPM
TPM_RC_INSUFFICIENT the input buffer did not contain enough octets to allow unmarshaling of the

expected data type;

TPM_RC_KDF a parameter that should be a key derivation scheme (KDF) selection does not
have a value that is supported by the TPM
TPM_RC_KEY_SIZE a parameter that is a key size has a value that is not supparted by the TPM

TPM_RC_MODE a parameter that should be a symmetric encryption mode selection does not haye
a value that is supported by the TPM
TPM_RC_RESERVED a non-zero value was found in a reserved field ef-an attribute structure (TPMA )

PM_RC_SCHEME

a parameter that should be signing or encryption scheme selection does not have
a value that is supported by the TPM

PM_RC_SIZE

the value of a size parameter is largér or smaller than allowed

PM_RC_SYMMETRIC

a parameter that should be a symmetric algorithm selection does not have a
value that is supported by the’TPM

TPM_RC_TAG a parameter that should\be’a structure tag has a value that is not supported by
the TPM

TPM_RC_TYPE The type parameter‘of a TPMT_PUBLIC or TPMT_SENSITIVE has a value that |s
not supported hy-the TPM

TPM_RC_VALUE a parametéerpdoes not have one of its allowed values

In
Hg

by
co

6.9

some commands, a parameter may not be used because of various options of that commapd.

mmand actions.

) Command-Post Processing

wever, the unmarshaling code-is required to validate that all parameters have values that are allowed
the ISO/IEC 11889-2 definition of the parameter type even if that parameter is not used in the

When the code-~that implements the detailed actions of the command completes, it returns a response

co
au

If t

Je. If that.code is not TPM_RC_SUCCESS, the post processing code will not update any session| or
it data and will return a 10-octet response packet.

he_command completes successfully, the tag of the command determines if any authorization sessigns

wil
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authorization attributes. The TPM will then generate a new nonce value for each session and, if
appropriate, generate an HMAC.

If authorization HMAC computations are performed on the response, the HMAC keys used in the
response will be the same as the HMAC keys used in processing the HMAC in the command.
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NOTE 1 This primarily affects authorizations associated with a first write to an NV Index using a bound
session. The computation of the HMAC in the response is performed as if the Name of the Index did
not change as a consequence of the command actions. The session binding to the NV Index will not
persist to any subsequent command.

NOTE 2 The authorization attributes were validated during the session area validation to ensure that only
one session was used for parameter encryption of the response and that the command allowed
encryption in the response.

NOTE 3 No session nonce value is used for a password authorization but the session data is present.

ianally if tha comenand o baine ~v it d by Soparaand At the oAy ot de in Aot d itk

Adgitionaty—i-the—cemmane—is—beirg—audited-by-Command—-Audit—the—auditdigestis—updated—with-the

cpHash of the command and rpHash of the response.

12
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Response Values

7.1 Tag

E)

When a command completes successfully, the tag parameter in the response shall have the same value
as the tag parameter in the command (TPM_ST_SESSIONS or TPM_RC_NO_SESSIONS). When a
command fails (the responseCode is not TPM_RC_SUCCESS), then the tag parameter in the response
shall be TPM_ST_NO_SESSIONS.
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A Fipecial case exists when the command tag parameter is not an allowed value (TPM_ST_SESSIONS

M_ST_NO_SESSIONS). For this case, it is assumed that the system software is attempting to.sen
mmand formatted for an implementation of ISO/IEC 11889 (first edition) but the TPM is not.capablg
bcuting ISO/IEC 11889 (first edition) commands. So that the ISO/IEC 11889 (first edition)-compati
tware will have a recognizable response, the TPM sets tag to TPM_ST_RSP2 COMMAN
ponseSize to 00 00 00 0A;s and responseCode to TPM_RC_BAD_TAG. This is the same response
ISO/IEC 11889 (first edition) fatal error for TPM_BADTAG.

Response Codes

e normal response for any command is TPM_RC_SUCCESS. Any.other value indicates that
mmand did not complete and the state of the TPM is unchanged. An exception to this general rule
t the logic associated with dictionary attack protection is allowedo be modified when an authorizat
ure occurs.

mmands have response codes that are specific to that;command, and those response codes
Limerated in the detailed actions of each command. The codes associated with the unmarshaling
rameters are documented in Table 3. Another set . of‘fesponse code values are not command speg
H indicate a problem that is not specific to the command. That is, if the indicated problem is remedi
same command could be resubmitted and may complete normally.

e response codes that are not command specific are listed and specified in Table 4.

e reference code for the command, actions may have code that generates specific response coq
bociated with a specific check but the\listing of responses may not have that response code listed.
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Table 4 — Command-Independent Response Codes

Response Code

Meaning

TPM_RC_CANCELED

This response code may be returned by a TPM that supports command cancel.
When the TPM receives an indication that the current command should be
cancelled, the TPM may complete the command or return this code. If this code
is returned, then the TPM state is not changed and the same command may be
retried.

This response code can be returned for commands that manage session
contexts. It indicates that the gap between the lowest numbered active session

TPM_RC_CONTEXT_GAP

and the highest numbered session is at the limits of the session tracking logic.
The remedy is to load the session context with the lowest number so that its
tracking number can be updated.

TPM_RC_LOCKOUT

This response indicates that authorizations for objects subject to DA {protection
are not allowed at this time because the TPM is in DA lockout modé.'The remedy
is to wait or to exeucte TPM2_DictionaryAttackLockoutReset().

TPM_RC_MEMORY

A TPM may use a common pool of memory for objects, sessions, and other
purposes. When the TPM does not have enough memory available to perform
the actions of the command, it may return TPM_RC_MEMORY. This indicates
that the TPM resource manager may flush either sessions or objects in order to
make memory available for the command execution! A TPM may choose to
return TPM_RC_OBJECT_MEMORY or TPMaRC_SESSION_MEMORY if it
needs contexts of a particular type to be flushed.

TPM_RC_NV_RATE

This response code indicates that the TRM is rate-limiting writes to the NV
memory in order to prevent wearout~Fhis response is possible for any command
that explicity writes to NV or commands that incidentally use NV such as a
command that uses authorization session that may need to update the dictionary
attack logic.

TPM_RC_NV_UNAVAILABLE

This response code is similar to TPM_RC_NV_RATE but indicates that access 1
NV memory is currently-not available and the command is not allowed to proceg
until it is. This would@ccur in a system where the NV memory used by the TPM
is not exclusive to-the TPM and is a shared system resource.

[elNe)

TPM_RC_OBJECT_ HANDLES

This response code indicates that the TPM has exhausted its handle space and
no new objects can be loaded unless the TPM is rebooted. This does not occur jn
the reference implementation because of the way that object handles are
allocated. However, other implementations are allowed to assign each object a
unigue handle each time the object is loaded. A TPM using this implementation
would be able to load 2** objects before the object space is exhausted.

TPM_RC_OBJEGT._MEMORY

This response code can be returned by any command that causes the TPM to
need an object 'slot’. The most common case where this might be returned is
when an object is loaded (TPM2_Load, TPM2_CreatePrimary(), or
TPM2_ContextLoad()). However, the TPM implementation is allowed to use
object slots for other reasons. In the reference implementation, the TPM copies
referenced persistent object into RAM for the duration of the commannd. If all th
slots are previously occupied, the TPM may return this value. A TPM is allowed
to use object slots for other purposes and return this value. The remedy when
this response is returned is for the TPM resource manager to flush a transient
object.

D D

TPM_RC_REFERENCE_Hx

Thi A H=v~H + that 2N A1 H=E Y I ol £ 4l o
S TCSPUNSCCOotCTaIicatcStac a rian arcTT a e ranarearca O o e ot ar ot

not associated with a loaded object. The value of 'x' is in the range 0 to 6 with a
value of 0 indicating the 1* handle and 6 representing the ™ Upper values are
provided for future use. The TPM resource manager needs to find the correct
object and load it. It may then adjust the handle and retry the command.

14
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Response Code Meaning

This response code indicates that a handle in the session area of the command
is not associated with a loaded session. The value of 'x' is in the range 0 to 6 with
a value of 0 indicating the 1% session handle and 6 representing the 7™ Upper
TPM RC REFERENCE Sx values are provided for future use. The TPM resource manager needs to find the
o B correct session and load it. It may then retry the command.

NOTE Usually, this error indicates that the TPM resource manager has a
corrupted database.

TPM_RC_RETRY the TPM was not able to start the command

This response code indicates that the TPM does not have a handle to assign(to
new session. This respose is only returned by TPM2_StartAuthSession() At is

listed here because the command is not in error and the TPM resource managef
can remedy the situation by flushing a session (TPM2_FlushContext():

D

TPM_RC_SESSION_HANDLES

This response code can be returned by any command that causes:the TPM to
need a session 'slot'. The most common case where this mightbereturned is
when a session is loaded (TPM2_StartAuthSession() or TPM2: ContextLoad()).
However, the TPM implementation is allowed to use object slots for other
purposes. The remedy when this response is returned’is<for the TPM resource
manager to flush a transient object.

TPM_RC_SESSION_MEMORY

Normal completion for any command. If the respanseCode is
TPM_RC_SUCCESS, then the rest of the response has the format indicated in
the response schematic. Otherwise, the response is a 10 octet value indicating
an error.

TPM_RC_SUCCESS

This response code indicates that the TPM is performing tests and cannot

TPM_RC_TESTING respond to the request at this time:. The command may be retried.

the TPM has suspended operation on the command; forward progress was made
TPM_RC_YIELDED and the command may beetried.

See ISO/IEC 11889-1, clause 38, “Multi-tasking”

NOTE 1 Usually, the TPM_RC_REFERENCE_Hx and TPM_RC_REFERENCE_Sx response codgs
indicate the TPM resourcesmanager has a corrupted database.

NOTE 2 The TPM_RC_YIELDED-response code won’t occur in the reference implementation.

© ISO/IEC 2015 — All rights reserved 15
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8 Implementation Dependent

The actions code for each command makes assumptions about the behavior of various sub-systems.
There are many possible implementations of the subsystems that would achieve equivalent results. The
actions code is not written to anticipate all possible implementations of the sub-systems. Therefore, it is
the responsibility of the implementer to ensure that the necessary changes are made to the actions code
when the sub-system behavior changes.

16 © ISO/IEC 2015 — All rights reserved
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9 Detailed Actions Assumptions

9.1

Introduction

E)

The C code in the Detailed Actions for each command is written with a set of assumptions about the
processing performed before the action code is called and the processing that will be done after the
action code completes.

9.7

Before calling the command actions code, the following actions have occurred.

9.3

When the function implementing,the command actions completes,

NOTE If a handle is in the parameter portion of the command, the associated entity does not have

Pre-processing

Verification that the handles in the handle area reference entities that are resident on‘the TPM.

be loaded, but the handle needs to be the correct type.

If use of a handle requires authorization, the Password, HMAC, or Policy.session associated w
the handle has been verified.

If a command parameter was encrypted using parameter encryption, it was decrypted before
being unmarshaled.

If the command uses handles or parameters, the calling stack contains a pointer to a data

structure (In) that holds the unmarshaled values for the’handles and command parameters. If
the response has handles or parameters, the calling-Stack contains a pointer to a data structure
(out) to hold the handles and response parameters generated by the command.

All parameters of the in structure have been Vvalidated and meet the requirements of the
parameter type as defined in ISO/IEC 11889-2.

Space set aside for the out structure is sufficient to hold the largest out structure that could
produced by the command

Post Processing

response parameters-that require parameter encryption will be encrypted after the command
actions complete;

audit and session contexts will be updated if the command response is TPM_RC_SUCCESS;
and

the eemmand header and command response parameters will be marshaled to the response
buffer.

th

© ISO/IEC 2015 — All rights reserved
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10

10

Start-up

.1 Introduction

Clause 10 contains the commands used to manage the startup and restart state of a TPM.

10.

2 _TPM_Init

10

T

Inifialization actions include testing code required to execute the next expected commandyifithe TPM ig

FU
is

NO

Th
ph
pra
Th
be

NO

TPM2_Startup().

2.1General Description

PM_Init initializes a TPM.

M, the next expected command is TPM2_FieldUpgradeData(); otherwise, the next expected comm3

TE 1 If the TPM performs self-tests after receiving _TPM_Init() and the TRM enters Failure mode bef
receiving TPM2_Startup() or TPM2_FieldUpgradeData(), then the-.TRPM might be able to acc
TPM2_GetTestResult() or TPM2_GetCapability().

e means of signaling _TPM_Init shall be defined in the platform-specific specifications that define
ysical interface to the TPM. The platform shall send this indicationr whenever the platform starts its b
cess and only when the platform starts its boot process.

ere shall be no software method of generating this indication that does not also reset the platform 3
pin execution of the CRTM.

TE 2 In the reference implementation, this sighal causes an internal flag (s_initialized) to be CLE
While this flag is CLEAR, the TPM will ohly accept the next expected command described above.

in
nd

pre
lept

he
Dot

\R.
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10.2.2 Detailed Actions

This function is used to process a _TPM_Init() indication.

#include "InternalRoutines.h"
LIB_EXPORT void
_TPM_Init(
void
)
{

ISO/IEC 11889-3:2015(E)

/7 Clear the Tarlure mode Tlags
g_inFailureMode = FALSE;
g_TforceFailureMode = FALSE;

// Initialize the NvEnvironment.
g_nvok = NvPowerOn(Q);

// Initialize crypto engine
CryptinitunitsQ;

// Start clock
TimePowerOn();

// Set initialization state
TPMINitQ;

// Initialize object table
ObjectStartup();

// Set g DRTMHandle as unassigned
g_DRTMHandle = TPM_RH_UNASSIGNED;

// No H-CRTM, yet.
g _DrtmPreStartup = FALSE;

return;

© ISO/IEC 2015 — All rights reserved
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10.3 TPM2_Startup

10.3.1 General Description

TPM2_Startup() is always preceded by _TPM_Init, which is the physical indication that TPM initialization
is necessary because of a system-wide reset. TPM2_Startup() is only valid after _TPM_Init. Additional
TPM2_Startup() commands are not allowed after it has completed successfully. If a TPM requires
TPM2_Startup() and another command is received, or if the TPM receives TPM2_Startup() when it is not

re

NQTE 1 See 10.2.1 for other command options for a TPM supporting field upgrade mode.

NQTE 2 _TPM_Hash_Start, _TPM_Hash_Data, and _TPM_Hash_End are not commands _and’/a platfo

If
TH

A
TH

1)

2)

3)

If g

TAM_RC_VALUE.

If,
Sh

Or

uired, the TFM shall return TFIVI_KC_INITIALIZE.

specific specification might allow these indications between _TPM_Init and TPM2 _Startup().

n Failure mode the TPM shall accept TPM2_GetTestResult() and TPM2_GetCapability() evern
M2_Startup() is not completed successfully or processed at all.

Shutdown/Startup sequence determines the way in which the TPM will\MOperate in response
M2_Startup(). The three sequences are:

TPM Reset — This is a Startup(CLEAR) preceded by either Shutdown(CLEAR) or
TPM2_Shutdown(). On TPM Reset, all variables go back to thejr default initialization state.

NOTE 3 Only those values that are specified as having a“default initialization state are changed by T
Reset. Persistent values that have no defaultsinitialization state are not changed by
command. Values such as seeds have no default initialization state and only change dug
specific commands.

TPM Restart — This is a Startup(CLEAR) preceded-by Shutdown(STATE). This preserves much of
previous state of the TPM except that PCR and the controls associated with the Platform hierarg
are all returned to their default initialization state;

TPM Resume — This is a Startup(STATE) preceded by Shutdown(STATE). This preserves
previous state of the TPM including the static Root of Trust for Measurement (S-RTM) PCR and
platform controls other than the phEnable and phEnableNV.

TPM receives Startup(STATE) and that was not preceded by Shutdown(STATE), the TPM shall ret

during TPM Restart or . TPM Resume, the TPM fails to restore the state saved at the |
utdown(STATE), the-TPM shall enter Failure Mode and return TPM_RC_FAILURE.

any TPM2_StartGp(),

e phEnable-and phEnableNV shall be SET;

o all tramsient contexts (objects, sessions, and sequences) shall be flushed from TPM memory;
e _ TRMS_TIME_INFO.time shall be reset to zero; and

m-

PM
his
to

he
hy

he
he

urn

Ast

o) use of lockoutAuth shall be enabled if lockoutRecovery is zero.

Ad

ditional actions are performed based on the Shutdown/Startup sequence.

On TPM Reset

20
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platformAuth and platformPolicy shall be set to the Empty Buffer,

For each NV index with TPMA_NV_WRITE_DEFINE CLEAR or TPMA_NV_WRITTEN CLEAR
TPMA_NV_WRITELOCKED shall be CLEAR,

For each NV index with TPMA_NV_CLEAR_STCLEAR SET, TPMA_NV_WRITTEN shall be
CLEAR,

tracking data for saved session contexts shall be set to its initial value,

the object context sequence number is reset to zero,

On TPM Restart

On TPM Resume

NOTE 4 PCR can be initialized any time between _TPM_Init and<the end of TPM2_Startup(). PCR t
are preserved by TPM Resume will need to be restored during TPM2_Startup().
NOTE 5 See ISO/IEC 11889-1, clause 17.1, "Initializing/BE€R" in for a description of the default in

a new context encryption key shall be generated,
TPMS_CLOCK_INFO.restartCount shall be reset to zero,
TPMS_CLOCK_INFO.resetCount shall be incremented,
the PCR Update Counter shall be clear to zero,
shEnable and ehEnable shall be SET, and

PCR in all banks are reset to their default initial conditions as determined by the relevant
platform-specific specification and the H-CRTM state (see ISO/IEC 11889-1, clause 34.3, “H-
CRTM before TPM2_Startup()”)

conditions for a PCR.

TPMS_CLOCK_INFO.restartCount shall be incremented,
shEnable and ehEnable shall be SET,
platformAuth and platformPolicy shall’be set to the Empty Buffer,

For each NV index with TPMA__NV-WRITE_DEFINE CLEAR or TPMA_NV_WRITTEN CLEAR
TPMA_NV_WRITELOCKED hall be CLEAR,

For each NV index with TPMA NV_CLEAR_STCLEAR SET, TPMA_NV_WRITTEN shall be
CLEAR, and

PCR in all banks are-reset to their default initial conditions.

If an H-CRTM Event Sequence is active, extend the PCR designated by the platform-specific
specification.

the H-CRTM startup method is the same for this TPM2_Startup() as for the previous
TRM2_Startup(); (TPM_RC_LOCALITY)

TPMS_CLOCK_INFO.restartCount shall be incremented; and

hat

tial

PCR that are specified in a platform-specific specification to be preserved on TPM Resume are
restored to their saved state and other PCR are set to their initial value as determined by a
platform-specific specification.

Other TPM state may change as required to meet the needs of the implementation.

If the startupType is TPM_SU_STATE and the TPM requires TPM_SU_CLEAR, then the TPM shall return
TPM_RC_VALUE.

NOTE 6

The TPM will need TPM_SU_CLEAR when no shutdown was performed or after Shutdown(CLEAR).

© ISO/IEC 2015 — All rights reserved
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NOTE 7 If startupType is neither TPM_SU_STATE nor TPM_SU_CLEAR, then the unmarshaling code returns
TPM_RC_VALUE.

22 © ISO/IEC 2015 — All rights reserved
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10.3.2 Command and Response

Table 5 — TPM2_Startup Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_NO_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_Startup {NV}

TRM_SU startupType TPM_SU_CLEAR or TPM_SU_STATE
Table 6 — TPM2_Startup Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

© ISO/IEC 2015 — All rights reserved
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10.3.3 Detailed Actions

#include "InternalRoutines._h"
#include "'Startup_fp.h"
#ifdef TPM_CC Startup // Conditional expansion of this file

Table 7 — TPM2_Startup Errors

Error Returns Meaning

TPM_RC_LOCALITY a Startup(STATE) does not have the same H-CRTM state as the
previous Startup().

TPM_RC_NV_UNINITIALIZED the saved state cannot be recovered and a Startup(CLEAR) is

requried.

TPM_RC_VALUE start up type is not compatible with previous shutdown seguence
TPM _RC
TPM2_Startup(

Startup_In *in // IN: input parameter list

)
{

STARTUP_TYPE startup;

TPM_RC result;

BOOL prevDrtmPreStartup;

// The command needs NV update. Check if NV is available.
// A TPM_RC_NV_UNAVAILABLE or TPM_RC NV _RATE erspQrhmay be returned at
// this point
result = NviIsAvailable();
if(result = TPM_RC_SUCCESS)
return result;

//| Input Validation

// Read orderly shutdown states @ftrom previous power cycle
NvReadReserved(NV_ORDERLY, &g—prevOrderlyState);

// HACK to extract the DRTM Startup type associated with the previous shutdown
prevDrtmPreStartup = (g—prevOrderlyState == (TPM_SU_STATE + PRE_STARTUP_FLAG));
if(prevDrtmPreStartup)

g_prevOrderlyState’= TPM_RC_LOCALITY;

// 1T this startyp’ is a TPM Resume, then the H-CRTM states have to match
if( in->startupType == TPM_SU_STATE

&& g_DrtmPreStartup !'= prevDrtmPreStartup)

retur TPM_RC_VALUE + RC_Startup_startupType;

//, Tf~the previous power cycle was shut down with no StateSave command, or
A/ \ith StateSave command for CLEAR, or the part of NV used for TPM_SU_STATE
Z/ _cannot _be recovered, then this cycle can not startup up with STATE
if(in->startupType == TPM_SU_STATE)

{
it g_prevOrderlyState == SHUTDOWN_NONE
Il g_prevOrderlyState == TPM_SU_CLEAR)
return TPM_RC_VALUE + RC_Startup_startupType;
iT(g_nvOk == FALSE)
return TPM_RC_NV_UNINITIALIZED;
}

// Internal Date Update
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// Translate the TPM2_ShutDown and TPM2_Startup sequence into the startup
// types. Will only be a SU_RESTART if the NV is OK
it in->startupType == TPM_SU_CLEAR

&& g _prevOrderlyState == TPM_SU_STATE

&& g _nvOk == TRUE)

{

startup = SU_RESTART;

// Read state reset data

NvReadReserved(NV_STATE_RESET, &gr);
3
L4 1 s L 1 &l LS a4 L 1 4+ Ql kL L L &l
_ e
// above

else if(in->startupType == TPM_SU_STATE && g_prevOrderlyState == TPM_SU_STATE)
{
// For a resume, the H-CRTM startup method must be the same
iT(g_DrtmPreStartup !'= prevDrtmPreStartup)
return TPM_RC_LOCALITY;

// Read state clear and state reset data
NvReadReserved(NV_STATE_CLEAR, &gc);
NvReadReserved(NV_STATE_RESET, &gr);
startup = SU_RESUME;

¥
else
{
startup = SU_RESET;
¥
// Read persistent data from NV
NvReadPersistent();

// Crypto Startup
CryptUti IStartup(startup);

// Read the platform unique value that\is used as VENDOR_PERMANENT auth value

g_platformUniqueDetails.t.size = (UINT16) plat__GetUnique(l,
sizeof(g_platformUniqueDetails.t.buffer),
g_platformUniqueDetails.t_buffer);

// Start up subsystems
// Start counters and timéks
TimeStartup(startup);

// Start dictionary-attack subsystem
DAStartup(startup)s

// Enable higggpchies
HierarchyStartup(startup);

// Resgoxg/Initialize PCR
PCRStartup(startup);

L/ \Restore/Initialize command audit information
CommandAuditStartup(startup);

// Object context variables
if(startup == SU_RESET)

// Reset object context ID to O
gr.objectContextID = 0;

// Reset clearCount to O
gr.clearCount= 0;

}

// Initialize session table

© ISO/IEC 2015 — All rights reserved
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SessionStartup(startup);

// Initialize index/evict data. This function clear read/write locks
// in NV index
NvEntityStartup(startup);

// Initialize the orderly shut down flag for this cycle to SHUTDOWN_NONE.
gp-orderlyState = SHUTDOWN_NONE;
NwWriteReserved(NV_ORDERLY, &gp-orderlyState);

// Update TPM internal states if command succeeded.

LL D 2l TDMD O H

}

#emdif // CC_Startup

£ ol I ol
77 nCCOTO O 1T vz__ocar coup oo icr s oeert T cCtTveoT

TPMRegisterStartup();

// The H-CRTM state no longer matters
g _DrtmPreStartup = FALSE;

return TPM_RC_SUCCESS;

26
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.4 TPM2_Shutdown

.4.1General Description

E)

This command is used to prepare the TPM for a power cycle. The shutdownType parameter indicates
how the subsequent TPM2_Startup() will be processed.

For a shutdownType of any type, the volatile portion of Clock is saved to NV memory and the orderly
shutdown indication is SET. NV with the TPMA_NV_ORDERY attribute will be updated.

Fo

Th

So

Th
co
ch
nu
stg
ne

I a shutdownType of TPM_SU_STATE, the following additional items are saved:

e tracking information for saved session contexts;

e the session context counter;

e PCR that are designated as being preserved by TPM2_Shutdown(TPM_SU_STATE);
e the PCR Update Counter;

o flags associated with supporting the TPMA_NV_WRITESTCLEAR and
TPMA_NV_READSTCLEAR attributes; and

e the command audit digest and count.
e following items shall not be saved and will not be in TPM memaoryfter the next TPM2_Startup:
e TPM-memory-resident session contexts;
e TPM-memory-resident transient objects; or
e TPM-memory-resident hash contexts created by TPM2_HashSequenceStart().
Ime values may be either derived from other values or saved to NV memory.

s command saves TPM state but does not change the state other than the internal indication that
htext has been saved. The TPM shall continue to accept commands. If a subsequent comm3
hnges TPM state saved by this command,:then the effect of this command is nullified. The TPM M
lify this command for any subsequenticommand rather than check whether the command chang
te saved by this command. If thisccommand is nullified. and if no TPM2_Shutdown() occurs before
xt TPM2_Startup(), then the next-TPM2_Startup() shall be TPM2_Startup(CLEAR).

he
nd

ed
he
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10.4.2 Command and Response

Table 8 — TPM2_Shutdown Command

Type Name Description
TPM_ST_SESSIONS if an audit session is present;
TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TRM_CC commandCode TPM_CC_Shutdown {NV}

TRM_SU shutdownType TPM_SU_CLEAR or TPM_SU_STATE

Table 9 — TPM2_Shutdown Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

28 © ISO/IEC 2015 — All rights reserved
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10.4.3 Detailed Actions

#include "InternalRoutines._h"
#include "'Shutdown_fp.h"
#ifdef TPM_CC Shutdown // Conditional expansion of this fTile

TP
TP

//

//

Table 10 — TPM2_Shutdown Errors

Error Returns Meaning
TPM_RC_TYPE if PCR bank has been re-configured, a CLEAR StateSave() is
required
_RC
2_Shutdown(
Shutdown_In *in // IN: input parameter list
)
TPM_RC result;

// The command needs NV update. Check if NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be reglrned at
// this point

result = NvisAvailable();

if(result '= TPM_RC_SUCCESS) return result;

Input Validation
// IT PCR bank has been reconfigured, a CLEAR state save is required
iT(g_pcrReConfig && in->shutdownType == TPM_SU<STATE)
return TPM_RC_TYPE + RC_Shutdown_shutdownType;
Internal Data Update

// PCR private date state save
PCRStateSave(in->shutdownType) ;

// Get DRBG state
CryptDrbgGetPutState(GET_STATE);

// Save all orderly data
NviWriteReserved(NV_ORDERLY_DATA, &go);

// Save RAM backed)NV index data
NvStateSave();

if(in->shutdewnType == TPM_SU_STATE)
/ASave STATE _RESET and STATE_CLEAR data

NviVriteReserved(NV_STATE _CLEAR, &gc);
NvWWriteReserved(NV_STATE RESET, &gr);

Lo
—etse T Cm=>shutdown Type ——TPM_SU—CEEAR)
{

// Save STATE RESET data
NvWriteReserved(NV_STATE RESET, &gr);

}

// Write orderly shut down state

if(in->shutdownType == TPM_SU_CLEAR)
gp-orderlyState = TPM_SU_CLEAR;

else if(in->shutdownType == TPM_SU_STATE)
gp-orderlyState = TPM_SU_STATE

© ISO/IEC 2015 — All rights reserved
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| ((g_DrtmPreStartup) ? PRE_STARTUP_FLAG = 0);
else
pAssert(FALSE) ;

NvWriteReserved(NV_ORDERLY, &gp-orderlyState);

// 1T PRE_STARTUP_FLAG was SET, then it will stay set in gp.orderlyState even
// if the TPM isn"t actually shut down. This is OK because all other checks

// of gp.orderlyState are to see if it is SHUTDOWN NONE. So, having

// gp-orderlyState set to another value that is also not SHUTDOWN_NONE, is not
// an issue. This must be the case, otherwise, it would be impossible to add

ot on

return TPM_RC_SUCCESS; '\<C>
) P
#endif // CC_Shutdown (ES.
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Testing

11.1 Introduction

E)

Compliance to standards for hardware security modules may require that the TPM test its functions
before the results that depend on those functions may be returned. The TPM may perform operations
using testable functions before those functions have been tested as long as the TPM returns no value
that depends on the correctness of the testable function.

EX

If & command is received that requires return of a value that depends on untested ‘functions, the T

sh

Or
ret

If g
T
T

AMPLE TPM2_PCR_Event() can be executed before the hash algorithms have been tested. Howevet,-U
the hash algorithms have been tested, the contents of a PCR cannot be used in any command ift
command could result in a value being returned to the TPM wuser. This means f{
TPM2_PCR_Read() or TPM2_PolicyPCR() could not complete until the hashes have been’chec

PCR values.

hll test the required functions before completing the command.

ce the TPM has received TPM2_SelfTest() and before completion of all tests; the TPM is required
urn TPM_RC_TESTING for any command that uses a function that requifes‘a test.

self-test fails at any time, the TPM will enter Failure mode. While in. Failure mode, the TPM will ret
M_RC_FAILURE for any command other than TPM2_GetTestResuli() and TPM2_GetCapability(). T
M will remain in Failure mode until the next _TPM_ Init.

ntil
hat
hat
ed

but other TPM2_PCR_Event() commands can be executed even though the operation uses previpus

PM

to

irn
he

©
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11.2 TPM2_SelfTest

11.2.1 General Description

This command causes the TPM to perform a test of its capabilities. If the fullTest is YES, the TPM will test
all functions. If fullTest = NO, the TPM will only test those functions that have not previously been tested.

If any tests are required, the TPM shall either

a) [Tetarn TPM_RC_TESTING and begin self-test of the required functons, or

NOTE 1 If fullTest is NO, and all functions have been tested, the TPM returns TPM_RC_SUCCESS.

b

If the TPM uses option a), the TPM shall return TPM_RC_TESTING for any command)that requires uyse
of | testable function, even if the functions required for completion of the command have already bgen
tegted.

perform the tests and return the test result when complete.

~

=

NQTE 2 This command might cause the TPM to continue processing after it has returned the response.[So
that software can be notified of the completion of the testing, the.intérface can include controls that
would allow the TPM to generate an interrupt when the “background” processing is complete. Tlhis
would be in addition to the interrupt that might be available for signaling normal command
completion. It is not necessary that there be two interrupts, but the interface ought to provide a way
to indicate the nature of the interrupt (normal command_dr/deferred command).
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Table 11 — TPM2_SelfTest Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit session is present;
otherwise, TPM_ST_NO_SESSIONS

UINT32

commandSize

Tnl\/l alal
mvr—<

TDRM_CC _SaoalfTact [(ANN\/]
TV oo —OCT T eIt Ty vy

YES if full test to be performed

THMI_YES_NO fullTest NO if only test of untested functions required
Table 12 — TPM2_SelfTest Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

© ISO/IEC 2015 — All rights reserved
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11.2.3 Detailed Actions

#include "InternalRoutines.h"
#include "'SelfTest _fp.h"
#ifdef TPM_CC SelfTest // Conditional expansion of this file

Table 13 — TPM2_SelfTest Errors

Error Returns Meaning
TPM_RC_CANCELED the command was canceled (some incremental process may have
been made)
TPM_RC_TESTING self test in process
TPY_RC
TPM2_SelfTest(
SelfTest _In *in // IN: input parameter list
)

//|Command Output

// Call self test function in crypt module
return CryptSelfTest(in->fullTest);

}
#emdif // CC_SelfTest
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.3 TPM2_IncrementalSelfTest

.3.1General Description

This command causes the TPM to perform a test of the selected algorithms.

NOTE 1 The toTest list indicates the algorithms that software would like the TPM to test in anticipation of
future use. This allows tests to be done so that a future commands will not be delayed due to
testing.

The implementation can treat algorithms on the toTest list as either 'test each completely' orfest
this combination.’

EXAMPLE 1 If the toTest list includes AES and CTR mode, it can be interpreted as a request to teSt,only AE$ in
CTR mode. Alternatively, it can be interpreted as a request to test AES in all modes,and CTR mgde
for all symmetric algorithms.

If tpTest contains an algorithm that has already been tested, it will not be tested again:

NQITE 2 The only way to force retesting of an algorithm is with TPM2_SelfTest({ullTest = YES).

The TPM will return in toDoList a list of algorithms that are yet to be ested. This list is not the lis{ of

aldorithms that are scheduled to be tested but the algorithms/functions, that have not been tested. Only

thg algorithms on the toTest list are scheduled to be tested by this gommand.

NQTE 3 An algorithm remains on the toDoList while any part‘ef it remains untested.

EXAMPLE 2 A symmetric algorithm remains untested until it is\tested with all its modes.

Mgking toTest an empty list allows the determination of the algorithms that remain untested withput

triggering any testing.

If tpTest is not an empty list, the TPM shall return TPM_RC_SUCCESS for this command and then retlirn

TAM_RC_TESTING for any subsequent éommand (including TPM2_IncrementalSelfTest()) until the

requested testing is complete.

NOTE 4 If toDoList is empty, thenno additional tests are needed and TPM_RC_TESTING will not be returped
in subsequent comMmands and no additional delay will occur in a command due to testing.

NQTE 5 If none of theralgorithms listed in toTest is in the toDolList, then no tests will be performed.

NOTE 6 The TPM cannot return TPM_RC_TESTING for this command, even when testing is not complégte,

If @ll the parameters in this command are valid, the TPM returns TPM_RC_SUCCESS and the toDoll

(w

NO

because-response parameters can only returned with the TPM_RC_SUCCESS return code.

nich may be\empty).

TE 7 An implementation might perform all requested tests before returning TPM_RC_SUCCESS, o
might return TPM_RC_SUCCESS for this command and then return TPM_RC_TESTING for
subsequence commands (including TPM2_IncrementatSelfTest()) until the requested tests

ist

r it
all
Are

complete
™

© ISO/IEC 2015 — All rights reserved

35


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

11.3.2 Command and Response

Table 14 — TPM2_IncrementalSelfTest Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize

TRM_CC commandCode TPM_CC_IncrementalSelfTest {NV}

TRML_ALG toTest list of algorithms that should be tested

Table 15 — TPM2_IncrementalSelfTest Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRML_ALG toDolList list of algorithms that need testing
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11.3.3 Detailed Actions

#include "InternalRoutines._h"
#include "IncrementalSelfTest fp.h"
#ifdef TPM_CC IncrementalSelfTest // Conditional expansion of this Tile

Table 16 — TPM2_IncrementalSelfTest Errors

Error Returns Meaning
TPM_RC_CANCELED the command was canceled (some tests may have completed)
TPM_RC_VALUE an algorithm in the toTest list is not implemented
TPM_RC
TPY2_IncrementalSelfTest(
IncrementalSelfTest _In *in, // IN: input parameter list
IncrementalSelfTest_Out *out // OUT: output parameter list
))
{
TPM_RC result;

//|Command Output

// Call incremental self test function in crypt module. Ifr€his function
// returns TPM_RC VALUE, it means that an algorithm on €he "toTest" list is
// not implemented.
result = CryptincrementalSelfTest(&in->toTest, &out=>toDoList);
if(result == TPM_RC_VALUE)

return TPM_RCS_VALUE + RC_IncrementalSelfTest-toTest;
return result;

}
#emdif // CC_IncrementalSelfTest

© ISO/IEC 2015 — All rights reserved
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11.4 TPM2_GetTestResult

11.4.1 General Description

This command returns manufacturer-specific information regarding the results of a self-test and an
indication of the test status.

If TPM2_SelfTest() has not been executed and a testable function has not been tested, testResult will be
TPM_RC_ NEEDS TEST If TPM2 SeIfTest() has been rece|ved and the tests are not complete

st
stgtus of the TPM and so that diagnostic information can be obtained for use in failure analysis. If the
TRAM is in Failure mode, then tag is required to be TPM_ST_NO_SESSIONS or the FPM shall return
TAM_RC_FAILURE.
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11.4.2 Command and Response

Table 17 — TPM2_GetTestResult Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG | tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_GetTestResult

Table 18 — TPM2_GetTestResult Response

Type Name Description
TPMI_ST_COMMAND_TAG tag see clause 7
UINT32 responseSize

TPM_RC responseCode

P e e ————————————————————
test result data

TPM2B_MAX_BUFFER outData . e .
contains manufacturer-specific information

TPM_RC testResult
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11.

4.3 Detailed Actions

#include "InternalRoutines._h"
#include "GetTestResult fp.h"
#ifdef TPM_CC GetTestResult // Conditional expansion of this Tile

In the reference implementation, this function is only reachable if the TPM is not in failure mode meaning

that all tests that have been run have completed successfully. There is not test data and the test result is
TPM_RC_SUCCESS

TP
TP

}

| RC
2 GetTestResult(
GetTestResult Out *out

))

Command Output

// Call incremental self test function in crypt module
out->testResult = CryptGetTestResult(&out->outData);

return TPM_RC_SUCCESS;

#emdif // CC_GetTestResult

// OUT: output parameter list

40
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Session Commands
.1 TPM2_StartAuthSession

.1.1 General Description

E)

This command is used to start an authorization session using alternative methods of establishing the
session key (sessionKey). The session key is then used to derive values used for authorization and for

enfrypiing parameters.

Thjs command allows injection of a secret into the TPM using either asymmetric or symmetric encrypti
The type of tpmKey determines how the value in encryptedSalt is encrypted. The decrypted secret va

IS

NO
Th
KO
Th
Ng

NO

Th
ge

no
T

If
the

Th
no

If

TAM_RC_SESSION_KHANDLES.

If

TRAM_RC_CONTEXT_GAP if creating the session would prevent recycling of old saved contexts (g

IS

If tpmKey.is not TPM_ALG_NULL then encryptedSalt shall be a TPM2B_ENCRYPTED_SECRET of

pre

ue

sed to compute the sessionKey.
TE 1 If tpmKey Is TPM_RH_NULL, then encryptedSalt needs to be an Empty Buffer.
e label value of “SECRET"” (see ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters" for normatjve

F label values) is used in the recovery of the secret value.

e TPM generates the sessionKey from the recovered secret value.

authorization is required for tpmKey or bind.

TE 2 The justification for using tpmKey without providing authqfization is that the result of using the ke
not available to the caller, except indirectly through the\sessionKey. This does not represent a p
of attack on the value of the key. If the caller attémpts to use the session without knowing
sessionKey value, it is an authorization failure thaf\will trigger the dictionary attack logic.

e entity referenced with the bind parameter contributes an authorization value to the sessionK

heration process.

TPM_ALG_NULL, then encryptedSalt is, used in the computation of sessionKey. If bind is
M_ALG_NULL, the authValue of bind is,used in the sessionKey computation.

Ifjoth tpmKey and bind are TPM_ALG_NULL, ttien sessionKey is set to the Empty Buffer. If tpmKey i

ymmetric specifies a block cipher,then TPM_ALG_CFB is the only allowed value for the mode fielg
symmetric parameter (TPM_RC_MODE).

s command starts an authQrization session and returns the session handle along with an ini
hceTPM in the response.

the TPM does not) ' have a free slot for an authorization session, it shall ret

he TPM implements a “gap” scheme for assigning contextID values, then the TPM shall ret

D/IEC 11889-1, clause 30, “Context Management”).

per type for tpmKey. The TPM shall return TPM_RC_VALUE if:

is
int
the

ey

hot

n

tial

urn

urn

he

a)

b)

(PMRKeEYy rerererices an KoA Key and
1) encryptedSalt does not contain a value that is the size of the public modulus of tpmKey,
2) encryptedSalt has a value that is greater than the public modulus of tpmKey,

3) encryptedSalt is not a properly encoded OAEP value, or

4) the decrypted salt value is larger than the size of the digest produced by the nameAlg of tpmKey;

or

tpmKey references an ECC key and encryptedSalt

© ISO/IEC 2015 — All rights reserved
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1) does not contain a TPMS_ECC_POINT or

2) is not a point on the curve of tpmKey;

NOTE 3 When ECC is used, the point multiply process produces a value (Z) that is used in a KDF to
produce the final secret value. The size of the secret value is an input parameter to the KDF
and the result will be set to be the size of the digest produced by the nameAlg of tpmKey.

c) tpmKey references a symmetric block cipher or a keyedHash object and encryptedSalt contains a
value that is larger than the size of the digest produced by the nameAlg of tpmKey.

If sessionType

Fo essioh-hipe his command-will causainitialization

befween the session and an object (the bind object).
TRAM_SE_TRIAL, the additional session initialization is:

iS TM_SPOLIY

e set policySession—policyDigest to a Zero Digest (the digest size for policySession— pslicyDigelst
is the size of the digest produced by authHash);

e authorization may be given at any locality;

e authorization may apply to any command code;

e authorization may apply to any command parameters or handles;

e the authorization has no time limit;

e an authValue is not needed when the authorization is used:;

e the session is not bound,;

e the session is not an audit session; and

e the time at which the policy session was created is‘tecorded.

Additionally, if sessionType is TPM_SE_TRIAL, the session will not be usable for authorization but can|be
used to compute the authPolicy for an object.

n

NQTE 4 Although this command changes the‘session allocation information in the TPM, it does not invalidjate
a saved context. That is, TPM2) Shutdown() is not needed after this command in order to |re-
establish the orderly state of the TPM. This is because the created context will occupy an available
slot in the TPM and sessiofis'in the TPM do not survive any TPM2_Startup(). However, if a creafed
session is context saved, the orderly state does change.

The TPM shall return TPM_RC<SIZE if nonceCaller is less than 16 octets or is greater than the sizg of
thq digest produced by authHash.
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Table 19 — TPM2_StartAuthSession Command

TRM2B_NONCE

nonceCaller

Type Name Description
TPM_ST_SESSIONS if an audit, decrypt, or encrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,
TPM_ST_NO_SESSIONS
UI 1TR2 commandSize
TRM_CC commandCode TPM_CC_StartAuthSession
handle of a loaded decrypt key used to encrypt salt
TRMI_DH_OBJECT+ tpmKey may be TPM_RH_NULL
Auth Index: None
entity providing the authValue
TRMI_DH_ENTITY+ bind may be TPM_RH_NULL

Auth Index: None

_— — — —  — — _ ___________________|

initial nonceCaller, sefs-nonce size for the session
shall be at least 16¢0ctets

TRM2B_ENCRYPTED_SECRET| encryptedSalt

value encryptéed according to the type of tpmKey

If tpmKey,is“UPM_RH_NULL, this shall be the Empty
Buffer.

indicates the type of the session; simple HMAC or pol

THM_SE sessionType (ineluding a trial policy)
. the algorithm and key size for parameter encryption
TRMT_SYM_DEF+ symmetric
- - may select TPM_ALG_NULL
hash algorithm to use for the session
TRMI_ALG_HASH authHash

Shall be a hash algorithm supported by the TPM and
not TPM_ALG_NULL

Table\20 — TPM2_StartAuthSession Response

TRMI_SH_AUTH_ SESSION

TRM2B_NONCE

sessionHandle

nonceTPM

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

handle for the newly created session

the initial nonce from the TPM, used in the computatio
of the sessionKey

© ISO/IEC 2015 — All rights reserved
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12.

1.3 Detailed Actions

#include "InternalRoutines._h"
#include "'StartAuthSession_fp.h"
#ifdef TPM_CC StartAuthSession // Conditional expansion of this Tile

Table 21 — TPM2_StartAuthSession Errors

TP
TP

//

Error Returns Meaning

TPM_RC_ATTRIBUTES tpmKey does not reference a decrypt key

TPM_RC_CONTEXT_GAP the difference between the most recently created active context and
the oldest active context is at the limits of the TPM

TPM_RC_HANDLE input decrypt key handle only has public portion loaded

TPM_RC_MODE symmetric specifies a block cipher but the mode is nat
TPM_ALG_CFB.

TPM_RC_SESSION_HANDLES | no session handle is available

TPM_RC_SESSION_MEMORY no more slots for loading a session

TPM_RC_SIZE nonce less than 16 octets or greater than-the size of the digest
produced by authHash

TPM_RC_VALUE secret size does not match deerypt key type; or the recovered secret
is larger than the digest size’0f'the nameAlg of tpmKey; or, for an
RSA decrypt key, if encryptedSecret is greater than the public
exponent of tpmKey.

| RC

2_StartAuthSession(

StartAuthSession_In *in, 47 IN: input parameter buffer
StartAuthSession_Out *out // OUT: output parameter buffer

)

TPM_RC result \='TPM_RC_SUCCESS;

OBJECT *tpmKey; // TPM key for decrypt salt
SESSION *session; // session internal data
TPM2B_DATA salt;

Input Validation

// Check input gérnge size. |IT should be at least 16 bytes but not larger
// than the digeSt size of session hash.
if( in—->nonceCaller.t.size < 16
Il in-=nenceCaller.t._size > CryptGetHashDigestSize(in->authHash))
retura~TPM_RC_SIZE + RC_StartAuthSession_nonceCaller;

// d\ah decrypt key is passed in, check its validation
iIF(in->tpmKey != TPM_RH_NULL)

44

77—secret—size camotbe 6
if(in->encryptedSalt.t_size == 0)
return TPM_RC_VALUE + RC_StartAuthSession_encryptedSalt;

// Get pointer to loaded decrypt key
tpmKey = ObjectGet(in->tpmKey);

// Decrypting salt requires accessing the private portion of a key.
// Therefore, tmpKey can not be a key with only public portion loaded
iT(tpmKey->attributes._publicOnly)

return TPM_RC_HANDLE + RC_StartAuthSession_tpmKey;
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//

}
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// HVAC session input handle check.

// tpmKey should be a decryption key

iT(tpmKey->publicArea.objectAttributes.decrypt != SET)
return TPM_RC_ATTRIBUTES + RC_StartAuthSession_tpmKey;

// Secret Decryption. A TPM_RC_VALUE, TPM_RC KEY or Unmarshal errors

// may be returned at this point

// See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters'

result = CryptSecretDecrypt(in->tpmKey, &in->nonceCaller, "SECRET",
&in->encryptedSalt, &salt);

£l e 1— T Do _ClICACCOON
T

CTTeSorcT = TV \C—OUTTEIO)

return TPM_RC_VALUE + RC_StartAuthSession_encryptedSalt;

else

// secret size must be 0
if(in—>encryptedSalt.t.size = 0)

return TPM_RC_VALUE + RC_StartAuthSession_encryptedSalt;
salt.t.size = 0;

// If “symmetric” is a symmetric block cipher (not TPM_ALG_NULL-QCNMTPM_ALG_XOR)
// then the mode must be CFB.
it in->symmetric.algorithm = TPM_ALG_NULL

&& in->symmetric.algorithm = TPM_ALG_XOR

&& in->symmetric.mode.sym != TPM_ALG _CFB)

return TPM_RC_MODE + RC_StartAuthSession_symmetrig;

Internal Data Update

// Create internal session structure. TPM_RC_GONTEXT_GAP, TPM_RC NO_HANDLES
// or TPM_RC_SESSION_MEMORY errors may be rg€0whed returned at this point.
//
// The detailed actions for creating thessession context are not shown here
// as the details are implementation dgpendent
// SessionCreate sets the output haneNe
result = SessionCreate(in->sessionType, in->authHash,

&in->nonceCal ler, &in->symmetric,

in—>bind," &salt, &out->sessionHandle);

if(result = TPM_RC_SUCCESS)
return result;

Command Output

// Get sessionposnter
session = SessionGet(out->sessionHandle);

// Copy nraiceTPM
out->nenceTPM = session->nonceTPM;

returs TPM_RC_SUCCESS;

#endif // CC StartAuthSession

© ISO/IEC 2015 — All rights reserved
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12.2 TPM2_PolicyRestart

12.2.1 General Description

This command allows a policy authorization session to be returned to its initial state. This command is
used after the TPM returns TPM_RC_PCR_CHANGED. That response code indicates that a policy will
fail because the PCR have changed after TPM2_PolicyPCR() was executed. Restarting the session
allows the authorizations to be replayed because the session restarts with the same nonceTPM. If the
PCR_are valid for the paolicy, the policy may then succeed

Thjs command does not reset the policy ID or the policy start time.
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Table 22 — TPM2_PolicyRestart Command

Ty

pe

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit session is present;
otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize

TRM_CC commandCode TPM_CC_PolicyRestart

TRMI_SH_POLICY sessionHandle the handle for the policy session
Table 23 — TPM2_PolicyRestart Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode
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12.2.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicyRestart _fp.h"
#ifdef TPM_CC PolicyRestart // Conditional expansion of this file

TPM_RC
TPM2_PolicyRestart(
PolicyRestart _In *in // IN: input parameter list
)
{
SESSION *session;
BOOL wasTrialSession;

//| Internal Data Update

session = SessionGet(in->sessionHandle);
wasTrialSession = session->attributes._isTrialPolicy == SET;

// Initialize policy session
SessionResetPolicyData(session);

session->attributes.isTrialPolicy = wasTrialSession;
return TPM_RC_SUCCESS;

}
#emdif // CC_PolicyRestart
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Object Commands
.1 TPM2_Create

.1.1 General Description

E)

This command is used to create an object that can be loaded into a TPM using TPM2_Load(). If the
command completes successfully, the TPM will create the new object and return the object’'s creation

da
of
be

TAM2B_PUBLIC template (inPublic) contains all of the fields necessary to define the propérties of

ne
Te

Th
se

When defining the object, the caller provides a template structure for the object in a TPM2B_PUBIL
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a (creafionData), TS public area (outPubIic), and 1ts encrypied Sensiive area (outPrivaie). Preservat
the returned data is the responsibility of the caller. The object will need to be loaded (TPM2_Loaq
ore it may be used.

v object. The setting for these fields is defined in ISO/IEC 11889-1, clause 27:2;2“Public A
mplate” and in ISO/IEC 11889-2, clause 9.3, “TPMA_OBJECT".

e parentHandle parameter shall reference a loaded decryption key that has both the public 3
nsitive area loaded.

Licture (inPublic), an initial value for the object’s authValue (inSensitiveluserAuth), and, if the object i
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symmetric object, an optional initial data value (inSensitive.data). The TPM shall validate the consistency
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TAM2_Create() and with values from KDFa() if the command is TPM2_CreatePrimary(). The paramet
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nPublic.attributes according to the Creation rules in ISO/IEC 11889-2, clause 9.3, “TPMA_OBJECT"
P inSensitive parameter may be encrypted using parameter encryption.

e methods in clause 13.1 are used by both TPM2_Create()-and TPM2_CreatePrimary(). When a val
ndicated as being TPM-generated, the value is filled in by bits from the RNG if the command
pach creation value are specified in ISO/IEC 11889-1.

e sensitiveDataOrigin attribute of inPublic shall be SET if inSensitive.data is an Empty Buffer g
EAR if inSensitive.data is not an Empty Buffer or the TPM shall return TPM_RC_ATTRIBUTES.

e TPM will create new data for the sensitive area and compute a TPMT_PUBLIC.unique from
nsitive area based on the object type;

For a symmetric key:

1) If inSensitive.sensitive.data is the Empty Buffer, a TPM-generated key value is placed in the n
object's TPMT_SENSITIVE.sensitive.sym. The size of the key will be determined
inPublic.publicArea.parameters.

2) If inSensitive:sensitive.data is not the Empty Buffer, the TPM will validate that the size
inSensitive.data is no larger than the key size indicated in the inPublic template (TPM_RC_SI
and cepy.the inSensitive.data to TPMT_SENSITIVE.sensitive.sym of the new object.

3) A_TRM-generated obfuscation value is placed in TPMT_SENSITIVE.sensitive.seedValue. T
size of the obfuscation value is the size of the digest produced by the nameAlg in inPublic. T
value prevents the public unique value from leaking information about the sensitive area.
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4) The TPMT_PUBLIC.unique.sym value for the new object Is then generated, as shown

in

equation (1) below, by hashing the key and obfuscation values in the TPMT_SENSITIVE with the

nameAlg of the object.
unique = Huameaiy(sensitive.seedValue.buffer || sensitive.any.buffer)

If the Object is an asymmetric key:

(1)

1) If inSensitive.sensitive.data is not the Empty Buffer, then the TPM shall return TPM_RC_VALUE.
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2) A TPM-generated private key value is created with the size determined by the parameters of
inPublic.publicArea.parameters.

3) If the key is a Storage Key, a TPM-generated TPMT_SENSITIVE.seedValue value is created;
otherwise, TPMT_SENSITIVE.seedValue.size is set to zero.

NOTE 1 An Object that is not a storage key has no child Objects to encrypt, so it does not need a
symmetric key.

4) The public unique value is computed from the private key according to the methods of the key
type.

5) If the key is an ECC key and the scheme required by the curvelD is not the same as schems
the public area of the template, then the TPM shall return TPM_RC_SCHEME.

n

6) If the key is an ECC key and the KDF required by the curvelD is not the same as kdfin‘the pupic
area of the template, then the TPM shall return TPM_RC_KDF.

NOTE 2 There is currently no command in which the caller may specify the )KDF to be used with{an
ECC decryption key. Since there is no use for this capability, the.reference implementation
needs the kdf in the template be set to TPM_ALG_NULL or TBM\.RC_KDF is returned.

c) | If the Object is a keyedHash object:

1) If inSensitive.sensitive.data is an Empty Buffer, and neither"sign nor decrypt is SET|in
inPublic.attributes, the TPM shall return TPM_RC_ATTRIBUTES. This would be a data objpct
with no data.

2) If inSensitive.sensitive.data is not an Empty< Buffer, the TPM will copy the
inSensitive.sensitive.data to TPMT_SENSITIVE.sensitive,bits of the new object.

NOTE 3 The size of inSensitive.sensitive.data\(is”limited to be no larger than the largest value| of
TPMT_SENSITIVE.sensitive.bits by MAX_SYM_DATA.

3) If inSensitive.sensitive.data is an Empty\Buffer, a TPM-generated key value that is the size of the
digest produced by the nameAlg in inPublic is placed in TPMT_SENSITIVE.sensitive.bits.

4) A TPM-generated obfuscation.value that is the size of the digest produced by the nameAlg| of
inPublic is placed in TPMT_SENSITIVE.seedValue.

5) The TPMT_PUBLIC.unigue.keyedHash value for the new object is then generated, as showr in
equation (1) above, by hashing the key and obfuscation values in the TPMT_SENSITIVE with the
nameAlg of the object;

For TPM2_Load(), the ARM will apply normal symmetric protections to the created TPMT_SENSITIVH to
crgate outPublic.

NQTE 4 The encryption key is derived from the symmetric seed in the sensitive area of the parent.

In pddition“te-outPublic and outPrivate, the TPM will build a TPMS_CREATION_DATA structure for the
oblect., TPMS_CREATION_DATA.outsideIlnfo is set to outsidelnfo. This structure is returned|in
crgationData. Addltlonally, the dlgest of this structure is returned in creatlonHash and, flnally a
TPM 1ay
be valldated by TPM2 CertlfyCreatlon()

If the object being created is a Storage Key and inPublic.objectAttributes.fixedParent is SET, then the
algorithms and parameters of inPublic are required to match those of the parent. The algorithms that must
match are inPublic.type, inPublic.nameAlg, and inPublic.parameters. If inPublic.type does not match, the
TPM shall return TPM_RC_TYPE. If inPublic.nameAlg does not match, the TPM shall return
TPM_RC_HASH. If inPublic.parameters does not match, the TPM shall return TPM_RC_ASSYMETRIC.
The TPM shall not differentiate between mismatches of the components of inPublic.parameters.
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EXAMPLE If the inPublic.parameters.ecc.symmetric.algorithm does not match the parent, the TPM needs to
return TPM_RC_ ASYMMETRIC rather than TPM_RC_SYMMETRIC.
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13.1.2 Command and Response

Table 24 — TPM2_Create Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_Create

handle of parent for new object
TRMI_DH_OBJECT @parentHandle Auth Index: 1

Auth Role: USER

A

TRM2B_SENSITIVE_CREATE |inSensitive the sensitive data
TRM2B_PUBLIC inPublic the public template
data that will be included in the“creation data for this
TRM2B_DATA outsidelnfo object to provide permanent, verifiable linkage between
this object and some object'owner data
TRML_PCR_SELECTION creationPCR PCR that will be used-in Creation data

Table 25 — TPM2_Create Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

- — — — —  — — — |

TRM2B_PRIVATE outPrivate the private portion of the object

TRM2B_PUBLIC outPublic the public portion of the created object
TRM2B_CREATION_DATA creationData contains a TPMS_CREATION_DATA
TRM2B_DIGEST creationHash digest of creationData using hameAlg of outPublic
TRMT_TK_CREATION reationTicket ticket used by TPM2_CertifyCreation() to validate that

the creation data was produced by the TPM
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13.1.3 Detailed Actions

#include "InternalRoutines._h"

#include "Object_spt fp.h"

#include “Create_fp.h"

#ifdef TPM_CC_Create // Conditional expansion of this file

Table 26 — TPM2_Create Errors

ErTor Returns IVI(:‘dHng

TPM_RC_ASYMMETRIC non-duplicable storage key and its parent have different public
parameters

TPM_RC_ATTRIBUTES sensitiveDataOrigin is CLEAR when 'sensitive. data' is an Empty

Buffer, or is SET when 'sensitive. data' is not empty; fixedTRPM,
fixedParent, or encryptedDuplication attributes are inconsistent
between themselves or with those of the parent object; inconsistent
restricted, decrypt and sign attributes; attempt to/inject sensitive data
for an asymmetric key; attempt to create a symmettic cipher key that
is not a decryption key

TPM_RC_HASH non-duplicable storage key and its pareft-fiave different name
algorithm

TPM_RC_KDF incorrect KDF specified for decrypting keyed hash object

TPM_RC_KEY invalid key size values in an/asymmetric key public area

TPM_RC_KEY_SIZE key size in public area for.symmetric key differs from the size in the

sensitive creation area; niay also be returned if the TPM does not
allow the key size.te.bé used for a Storage Key

TPM_RC_RANGE FOr() an RSA key, the exponent value is not supported.

TPM_RC_SCHEME inconsistent, attributes decrypt, sign, restricted and key's scheme ID;
or hash algorithm is inconsistent with the scheme ID for keyed hash
object

TPM_RC_SIZE size-of public auth policy or sensitive auth value does not match

digest size of the name algorithm sensitive data size for the keyed
hash object is larger than is allowed for the scheme

TPM_RC_SYMMETRIC a storage key with no symmetric algorithm specified; or non-storage
key with symmetric algorithm different from TPM_ALG_NULL

TPM_RC_TYPE unknown object type; non-duplicable storage key and its parent have
different types; parentHandle does not reference a restricted
decryption key in the storage hierarchy with both public and sensitive
portion loaded

TPM_RC\VALUE exponent is not prime or could not find a prime using the provided
parameters for an RSA key; unsupported name algorithm for an ECC
key

TPM_RC_OBJECT_MEMORY there is no free slot for the object. This implementation does not

TEtarm thiS error.

TPM_RC

TPM2_Create(
Create_In *in, // IN: input parameter list
Create_Out *out // OUT: output parameter list
)

{
TPM_RC result = TPM_RC_SUCCESS;
TPMT_SENSITIVE sensitive;
TPM2B_NAME name;
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//

//

Input Validation

OBJECT *parentObject;

parentObject = ObjectGet(in->parentHandle);
// Does parent have the proper attributes?

if(1AreAttributesForParent(parentObject))
return TPM_RC_TYPE + RC_Create_parentHandle;

LL Tl HE S Dot o o E= -1 SVRT 3 + L = 4+ il L e =

£
/A—Fhe—senstErvebatasrigi—atertbute—usthe—eensistert—with—the—setEing—of
// the size of the data object in inSensitive.
ifC (in->inPublic.t_publicArea.objectAttributes.sensitiveDataOrigin == SET)
I= (in->inSensitive.t.sensitive.data.t.size == 0))
// Mismatch between the object attributes and the parameter.
return TPM_RC_ATTRIBUTES + RC_Create_inSensitive;

// Check attributes in input public area. TPM_RC_ASYMMETRIC, TPM_RC_ATTRABUTES,
// TPM_RC_HASH, TPM_RC KDF, TPM_RC_SCHEME, TPM_RC_SIZE, TPM_RC_SYMMETRIE,
// or TPM_RC _TYPE error may be returned at this point.
result = PublicAttributesValidation(FALSE, in->parentHandle,
&in->inPublic.t_publicArea);
if(result = TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC_Create_inPublic);

// Validate the sensitive area values
iT( MemoryRemoveTrailingZeros(&in->inSensitive.t._sengitive._userAuth)
> CryptGetHashDigestSize(in->inPublic.t.pubkicArea.nameAlQ))
return TPM_RC_SIZE + RC Create_inSensitive;

Command Output

// Create object crypto data
result = CryptCreateObject(in->parentHandle, &in->inPublic.t_publicArea,
&in->inSensitive.t.sensitive, &sensitive);
if(result '= TPM_RC_SUCCESS)
return result;

// Fill in creation data

FillInCreationData(in->parentHandle, in->inPublic.t.publicArea.nameAlg,
&in->creationPCR, &in->outsidelnfo,
&out=>CreationData, &out->creationHash);

// Copy public area.from input to output
out->outPublic.tpublicArea = in->inPublic.t_publicArea;

// Compute naqe)from public area
ObjectComputeName(&(out->outPublic.t._publicArea), &name);

// CompOté creation ticket
TicketComputeCreation(EntityGetHierarchy(in->parentHandle), &name,
&out->creationHash, &out->creationTicket);

Z/ Prepare output private data from sensitive

SensitiveToPrivate(&sensitive, &name, in->parentHandle,
out->outPublic.t_publicArea.nameAlg,
&out->outPrivate);

return TPM_RC_SUCCESS;

}
#endif // CC Create
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13.2 TPM2_Load

13.2.1 General Description

This command is used to load objects into the TPM. This command is used when both a TPM2B_PUBLIC
and TPM2B_PRIVATE are to be loaded. If only a TPM2B PUBLIC is to be loaded, the
TPM2_LoadExternal command is used.

NOTE 1 Loading an object is not the same as restoring a saved object context.

The object's TPMA_OBJECT attributes will be checked according to the rules defined in in ISO/EC
11B89-2, clause 9.3, “TPMA_OBJECT".

Oljjects loaded using this command will have a Name. The Name is the concatenation of, nameAlg gnd
thq digest of the public area using the nameAlg.

NQTE 2 nameAlg is a parameter in the public area of the inPublic structure.

If inPrivate.size is zero, the load will fail.

After inPrivate.buffer is decrypted using the symmetric key of the parent,.-the integrity value shall |be
checked before the sensitive area is used, or unmarshaled.

NQTE 3 Checking the integrity before the data is used prevents_attacks on the sensitive area by fuzzing fthe
data and looking at the differences in the response codes)

The command returns a handle for the loaded object, and the Name that the TPM computed [for
inRublic.public (that is, the digest of the TPMT_PUBLIC structure in inPublic).

NQTE 4 The TPM-computed Name is provided as ‘a convenience to the caller for those cases where fhe
caller does not implement the hash algorithms specified in the nameAlg of the object.

NOQITE 5 The returned handle is associated, with the object until the object is flushed (TPM2_FlushContext) or
until the next TPM2_Startup.

For all objects, the size of the key in‘the sensitive area shall be consistent with the key size indicated in

thg public area or the TPM shall return TPM_RC_KEY_SIZE.

Before use, a loaded objectsshall be checked to validate that the public and sensitive portions @re
properly linked, cryptographically. Use of an object includes use in any policy command. If the parts of the
oblect are not properly linked, the TPM shall return TPM_RC_BINDING.

EXAMPLE 1 For a-symmetric object, the unique value in the public area needs to be the digest of the sensifive
keyand the obfuscation value.

EXAMPLE 2 For a two-prime RSA key, the remainder when dividing the public modulus by the private key neg¢ds
to be zero and it needs to be possible to form a private exponent from the two prime factors of fthe
public modulus.

EXAMPLE 3 For an ECC key, the public point needs to be f(x) where x is the private key.
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13.2.2 Command and Response

Table 27 — TPM2_Load Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_Load
TPM handle of parent key; shall not be a reserved
handle

TRMI_DH_OBJECT @parentHandle Auth Index: 1

Auth Role: USER
_»,_.-— - s ___—Ae_e___e_————_—————————-—-——

TRM2B_PRIVATE inPrivate the private portion of the object
TRM2B_PUBLIC inPublic the public portion of the object

Table 28 — TPM2_Load Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRM_HANDLE objectHandle handle for the loaded object

TRM2B_NAME name Name of the loaded object
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#include "InternalRoutines.h"
#include "Load fp.h"
#ifdef TPM_CC Load // Conditional expansion of this file

#include "Object_spt _fp.h"

TP
TP

//

Table 29 — TPM2_Load Errors

ErTor Returmns

Meamg

TPM_RC_ASYMMETRIC

storage key with different asymmetric type than parent

TPM_RC_ATTRIBUTES

inPulblic attributes are not allowed with selected parent

TPM_RC_BINDING

inPrivate and inPublic are not cryptographically bound

TPM_RC_HASH

incorrect hash selection for signing key

TPM_RC_INTEGRITY

HMAC on inPrivate was not valid

TPM_RC_KDF

KDF selection not allowed

TPM_RC_KEY

the size of the object's unique field is not-censistent with the indicated
size in the object's parameters

TPM_RC_OBJECT_MEMORY no available object slot

TPM_RC_SCHEME

the signing scheme is not valid.for the key

TPM_RC_SENSITIVE

the inPrivate did not unmarshal correctly

TPM_RC_SIZE

inPrivate missing, or authPolicy size for inPublic or is not valid

TPM_RC_SYMMETRIC

symmetric algorithmt not provided when required

TPM_RC_TYPE

parentHandl€ds not a storage key, or the object to load is a storage
key but its'parameters do not match the parameters of the parent.

TPM_RC_VALUE

decryption failure

| RC

2 Load(
Load In *in,
Load Out *out
)
TPM_RC

TPMT_SENSITIVE
TPMI_RH_HIERARCHY
OBJECT

BOOL

InpuYal idation

if(in->inPrivate.t._size

// IN: input parameter list
// OUT: output parameter list

result = TPM_RC_SUCCESS;
sensitive;

hierarchy;
*parentObject = NULL;
skipChecks = FALSE;

== O)

return TPM_RC_SIZE + RC_Load inPrivate;

parentObject = ObjectGet(in->parentHandle);
// Is the object that is being used as the parent actually a parent.
if(1AreAttributesForParent(parentObject))

return TPM_RC_TYPE + RC_Load parentHandle;

// If the parent is FixedTPM, then the attributes of the object
// are either "correct by construction” or were validated

// when the object was imported. If they pass the integrity
// check, then the values are valid
iT(parentObject->publicArea.objectAttributes. fixedTPM)

© ISO/IEC 2015 — All rights reserved
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skipChecks = TRUE;
else
{
// 1T parent doesn"t have fixedTPM SET, then this can"t have
// FixedTPM SET.
if(in—>inPublic.t.publicArea.objectAttributes.fixedTPM == SET)
return TPM_RC _ATTRIBUTES + RC_Load inPublic;

// Perform self check on input public area. A TPM_RC_SIZE, TPM_RC_SCHEME,
// TPM_RC VALUE, TPM_RC_SYMMETRIC, TPM RC_TYPE, TPM_RC_ HASH,
// TPM_RC_ASYMMETRIC, TPM_RC _ATTRIBUTES or TPM_RC KDF error may be returned

//

}

LL += i =
—
result = PublicAttributesValidation(TRUE, in->parentHandle,
&in->inPublic.t_publicArea);
if(result '= TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC_Load_inPublic);

}

// Compute the name of object
ObjectComputeName(&in->inPublic.t_publicArea, &out->name);

// Retrieve sensitive data. PrivateToSensitive() may return TPM_RC/INTEGRITY or

// TPM_RC_SENSITIVE

// errors may be returned at this point

result = PrivateToSensitive(&in->inPrivate, &out->name, in->parentHandle,
in->inPublic._t.publicArea.nameAlg,
&sensitive);

if(result = TPM_RC_SUCCESS)

return RcSafeAddToResult(result, RC_Load_inPrivate);

Internal Data Update

// Get hierarchy of parent
hierarchy = ObjectGetHierarchy(in->parentHandle);

// Create internal object. A lot of diNNerent errors may be returned by this

// loading operation as it will do several validations, including the public

// binding check

result = ObjectLoad(hierarchy, .&in->inPublic_t_publicArea, &sensitive,
&out->name,\in->parentHandle, skipChecks,
&out->objectHandle);

if(result != TPM_RC_SUGEESS)
return result;

return TPM_RC_SUGCESS;

#endif // CC_Load
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13.3 TPM2_LoadExternal

13.3.1 General Description

This command is used to load an object that is not a Protected Object into the TPM. The command allows
loading of a public area or both a public and sensitive area.

NOTE 1 Typical use for loading a public area is to allow the TPM to validate an asymmetric signature.
Typical use for loading both a public and sensitive area is so the TPM can be used as a crypto
acceierdlor.

Lopd of a public external object area allows the object be associated with a hierarchy so that the correct
aldorithms may be used when creating tickets. The hierarchy parameter provides this associatien. If the
puplic and sensitive portions of the object are loaded, hierarchy is required to be TPM_RH NULL.

o

c

NQTE 2 If both the public and private portions of an object are loaded, the object canngti@appear to be parf of
a hierarchy.

The object's TPMA_OBJECT attributes will be checked according to the rules defined in in ISO/IEC
11B89-2, clause 9.3, “TPMA_OBJECT". In particular, fixedTPM, fixedParent, and restricted shall |be
CLEAR if inPrivate is not the Empty Buffer.

NQTE 3 The duplication status of a public key needs to be able to belthe same as the full key which migh be
resident on a different TPM. If both the public and private’parts of the key are loaded, then it is [not
possible for the key to be either fixedTPM or fixedRarent, since, its private area would not|be
available in the clear to load.

Ohjects loaded using this command will have a Name."The Name is the nameAlg of the object
copcatenated with the digest of the public area using the“hameAlg. The Qualified Name for the object will
be|the same as its Name. The TPM will validate \that the authPolicy is either the size of the digpst
prgduced by nameAlg or the Empty Buffer.

=

NOTE 4 If nameAlg is TPM_ALG_NULL, then the Name is the Empty Buffer. When the authorization value|for
an object with no Name is comptted, no Name value is included in the HMAC. To ensure that these
unnamed entities are not substituted, they ought to have an authValue that is statistically unique.

NOQTE 5 The digest size for TRM_“ALG_NULL is zero.

If the nameAlg is TPM_ALG_NULL, the TPM shall not verify the cryptographic binding between the public
anfl sensitive areas, but the. TPM will validate that the size of the key in the sensitive area is consistent
with the size indicated in{the public area. If it is not, the TPM shall return TPM_RC_KEY_SIZE.

NQTE 6 For.an)ECC object, the TPM will verify that the public key is on the curve of the key before the puplic
arealis used.

If pameAlg dsynot TPM_ALG_NULL, then the same consistency checks between inPublic and inPrivate
ar¢ madetas for TPM2_Load().

NOTEAZ Consistency checks are necessary because an object with a Name needs to have the public §nd

sensitive-portions-esrvptographicathvbound-so-that ap-attackercannoet-mixpubic—and-sensitive—areds
Lid DA A o Y L .

The command returns a handle for the loaded object and the Name that the TPM computed for
inPublic.public (that is, the TPMT_PUBLIC structure in inPublic).

NOTE 8 The TPM-computed Name is provided as a convenience to the caller for those cases where the
caller does not implement the hash algorithm specified in the nameAlg of the object.
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The hierarchy parameter associates the external object with a hierarchy. External objects are flushed
when their associated hierarchy is disabled. If hierarchy is TPM_RH_NULL, the object is part of no

hierarchy, and there is no implicit flush.

If hierarchy is TPM_RH_NULL or nameAlg is TPM_ALG_NULL, a ticket produced using the object shall

be a NULL Ticket.

EXAMPLE If a key is loaded with hierarchy set to TPM_RH_NULL, then TPM2_VerifySignature() will produce a

NULL Ticket of the required type.

External objects are Temporary Objects. The saved external object contexts shall be invalidated at

nekt TPM Reset.

he
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13.3.2 Command and Response

Table 30 — TPM2_LoadExternal Command

Type Name Description

TPM_ST_SESSIONS if an audit, encrypt, or derypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,
TPM_ST_NO_SESSIONS

UI T332 commandSize

TRM_CC commandCode TPM_CC_LoadExternal

TRM2B_SENSITIVE inPrivate the sensitive portion of the object (optional)
TRM2B_PUBLIC+ inPublic the public portion of the object
TRMI_RH_HIERARCHY+ hierarchy hierarchy with which the object area is ‘associated

Table 31 — TPM2_LoadExternal Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRM_HANDLE objectHandle handle.for the loaded object
TRM2B_NAME name name of the loaded object
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13.3.3 Detailed Actions

#include "InternalRoutines.h"
#include "LoadExternal_fp.h"

#ifdef TPM_CC_ LoadExternal

#include "Object_spt _fp.h"

// Conditional expansion of this file

Table 32 — TPM2_LoadExternal Errors

TP
TP

//

ErTor Returmns

Meamg

TPM_RC_ATTRIBUTES

‘fixedParent" and fixedTPM must be CLEAR on on an external key-if
both public and sensitive portions are loaded

TPM_RC_BINDING

the inPublic and inPrivate structures are not cryptographically,bound.

TPM_RC_HASH

incorrect hash selection for signing key

TPM_RC_HIERARCHY

hierarchy is turned off, or only NULL hierarchy is allowed when
loading public and private parts of an object

TPM_RC_KDF

incorrect KDF selection for decrypting keyedHash object

TPM_RC_KEY

the size of the object's unique field is nat-eonsistent with the indicated
size in the object's parameters

TPM_RC_OBJECT_MEMORY

if there is no free slot for an object

TPM_RC_SCHEME

the signing scheme is not valid'for the key

TPM_RC_SIZE

authPolicy is not zero andis not the size of a digest produced by the
object's nameAlg TPM_RH_NULL hierarchy

TPM_RC_SYMMETRIC

symmetric algorithm hot provided when required

TPM_RC_TYPE

inPublic and inPrivate are not the same type

| RC
2 LoadExternal

LoadExternal_In *in, // IN: input parameter list
LoadExternal_Out *out // OUT: output parameter list
)

TPM_RC result;

TPMT_SENSITIVE *sensitive;

BOOL skipChecks;

Input Validatidn

// If the ¥@rget hierarchy is turned off, the object can not be
if(IHierarchylsEnabled(in->hierarchy))
return TPM_RC_HIERARCHY + RC_LoadExternal_hierarchy;

loaded.

/Athe size of authPolicy is either 0 or the digest size of nameAlg
rfi(in->inPublic.t.publicArea.authPolicy.t.size 1= 0

62

&&Inm—>inPubiic_t-pubHicArea-authPolicy-t_Size I=
CryptGetHashDigestSize(in->inPublic.t.publicArea.nameAlQ))
return TPM_RC_SIZE + RC_LoadExternal_inPublic;

// For loading an object with both public and sensitive
if(in—>inPrivate.t.size = 0)
{
// An external object can only be loaded at TPM RH NULL hierarchy
if(in->hierarchy = TPM_RH_NULL)
return TPM_RC_HIERARCHY + RC_LoadExternal_hierarchy;
// An external object with a sensitive area must have fixedTPM == CLEAR
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//

}

#emdif // CC_LoadExternal

ISO/IEC 11889-3:2015(E)

// FixedParent == CLEAR, and must have restrict CLEAR so that it does not
// appear to be a key that was created by this TPM.
ifT( in->inPublic.t_publicArea.objectAttributes.fixedTPM != CLEAR
Il in—>inPublic.t.publicArea.objectAttributes.fixedParent = CLEAR
Il in—>inPublic.t._publicArea.objectAttributes._restricted !'= CLEAR

)
return TPM_RC_ATTRIBUTES + RC_LoadExternal inPublic;

}

// Validate the scheme parameters
result = SchemeChecks(TRUE, TPM_RH NULL, &in->inPublic.t.publicArea);

Ifl-’- e 1— _TDN D ClLInACCOON
CreSore = TN\ OUTTEIoY)

return RcSafeAddToResult(result, RC_LoadExternal inPublic);

Internal Data Update

// Need the name to compute the qualified name
ObjectComputeName(&in->inPublic.t.publicArea, &out->name);
skipChecks = (in->inPublic.t.publicArea.nameAlg == TPM_ALG_NULL);

// 1T a sensitive area was provided, load it
if(in—>inPrivate.t.size = 0)

sensitive = &in->inPrivate.t.sensitiveArea;
else

sensitive = NULL;

// Create external object. A TPM_RC BINDING, TPM_RC_KEY, ARM RC_OBJECT_MEMORY
// or TPM_RC_TYPE error may be returned by ObjectLoad()
result = ObjectlLoad(in->hierarchy, &in->inPublic.t._publcArea,
sensitive, &out->name, TPM_RH_NULL}y skipChecks,
&out->objectHandle);
return result;
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13.4 TPM2_ReadPublic

13.4.1 General Description

This command allows access to the public area of a loaded object.

Use of the objectHandle does not require authorization.

NOTE Since the caller is not likely to know the public area of the object associated with objectHandle, it
would not he pneeihln toinclude the Name assaociated with nhjpernndln nthe r‘r\l—lnch r‘nmpnfafi n.

If gbjectHandle references a sequence object, the TPM shall return TPM_RC_SEQUENCE.
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13.4.2 Command and Response
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Table 33 — TPM2_ReadPublic Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit or encrypt session is
present; otherwise, TPM_ST_NO_SESSIONS

UINT32

commandSize

THM_CC

TRMI_DH_OBJECT

commandCode

objectHandle

= — —  — — —  — — —  — ________|

Table 34 — TPM2_ReadPublic Response

TPM_CC_ReadPublic

TPM handle of an object
Auth Index: None

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

_— — — |

TRM2B_PUBLIC outPublic structure containing the public area of an object
TRM2B_NAME name name of thé object
TRM2B_NAME qualifiedName the Qualified Name of the object
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13.4.3 Detailed Actions

#include "InternalRoutines.h"
#include "ReadPublic_fp.h"
#ifdef TPM_CC ReadPublic // Conditional expansion of this Tile

Table 35 — TPM2_ReadPublic Errors

Error Returns Meaning
TPM_RC_SEQUENCE can not read the public area of a sequence object
TPM_RC
TPM2_ReadPublic(
ReadPublic_In  *in, // IN: input parameter list
ReadPublic_Out *out // OUT: output parameter list
)
{ )
OBJECT *object;

//| Input Validation

// Get loaded object pointer
object = ObjectGet(in->objectHandle);

// Can not read public area of a sequence object
if(ObjectlsSequence(object))
return TPM_RC_SEQUENCE;

//|Command Output

// Compute size of public area in canonicad form
out->outPublic.t.size = TPMT_PUBLIC_Marshal (&object->publicArea, NULL, NULL);

// Copy public area to output
out->outPublic.t._publicArea = objeet->publicArea;

// Copy name to output
out->name.t.size = ObjectGetName(in->objectHandle, &out->name.t.name);

// Copy qualified name(t9 output
ObjectGetQualifiedName(in->objectHandle, &out->qualifiedName);

return TPM_RC_SUCCESS;

}
#epdif // CC_ReadPublic
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13.5 TPM2_ActivateCredential

13.5.1 General Description

E)

This command enables the association of a credential with an object in a way that ensures that the TPM

has validated the parameters of the credentialed object.

If both the public and private portions of activateHandle and keyHandle are not loaded, then the TPM

shall return TPM_RC_AUTH_UNAVAILABLE.

If eyHandle is not a Storage Key, then the TPM shall return TPM_RC_TYPE.
Authorization for activateHandle requires the ADMIN role.

The key associated with keyHandle is used to recover a seed from secret, which is the encrypted se
The Name of the object associated with activateHandle and the recovered seed are used in a KDH
regover the symmetric key. The recovered seed (but not the Name) is used in a KBF"to recover

HNMIAC key.

The HMAC is used to validate that the credentialBlob is associated with activateHandle and that the d
in [credentialBlob has not been modified. The linkage to the object associated with activateHandle
achieved by including the Name in the HMAC calculation.

If the integrity checks succeed, credentialBlob is decrypted and returned. as certinfo.

to
he

fta
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13.5.2 Command and Response

Table 36 — TPM2_ActivateCredential Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_ActivateCredential

TRMI_DH_OBJECT

@activateHandle

handle of the object associated with certificate in
credentialBlob

Auth Index: 1
Auth Role: ADMIN

TRMI_DH_OBJECT

TRM2B_ID_OBJECT

@keyHandle

credentialBlob

loaded key used to decrypt the TPMSHSENSITIVE in
credentialBlob

Auth Index: 2
Auth Role: USER

- — |

the credential

TRM2B_ENCRYPTED_SECRET

secret

keyHandle algorithm-dependent encrypted seed that
protects credentialBlob

Table 37 — TPM2_ActivateCredential Response

TRM2B_DIGEST

certinfe

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

_— — —  — —  — —  _______ __________________|

the decrypted certificate information

the data should be no larger than the size of the diges|
of the nameAlg associated with keyHandle

[
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13.5.3 Detailed Actions

#include "InternalRoutines._h"

#include "ActivateCredential_fp.h"

#ifdef TPM_CC ActivateCredential // Conditional expansion of this Tile
#include "Object_spt_fp.h"

TP
TP

//

//

Table 38 — TPM2_ActivateCredential Errors

ErTor Returmns IVIEdHng

TPM_RC_ATTRIBUTES keyHandle does not reference a decryption key

TPM_RC_ECC_POINT secret is invalid (when keyHandle is an ECC key)

TPM_RC_INSUFFICIENT secret is invalid (when keyHandle is an ECC key)

TPM_RC_INTEGRITY credentialBlob fails integrity test

TPM_RC_NO_RESULT secret is invalid (when keyHandle is an ECC key)

TPM_RC_SIZE secret size is invalid or the credentialBlob doesinot unmarshal

correctly

TPM_RC_TYPE keyHandle does not reference an asymmetric key.

TPM_RC_VALUE secret is invalid (when keyHandle issan RSA key)
| RC

2_ActivateCredential
ActivateCredential_In  *in,
ActivateCredential_Out *out

// IN: IRput parameter list
// QUTWoutput parameter list

)

TPM_RC result = TPMRC SUCCESS;

OBJECT *object; // decrypt key

OBJECT *activateObject;// key associated with
// credential

TPM2B_DATA data; // credential data

Input Validation

// Get decrypt key pointer
object = ObjectGet(in->keyHandle);

// Get certificateg object pointer
activateObject_="ObjectGet(in->activateHandle);

// input dee¥ypt key must be an asymmetric, restricted decryption key
if( I1CryptisAsymAlgorithm(object->publicArea.type)
| | -Object->publicArea.objectAttributes.decrypt == CLEAR
JINObject->publicArea.objectAttributes.restricted == CLEAR)
return TPM_RC_TYPE + RC_ActivateCredential_keyHandle;

o <l . 2
Luliariu vuTpuc

// Decrypt input credential data via asymmetric decryption. A
// TPM_RC VALUE, TPM_RC KEY or unmarshal errors may be returned at this
// point
// See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters™
result = CryptSecretDecrypt(in->keyHandle, NULL,
"IDENTITY", &in->secret, &data);
if(result '= TPM_RC_SUCCESS)

{
if(result == TPM_RC_KEY)

© ISO/IEC 2015 — All rights reserved
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return TPM_RC_FAILURE;
return RcSafeAddToResult(result, RC_ActivateCredential_secret);
¥

// Retrieve secret data. A TPM_RC INTEGRITY error or unmarshal
// errors may be returned at this point
result = CredentialToSecret(&in->credentialBlob,
&activateObject->name,
(TPM2B_SEED *) &data,
in->keyHandle,
&out->certinfo);

sl e 1—_TDN D ClLInACCON
T CcSurc - T \CT_—OUTTEOS)

return RcSafeAddToResult(result,RC_ActivateCredential_credentialBlob);

return TPM_RC_SUCCESS;

}
#emdif // CC_ActivateCredential
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13.6 TPM2_MakeCredential

13.6.1 General Description
This command allows the TPM to perform the actions required of a Certificate Authority (CA) in creating a
TPM2B_ID_OBJECT containing an activation credential.

The TPM will produce a TPM_ID_OBJECT according to the methods in ISO/IEC 11889-1, clause 24,
“Credential Protection” .

The loaded public area referenced by handle is required to be the public area of a Storagelkpy,
otherwise, the credential cannot be properly sealed.

Thjs command does not use any TPM secrets nor does it require authorization. It is a gonvenience
furjction, using the TPM to perform cryptographic calculations that could be done externally:
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13.6.2 Command and Response

Table 39 — TPM2_MakeCredential Command

Type Name Description

TPM_ST_SESSIONS if an audit, encrypt, or decrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,
TPM_ST_NO_SESSIONS

UINT32 commandSize

TRM_CC commandCode TPM_CC_MakeCredential

loaded public area, used to encrypt the sensitive area
TRMI_DH_OBJECT handle containing the credential key

Auth Index: None
== |

TRM2B_DIGEST credential the credential information

TRM2B_NAME objectName Name of the object to whichthe.credential applies

Table 40 — TPM2_MakeCredential Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode
WE

handle algorithm-dependent data that wraps the key

TRM2B_ENCRYPTED_SECRET | secret that encrypts credentialBlob
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6.3 Detailed Actions

#include "InternalRoutines._h"

#include "MakeCredential_fp.h"

#ifdef TPM_CC MakeCredential // Conditional expansion of this Tile
#include "Object_spt_fp.h"

TP
TP

//

//

Table 41 — TPM2_MakeCredential Errors

ETToTr Returmns IVIb‘dHng
TPM_RC_KEY handle referenced an ECC key that has a unique field that is not a
point on the curve of the key
TPM_RC_SIZE credential is larger than the digest size of Name algorithm of handle
TPM_RC_TYPE handle does not reference an asymmetric decryption key.
_RC

2 MakeCredential (
MakeCredential_In  *in,
MakeCredential_Out *out

// IN: input parameter list
// OUT: output parameter Mst

)

TPM_RC result = TPM_RC_SUCCESS;
OBJECT *object;

TPM2B DATA data;

Input Validation

// Get object pointer
object = ObjectGet(in->handle);

// input key must be an asymmetric, gestricted decryption key
// NOTE: Needs to be restricted tqQ have a symmetric value.
if( ICryptlsAsymAlgorithm(object->publicArea.type)

|| object->publicArea.objectAttributes.decrypt == CLEAR

|| object->publicArea.objectAttributes.restricted == CLEAR

)
return TPM_RC_TYPE A4 RC_MakeCredential_handle;

// The credential jnformation may not be larger than the digest size used for

// the Name of the\key associated with handle.

if(in->credential-t.size > CryptGetHashDigestSize(object->publicArea.nameAlQg))
return TRMZRC_SIZE + RC_MakeCredential_credential;

Command Output

// MakdMencrypt key and its associated secret structure.
//, Eyen though CrypeSecretEncrypt() may return

L/N\See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters™
out->secret.t.size = sizeof(out—->secret.t.secret);

result = CryptSecretEncrypt(in->handle, "IDENTITY", &data, &out->secret);
if(result = TPM_RC_SUCCESS)
return result;

// Prepare output credential data from secret
SecretToCredential (&in->credential, &in->objectName, (TPM2B_SEED *) &data,
in—>handle, &out->credentialBlob);

return TPM_RC_SUCCESS;

}
#endif // CC_MakeCredential
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13.7 TPM2_Unseal

13.7.1 General Description

This command returns the data in a loaded Sealed Data Obiject.

NOTE A random, TPM-generated, Sealed Data Object can be created by the TPM with TPM2_Create() or
TPM2_CreatePrimary() using the template for a Sealed Data Object. A Sealed Data Object is more

likely to be created externally and imported (TPM2_Import()) so that the data is not created by the
TPM

The returned value may be encrypted using authorization session encryption.

If either restricted, decrypt, or sign is SET in the attributes of itemHandle, then the TPMnhshall return
TAM_RC_ATTRIBUTES. If the type of itemHandle is not TPM_ALG_KEYEDHASH, thenihie TPM shall
return TPM_RC_TYPE.
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13.7.2 Command and Response

Table 42 — TPM2_Unseal Command

ISO/IEC 11889-3:2015(E)

Type Name Description
TPMI_ST_COMMAND_TAG Tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC Unseal

handle of a loaded data object
TRMI_DH_OBJECT @itemHandle Auth Index: 1

Auth Role: USER

e  ———————  — — — — — |

Table 43 — TPM2_Unseal Response

TH

M2B_SENSITIVE_DATA

outData

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

_——————————— —  — — — — — — — —  _ ___________________________________|

unsealed data

Size of oGtData is limited to be no more than 128 octe

2

© ISO/IEC 2015 — All rights reserved

75


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

13.

7.3 Detailed Actions

#include "InternalRoutines.h"
#include ""Unseal_fp.h"
#ifdef TPM_CC Unseal // Conditional expansion of this file

Table 44 — TPM2_Unseal Errors

Error Returns Meaning
TPM_RC_ATTRIBUTES itemHandle has wrong attributes
TPM_RC_TYPE itemHandle is not a KEYEDHASH data object
TPM_RC
TPM2_Unseal (
Unseal _In *in, Unseal Out *out
)
{ ]
OBJECT *object;
//| Input Validation

//

}

// Get pointer to loaded object
object = ObjectGet(in->itemHandle);

// Input handle must be a data object
if(object->publicArea.type = TPM_ALG_KEYEDHASH)
return TPM_RC_TYPE + RC_Unseal_itemHandle;
iT( object->publicArea.objectAttributes.decrypt == SET
|| object->publicArea.objectAttributes.sign == SET
|| object->publicArea.objectAttributes. restricted == SET)
return TPM_RC_ATTRIBUTES + RC_UnsealCitemHandle;

Command Output

// Copy data

MemoryCopy2B(&out->outData.bf{ &object->sensitive.sensitive.bits.b,
sizeof(out->outData.t._buffer));

return TPM_RC_SUCCESS;

#emdif // CC Unseal

76
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13.8 TPM2_ObjectChangeAuth

13.8.1 General Description

This command is used to change the authorization secret for a TPM-resident object.

If successful, a new private area for the TPM-resident object associated with objectHandle is returned,
which includes the new authorization value.

This_command does not change the authorization of the TPM-resident object on which it operates.
Therefore, the old authValue (of the TPM-resident object) is used when generating the response HMAC
key if required..

NQTE 1 The returned outPrivate will need to be loaded before the new authorization will apply.

NQTE 2 The TPM-resident object might be persistent and changing the authorization valueJof the persistent
object could prevent other users from accessing the object. This is why this ‘eommand does |hot
change the TPM-resident object.

EXAMPLE If a persistent key is being used as a Storage Root Key and the authiefization of the key is a well-
known value so that the key can be used generally, then changing\the authorization value in fhe
persistent key would deny access to other users.

Thjs command may not be used to change the authorization value for anNV Index or a Primary Object

NQTE 3 If an NV Index is to have a new authorization, it is dong with TPM2_NV_ChangeAuth().

NQTE 4 If a Primary Object is to have a new authorizationyit*needs to be recreated (TPM2_CreatePrimary|)).
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13.8.2 Command and Response

Table 45 — TPM2_ObjectChangeAuth Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32

commandSize

TPM_CC commandCode TPM_CC_ObjectChangeAuth
handle of the object
TRMI_DH_OBJECT @objectHandle Auth Index: 1

Auth Role: ADMIN

TRMI_DH_OBJECT

parentHandle

handle of the parent
Auth Index: None

TRM2B_AUTH newAuth new authorization value
Table 46 — TPM2_ObjectChangeAuth Response
Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize
TRM_RC responseCode
TRM2B_PRIVATE outPrivate private area containing the new authorization value

78
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13.8.3 Detailed Actions

#include "InternalRoutines._h"

#include "ObjectChangeAuth_fp.h"

#ifdef TPM_CC ObjectChangeAuth // Conditional expansion of this Tile
#include "Object_spt_fp.h"

TP
TP

//

//

Table 47 — TPM2_ObjectChangeAuth Errors

ETToT REtUTTS IVIEdHng

TPM_RC_SIZE newAuth is larger than the size of the digest of the Name algorithm.of
objectHandle

TPM_RC_TYPE the key referenced by parentHandle is not the parent of the-object
referenced by objectHandle; or objectHandle is a sequence-object.

_RC

2 ObjectChangeAuth(

ObjectChangeAuth_In *in, // IN: input parameter 1iSE
ObjectChangeAuth Out *out // OUT: output parameter\list
TPMT_SENSITIVE sensitive;

OBJECT *object;

TPM2B_NAME objectQN, QNCompare;

TPM2B_NAME parentQN;

Input Validation

// Get object pointer
object = ObjectGet(in->objectHandle);

// Can not change auth on sequence yobject
iT(ObjectlsSequence(object))
return TPM_RC_TYPE + RC_ObjectChangeAuth_objectHandle;

// Make sure that the auth value is consistent with the nameAlg
iT( MemoryRemoveTrail ingZeros(&in->newAuth)
> CryptGetHashDigestSize(object->publicArea.nameAlg))
return TPM_RC_SIZE y+ RC_ObjectChangeAuth_newAuth;

// Check parent for~object

// parent hangde\must be the parent of object handle. In this

// implementatron we verify this by checking the QN of object. Other

// implemegitation may choose different method to verify this attribute.

ObjectGetQual i fiedName(in->parentHandle, &parentQN);

ObjectComputeQual i FiedName(&parentQN, object->publicArea.nameAlg,
&object->name, &QNCompare);

ObjectGetQualifiedName(in->objectHandle, &objectQN);

Mql 1al (}? nhj nr-le\I h . ,?Ql\lf‘nmp: re h))
return TPM_RC_TYPE + RC_ObjectChangeAuth_parentHandle;

Command Output

// Copy internal sensitive area
sensitive = object->sensitive;

// Copy authValue
sensitive.authValue = in->newAuth;

// Prepare output private data from sensitive
SensitiveToPrivate(&sensitive, &object->name, in->parentHandle,
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53
54
55

57
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object->publicArea.nameAlg,
&out->outPrivate);

return TPM_RC_SUCCESS;

}
#endif // CC_ObjectChangeAuth

80
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Duplication Commands
.1 TPM2_Duplicate

.1.1 General Description

E)

This command duplicates a loaded object so that it may be used in a different hierarchy. The new parent
key for the duplicate may be on the same or different TPM or TPM_RH_NULL. Only the public area of

ne

NO

If

WParentHandle 1S required to be loaded.

TE 1 Since the new parent might only be extant on a different TPM, it is likely that the new_pare
sensitive area could not be loaded in the TPM from which objectHandle is being duplicated.

encryptedDuplication is SET in the object being duplicated, then the TRM<shall ret

TAM_RC_SYMMETRIC if symmetricAlg is TPM_RH_NULL or TPM_RG-HIERARCHY

ne
Th

If
ob

Th
to
us
to

Th

\vParentHandle is TPM_RH_NULL.
e authorization for this command shall be with a policy session.

ixedParent of objectHandle—attributes is SET, the TPM shall return JFPM_RC_ATTRIBUTES
ectHandle—nameAlg is TPM_ALG_NULL, the TPM shall return TPMRC_TYPE.

P policySession—commandCode parameter in the policy session is_vequired to be TPM_CC_Duplic
ndicate that authorization for duplication has been provided. This indicates that the policy that is be
bd is a policy that is for duplication, and not a policy that would approve another use. That is, autho
Lise an object does not grant authority to duplicate the object.

e policy is likely to include cpHash in order to “restrict where duplication can occur.

TAM2_PolicyCpHash() has been executed as part of,the policy, the policySession—cpHash is compa

to

If
po

If t

NO

NO

Th

he cpHash of the command.

TPM2_PolicyDuplicationSelect() has been executed as part of the policy,
icySession—nameHash is compared to

Hpolipaig(0bjectHandle—Name || newParentHandle—Name)

ne compared hashes are not the same, then the TPM shall return TPM_RC_POLICY_FAIL.

TE 2 It is allowed that\policySesion—-nameHash and policySession—cpHash share the same mem
space.

TE 3 A duplication policy is need not have either TPM2_PolicyDuplicationSelect()
TPM2+.P0licyCpHash() as part of the policy. If neither is present, then the duplication policy can

e TPM shallfollow the process of encryption defined in ISO/IEC 11889-1, clause 23.3, “Duplication”.

satisfied with a policy that only contains TPM2_PolicyCommandCode(code = TPM_CC_Duplicate)}

nt's

irn
if

hte
ng
rity

If
ed

(2)

ory

or
be
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14.1.2 Command and Response

Table 48 — TPM2_Duplicate Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32 commandSize
TPM CC commandCode TPM CC Duplicate
loaded object to duplicate
TRMI_DH_OBJECT @objectHandle Auth Index: 1
Auth Role: DUP
shall reference the public area of an asymmetric key
TRMI_DH_OBJECT+ newParentHandle

Auth Index: None

- — — — —  — — —  ______ __ _________________|

optional symmetric encryption(key

THM2B_DATA encryptionKeylin The size for this key is settozero when the TPM is to
generate the key. This parameter may be encrypted.
definition for the symmetric algorithm to be used for the

TRMT_SYM_DEF_OBJECT+ symmetricAlg inner wrapper

may be TPM_‘ALG_NULL if no inner wrapper is applie

Table 49 — TPM2_D

uplicate.Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

_,.

If the caller provided an encryption key or if
symmetricAlg was TPM_ALG_NULL, then this will be

TRM2B_DATA encryptionKeyOut the Empty Buffer; otherwise, it shall contain the TPM-
generated, symmetric encryption key for the inner
wrapper.

TRM2B_PRIVATE duplicate private area that may be encrypted by encryptionKeyln;
and may be doubly encrypted

THM2B_ENCRYPTED SECRET| outSymseed seed protected by the asymmetric algorithms of new

parent (NP)

82
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1.3 Detailed Actions

#include "InternalRoutines._h"

#include "Duplicate_fp.h"

#ifdef TPM_CC Duplicate // Conditional expansion of this file
#include "Object_spt_fp.h"

TP
TP

//

Table 50 — TPM2_Duplicate Errors

ErTor Returmns

Meamg

TPM_RC_ATTRIBUTES

key to duplicate has fixedParent SET

TPM_RC_HIERARCHY

encryptedDuplication is SET and newParentHandle specifies Null
Hierarchy

TPM_RC_KEY newParentHandle references invalid ECC key (public point'not on the
curve)
TPM_RC_SIZE input encryption key size does not match the sizé specified in

symmetric algorithm

TPM_RC_SYMMETRIC

encryptedDuplication is SET but no symmetric algorithm is provided

newParentHandle is neither a storage key nor TPM_RH_NULL; or
the object has a NULL nameAlg

TPM_RC_TYPE

I RC
2 Duplicate(

Duplicate_In *in, // IN: input pafaneter list
Duplicate_Out *out // OUT: outputgparameter list
)

TPM_RC result = TPM_RC_SUCCESS;

TPMT_SENSITIVE sensitive;

UINT16 innerKeySize = 0; // encrypt key size for iInner wrap
OBJECT *object;
TPM2B_DATA data;

Input Validation

// Get duplicate opject pointer
object = ObjectGet(¥n->objectHandle);

// duplicate~kgy must have fixParent bit CLEAR.
if(object->publicArea.objectAttributes. fixedParent == SET)
return.TPM_RC_ATTRIBUTES + RC Duplicate_objectHandle;

// De=hot duplicate object with NULL nameAlg
if(abject->publicArea.nameAlg == TPM_ALG_NULL)
return TPM_RC_TYPE + RC_Duplicate_objectHandle;

// new parent key must be a storage object or TPM_RH_NULL
if(in->newParentHandle = TPM_RH_NULL
&& 10bjectlsStorage(in->newParentHandle))
return TPM_RC_TYPE + RC_Duplicate_newParentHandle;

// 1T the duplicates object has encryptedDuplication SET, then there must be
// an inner wrapper and the new parent may not be TPM_RH_NULL
if(object->publicArea.objectAttributes._encryptedDuplication == SET)
{
iTf(in->symmetricAlg.algorithm == TPM_ALG_NULL)
return TPM_RC_SYMMETRIC + RC_Duplicate_symmetricAlg;

© ISO/IEC 2015 — All rights reserved

83


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

if(in->newParentHandle == TPM_RH_NULL)
return TPM_RC_HIERARCHY + RC_Duplicate_newParentHandle;

¥
if(in->symmetricAlg.algorithm == TPM_ALG_NULL)
// if algorithm is TPM_ALG_NULL, input key size must be O

if(in->encryptionkKeyln.t.size 1= 0)
return TPM_RC_SIZE + RC_Duplicate_encryptionKeyln;

}
else
£
// Get inner wrap key size
innerKeySize = in->symmetricAlg.keyBits.sym;
// 1T provided the input symmetric key must match the size of the algorithm
if(in->encryptionKeyln.t.size '= 0
&& in->encryptionkKeyln.t.size != (innerKeySize + 7) / 8)
return TPM_RC_SIZE + RC_Duplicate_encryptionkeyln;
}

//|Command Output

if(in->newParentHandle !'= TPM_RH_NULL)
{

// Make encrypt key and its associated secret struckyre~. A TPM_RC_KEY
// error may be returned at this point
// See ISO/IEC 11889-1, clause 5.4, "KDF Label Rarameters"
out->outSymSeed.t.size = sizeof(out->outSymSeed.t.secret);
result = CryptSecretEncrypt(in->newParentHandle,
“"DUPLICATE", &data, &out->outSymSeed);

pAssert(result !'= TPM_RC_VALUE);
if(result = TPM_RC_SUCCESS)

return result;

}

else

// Do not apply outer wrapper
data.t.size = 0;
out->outSymSeed.t.size = 07

}

// Copy sensitive area
sensitive = object->sensitive;

// Prepare outptf-private data from sensitive

SensitiveToDupt¥cate(&sensitive, &object->name, in->newParentHandle,
object->publicArea.nameAlg, (TPM2B_SEED *) &data,
&in->symmetricAlg, &in->encryptionKeylin,
&out->duplicate);

outs>encryptionkeyOut = in->encryptionkeyln;

return TPM RC SUCCESS;

}
#endif // CC _Duplicate
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14.2 TPM2_Rewrap

14.2.1 General Description

This command allows the TPM to serve in the role as a Duplication Authority. If proper authorization for
use of the oldParent is provided, then an HMAC key and a symmetric key are recovered from inSymSeed
and used to integrity check and decrypt inDuplicate. A new protection seed value is generated according
to the methods appropriate for newParent and the blob is re-encrypted and a new integrity value is
computed. The re-encrypted blob is returned in outDuplicate and the symmetric key returned in
ouiSymKey.

In the rewrap process, L is “DUPLICATE” (See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters")

If ihSymSeed has a zero length, then oldParent is required to be TPM_RH_NULL and no decryption of
inDuplicate takes place.

If newParent is TPM_RH_NULL, then no encryption is performed on outDuplicate. qutSymSeed will hgve
a Zero length. See ISO/IEC 11889-2, clause 9.3.3.9, “Bit[11] — encryptedDuplication”.
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14.2.2 Command and Response

Table 51 — TPM2_Rewrap Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM CC commandCode TPM CC Rewrap

parent of object
TRMI_DH_OBJECT+ @oldParent Auth Index: 1
Auth Role: User

new parent of the object
Auth Index: None
= ————— - |

THM2B_PRIVATE inDuplicate an object encrypted using synimetric key derived from
inSymSeed

TRMI_DH_OBJECT+ newParent

TRM2B_NAME name the Name of the object being rewrapped

seed for symmetric key

TRM2B_ENCRYPTED_SECRET|inSymSeed needs oldParent private key to recover the seed and
generate the-symmetric key

Table 52 — TPM2_Rewrap:Response

Type Name Description
TRM_ST tag See clause 7
UINT32 responseSize

TRM_RC responseCode

TRM2B PRIVATE outDuplicate an object encrypted using symmetric key derived from|
- outSymSeed

seed for a symmetric key protected by newParent

TRM2B_ENCRYPTED_SECRET |outSymSeed .
- - asymmetric key
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14.2.3 Detailed Actions

#include "InternalRoutines._h"

#include "Rewrap_fp.h"

#ifdef TPM_CC Rewrap // Conditional expansion of this file
#include "Object_spt_fp.h"

TP
TP

//

Table 53 — TPM2_Rewrap Errors

ErTor Returms IVIEdHng

TPM_RC_ATTRIBUTES

newParent is not a decryption key

TPM_RC_HANDLE oldParent does not consistent with inSymSeed

TPM_RC_INTEGRITY

the integrity check of inDuplicate failed

TPM_RC_KEY for an ECC key, the public key is not on the curve of theleurve ID

TPM_RC_KEY_SIZE the decrypted input symmetric key size does not:matches the
symmetric algorithm key size of oldParent

TPM_RC_TYPE oldParent is not a storage key, or ‘'newParent\is not a storage key

TPM_RC_VALUE for an 'oldParent; RSA key, the data to‘be‘decrypted is greater than

the public exponent

Unmarshal errors errors during unmarshaling the-input encrypted buffer to a ECC public

key, or unmarshal the privaté)buffer to sensitive

| RC

2 Rewrap(

Rewrap_In *in, /7 IN: inpyBparameter list

Rewrap_Out *out // OUT: odtput parameter list

)

TPM_RC result = TPM\RC_SUCCESS;

OBJECT *oldParent;

TPM2B_DATA data; // symmetric key

UINT16 hashSize = 0;

TPM2B_PRIVATE privateBlob; // A temporary private blob
// to transit between old
// and new wrappers

Input Validation

iT((in—>inSymSeed.t.size == 0 && in->oldParent = TPM_RH_NULL)

Il @n->inSymSeed.t.size != 0 && in->oldParent == TPM_RH_NULL))
returni/FPM_RC_HANDLE + RC_Rewrap_oldParent;

if(in=>oldParent 1= TPM RH NULL)

{

¥/ Get old parent pointer
oldParent = ObjectGet(in->oldParent);

// old parent key must be a storage object
iT(10bjectlsStorage(in->oldParent))
return TPM_RC_TYPE + RC_Rewrap_oldParent;

// Decrypt input secret data via asymmetric decryption. A
// TPM_RC VALUE, TPM_RC KEY or unmarshal errors may be returned at this
// point
// See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters'
result = CryptSecretDecrypt(in->oldParent, NULL,
"DUPLICATE", &in->inSymSeed, &data);
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//

88

if(result 1= TPM_RC_SUCCESS)
return TPM_RC_VALUE + RC_Rewrap_inSymSeed;

// Unwrap Outer
result = UnwrapOuter(in->oldParent, &in->name,
oldParent->publicArea.nameAlg, (TPM2B_SEED *) &data,
FALSE,
in—>inDuplicate.t.size, in->inDuplicate.t._buffer);
if(result = TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC_Rewrap_inDuplicate);

VA al a_dot 4+ aakl £+ H FE =0 ol

Vi 5 'S
77 COpPYy uormtoppCttotetat to— comporTary  varl faigfc, T onove o ic Irfecgrrey  ricro

hashSize = sizeof(UINT16) +
CryptGetHashDigestSize(oldParent->publ icArea.nameAlQ) ;
privateBlob.t.size = in->inDuplicate.t.size - hashSize;
MemoryCopy(privateBlob.t.buffer, in->inDuplicate.t.buffer + hashSize,
privateBlob.t.size, sizeof(privateBlob.t.buffer));

}

else
// No outer wrap from input blob. Direct copy.-
privateBlob = in->inDuplicate;

}

if(in->newParent = TPM_RH_NULL)

{

OBJECT *newParent;
newParent = ObjectGet(in->newParent);

// New parent must be a storage object
iT(10bjectlsStorage(in->newParent))
return TPM_RC_TYPE + RC_Rewrap_newParent;

// Make new encrypt key and its associated secret structure. A
// TPM_RC_VALUE error may be returnegrat this point if RSA algorithm is
// enabled in TPM
// See ISO/IEC 11889-1, clause 5=4¢, "KDF Label Parameters"
out->outSymSeed.t.size = sizeqf(out->outSymSeed.t.secret);
result = CryptSecretEncrypt(@n->newParent,

“DUPLICATE", &data, &out->outSymSeed);
if(result '= TPM_RC_SUCCESS) return result;

Command output

// Copy temporary~Vvesiable to output, reserve the space for integrity
hashSize = sizeqf(UINT16) +
CryptGetHashDigestSize(newParent->publ icArea.nameAlQ);
out->outDuplicate.t.size = privateBlob.t.size;
MemoryCopy(out->outDuplicate.t.buffer + hashSize, privateBlob.t._buffer,
privateBlob.t.size, sizeof(out->outDuplicate.t.buffer));

// £Pxbduce outer wrapper for output

eut=>outDuplicate.t.size = ProduceOuterWrap(in->newParent, &in->name,
newParent->publ icArea.nameAlg,
(TPM2B_SEED *) &data,
FALSE,

out->outDuplicate.t.size,
out->outDuplicate.t_buffer);

else // New parent is a null key so there is no seed

{

}

out->outSymSeed.t.size = 0;

// Copy privateBlob directly
out->outDuplicate = privateBlob;
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return TPM_RC_SUCCESS;

3
#endif // CC_Rewrap

ISO/IEC 11889-3:2015(E)
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14

14

.3 TPM2_Import

.3.1General Description

This command allows an object to be encrypted using the symmetric encryption values of a Storage Key.
After encryption, the object may be loaded and used in the new hierarchy. The imported object (duplicate)
may be singly encrypted, multiply encrypted, or unencrypted.

If fixedTPM or fixedParent is SET in objectPublic, the TPM shall return TPM_RC_ATTRIBUTES.

If 4
be

If ¢
bu
my

a)

SET in objectPublic (TPM_RC_ATTRIBUTES).
encryptedDuplication is SET in objectPublic, then inSymSeed and encryptionKey shall nat be Em

Iti--step process in the following order:
If inSymSeed has a non-zero size:

1) The asymmetric parameters and private key of parentHandle are used’to-recover the seed us
in the creation of the HMAC key and encryption keys used to protect.the duplication blob.

ncryptedDuplication is SET in the object referenced by parentHandle, then encryptedDuplication shall

pty

fers (TPM_RC_ATTRIBUTES). Recovery of the sensitive data of the object occurs imthe TPM in a

ed

NOTE 1 When recovering the seed from inSymSeed, L is “DUPLICATE". (See ISO/IEC 11889-1, clayise
5.4, "KDF Label Parameters" for normative KDF label valtes.)
2) The integrity value in duplicate.buffer.integrityOuter is uséd to verify the integrity of the inner data
blob, which is the remainder of duplicate.buffer (TPM_RC_INTEGRITY).
NOTE 2 The inner data blob will contain a TPMT_SENSITIVE and can contain a TPM2B_DIGHST
for the innerintegrity.
3) The symmetric key recovered in 1) (2)is used to decrypt the inner data blob.
NOTE 3 Checking the integrity before the data is used prevents attacks on the sensitive area| by
fuzzing the data and logKing at the differences in the response codes.
b) | If encryptionKey is not an Empty Buffer:
1) Use encryptionKey to decrypt the inner blob.
2) Use the TPM2B_DIGEST at the start of the inner blob to verify the integrity of the inner blob
(TPM_RC_INTEGRITY).
¢) | Unmarshal the sensitive area
NOTE 4 I1t“is )not necessary to validate that the sensitive area data is cryptographically bound to the puplic
area other than that the Name of the public area is included in the HMAC. However, if the binding is
not validated by this command, the binding needs to be checked each time the object is loaded. For
an object that is imported under a parent with fixedTPM SET, binding need only be checked at
import. If the parent has fixedTPM CLEAR, then the binding needs to be checked each time fthe
object is loaded, or before the TPM performs an operation for which the binding affects the outcgme
of the operation (for example, TPM2_PolicySigned() or TPM2_Certify()).
Similarly, if the new parent's fixedTPM is set, the encryptedDuplication state need only be checked
at import.
If the new parent is not fixedTPM, then that object will be loadable on any TPM (including SW
versions) on which the new parent exists. This means that, each time an object is loaded under a
parent that is not fixedTPM, it is necessary to validate all of the properties of that object. If the
parent is fixedTPM, then the new private blob is integrity protected by the TPM that “owns” the
parent. So, it is sufficient to validate the object’s properties (attribute and public-private binding) on
import and not again.
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After integrity checks and decryption, the TPM will create a new symmetrically encrypted private area
using the encryption key of the parent.

NOTE 5 The symmetric re-encryption is the normal integrity generation and symmetric encryption applied to
a child object.
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14.3.2 Command and Response

Table 54 — TPM2_Import Command

Type

Name

Description

TPMI_ST_COMMAND_TAG tag

TPM_ST_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_Import

the handle of the new parent for the object
TRMI_DH_OBJECT @parentHandle Auth Index: 1

Auth Role: USER

A

the optional symmetric encryption key used as the inn
wrapper for duplicate

TRM2B_DATA encryptionKey . . .
If symmetricAlg is TPM_ALG_NULL,then this
parameter shall be the Empty Buffer.
the public area of the object to’be imported
TRM2B_PUBLIC objectPublic This is provided so that(the'integrity value for duplicat
and the object attributés can be checked.
TRM2B_PRIVATE duplicate the symmemcally encrypt_ed duplicate object that may
contain an infdef symmetric wrapper
symmetrickey used to encrypt duplicate
TRM2B_ENCRYPTED_SECRET|inSymSeed

inSymSeed is encrypted/encoded using the algorithmg
of newParent.

TH

MT_SYM_DEF_OBJECT+

symmetricAlg

definition for the symmetric algorithm to use for the in
wrapper

If this algorithm is TPM_ALG_NULL, no inner wrapper
present and encryptionKey shall be the Empty Buffer.

er

S

TH

M2B PRIVATE

outPrivate

NOTE Even if the integrity value of the object is not checked on input, the object Name is needed tg
create the integrity-value for the imported object.
Table 55 — TPM2_Import Response
Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize
TRM_RC responseCode

—=_—— |

the sensitive area encrypted with the symmetric key o
parentHandle

92
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14.3.3 Detailed Actions

#include "InternalRoutines.h"
#include ""Import_fp.h"

ISO/IEC 11889-3:2015(E)

#ifdef TPM_CC Import // Conditional expansion of this file

#include "Object_spt _fp.h"

Table 56 — TPM2_Import Errors

ErTor Returmns

Meamg

TPM_RC_ASYMMETRIC

non-duplicable storage key represented by objectPublic and its
parent referenced by parentHandle have different public parameters

TPM_RC_ATTRIBUTES

attributes FixedTPM and fixedParent of objectPublic are not.both
CLEAR,; or inSymSeed is nonempty and parentHandle does not
reference a decryption key; or objectPublic and parentHandle have
incompatible or inconsistent attributes; or encrytpedDuplication is
SET in objectPublic but the inner or outer wrapper is missing.

TPM_RC_BINDING

duplicate and objectPublic are not cryptographically bound

TPM_RC_ECC_POINT

inSymSeed is nonempty and ECC point in.inSymSeed is not on the
curve

TPM_RC_HASH

non-duplicable storage key represented by objectPublic and its
parent referenced by parentHandle have different name algorithm

TPM_RC_INSUFFICIENT

inSymSeed is nonempty and failed to retrieve ECC point from the
secret; or unmarshaling.sensitive value from duplicate failed the
result of inSymSeed deeryption

TPM_RC_INTEGRITY

duplicate integrity(is broken

TPM_RC_KDF objectPublic rgpresenting decrypting keyed hash object specifies
invalid KDR
TPM_RC_KEY inconsistent parameters of objectPublic; or inSymSeed is nonempty

and parentHandle does not reference a key of supported type; or
invalid key size in objectPublic representing an asymmetric key

TPM_RC_NO_RESULT

InSymSeed is nonempty and multiplication resulted in ECC point at
infinity

TPM_RC_OBJECT_MEMORY

no available object slot

TPM_RC_SCHEME

inconsistent attributes decrypt, sign, restricted and key's scheme ID
in objectPublic; or hash algorithm is inconsistent with the scheme ID
for keyed hash object

TPM_RC_SIZE

authPolicy size does not match digest size of the name algorithm in
objectPublic; or symmetricAlg and encryptionKey have different
sizes; or inSymSeed is nonempty and it size is not consistent with
the type of parentHandle; or unmarshaling sensitive value from
duplicate failed

TPM_RC_SYMMETRIC

objectPublic is either a storage key with no symmetric algorithm or

a non-storage Key with symmetric algorithm difrerent from
TPM_ALG_NULL

TPM_RC_TYPE

unsupported type of objectPublic; or non-duplicable storage key
represented by objectPublic and its parent referenced by
parentHandle are of different types; or parentHandle is not a
storage key; or only the public portion of parentHandle is loaded; or
objectPublic and duplicate are of different types
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Error Returns Meaning

TPM_RC_VALUE nonempty inSymSeed and its numeric value is greater than the
modulus of the key referenced by parentHandle or inSymSeed is
larger than the size of the digest produced by the name algorithm of
the symmetric key referenced by parentHandle

NOTE: Regarding TPM_RC_ATTRIBUTES, if the TPM provides parameter values, the parameter number will

indicate symmetricKey (missing inner wrapper) or inSymSeed (missing outer wrapper).

TPM_RC
TPM2_Import(
Import_In *in, // IN: input parameter list
Import_Out *out // OUT: output parameter list
)
{
TPM_RC result = TPM_RC_SUCCESS;
OBJECT *parentObject;
TPM2B_DATA data; // symmetric key
TPMT_SENSITIVE sensitive;
TPM2B_NAME name;
UINT16 innerKeySize = 0; // encrypt(Key size for inner
// wrappér
//| Input Validation

// FixedTPM and fixedParent must be CLEAR

if( in->objectPublic.t.publicArea.objectAttributes.fixedTPM == SET
Il in->objectPublic.t.publicArea.objectAttributes.fixedParent == SET)
return TPM_RC_ATTRIBUTES + RC_Import_objectPublic;

// Get parent pointer
parentObject = ObjectGet(in->parentHandle);

if(JAreAttributesForParent(parentObject))
return TPM_RC_TYPE + RC_Import_parentHandle;

if(in->symmetricAlg.algorithm = TPM_ALG_NULL)

94

{
// Get inner wrap_Key size
innerKeySize = in=>symmetricAlg.keyBits.sym;
// Input sypfieffric key must match the size of algorithm.
if(in->encryptionKey.t.size != (innerKeySize + 7) / 8)
retuin,“TPM_RC_SIZE + RC_Import_encryptionKey;
}
else
{
/1T input symmetric algorithm is NULL, input symmetric key size must
¢/ be 0 as well
if(in->encryptionKey.t.size 1= 0)
L Ctul LILJ TPI‘V‘I_RCS_S : ZE : RC_. III'JUI t_CI <r _ypt;ul I: Cy ;
// It encryptedDuplication is SET, then the object must have an inner
// wrapper
if(in->objectPublic.t.publicArea.objectAttributes.encryptedDuplication)
return TPM_RCS_ATTRIBUTES + RC_Import_encryptionKey;
}

// See if there is an outer wrapper
iT(in->InSymSeed.t.size 1= 0)

// Decrypt input secret data via asymmetric decryption. TPM_RC_ATTRIBUTES,
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// TPM_RC_ECC POINT, TPM_RC_INSUFFICIENT, TPM_RC KEY, TPM_RC _NO RESULT,
// TPM_RC_SIZE, TPM_RC VALUE may be returned at this point
// See ISO/IEC 11889-1, clause 5.4, "KDF Label Parameters"
result = CryptSecretDecrypt(in->parentHandle, NULL, "DUPLICATE",
&in->InSymSeed, &data);
pAssert(result = TPM_RC_BINDING);
if(result = TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC_Import_inSymSeed);

}

else

{
LL LE 4 P2 [mY La 4z 2 +k £+ £ L 4+
—_
// wrapper
if(in->objectPublic.t.publicArea.objectAttributes._encryptedDuplication)

return TPM_RCS_ATTRIBUTES + RC_Import_inSymSeed;

data.t_size = 0;

}

// Compute name of object
ObjectComputeName(&(in->objectPublic.t.publicArea), &name);

// Retrieve sensitive from private.

// TPM_RC_INSUFFICIENT, TPM_RC_INTEGRITY, TPM_RC_SIZE may be retucn&d here.

result = DuplicateToSensitive(&in->duplicate, &name, in->parentHdandle,
in—>objectPublic.t.publicArea.nameAlqg,
(TPM2B_SEED *) &data, &in->symmetricAlg,
&in->encryptionKey, &sensitive);

if(result = TPM_RC_SUCCESS)

return RcSafeAddToResult(result, RC_Import_duplicate);

// If the parent of this object has fixedTPM SERa then fully validate this
// object so that validation can be skipped when ‘it is loaded
if(parentObject->publicArea.objectAttributesy FfixedTPM == SET)

TPM_HANDLE objectHandle;

// Perform self check on input pablic area. A TPM_RC_SIZE, TPM_RC_SCHEME,
// TPM_RC VALUE, TPM_RC_SYMMETRI, TPM RC TYPE, TPM_RC HASH,
// TPM_RC_ASYMMETRIC, TPM_RCCAMTRIBUTES or TPM_RC KDF error may be returned
// at this point
result = PublicAttributesValidation(TRUE, in->parentHandle,
&in->objectPublic.t.publicArea);

if(result = TPM_RCG~SUCCESS)

return RcSafeAddToResult(result, RC_Import_objectPublic);

// Create ingexpal object. A TPM_RC_KEY_SIZE, TPM_RC_KEY or
// TPM_RC_OBJECT_MEMORY error may be returned at this point
result = QbyectlLoad(TPM_RH_NULL, &in->objectPublic.t_publicArea,
&sensitive, NULL, in->parentHandle, FALSE,
&objectHandle);
if¢result = TPM_RC_SUCCESS)
feturn result;

7/ Don"t need the object, just needed the checks to be performed so
// Tlush the object

ObjectFlush(objectHandle);
¥

// Command output
// Prepare output private data from sensitive
SensitiveToPrivate(&sensitive, &name, in->parentHandle,
in—>objectPublic.t.publicArea.nameAlqg,
&out->outPrivate);

return TPM_RC_SUCCESS;

© ISO/IEC 2015 — All rights reserved

95


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

124 }
125 #endif // CC_lImport
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15 Asymmetric Primitives

15.1 Introduction

The commands in clause 15 provide low-level primitives for access to the asymmetric algorithms
implemented in the TPM. Many of these commands are only allowed if the asymmetric key is an
unrestricted key.

15[Z TPMZ_RSA_Encrypt

15(2.1 General Description

Thjs command performs RSA encryption using the indicated padding scheme according.to IETF RFC
3447. If the scheme of keyHandle is TPM_ALG_NULL, then the caller may use inScheme to specify the
pafding scheme. If scheme of keyHandle is not TPM_ALG_NULL, then inScheme shall either |be
TRAM_ALG_NULL or be the same as scheme (TPM_RC_SCHEME).

The key referenced by keyHandle is required to be an RSA key (TPM_RC_KEY)"with the decrypt attriblite
SHT (TPM_RC_ATTRIBUTES).

NQTE 1 Stiplating that the decrypt attribute be set allows the TPMtevensure that the scheme selection is
done with the presumption that the scheme of the key, is"a decryption scheme selection. I is
understood that this command will operate on a key with only the public part loaded so the caller ¢an
modify any key in any desired way. So, this constraigtjonly serves to simplify the TPM logic.

The three types of allowed padding are:

1)| TPM_ALG_OAEP - Data is OAEP padded as‘Specified in 7.1 of IETF RFC 3447 (PKCS#{l).
The only supported mask generation is MGEL.

2)| TPM_ALG_RSAES - Data is padded as_specified in 7.2 of IETF RFC 3447 (PKCS#1).

3)| TPM_ALG_NULL - Data is not padded by the TPM and the TPM will treat message as [an
unsigned integer and perform, a‘'modular exponentiation of message using the pullic
exponent of the key referenced by keyHandle. This scheme is only used if both the scheJne
in the key referenced by keyHandle is TPM_ALG_NULL, and the inScheme parameter of the
command is TPM_ALG_NULL. The input value cannot be larger than the public modulus|of
the key referenced by keyHandle.

Table 57 — Padding Scheme Selection

kpyHandle—scheme inScheme padding scheme used
TPM_ALG_NULL none
TPM_ALG _NULL TPM_ALG_RSAES RSAES
TPM_ALG_OAEP OAEP
TPM_ALG_NULL RSAES
TPM_ALG_RSAES TPM_ALG_RSAES RSAES
TPM_ALG_OAEP error (TPM_RC_SCHEME)
TPM_ALG_NULL OAEP
TPM_ALG_OAEP TPM_ALG_RSAES error (TPM_RC_SCHEME)
TPM_AGL_OAEP OAEP

After padding, the data is RSAEP encrypted according to 5.1.1 of IETF RFC 3447 (PKCS#1).
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NOTE 2 decrypt needs to be SET so that the commands that load a key can validate that the scheme is
consistent rather than have that deferred until the key is used.
NOTE 3 If it is desired to use a key that had restricted SET, the caller can CLEAR restricted and load the

public part of the key and use that unrestricted version of the key for encryption.

If inScheme is used, and the scheme requires a hash algorithm it may not be TPM_ALG_NULL.

NOTE 4

Because only the public portion of the key needs to be loaded for this command, the caller can

manipulate the attributes of the key in any way desired. As a result, the TPM won't check the
consistency of the attributes. The only property checking is that the key is an RSA key and that the

Thy

Paddllly D\-:ICIIIC ID DUPPUIth.
e message parameter is limited in size by the padding scheme according to the following table:

Table 58 — Message Size Limits Based on Padding

Sc

Maximum Message Length
heme (mLen) in Octets Comments

TP

M_ALG_OAEP mLen < k — 2hLen — 2

TP

M_ALG_RSAES mLen <k —11

TP

M_ALG_NULL mLen <K The numeric value of the message must b
less than the numeric value of the public

modulus (n).

D

NOJTES

1
2)

k := the number of byes in the public modulus

hLen := the number of octets in the digest produced by the hash algorithm used in the process

Th
the
tru
sc

NO

Th
Th

NO

e label parameter is optional. If provided (label.size = 0) then the TPM shall return TPM_RC_VALU

hcate the label at that point. The terminating.octet of zero is included in the label used in the padd
neme.

TE 5 If the scheme does not use’a label, the TPM will still verify that label is properly formatted if labeg
present.

e function returns padded and.encrypted value outData.

P message parameter in the command may be encrypted using parameter encryption.

TE 6 Only the”public area of keyHandle is required to be loaded. A public key can be loaded with
desifed'scheme. If the scheme is to be changed, a different public area needs to be loaded.

E if

last octet in label is not zero. If a zero octet>occurs before label.buffer[label.size-1], the TPM shall

ng

| is

hny
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Table 59 — TPM2_RSA_Encrypt Command

Type Name Description
TPM_ST_SESSIONS if an audit, encrypt, or decrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,

TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_RSA_Encrypt

reference to public portion of RSA key to use for
TRMI_DH_OBJECT keyHandle encryption

Auth Index: None

- — — — — |

TRM2B_PUBLIC_KEY_RSA message message to be encrypted
. the padding scheme to use if stcheme associated with
TRMT_RSA_DECRYPT+ inScheme keyHandle is TPM_ALG. NULL
optional label L to be associated with the message
TRM2B_DATA label . ) - )
Size of the buffer is zé&ro if no label is present
NOTE 1 The message data type was chosen because it limits’the overall size of the input to no greater
than the size of the largest RSA public key. This_may be larger than allowed for keyHandle.
NOTE 2 Regarding label, see description of label abowve.
Table 60 — TPM2_RSA“Encrypt Response
Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize
TRM_RC responseCode
TRM2B_PUBLIC_KEY_RSA outData encrypted output
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15.2.3 Detailed Actions

#include "InternalRoutines._h"

#include "RSA_Encrypt_fp.h"

#ifdef TPM_CC _RSA Encrypt // Conditional expansion of this file
#ifdef TPM_ALG_RSA

Table 61 — TPM2_RSA_Encrypt Errors

ETToTr Returmns IVIEdHng
TPM_RC_ATTRIBUTES decrypt attribute is not SET in key referenced by keyHandle
TPM_RC_KEY keyHandle does not reference an RSA key
TPM_RC_SCHEME incorrect input scheme, or the chosen scheme is not a valid/RSA
decrypt scheme
TPM_RC_VALUE the numeric value of message is greater than the public modulus of
the key referenced by keyHandle, or label is not@ null-terminated
string
TPM_RC
TPM2_RSA_Encrypt(
RSA_Encrypt_In *in, // IN: input parameterndist
RSA_Encrypt Out *out // OUT: output parpaieter list
{
TPM_RC result;
OBJECT *rsakey;
TPMT_RSA DECRYPT *scheme;
char *label = NULL;

//| Input Validation
rsakKey = ObjectGet(in->keyHandle);

// selected key must be an RSA\k&y
if(rsakey->publicArea.type !=.TPM_ALG_RSA)
return TPM_RC_KEY + RG_RSA_Encrypt_keyHandle;

// selected key must have the decryption attribute
if(rsaKey->publicArea.objectAttributes.decrypt = SET)
return TPM_RC_ATTRIBUTES + RC_RSA Encrypt_keyHandle;

// 1s there a (gbel?
if(in->label t.size > 0)

{
/7 AQWEN is present, so make sure that is it NULL-terminated
ifCin->label . t.buffer[in->label .t.size - 1] = 0)
return TPM_RC _VALUE + RC_RSA Encrypt_label;
label = (char *)in->label.t_buffer;
¥

// Command Output

// Select a scheme for encryption
scheme = CryptSelectRSAScheme(in->keyHandle, &in->inScheme);
if(scheme == NULL)

return TPM_RC_SCHEME + RC_RSA Encrypt_inScheme;

// Encryption. TPM _RC VALUE, or TPM_RC SCHEME errors my be returned buy

// CryptEncyptRSA. Note: It can also return TPM_RC_ATTRIBUTES if the key does
// not have the decrypt attribute but that was checked above.
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out->outData.t.size = sizeof(out->outData.t.buffer);
result = CryptEncryptRSA(&out->outData.t.size, out->outData.t.buffer, rsaKey,
scheme, in->message.t.size, in->message.t.buffer,
label);
return result;
}
#endif
#endif // CC_RSA Encrypt
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15

15

.3 TPM2_RSA_Decrypt

.3.1General Description

This command performs RSA decryption using the indicated padding scheme according to IETF RFC
3447 ((PKCS#1).

The scheme selection for this command is the same as for TPM2_RSA_Encrypt() and is shown in Table
57.

Th
de

Th

Th
ke
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the
int
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wil
ori
If g
to
the
0),

NO

Th
I

=

If the scheme does not require a label; the value in label is not used but the size of the label field

ch
tha

e key referenced by keyHandle shall be an RSA key (TPM_RC_KEY) with restricted CLEAR~3
Crypt SET (TPM_RC_ATTRIBUTES).

s command uses the private key of keyHandle for this operation and authorization is required.

e TPM will perform a modular exponentiation of ciphertext using the private exponentassociated W
Handle (this is specified in IETF RFC 3447 (PKCS#1), clause 5.1.2). It will then validate the padd
cording to the selected scheme. If the padding checks fail, TPM_RC_VALUE isheturned. Otherwi
data is returned with the padding removed. If no padding is used, the returned value is an unsigH
pger value that is the result of the modular exponentiation of cipherText using-the private exponent
Handle. The returned value may include leading octets zeros so that it iS\the same size as the pul
dulus. For the other padding schemes, the returned value will be smaller than the public modulus
contain all the data remaining after padding is removed and thissmay include leading zeros if
hinal encrypted value contained leading zeros..

| label is used in the padding process of the scheme during eneryption, the label parameter is requi
be present in the decryption process and label is required:to*be the same in both cases. If label is
same, the decrypt operation is very likely to fail (TPM ¢RC_VALUE). If label is present (label.size
it shall be a NULL-terminated string or the TPM will return TPM_RC_VALUE.

TE 1 The size of label includes the terminating-null.

P message parameter in the response may-bée encrypted using parameter encryption.

nScheme is used, and the scheme requires a hash algorithm it may not be TPM_ALG_NULL.

bcked for consistency with the indicated data type (TPM2B_DATA). That is, the field may not be lar
n allowed for a TPM2B_DATA.
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15.3.2 Command and Response

Table 62 — TPM2_RSA_Decrypt Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM CC commandCode TPM CC RSA Decrypt

RSA key to use for decryption
TRMI_DH_OBJECT @keyHandle Auth Index: 1

Auth Role: USER
= ___|

TRM2B_PUBLIC_KEY_RSA cipherText cipher text to be decrypted

the padding scheme to use if scheme associated with

TRMT_RSA_DECRYPT+ inScheme keyHandle is TPM_ALG_NULE
THM2B_DATA label Iab_e! whose association with‘the message is to be
verified
NOTE Regarding cipherText, an encrypted RSA data block is the, size of the public modulus.

Table 63 — TPM2_RSA_Decrypt Response

Type Name Desecription
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
TRM2B_PUBLIC_KEY_RSA message decrypted output
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15.3.3 Detailed Actions

#inc
#inc
#ifd
#ifd

lude "InternalRoutines._h"

lude "RSA Decrypt_fp.h"

ef TPM_CC_RSA Decrypt // Conditional expansion of this fTile
ef TPM_ALG_RSA

Table 64 — TPM2_RSA_Decrypt Errors

ETToTr Returmns IVIEdHng

TPM_RC_BINDING The public an private parts of the key are not properly bound

TPM_RC_KEY keyHandle does not reference an unrestricted decrypt key

TPM_RC_SCHEME incorrect input scheme, or the chosen scheme is not a validlRSA
decrypt scheme

TPM_RC_SIZE cipherText is not the size of the modulus of key referenced by
keyHandle

TPM_RC_VALUE label is not a null terminated string or the value of cipherText is

greater that the modulus of keyHandle

TP

/711

TPM2_RSA_Decrypt(

RC

RSA Decrypt_In *in, // IN: input pargieker list
RSA Decrypt_Out *out // OUT: output, pdrameter list

TPM_RC result;
OBJECT *rsakey;
TPMT_RSA_DECRYPT *scheme;
char *label = NULL;

nput Validation
rsakey = ObjectGet(in->keyHandle);

// The selected key must he*an RSA key
if(rsaKey->publicArea.type 1= TPM_ALG_RSA)
return TPM_RC_KEY + RC_RSA Decrypt _keyHandle;

// The selected keyywust be an unrestricted decryption key

if( rsaKey->publicArea.objectAttributes.restricted == SET
|| rsaKey->publicArea.objectAttributes.decrypt == CLEAR)
return TPWRC_ATTRIBUTES + RC_RSA Decrypt keyHandle;

// NOTE: Proper operation of this command requires that the sensitive area
// of &g 'key is loaded. This is assured because authorization is required
// tO\Use the sensitive area of the key. In order to check the authorization,
/K the sensitive area has to be loaded, even if authorization is with policy.

ot

I

Iflb-\l;

H o 1
To O WO

Q. €3 ey | i £+ FE 3
oot TSP eSSt —honE—Sute—enac €

if(in->label _.t_size > 0)
{
// Present, so make sure that it is NULL-terminated
if(in->label . t.buffer[in->label .t.size - 1] = 0)
return TPM_RC_VALUE + RC_RSA Decrypt_label;
label = (char *)in->label.t_buffer;
}

// Command Output

104
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// Select a scheme for decrypt.
scheme = CryptSelectRSAScheme(in->keyHandle, &in->inScheme);
if(scheme == NULL)

return TPM_RC_SCHEME + RC_RSA Decrypt_inScheme;

// Decryption. TPM_RC _VALUE, TPM_RC_SIZE, and TPM_RC_KEY error may be

// returned by CryptDecryptRSA.

// NOTE: CryptDecryptRSA can also return TPM_RC_ATTRIBUTES or TPM_RC_BINDING
// when the key is not a decryption key but that was checked above.
out->message.t.size = sizeof(out->message.-t.buffer);

result = CryptDecryptRSA(&out->message.t.size, out->message.t.buffer, rsaKey,

=Y abaxcT P> 3z
seheme—H—>etphertext—t-size;
in—>cipherText.t.buffer,
label);

return result;

dif
dif // CC_RSA Decrypt
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15.4 TPM2_ECDH_KeyGen

15.4.1 General Description

This command uses the TPM to generate an ephemeral key pair (d., Q. where Q. := [d.]G). It uses the
private ephemeral key and a loaded public key (Qs) to compute the shared secret value (P := [hd.]Qs).
keyHandle shall refer to a loaded ECC key. The sensitive portion of this key need not be loaded.

The

NQITE This function is the equivalent of encrypting data to another object’s public key. The seedwvalug is
used in a KDF to generate a symmetric key and that key is used to encrypt the data. OncCe-the data
is encrypted and the symmetric key discarded, only the object with the private pgrtion of fthe
keyHandle will be able to decrypt it.

The zPoint in the response may be encrypted using parameter encryption.
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15.4.2 Command and Response

Table 65 — TPM2_ECDH_KeyGen Command

Type Name Description

TPM_ST_SESSIONS if an audit or encrypt session is

TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_ECDH_KeyGen

Handle of a loaded ECC key public area.
TRMI_DH_OBJECT keyHandle

Auth Index: None
-—t— e

Table 66 — TPM2_ECDH_KeyGen Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize
TRM_RC responseCode
= ————— - |
TRM2B_ECC_POINT zPoint results of P:="4[d.] Qs
TRM2B_ECC_POINT pubPoint generated‘ephemeral public point (Q.)
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15.4.3 Detailed Actions

#include "InternalRoutines._h"

#include "ECDH_KeyGen_fp.h"

#ifdef TPM_CC_ECDH KeyGen // Conditional expansion of this file
#ifdef TPM_ALG_ECC

TP
TP

//

//

108

Table 67 — TPM2_ECDH_KeyGen Errors

ETToTr Returmns IVI(:.‘dHng
TPM_RC_KEY keyHandle does not reference a non-restricted decryption ECC key.
| RC
2 ECDH_KeyGen(
ECDH_KeyGen_In *in, // IN: input parameter list
ECDH_KeyGen_Out *out // OUT: output parameter list
)
OBJECT *eccKey;
TPM2B_ECC_PARAMETER sensitive;
TPM_RC result;

Input Validation
eccKey = ObjectGet(in->keyHandle);

// Input key must be a non-restricted, decrypt ECEN\key
iT( eccKey->publicArea.type 1= TPM_ALG_ECC)
return TPM_RCS_KEY + RC_ECDH KeyGen_keyHandle;

it eccKey->publicArea.objectAttributes.restricted == SET
11 eccKey->publicArea.objectAttributés.decrypt = SET

)
return TPM_RC_KEY + RC_ECDH_KeyGen_ keyHandle;

Command Output
do
{
// Create ephemeral £€C key
CryptNewEccKey(eccKey->publicArea.parameters.eccDetail .curvelD,
&out->pubPoint.t.point, &sensitive);

out->pubPointct.size = TPMS_ECC_POINT_Marshal (&out->pubPoint._t._point,
NULL, NULL);

// Compute Z

result = CryptEccPointMultiply(&out->zPoint.t._point,
eccKey->publicArea.parameters.eccDetail .curvelD,
&sensitive, &eccKey->publicArea.unique.ecc);

¥/ The point in the key is not on the curve. Indicate that the key is bad.

if(result == TPM_RC_ECC_POINT)

returm TP REKEY—+RCECDH KeyGenkeyHarndie;
// The other possible error is TPM_RC_NO _RESULT indicating that the
// multiplication resulted in the point at infinity, so get a new
// random key and start over (hardly ever happens).

}
while(result == TPM_RC_NO_RESULT);

if(result == TPM_RC_SUCCESS)
// Marshal the values to generate the point.
out->zPoint.t.size = TPMS_ECC_POINT_Marshal (&out->zPoint.t.point,
NULL, NULL);

© ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

55
56
57
58

return result;

#endif
#endif // CC_ECDH KeyGen

ISO/IEC 11889-3:2015(E)
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15.5 TPM2_ECDH_ZGen

15.5.1 General Description

This command uses the TPM to recover the Z value from a public point (Q5) and a private key (ds). It will
perform the multiplication of the provided inPoint (Qg) with the private key (ds) and return the coordinates
of the resultant point (Z = (xz, yz) := [hd;s]Qs; where h is the cofactor of the curve).

keyHandle shall refer to a loaded, ECC key (TPM_RC_KEY) with the restricted attribute CLEAR and the
degrypt attribute SET (TPM_RC_ATTRIBUTES).

The scheme of the key referenced by keyHandle is required to be either TPM_ALG _ECDH |or
TAM_ALG_NULL (TPM_RC_SCHEME).

inRoint is required to be on the curve of the key referenced by keyHandle (TPM_RC_ECC (POINT).

The parameters of the key referenced by keyHandle are used to perform the point multiplication.
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15.5.2 Command and Response
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Table 68 — TPM2_ECDH_ZGen Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM _CC commandCode TPM CC ECDH ZGen
handle of a loaded ECC key
TRMI_DH_OBJECT @keyHandle Auth Index: 1
Auth Role: USER
TRM2B_ECC_POINT inPoint a public key

Table 69 — TPM2_ECDH_ZGen Response

TH

M2B_ECC_POINT

outPoint

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

—__———— — — —  — — __|
X and ¥.coordinates of the product of the multiplication

Z = (xz,yz) = [hds]Qp
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15.5.3 Detailed Actions

#include "InternalRoutines.h"

#include "ECDH_ZGen fp.h"

#ifdef TPM_CC ECDH ZGen // Conditional expansion of this fTile
#ifdef TPM_ALG_ECC

Table 70 — TPM2_ECDH_ZGen Errors

ErTor Returmns IVIEdHng

TPM_RC_ATTRIBUTES key referenced by keyA is restricted or not a decrypt key

TPM_RC_KEY key referenced by keyA is not an ECC key

TPM_RC_NO_RESULT multiplying inPoint resulted in a point at infinity

TPM_RC_SCHEME the scheme of the key referenced by keyA is not TPM\ALG_NULL,
TPM_ALG_ECDH,

TPM_RC

TPM2_ECDH_ZGen(
ECDH_ZGen_In *in, // IN: input parameter list
ECDH_ZGen Out  *out // OUT: output parameter list
)

{
TPM_RC result;
OBJECT *eccKey;

//| Input Validation

eccKey = ObjectGet(in->keyHandle);

// Input key must be a non-restricted, {8&Crypt ECC key
if( eccKey->publicArea.type = TPM.ALG ECC)
return TPM_RCS_KEY + RC_ECDH_ZGen’ keyHandle;

it eccKey->publicArea.objectAttributes.restricted == SET
11 eccKey->publicArea.objectAttributes.decrypt = SET

)
return TPM_RC_KEY +.RG\ECDH_ZGen_keyHandle;

// Make sure the scheme allows this use

(¢ eccKey->publlicArea.parameters.eccDetai l .scheme.scheme '= TPM_ALG_ECDH
&& eccKey->publicArea.parameters.eccDetail .scheme.scheme '= TPM_ALG_NULL)
return TPM-RC_SCHEME + RC_ECDH_ZGen_keyHandle;

//|Command Outp(t

// ComQute Z. TPM_RC_ECC_POINT or TPM_RC_NO RESULT may be returned here.

result = CryptEccPointMultiply(&out->outPoint.t.point,
eccKey->publicArea.parameters.eccDetail .curvelD,
&eccKey->sensitive.sensitive.ecc,

&in—>inPoinNt.T.point);
if(result !'= TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC_ECDH_ZGen_inPoint);

out->outPoint.t.size = TPMS_ECC POINT_Marshal (&out->outPoint.t.point,
NULL, NULL);

return TPM_RC_SUCCESS;

#endif
#endif // CC_ECDH_ZGen
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15.6 TPM2_ECC_Parameters

15

.6.1 General Description

ISO/IEC 11889-3:2015(E)

This command returns the parameters of an ECC curve identified by its TCG-assigned curvelD.

15.6.2Command and Response

TH

MI_ECC_CURVE

curvelD

Fapte 7—TPM2ECC Parameters Commrand
Type Name Description
TPM_ST_SESSIONS if an audit sessien js
TAMI_ST_COMMAND_TAG tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TRM_CC commandCode TPM_CC_ECC_Parameters

parameter set selectof

Table 72 — TPM2_ECC_Parameters Resparise

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRMS_ALGORITHM_DETAIL_ECC |parameters ECC parameters for the selected curve

© ISO/IEC 2015 — All rights reserved
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15.6.3 Detailed Actions

#include "InternalRoutines._h"

#include "ECC_Parameters_fp.h"

#ifdef TPM_CC ECC Parameters // Conditional expansion of this Tile
#ifdef TPM_ALG_ECC

Table 73 — TPM2_ECC_Parameters Errors

ErTor Returmns IVIb‘dHillg
TPM_RC_VALUE Unsupported ECC curve ID

TPM_RC

TPY2_ECC_Parameters(
ECC_Parameters_In  *in, // IN: input parameter list
ECC_Parameters_Out *out // OUT: output parameter list
)

//|Command Output

// Get ECC curve parameters

i T(CryptEccGetParameters(in->curvelD, &out->parameters))
return TPM_RC_SUCCESS;

else
return TPM_RC_VALUE + RC_ECC Parameters_curvelD;

#endif
#emdif // CC_ECC Parameters

157 TPM2_ZGen_2Phase

15{7.1 General Description

Thjs command supports two-phase keysexchange protocols. The command is used in combination with
TAM2_EC_Ephemeral(). TPM2_EC_Ephemeral() generates an ephemeral key and returns the public
po|nt of that ephemeral key along\with a numeric value that allows the TPM to regenerate the associated
priyate key.

The input parameters for-this’command are a static public key (inQsU), an ephemeral key (inQeU) from
pafty B, and the commitCeunter returned by TPM2_EC_Ephemeral(). The TPM uses the counter valug to
regenerate the ephemeral private key (d.v) and the associated public key (Q.v). keyA provides the static
ephemeral elements dsy and Qsy. This provides the two pairs of ephemeral and static keys that are
required for the_schemes supported by this command.

The TPM will.compute Z or Zs and Z, according to the selected scheme. If the scheme is not a two-phase
key exchange scheme or if the scheme is not supported, the TPM will return TPM_RC_SCHEME.

It is @ error if iNQsB or inQeB are not on the curve of keyA (TPM_RC_ECC_POINT).

The two-phase key schemes that were assigned an algorithm ID in the TCG Algorithm Registry, Revision
1.15, are TPM_ALG_ECDH, TPM_ALG_ECMQV, and TPM_ALG_SM2.

If this command is supported, then support for TPM_ALG ECDH is required. Support for
TPM_ALG_ECMQV or TPM_ALG_SM2 is optional.

NOTE 1 If SM2 is supported and this command is supported, then the implementation needs to support the
key exchange protocol of SM2, Part 3.
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For TPM_ALG_ECDH outZ1 will be Zs and outZ2 will Z, as defined in 6.1.1.2 of SP800-56A.

NOTE 2 An unrestricted decryption key using ECDH can be used in either TPM2_ECDH_ZGen() or
TPM2_ZGen_2Phase as the computation done with the private part of keyA is the same in both
cases.

For TPM_ALG_ECMQV or TPM_ALG_SM2 outZ1 will be Z and outZ2 will be an Empty Point.

NOTE 3 An Empty Point has two Empty Buffers as coordinates meaning the minimum size value for outZ2
will be four.

If tlhe input scheme is TPM_ALG_ECDH, then outZ1 will be Z; and outZ2 will be Z.. For schemes)ljke
MQV (including SM2), outZ1 will contain the computed value and outZ2 will be an Empty Point.

NQTE 4 The Z values returned by the TPM are a full point and not just an x-coordinate.

If § computation of either Z produces the point at infinity, then the corresponding Z value will be an Empty
Pojnt.
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15.7.2 Command and Response

Table 74 — TPM2_ZGen_2Phase Command
Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC _ZGen_ 2Phase

handle of an unrestricted decryption key ECC

THMI_DH_OBJECT @keyA The private key referenced by this handle is used’as dsa

Auth Index: 1
Auth Role: USER

-,.

TH

M2B_ECC_POINT

TRM2B_ECC_POINT inQsB other party’s static public key (Qsp="(Xs5 Ys5))
TRM2B_ECC_POINT inQeB other party's ephemeral public.key (Qes= (Xe5 YeB))
TRMI_ECC_KEY_EXCHANGE |inScheme the key exchange scheme
UINT16 counter value returned by TRM2_EC_Ephemeral()
Table 75 — TPM2_ZGen_2Phase Response
Type Name Description
TAM_ST tag
UINT32 responseSize
TRM_RC responseCode

outZl

_-,.

X and Y coordinates of the computed value (scheme
dependent)

TH

M2B_ECC_POINT

outz2

X and Y coordinates of the second computed value
(scheme dependent)

11

6
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15.7.3 Detailed Actions

#include "InternalRoutines.h"
#include ""ZGen_2Phase_fp.h"
#ifdef TPM_CC ZGen_ 2Phase // Conditional expansion of this Tile

This command uses the TPM to recover one or two Z values in a two phase key exchange protocol

Table 76 — TPM2_ZGen_2Phase Errors

Error Returns Meaning

TPM_RC_ATTRIBUTES key referenced by keyA is restricted or not a decrypt key

TPM_RC_ECC_POINT inQsB or inQeB is not on the curve of the key reference by keyA

TPM_RC_KEY key referenced by keyA is not an ECC key

TPM_RC_SCHEME the scheme of the key referenced by keyA is not TPM_ALG_NULL,
TPM_ALG_ECDH, TPM_ALG_ECMQV or TPMALG_SM2

TPM_RC
TPW2_ZGen_2Phase(
ZGen_2Phase_In *in, // IN: input parameter ¢ist
ZGen_2Phase_Out *out // OUT: output paramet@€y list
)
{
TPM_RC result;
OBJECT *eccKey;
TPM2B_ECC_PARAMETER r;
TPM_ALG_ID scheme;

//| Input Validation
eccKey = ObjectGet(in->keyA);

// keyA must be an ECC key
iT(eccKey->publicArea.type = TRMW ALG_ECC)
return TPM_RC_KEY + RC_ZGen '2Phase_keyA;

// keyA must not be restsiicted and must be a decrypt key
iT( eccKey->publicArealobjectAttributes.restricted == SET
|| eccKey->publicArea.objectAttributes.decrypt '= SET

return TPM_RCAATTRIBUTES + RC_ZGen_2Phase_keyA;

// if the schgmé of keyA is TPM_ALG NULL, then use the input scheme; otherwise
// the inpQ&-Scheme must be the same as the scheme of keyA

scheme = ‘eccKey->publicArea.parameters.asymDetail .scheme.scheme;

if(scheme != TPM_ALG_NULL)

if(scheme != in->inScheme)
return TPM_RC_SCHEME + RC_ZGen_2Phase_inScheme;

~

5
else
scheme = in->inScheme;
if(scheme == TPM_ALG_NULL)
return TPM_RC_SCHEME + RC_ZGen_2Phase_inScheme;

// Input points must be on the curve of keyA
iT(ICryptEcclsPointOnCurve(eccKey->publicArea.parameters.eccDetail .curvelD,
&in->inQsB.t.point))
return TPM_RC_ECC_POINT + RC_ZGen_2Phase_inQsB;
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iT(ICryptEcclsPointOnCurve(eccKey->publicArea.parameters.eccDetail .curvelD,
&in->inQeB.t.point))
return TPM_RC_ECC POINT + RC_ZGen 2Phase inQeB;

iT(ICryptGenerateR(&r, &in->counter,

eccKey->publ i
NULL))

cArea.parameters.eccDetail .curvelD,

return TPM_RC_VALUE + RC_ZGen_2Phase_counter;

// Command Output

restHE—=——CryptEec2Phasekeybxehange (ott—outZi—t—point;
&out->outZ2.t.point,
eccKey->publicArea.parameters._eccDetail .curvelD,
scheme,
&eccKey->sensitive.sensitive.ecc,
&r,
&in->InQsB.t._point,
&in->inQeB.t.point);
if(result == TPM_RC_SCHEME)
return TPM_RC_SCHEME + RC_ZGen_2Phase_inScheme;
if(result == TPM_RC_SUCCESS)
CryptEndCommit(in->counter);
return result;
}
#epdi T
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16 Symmetric Primitives

16.1 Introduction

E)

The commands in clause 16 provide low-level primitives for access to the symmetric algorithms
implemented in the TPM that operate on blocks of data. These include symmetric encryption and
decryption as well as hash and HMAC. All of the commands in this group are stateless. That is, they have

no persistent state that is retained in the TPM when the command is complete.

Fof hashing, HMAC, and Evenis that require large blocks of data with refained stafe, the sequer
conmands are provided (see clause 1).

Some of the symmetric encryption/decryption modes use an IV. When an IV is used, it may be
inifiation value or a chained value from a previous stage. The chaining for each mode is:

ce

an
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Table 77 — Symmetric Chaining Process

Mode Chaining process

TPM_ALG_CTR The TPM will increment the entire IV provided by the caller. The next count value will be
returned to the caller as ivOut. This can be the input value to the next encrypt or decrypt
operation.

ivin is required to be the size of a block encrypted by the selected algorithm and key
combination. If the size of ivin is not correct, the TPM shall return TPM_RC_SIZE.

ivOut will be the size of a cipher block and not the size of the last encrypted block.
All the bits of the IV are incremented as if it were an unsigned integer.

=

TRM_ALG_OFB In Output Feedback (OFB), the output of the pseudo-random function (the block encryptio
algorithm) is XORed with a plaintext block to produce a ciphertext block. ivOut will lbe\the
value that was XORed with the last plaintext block. That value can be used as the ivin for ja
next buffer.

ivin is required to be the size of a block encrypted by the selected algorithm and key
combination. If the size of ivin is not correct, the TPM shall return TPM_RE-SIZE.

ivOut will be the size of a cipher block and not the size of the last encrypted block.

TRM_ALG_CBC For Cipher Block Chaining (CBC), a block of ciphertext is XORed, with the next plaintext
block and that block is encrypted. The encrypted block is theninpdt to the encryption of th
next block. The last ciphertext block then is used as an IV for the next buffer.

Even though the last ciphertext block is evident in the enctypted data, it is also returned in
ivOut.

ivin is required to be the size of a block encrypted{by the selected algorithm and key
combination. If the size of ivin is not correct, theé TPM shall return TPM_RC_SIZE.

inData is required to be an even multiple of.the block encrypted by the selected algorithm
and key combination. If the size of inData is\not correct, the TPM shall return
TPM_RC_SIZE.

4]

TRM_ALG_CFB Similar to CBC in that the last ciphertext block is an input to the encryption of the next blogk.
ivOut will be the value that was XQRed with the last plaintext block. That value can be used
as the ivin for a next buffer.

ivin is required to be the size of a block encrypted by the selected algorithm and key
combination. If the size ofivin is not correct, the TPM shall return TPM_RC_SIZE.

ivOut will be the size-afa cipher block and not the size of the last encrypted block.

TRM_ALG_ECB Electronic Codebook (ECB) has no chaining. Each block of plaintext is encrypted using th
key. ECB does not support chaining and ivin shall be the Empty Buffer. ivOut will be the
Empty Buffer:

inDatarisrequired to be an even multiple of the block encrypted by the selected algorithm
and-key‘combination. If the size of inData is not correct, the TPM shall return

D

TPM/RC_SIZE.
EXAMPLE 1 Regarding TPM_ALG_CTR, AES stipulates that ivin be 128 bits (16 octets).
NOTE Regarding TPM_ALG_CTR, ivOut will be the value of the counter after the last block|is
encrypted.
EXAMPLE2 Regarding TPM_ALG_CTR, if ivin were 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0016
and four data blocks were encrypted, ivOut will have a value of

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0446.
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16.2 TPM2_EncryptDecrypt

16.2.1 General Description

This command performs symmetric encryption or decryption.

keyHandle shall reference a symmetric cipher object (TPM_RC_KEY).

Fo

a restricted key, mode shall be either the same as the mode of the key, or TPM ALG NULL

(TH
bu

key.

If
ind
ou

PM_RC_VALUE). For an unrestricted key, mode may be the same or different from the mode of the-key
both shall not be TPM_ALG_NULL (TPM_RC_VALUE). If different, mode overrides the mode ‘of the

the TPM allows this command to be canceled before completion, then the TPM-may produce
remental results and return TPM_RC_SUCCESS rather than TPM_RC_CANCELED)Tn such cape,
Data may be less than inData.
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16.2.2 Command and Response

Table 78 — TPM2_EncryptDecrypt Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM CC commandCode TPM CC EncryptDecrypt

the symmetric key used for the operation
TRMI_DH_OBJECT @keyHandle Auth Index: 1

Auth Role: USER

._,. -m—m = ===—=======—

TAMI YES NO decrvot if YES, then the operation is decryption; if NO, the
- - yp operation is encryption

symmetric mode

TRMI_ALG_SYM_MODE+ mode For a restricted key, this field’shall match the default
mode of the key or be TPM “ALG_NULL.

TRM2B_IV ivin an initial value as required by the algorithm

TRM2B_MAX_BUFFER inData the data to be encrypted/decrypted

Table 79 — TPM2_EncryptDecrypt Response

Type Name Description

TRM_ST tag seé-clause 7

UINT32 responseSize

TRM_RC responseCode

TRM2B_MAX_BUFFER outData encrypted or decrypted output
TRM2B_IV ivOut chaining value to use for IV in next round
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2.3 Detailed Actions

#include "InternalRoutines._h"
#include "EncryptDecrypt_fp.h"
#ifdef TPM_CC_EncryptDecrypt // Conditional expansion of this file

TP
TP

//

Table 80 — TPM2_EncryptDecrypt Errors

Error Returns Meaning

TPM_RC_KEY is not a symmetric decryption key with both public and private
portions loaded

TPM_RC_SIZE Ivin size is incompatible with the block cipher mode; or inData-size’is
not an even multiple of the block size for CBC or ECB mode

TPM_RC_VALUE keyHandle is restricted and the argument mode does not match the
key's mode

_RC

2 _EncryptDecrypt(
EncryptDecrypt_In  *in,
EncryptDecrypt Out *out

// IN: input parameter list
// OUT: output parameter\l#st

OBJECT *symKey ;
UINT16 keySize;
UINT16 blockSize;
BYTE *key;
TPM_ALG_ID alg;

Input Validation
symKey = ObjectGet(in->keyHandle);

// The input key should be a symmetrde decrypt key.
it symKey->publicArea.type '= TPM_ALG_SYMCIPHER
|| symKey->attributes.publicOnly == SET)
return TPM_RC_KEY + RC_EncryptDecrypt_keyHandle;

// 1T the input mode is TRM ALG NULL, use the key"s mode
if( in->mode == TPM_ALG—NULL)
in—>mode = symKey=>publicArea.parameters.symDetail _sym.mode.sym;

// If the key isaAestricted, the input symmetric mode should match the key"s
// symmetric made
iT( symKey-=publicArea.objectAttributes.restricted == SET
&& symKey=>publicArea.parameters.symDetail.sym.mode.sym != in->mode)
returka TPM_RC_VALUE + RC_EncryptDecrypt mode;

// 1&3%he mode is null, then we have a problem.

//, Npte: Construction of a TPMT_SYM_DEF does not allow the "mode® to be
A/NTPM_ALG NULL so setting in->mode to the mode of the key should have
£/ produced a valid mode. However, this is suspenders.

if(in->mode == TPM_ALG_NULL)
return TPM_RC_VALUE + RC_EncryptDecrypt_mode;

// The input iv for ECB mode should be null. All the other modes should
// have an iv size same as encryption block size

keySize = symKey->publicArea.parameters.symDetail .sym._keyBits.sym;
alg = symKey->publicArea.parameters.symDetail.sym_algorithm;
blockSize = CryptGetSymmetricBlockSize(alg, keySize);
if( (in->mode == TPM_ALG ECB && in->ivin.t.size != 0)

Il (in->mode != TPM_ALG_ECB && in->ivIn.t.size != blockSize))
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return TPM_RC_SIZE + RC_EncryptDecrypt _ivin;

// The input data size of CBC mode or ECB mode must be an even multiple of

// the symmetric algorithm®s block size

ifC  (in->mode == TPM_ALG_CBC || in->mode == TPM_ALG_ECB)

&& (in->inData.t.size % blockSize) = 0)

return TPM_RC_SIZE + RC_EncryptDecrypt_inData;

// Copy 1V

// Note: This is copied here so that the calls to the encrypt/decrypt functions
// will modify the output buffer, not the input buffer

WAt —_——
T

ooTT TvoocT Lan) TV T

//|Command Output
key = symKey->sensitive.sensitive.sym.t.buffer;

// size.
out->outData.t.size = in->inData.t.size;
if(in->decrypt == YES)

// Decrypt data to output
alg,

&(out->ivOut),

in->inData.t.size,

in->inData.t_buffer);
3

else
// Encrypt data to output

alg,

keySize,

in->mode, key,
&(out->iv0ut),
in—>inData-.t.size,
in->inPata.t_buffer);

}

return TPM_RC_SUCCESS;

}
#emdif // CC_EncryptDecrypt

// For symmetric encryption, the cipher data size

CryptSymmetricDecrypt(out->outData.t._buffer,

keySize, in->mode, key,

CryptSymmetricEncrypt(out->outData.t.buffer,

is the same as plain data

124
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16.3 TPM2_Hash

16.3.1 General Description

This command performs a hash operation on a data buffer and returns the results.

NOTE If the data buffer to be hashed is larger than will fit into the TPM’s input buffer, then the sequence
hash commands will need to be used.

If fhe Tesults of the hash will be Used In a signing operation that Uses a restricied signing Key, then the
ticket returned by this command can indicate that the hash is safe to sign.

If the digest is not safe to sign, then the TPM will return a TPMT_TK_HASHCHECK with the hierarchy get
to TPM_RH_NULL and digest set to the Empty Buffer.

If hierarchy is TPM_RH_NULL, then digest in the ticket will be the Empty Buffer.
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16.3.2 Command and Response

Table 81 — TPM2_

Hash Command

Type Name Description
TPM_ST_SESSIONS if an audit, decrypt, or encrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,
TPM_ST_NO_SESSIONS
UI 1TR2 commandSize
TRM_CC commandCode TPM_CC_Hash

_——————————— —  — — — —  _ _ _________________________________|

TRM2B_MAX BUFFER data data to be hashed

algorithm for the hash being computed.-£.shall not be
TRMI_ALG_HASH hashAlg TPM_ALG_NULL
TRMI_RH_HIERARCHY+ hierarchy hierarchy to use for the ticket (TPM_RH_NULL allowefl)

Table 82 — TPM2_

Hash Response

will be a NULL ticket if the digest may not be signed
with a restricted key

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

-, e

TRM2B_DIGEST outHash results
ticket indicating that the sequence of octets used to
compute outDigest did not start with

TRMT_TK_HASHCHECK validation TPM_GENERATED_VALUE
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16.3.3 Detailed Actions

#include "InternalRoutines.h"

#include "Hash_fp.h"

#ifdef TPM_CC Hash // Conditional expansion of this file
TPM_RC

ISO/IEC 11889-3:2015(E)

TPM2_Hash(
Hash_In *in, // IN: input parameter list
Hash_Out *out // OUT: output parameter list
)

{
HASH_STATE hashState;

//|Command Output

// Output hash
// Start hash stack

out->outHash.t.size = CryptStartHash(in->hashAlg, &hashState);
// Adding hash data

CryptUpdateDigest2B(&hashState, &in->data.b);
// Complete hash

CryptCompleteHash2B(&hashState, &out->outHash.b);

// Output ticket
out->validation.tag = TPM_ST HASHCHECK;
out->validation.hierarchy = in->hierarchy;

if(in->hierarchy == TPM_RH_NULL)

// Ticket is not required
out->validation.hierarchy = TPM_RH_NULL;
out->validation.digest.t.size = 0;

}
else iIf( in->data.t.size >= sizeof(TRPM _GENERATED)
&& ITicketlsSafe(&in->data.b))

// Ticket is not safe
out->validation.hierarchy = ~TPM_RH_NULL;
out->validation.digest.t.size = 0;

}
else
// Compute ticket
TicketComputeHashCheck(in->hierarchy, in->hashAlg,
&out->outHash, &out->validation);
¥

return TRM.RC_SUCCESS;

}
#emdif //-6C Hash
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16.4 TPM2_HMAC

16.4.1 General Description

This command performs an HMAC on the supplied data using the indicated hash algorithm.
The caller shall provide proper authorization for use of handle.

If the sign attribute is not SET in the key referenced by handle then the TPM shall return

Tgwmmwwwmmm
TAM_RC_TYPE.

If handle references a restricted key, then the hash algorithm specified in the key's scheme is used as the
hagh algorithm for the HMAC and the TPM shall return TPM_RC _VALUE if hashAlg is hot
TRAM_ALG_NULL or the same algorithm as selected in the key's scheme.

NQTE 1 A restricted key can only have one of sign or decrypt SET and the defauli‘scheme cannot|be
TPM_ALG_NULL. These restrictions are enforced by TPM2_Create() and TPM2_CreatePrimary().

If the key referenced by handle is not restricted, then the TPM will use hashAlg for the HMAC. Howeve, if
haghAlg is TPM_ALG_NULL the TPM will use the default scheme of the key.

If hoth hashAlg and the key default are TPM_ALG_NULL, the TPM shall return TPM_RC_VALUE.

NQTE 2 A key can only have both sign and decrypt SET if thé/key is unrestricted. When both sign and
decrypt are set, there is no default scheme for the key‘and'the hash algorithm needs to be specifigd.
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16.4.2 Command and Response

Table 83 — TPM2_HMAC Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_HMAC
handle for the symmetric signing key providing the
HMAC key

TRMI_DH_OBJECT @handle Auth Index: 1

Auth Role: USER
_»,_.-— - s ___—Ae_e___e_————_—————————-—-——

TRM2B_MAX_BUFFER buffer HMAC data
TRMI_ALG_HASH+ hashAlg algorithm to use for HMAC

Table 84 — TPM2_HMAC Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRM2B_DIGEST outHMAC thereturned HMAC in a sized buffer
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16.

4.3 Detailed Actions

#include "InternalRoutines.h"
#include "HMAC_fp.h"
#ifdef TPM_CC HMAC // Conditional expansion of this file

TP
TP

//

//

130

Table 85 — TPM2_HMAC Errors

Error Returns Meaning

TPM_RC_ATTRIBUTES key referenced by handle is not a signing key

TPM_RC_TYPE key referenced by handle is not an HMAC key

TPM_RC_VALUE hashAlg specified when the key is restricted is neither
TPM_ALG_NULL not equal to that of the key scheme; or both
hashAlg and the key scheme's algorithm are TPM_ALG).NULL

| RC

2 HMAC(

HVAC_In *in, // IN: input parameter list
HVAC_Out *out // OUT: output parameter list

)

HVMAC_STATE hmacState;
OBJECT *hmacObject;
TPMI_ALG_HASH hashAlg;
TPMT_PUBLIC *publicArea;

Input Validation

// Get HVAC key object and public area pointers
hmacObject = ObjectGet(in->handle);
publicArea = &macObject->publicArea;

// Make sure that the key is an HVYAC-signing key
if(publicArea->type '= TPM_ALG .KEYEDHASH)
return TPM_RC_TYPE + RC_HMAC: handle;
if(publicArea->objectAttributes.sign != SET)
return TPM_RC_ATTRIBUTES ‘+ RC_HMAC_handle;

// Assume that the kegy @efault scheme is used
hashAlg = publicArea->parameters.keyedHashDetai l .scheme.details.hmac.hashAlg;

// it the key is ¥estricted, then need to use the scheme of the key and the
// input algecithm must be TPM_ALG _NULL or the same as the key scheme
if(publicArea->objectAttributes.restricted == SET)

if¢int>hashAlg 1= TPM_ALG_NULL && in->hashAlg != hashAlg)
hashAlg = TPM_ALG_NULL;

}

else

// for a non-restricted key, use hashAlg if it is provided;
if(in->hashAlg !'= TPM_ALG_NULL)
hashAlg = in->hashAlg;

3
// it the hashAlg is TPM_ALG NULL, then the input hashAlg is not compatible
// with the key scheme or type
if(hashAlg == TPM_ALG_NULL)
return TPM_RC_VALUE + RC_HMAC_hashAlg;

Command Output
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// Start HVAC stack
out->outHMAC.t.size = CryptStartHVAC2B(hashAlg,

ISO/IEC 11889-3:2015(E)

&hmacObject->sensitive_sensitive.bits.b,

&hmacState);
// Adding HVMAC data
CryptUpdateDigest2B(&hmacState, &in->buffer.b);

// Complete HWAC
CryptCompleteHMAC2B(&hmacState, &out->outHMAC.b);

return TPM_RC_SUCCESS;

s
#eldif /7 cC_HVAC
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17 Random Number Generator

17.1 TPM2_GetRandom

17.1.1 General Description

This command returns the next bytesRequested octets from the random number generator (RNG).

NO

octets such that, as long as the value of bytesRequested is not greater than the maximum ‘di

NG
gest

size, the frequency of bytesRequested being more than the number of octets available™is|an

infrequent occurrence.

If hytesRequested is more than will fit into a TPM2B_DIGEST on the TPM, no error is returned but
TRAM will only return as much data as will fit into a TPM2B_DIGEST buffer for the TPM.

NQTE 2

he

TPM2B_DIGEST is large enough to hold the largest digest that can be produced by the THM.
Because that digest size changes according to the implemented hashes, the maximum amoun{ of

data returned by this command is TPM implementation-dependent.

132

© ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

17.1.2 Command and Response

Table 86 — TPM2_GetRandom Command

Type Name Description

TPM_ST_SESSIONS if an audit or encrypt session is
TPMI_ST_COMMAND_TAG  |tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TRM—CE cormmandcede FHRM—cc—GetRandem

UINT16 bytesRequested number of octets to return

Table 87 — TPM2_GetRandom Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

TRM2B_DIGEST randomBytes the random octets
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17.1.3 Detailed Actions

#include "InternalRoutines._h"
#include "GetRandom fp.h"
#ifdef TPM_CC GetRandom // Conditional expansion of this fTile

TPM_RC

TPM2_GetRandom(
GetRandom_In *in, // IN: input parameter list
GetRandom Out  *out // OUT: output parameter list
)

{

//|Command Output

// if the requested bytes exceed the output buffer size, generates the
// maximum bytes that the output buffer allows
if(in->bytesRequested > sizeof(TPMU_HA))
out->randomBytes.t.size = sizeof(TPMU_HA);
else
out->randomBytes.t.size = in->bytesRequested;

CryptGenerateRandom(out->randomBytes.t.size, out->randomBytes.t-buffer);
return TPM_RC_SUCCESS;

}
#endif // CC_GetRandom
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17.2 TPMZ2_StirRandom

17.2.1 General Description

This command is used to add "additional information"” to the RNG state.

NOTE The "additional information" is as defined in SP800-90A.

The inData parameter may not be larger than 128 octets.
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17.2.2 Command and Response

Table 88 — TPM2_StirRandom Command

Type Name Description

TPM_ST_SESSIONS if an audit or decrypt session is

TPMI_ST_COMMAND_TAG  |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize

TRM_CC commandCode TPM_CC_StirRandom {NV}

TRM2B_SENSITIVE_DATA inData additional information

Table 89 — TPM2_StirRandom Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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17.2.3 Detailed Actions

#include "InternalRoutines._h"

#include "'StirRandom_fp.h"

#ifdef TPM_CC StirRandom // Conditional expansion of this Tile
TPM_RC

TPM2_StirRandom(

}

StirRandom_In  *in

)

// IN: input parameter list

ISO/IEC 11889-3:2015(E)

Internal Data Update
CryptStirRandom(in->inData.t.size, in->inData.t.buffer);

return TPM_RC_SUCCESS;

#emdif // CC_StirRandom
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18 Hash/HMAC/Event Sequences

18.1 Introduction

All of the commands in this group are to support sequences for which an intermediate state must be
maintained. For a description of sequences, see ISO/IEC 11889-1, clause 32.4, “Hash, HMAC, and Event

S

18[Z TPMZ_HMAT _Start

18(2.1 General Description

Thjs command starts an HMAC sequence. The TPM will create and initialize an HMAC sequer
structure, assign a handle to the sequence, and set the authValue of the sequence object to the valug
auth.

NOITE The structure of a sequence object is vendor-dependent.

The caller shall provide proper authorization for use of handle.

If the sign attribute is not SET in the key referenced by handle then the TPM shall ret
TAM_RC_ATTRIBUTES. If the key type is not TPM_ALG_KEYEDHASH then the TPM shall ret
TAM_RC_TYPE.

If

hagh algorithm for the HMAC and the TPM shall *return TPM_RC_VALUE if hashAlg is

T
If

haghAlg is TPM_ALG_NULL in which case it will.4Se the default scheme of the key.

equences”.

Randle references a restricted key, then the hash algorithm specified in the key's scheme is used as

Fll:/I_ALG_NULL or the same algorithm in the key's sché&me.
e key referenced by handle is not restricted, then the TPM will use hashAlg for the HMAC; unle

Table 90— Hash Selection Matrix

ce
n

urn
urn

he
hot

hpndle—restricted | handle—scheme
(Hey's restricted (hash algorithm
aftribute) from key'ssscheme) [ hashAlg hash used
CLEAR (unrestricted) | TPM_ALG NULL®W TPM_ALG_NULL error® (TPM_RC_SCHEME)
CLEAR don't care valid hash hashAlg
CLEAR valid hash TPM_ALG_NULL handle—scheme
SET (restricted) valid hash® TPM_ALG_NULL handle—scheme
SET valid hash® same as handle—scheme | handle—scheme
SET valid hash® not same as error” (TPM_RC_SCHEME)
handle—scheme
NOTE T The scheme for the handle can only be TPM_ALG_NULL if both sign and decrypt are SET.
NOTE 2 A hash algorithm is needed for the HMAC.
NOTE 3 A restricted key needs to have a scheme with a valid hash algorithm. A restricted key cannot
have both sign and decrypt SET
NOTE 4 The scheme for a restricted key cannot be overridden.
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18.2.2 Command and Response

Table 91 — TPM2_HMAC_Start Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC HMAC_ Start

handle of an HMAC key
TRMI_DH_OBJECT @handle Auth Index: 1

Auth Role: USER
=_——————————————  — —  ____|

TRM2B_AUTH auth authorization value for subsequent usg(ofthe sequenge

TRMI_ALG_HASH+ hashAlg the hash algorithm to use for the HMAC

Table 92 — TPM2_HMAC_Start Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRMI_DH_OBJECT sequenceHandle a handle to reference the sequence
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2.3 Detailed Actions

#include "InternalRoutines.h"
#include "HMAC_Start_fp.h"
#ifdef TPM_CC HMAC Start // Conditional expansion of this Tile

TP
TP

//

Table 93 — TPM2_HMAC_Start Errors

Error Returns Meaning

TPM_RC_ATTRIBUTES key referenced by handle is not a signing key

TPM_RC_OBJECT_MEMORY no space to create an internal object

TPM_RC_TYPE key referenced by handle is not an HMAC key

TPM_RC_VALUE hashAlg specified when the key is restricted is neither
TPM_ALG_NULL not equal to that of the key schemej.orboth
hashAlg and the key scheme's algorithm are TPM_ALG_NULL

_RC

2 HMAC_Start(

HVAC Start _In  *in, // IN: input parameter list
HVAC_Start Out *out // OUT: output parameter list
)

OBJECT *hmacObject;

TPMT_PUBLIC *publicArea;

TPM_ALG_ID hashAlg;

Input Validation

// Get HMAC key object and public area pg#fiters
hmacObject = ObjectGet(in->handle);
publicArea = &hmacObject->publicArea;

// Make sure that the key is an AMAC signing key
if(publicArea->type '= TPM_ALG\KEYEDHASH)

return TPM_RC_TYPE + RC_HMAC Start handle;
if(publicArea->objectAttributes.sign = SET)

return TPM_RC_ATTRIBUTES + RC_HMAC_Start_handle;

// Assume that the keyJdefault scheme is used
hashAlg = publicArea->parameters.keyedHashDetai l .scheme.details.hmac.hashAlg;

// if the key Gs‘restricted, then need to use the scheme of the key and the
// input aldQnithm must be TPM_ALG NULL or the same as the key scheme
if(publicArea->objectAttributes.restricted == SET)

ifCin->hashAlg '= TPM_ALG_NULL && in->hashAlg != hashAlg)
hashAlg = TPM_ALG_NULL;

¥
ebse
// for a non-restricted key, use hashAlg if it is provided;
if(in->hashAlg != TPM_ALG_NULL)
hashAlg = in->hashAlg;
ks

// it the algorithm selection ended up with TPM_ALG_NULL, then either the
// schemes are not compatible or no hash was provided and both conditions
// are errors.
if(hashAlg == TPM_ALG_NULL)

return TPM_RC_VALUE + RC_HMAC_Start_hashAlg;
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// Internal Data Update

// Create a HVAC sequence object. A TPM_RC_OBJECT_MEMORY error may be
// returned at this point
return ObjectCreateHVACSequence(hashAlg,

in—>handle,

&in->auth,

&out->sequenceHandle) ;

}
#endif // CC HVAC Start
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18.3 TPM2_HashSequenceStart

18.3.1 General Description

This command starts a hash or an Event Sequence. If hashAlg is an implemented hash, then a hash
sequence is started. If hashAlg is TPM_ALG_NULL, then an Event Sequence is started. If hashAlg is
neither an implemented algorithm nor TPM_ALG_NULL, then the TPM shall return TPM_RC_HASH.

Depending on hashAlg, the TPM will create and initialize a Hash Sequence context or an Event
Seffuence context. Additionany, ITwilrassign a handle 1o the CONext and Set the authvallue of the context
to fthe value in auth. A sequence context for an Event (hashAlg = TPM_ALG_NULL) contains a ‘hash
coptext for each of the PCR banks implemented on the TPM.
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18.3.2 Command and Response

Table 94 — TPM2_HashSequenceStart Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit or decrypt session is
present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize

TRM_CC commandCode TPM_CC_HashSequenceStart

TRM2B_AUTH auth authorization value for subsequent use of the sequenge
the hash algorithm to use for the hash sequence

TRMI_ALG_HASH+ hashAlg

An Event Sequence starts if this is TPM-ALG_NULL.

Table 95 — TPM2_HashSequenceStart Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRMI_DH_OBJECT sequenceHandle a handle €o'reference the sequence

144
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18.3.3 Detailed Actions

#include "InternalRoutines._h"
#include "HashSequenceStart_fp.h"
#ifdef TPM_CC HashSequenceStart // Conditional expansion of this file

TP
TP

}

Table 96 — TPM2_HashSequenceStart Errors

Error Returns Meaning

TPM_RC_OBJECT_MEMORY no space to create an internal object

| RC

2 HashSequenceStart(
HashSequenceStart_In *in,
HashSequenceStart _Out  *out

))

Internal Data Update

// IN: input parameter list
// OUT: output parameter list

if(in->hashAlg == TPM_ALG_NULL)
// Start a event sequence. A TPM_RC OBJECT MEMORY error, tay be
// returned at this point
return ObjectCreateEventSequence(&in->auth, &out->sequenceHandle);

// Start a hash sequence. A TPM_RC_OBJECT_MEMORY erxdy/may be
// returned at this point

return ObjectCreateHashSequence(in->hashAlg, &in->auth, &out->sequenceHandle);

#emdif // CC_HashSequenceStart
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18.4 TPM2_SequenceUpdate

18.4.1 General Description

This command is used to add data to a hash or HMAC sequence. The amount of data in buffer may be
any size up to the limits of the TPM.

NOTE 1 In all TPM, a buffer size of 1,024 octets is allowed.

Proper authorization for the sequence object associated with sequenceHandle is required. Jf |an
authorization or audit of this command requires computation of a cpHash and an rpHash, the"Name
associated with sequenceHandle will be the Empty Buffer.

If the command does not return TPM_RC_SUCCESS, the state of the sequence is unmodified:-

If the sequence is intended to produce a digest that will be signed by a restricted signing key, then the
firgt block of data shall contain sizeof(TPM_GENERATED) octets and the first, octets shall not [be
THAM_GENERATED_VALUE.

NQTE 2 This requirement allows the TPM to validate that the first block jis 'safe to sign without havingd to
accumulate octets over multiple calls.
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18.4.2 Command and Response

Table 97 — TPM2_SequenceUpdate Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_SequenceUpdate

handle for the sequence object
TRMI_DH_OBJECT @sequenceHandle Auth Index: 1
Auth Role: USER

TRM2B_MAX_BUFFER buffer data to be added to hash

Table 98 — TPM2_SequenceUpdate Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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18.4.3 Detailed Actions

#include "InternalRoutines._h"
#include "'SequenceUpdate_fp.h"
#ifdef TPM_CC_SequenceUpdate // Conditional expansion of this file

TP
TP

//

//

Table 99 — TPM2_SequenceUpdate Errors

Error Returns Meaning
TPM_RC_MODE sequenceHandle does not reference a hash or HMAC sequence
object
_RC
2 _SequenceUpdate(
SequenceUpdate_In  *in // IN: input parameter list
)
OBJECT *object;

Input Validation

// Get sequence object pointer
object = ObjectGet(in->sequenceHandle);

// Check that referenced object is a sequence objects
iT(10bjectlsSequence(object))
return TPM_RC_MODE + RC_SequenceUpdate_sequenceHandle;

Internal Data Update
if(object->attributes._eventSeq == SET)

// Update event sequence object

UINT32 i;

HASH_OBJECT *hashObject =\(HASH_OBJECT *)object;
for(i = 0; 1 < HASH_COUNT ;\#:++)

// Update sequencg _Object
CryptUpdateDigest2B(&hashObject->state._hashState[i], &in->buffer.b);

else
HASH_OBJECT *hashObject = (HASH_OBJECT *)object;

// Update” hash/HMAC sequence object
ifChashObject->attributes._hashSeq == SET)
{
// 1s this the First block of the sequence
if(hashObject->attributes.firstBlock == CLEAR)

77— —so;dicate thatfiTstbiockwas Tecerved

hashObject->attributes.firstBlock = SET;

// Check the first block to see if the Ffirst block can contain
// the TPM GENERATED VALUE. If it does, it is not safe for
// a ticket.
if(TicketlsSafe(&in->buffer.b))
hashObject->attributes.ticketSafe = SET;
by
// Update sequence object hash/HVMAC stack
CryptUpdateDigest2B(&hashObject->state_hashState[0], &in->buffer.b);
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else if(object->attributes.hmacSeq == SET)
HASH_OBJECT *hashObject = (HASH_OBJECT *)object;

// Update sequence object hash/HMAC stack
CryptUpdateDigest2B(&hashObject->state_hmacState, &in->buffer.b);

}

T Do COllocoroe -

e
ToCoOritr v C _JUCTEIT,;

}
#endif // CC_SequenceUpdate
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18.5 TPM2_SequenceComplete

18.5.1 General Description

This command adds the last part of data, if any, to a hash/HMAC sequence and returns the result.

NOTE 1 This command is not used to complete an Event Sequence. TPM2_EventSequenceComplete() is
used for that purpose.

signing key, then the tlcket returned by this command can indicate that the hash is safe to sign.

If the digest is not safe to sign, then validation will be a TPMT_TK_HASHCHECK with the hierarchy set to
THAM_RH_NULL and digest set to the Empty Buffer.

NQTE 2 Regardless of the contents of the first octets of the hashed message, if the fifst,buffer sent to [the
TPM had fewer than sizeof(TPM_GENERATED) octets, then the TPM will operate as if digest is |not
safe to sign.

NQTE 3 The ticket is only needed for a signing operation that uses a restrictéd signing key. It is alwpys

returned, but can be ignored if not needed.

If equenceHandle references an Event Sequence, then the TPM shallteturn TPM_RC_MODE.

Proper authorization for the sequence object associated withi/sequenceHandle is required. If |an
authorization or audit of this command requires computation-0f a cpHash and an rpHash, the Name
associated with sequenceHandle will be the Empty Buffer.

If this command completes successfully, the sequenceHandle object will be flushed.
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Table 100 — TPM2_SequenceComplete Command

Type

Name

Description

TPMI_ST_COMMAND_TAG tag

TPM_ST_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM CC SequenceComplete {F}

TRMI_DH_OBJECT

TRM2B_MAX_BUFFER

@sequenceHandle

buffer

authorization for the sequence
Auth Index: 1
Auth Role: USER

data to be added to the hash/HMAC

|

TRMI_RH_HIERARCHY+

hierarchy

hierarchy of the ticket for a hash

Table 101 — TPM2_SequenceComplete Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

|

TRM2B_DIGEST result the returned HMAC or digest in a sized buffer
ticket indicating that the sequence of octets used to
. compute outDigest did not start with
TRMT_TK_HASHCHECK validation

TPM_GENERATED_VALUE
This is a NULL Ticket when the sequence is HMAC.
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18.

5.3 Detailed Actions

#include "InternalRoutines.h"

#include "'SequenceComplete_fp.h"

#ifdef TPM_CC_SequenceComplete // Conditional expansion of this fTile
#include <Platform.h>

TP
TP

//

//

152

Table 102 — TPM2_SequenceComplete Errors

ETToTr Returmns IVI(:.‘dHng
TPM_RC_TYPE sequenceHandle does not reference a hash or HMAC sequence
object
| RC
2 SequenceComplete(
SequenceComplete_In *in, // IN: input parameter list
SequenceComplete_Out *out // OUT: output parameter lisk
)
OBJECT *object;

Input validation

// Get hash object pointer
object = ObjectGet(in->sequenceHandle);

// input handle must be a hash or HMAC sequence ,Qbject.
if( object->attributes.hashSeq == CLEAR
&& object->attributes._hmacSeq == CLEAR)
return TPM_RC_MODE + RC_SequenceComplete\.sequenceHandle;
Command Output
if(object->attributes._hashSeq == SET) // sequence object for hash

// Update last piece of data
HASH_OBJECT *hashObject = (HASH_OBJECT *)object;

// Get the hash algorftiim before the algorithm is lost in CryptCompleteHash
TPM_ALG_ID hashAlg = hashObject->state._hashState[0].state.hashAlg;

CryptUpdateDigest2B(&hashObject->state._hashState[0], &in->buffer.b);
// Complete~hash
out->resulit.t_size
= CryptGetHashDigestSize(
CryptGetContextAlg(&hashObject->state .hashState[0]));
CryptCompleteHash2B(&hashObject->state._hashState[0], &out->result.b);

// Check if the first block of the sequence has been received

T thashobject=—attributesfiTstBlock —CLEAR)

// If not, then this is the first block so see if it is "safe”

// to sign.

iT(TicketlsSafe(&in->buffer_b))
hashObject->attributes.ticketSafe = SET;

}

// Output ticket
out->validation.tag = TPM_ST HASHCHECK;
out->validation.hierarchy = in->hierarchy;
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if(in->hierarchy == TPM_RH_NULL)

// Ticket is not required
out->validation.digest.t._size = O;

}
else if(object->attributes.ticketSafe == CLEAR)

// Ticket is not safe to generate
out->validation.hierarchy = TPM_RH_NULL;
out->validation.digest.t.size = O;

il

}

J
else

// Compute ticket
TicketComputeHashCheck(out->validation.hierarchy, hashAlg,
&out->result, &out->validation);

}

else

{

}

HASH_OBJECT *hashObject = (HASH OBJECT *)object;

// Update last piece of data
CryptUpdateDigest2B(&hashObject->state_hmacState, &in->buffer.b);
// Complete hash/HMAC
out->result.t._size =
CryptGetHashDigestSize(
CryptGetContextAlg(&hashObject->state. hnacState . hashState));
CryptCompleteHMAC2B(&(hashObject->state._hmacState), &out->result.b);

// No ticket is generated for HVMAC sequence
out->validation.tag = TPM_ST HASHCHECK;
out->validation.hierarchy = TPM_RH_NULL;
out->validation.digest.t.size = 0;

Internal Data Update

// mark sequence object as eyrc{ so it will be flushed on the way out
object->attributes._evict = SEF;

return TPM_RC_SUCCESS;

#endif // CC_SequenceConptete
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18.6 TPM2_EventSequenceComplete

18.6.1 General Description

This command adds the last part of data, if any, to an Event Sequence and returns the result in a digest
list. If pcrHandle references a PCR and not TPM_RH_NULL, then the returned digest list is processed in
the same manner as the digest list input parameter to TPM2_PCR_Extend() with the pcrHandle in each
bank extended with the associated digest value.

If JequenceHandle references a hash or HMAT Sequence, the TPM shall retarn 1PM_RC_MODE.

Prpper authorization for the sequence object associated with sequenceHandle is required. Nf |an
authorization or audit of this command requires computation of a cpHash and an rpHash, the” Name
asgociated with sequenceHandle will be the Empty Buffer.

If this command completes successfully, the sequenceHandle object will be flushed.
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Table 103 — TPM2_EventSequenceComplete Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM CC commandCode TPM CC EventSequenceComplete {NV F}
PCR to be extended with the Event data

TRMI_DH_PCR+ @ pcrHandle Auth Index: 1

Auth Role: USER

TRMI_DH_OBJECT

TRM2B_MAX_BUFFER

@sequenceHandle

buffer

authorization for the sequence

Auth Index: 2
Auth Role: USER

oo e ——— e E————
data to be added to the Event

TRML_DIGEST_VALUES

results

Table 104 — TPM2_EventSequenceComplete Response
Type Name Description
TRM_ST tag see clauseyr
UINT32 responseSize
TRM_RC responseCode

== — |
Iist of digests computed for the PCR
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18.6.3 Detailed Actions

#include "InternalRoutines._h"
#include "EventSequenceComplete_fp.h"
#ifdef TPM_CC_EventSequenceComplete // Conditional expansion of this Tile

Table 105 — TPM2_EventSequenceComplete Errors

Error Returns Meaning
TPM_RC_LOCALITY PCR extension is not allowed at the current locality
TPM_RC_MODE input handle is not a valid event sequence object
TPM_RC
TPY2_EventSequenceComplete(
EventSequenceComplete_In *in, // IN: input parameter list
EventSequenceComplete_Out  *out // OUT: output parameter list
))
{
TPM_RC result;
HASH_OBJECT *hashObject;
UINT32 i;
TPM_ALG_ID hashAlg;
//| Input validation

//

156

// get the event sequence object pointer
hashObject = (HASH_OBJECT *)ObjectGet(in->sequenceHandle);

// input handle must reference an event sequente object
if(hashObject->attributes._eventSeq != SET)
return TPM_RC_MODE + RC_EventSequencecomplete_sequenceHandle;

// see if a PCR extend is requested,@h call
if(in->pcrHandle = TPM_RH_NULL)

// see if extend of the RCRMis allowed at the locality of the command,
i T(1PCRIsExtendAl lowed(in->pcrHandle))

return TPM_RC_LOCARITY;
// if an extend is(gying to take place, then check to see if there has
// been an orderly yShutdown. If so, and the selected PCR is one of the
// state savedrRCR, then the orderly state has to change. The orderly state
// does not c¢harige for PCR that are not preserved.
// NOTE: This~doesn®t just check for Shutdown(STATE) because the orderly
// staterwHl have to change if this is a state-saved PCR regardless
// of &hecurrent state. This is because a subsequent Shutdown(STATE) will
// chegek to see if there was an orderly shutdown and not do anything if
//<there was. So, this must indicate that a future Shutdown(STATE) has
A=something to do.
iT(gp-orderlyState = SHUTDOWN_NONE && PCRIsStateSaved(in->pcrHandle))

result = NvisAvai Inhlno;

if(result = TPM_RC_SUCCESS) return result;
g _clearOrderly = TRUE;

}
}

Command Output
out->results.count = 0;

for(i = 0; 1 < HASH_COUNT; i++)
{
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}
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hashAlg = CryptGetHashAlgBylIndex(i);
// Update last piece of data
CryptUpdateDigest2B(&hashObject->state_hashState[i], &in->buffer.b);
// Complete hash
out->results._digests[out->results._count].hashAlg = hashAlg;
CryptCompleteHash(&hashObject->state.hashState[i],
CryptGetHashDigestSize(hashAlg),
(BYTE *) &out->results.digests[out->results.count].digest);

// Extend PCR
if(in->pcrHandle '= TPM_RH NULL)

DO 4 AT Ll Ll 12N kAlea

}

T ONEAXTCCTIOCETT P TS TSt egs

CryptGetHashDigestSize(hashAlg),
(BYTE *) &out->results._digests[out->results._count].digest);
out->results.count++;

Internal Data Update

// mark sequence object as evict so it will be flushed on the way out
hashObject->attributes._evict = SET;

return TPM_RC_SUCCESS;

#endif // CC_EventSequenceComplete
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19 Attestation Commands

19.1 Introduction

The attestation commands cause the TPM to sign an internally generated data structure. The contents of
the data structure vary according to the command.

All signing commands include a parameter (typically inScheme) for the caller to specify a scheme to be
used for the signing operation. This scheme will be applied only if the scheme of the key is
TAM_ALG_NULL or the key handle is TPM_RH_NULL. It the scheme for signHandle is_hot
TAM_ALG_NULL, then inScheme.scheme shall be TPM_ALG_NULL or the same as schemehinthe
puplic area of the key. If the scheme for signHandle is TPM_ALG_NULL or the key chandle| is
TRAM_RH_NULL, then inScheme will be used for the signing operation and may not be TPMcALG NULL.
The TPM shall return TPM_RC_SCHEME to indicate that the scheme is not appropriate.

For a signing key that is not restricted, the caller may specify the scheme to be used as long as the
scheme is compatible with the family of the key. If the caller sets scheme to TPM ALG_NULL, then the
default scheme of the key is used. For a restricted signing key, the key's scheme cannot |be
TAM_ALG_NULL and cannot be overridden.

EXAMPLE TPM_ALG_RSAPSS cannot be selected for an ECC key, because-the scheme is compatible with the
family of the key.

If the handle for the signing key (signHandle) is TPM_RH_NULLthen all of the actions of the commgnd
ar¢ performed and the attestation block is “signed” with the NULL Signature.

NQTE 1 This mechanism is provided so that additional ‘carnmands are not necssary to access the data that
might be in an attestation structure.

NQTE 2 When signHandle is TPM_RH_NULL, scheme is still needs to be a valid signing scheme (can|be
TPM_ALG_NULL), but the scheme wilf*have no effect on the format of the signature. It will always
be the NULL Signature.

TRAM2_NV_Certify() is an attestation command that is documented in 32.16. The remaining attestatjon
conmands are collected in the remaindet_of clause 19.

Each of the attestation structures.contains a TPMS_CLOCK_INFO structure and a firmware versjon
number. These values may be considered privacy-sensitive, because they would aid in the correlation| of
attpstations by different keys)® To provide improved privacy, the resetCount, restartCount, gnd
firmwareVersion numbers are obfuscated when the signing key is not in the Endorsement or Platfgrm
higrarchies.

—

The obfuscation valde,is computed by:
obfuscation="KDFa(signHandle—nameAlg, shProof, “OBFUSCATE", sighHandle—QN, 0, 128) ((3)

Of|the returned 128 bits, 64 bits are added to the versionNumber field of the attestation structure; 32 hits
are added:to the clockinfo.resetCount and 32 bits are added to the clockinfo.restartCount. The ordef in
wHichAhe bits are added is implementation-dependent. (See ISO/IEC 11889-1, clause 5.4, "KDF Lapel
Pafameters” for normative KDF label values.)

NOTE 3 The obfuscation value for each signing key will be unique to that key in a specific location. That is,
each version of a duplicated signing key will have a different obfuscation value.

When the signing key is TPM_RH_NULL, the data structure is produced but not signed; and the values in
the signed data structure are obfuscated. When computing the obfuscation value for TPM_RH_NULL, the
hash used for context integrity is used.

NOTE 4 The QN for TPM_RH_NULL is TPM_RH_NULL.
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If the signing scheme of signHandle is an anonymous scheme, then the attestation blocks will not contain
the Qualified Name of the signHandle.

Each of the attestation structures allows the caller to provide some qualifying data (qualifyingData). For
most signing schemes, this value will be placed in the TPMS_ATTEST.extraData parameter that is then
hashed and signed. However, for some schemes such as ECDAA, the qualifyingData is used in a
different manner (for details, see ISO/IEC 11889-1, Annex B.4.2, “ECDAA").
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19.2 TPM2_Certify

19.2.1 General Description

The purpose of this command is to prove that an object with a specific Name is loaded in the TPM. By
certifying that the object is loaded, the TPM warrants that a public area with a given Name is self-
consistent and associated with a valid sensitive area. If a relying party has a public area that has the
same Name as a Name certified with this command, then the values in that public area are correct.

NQTE 1 See 19.1 for description of how the signing scheme is selected.

Authorization for objectHandle requires ADMIN role authorization. If performed with a policy,session,
session shall have a policySession—commandCode set to TPM_CC_Certify. This indicates that

po

use. That is, authority to use an object does not grant authority to certify the object.

The object may be any object that is loaded with TPM2_Load() or TPM2_CreatePrimary(). An object t

>

o

NQTE 2 The restriction occurs because the Name is used to identify the object being certified. If the T

The certification includes the Name and Qualified Name of the Ceytified object as well as the Name &g

the

NO

icy that is being used is a policy that is for certification, and not a policy that would @pprove anot

y has its public area loaded cannot be certified.

has not validated that the public area is associated with a matched sensitive area, then the pu
area might not represent a valid object and cannot be certified:

Qualified Name of the certifying object.

TE 3 If signHandle is TPM_RH_NULL, the TPMS_ATTEST structure is returned and signature is a NU
Signature.

he
he
her

hat

PM
blic

nd

LL
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19.2.2 Command and Response

Table 106 — TPM2_Certify Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM CC commandCode TPM CC Certify

handle of the object to be certified
TRMI_DH_OBJECT @objectHandle Auth Index: 1
Auth Role: ADMIN

handle of the key used to sign the attestation structurg
TRMI_DH_OBJECT+ @signHandle Auth Index: 2

Auth Role: USER
oo e ——— e E————

TRM2B_DATA qualifyingData user provided qualifying dat

signing scheme to use-ifthe scheme for signHandle is

TRMT_SIG_SCHEME+ inScheme TPM_ALG_NULL

Table 107 — TPM2_Certify Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRM2B_ATTEST certifylnfo the structure that was signed

the asymmetric signature over certifylnfo using the ke

TRMT_SIGNATURE signature referenced by signHandle
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19.

2.3 Detailed Actions

#include "InternalRoutines.h"

#include "Attest_spt fp.h"

#include "Certify_fp.h"
#ifdef TPM_CC Certify // Conditional expansion of this file

TP
TP

//

162

Table 108 — TPM2_Certify Errors

ETToTr Returmns

Meamg

TPM_RC_KEY

key referenced by signHandle is not a signing key

TPM_RC_SCHEME

inScheme is not compatible with signHandle

TPM_RC_VALUE

digest generated for inScheme is greater or has larger size.than the
modulus of signHandle, or the buffer for the result in signature is too
small (for an RSA key); invalid commit status (for an ECC key with a

split scheme).

| RC

2 Certify(

Certify_In *in, // IN: input parameter list
Certify_Out *out // OUT: output parameter &St

)

TPM_RC result;
TPMS_ATTEST certifylnfo;

Command Output

// Filling in attest information

// Common fields

result = FilllnAttestinfo(in->signHandle,
&in->inSchene,
&in->qualifyingData,
&certifylnfo);

if(result = TPM_RC_SUCCESS)

if(result == TPM_RC_KEY)
return TPM_RC_KEY\+ RC_Certify_signHandle;
else
return RcSafeAddToResult(result, RC_Certify_inScheme);

3

// Certify specwfac fTields

// Attestatipadype

certifylnfoytype = TPM_ST_ATTEST_CERTIFY;

// Certifigd object name

certifyInfo.attested.certify.name.t.size =
QbjectGetName(in->objectHandle,

&certifylnfo.attested.certify.name.t_name);
A/ \Certified object qualified name
ObjectGetQual ifiedName(in->objectHandle,

&certifylnfo.attested.certify._qualifiedName);

// Sign attestation structure. A NULL signature will be returned if
// signHandle is TPM_RH NULL. A TPM_RC_NV_UNAVAILABLE, TPM_RC _NV_RATE,
// TPM_RC VALUE, TPM_RC_SCHEME or TPM_RC_ATTRIBUTES error may be returned
// by SignAttestinfo()
result = SignAttestinfo(in->signHandle,

&in->inScheme,

&certifylnfo,

&in->qualifyingData,

&out->certifylnfo,
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&out->signature);

// TPM_RC_ATTRIBUTES cannot be returned here as FilllnAttestinfo would already
// have returned TPM_RC_KEY
pAssert(result = TPM_RC_ATTRIBUTES);

if(result = TPM_RC_SUCCESS)
return result;

// orderly state should be cleared because of the reporting of clock info
// it signing happens

if/:—- H Ll <L Le—TDM _DLL AL
A\ STgriaroTrc—— LILEE AL A U N A = =y

g_clearOrderly = TRUE;

return TPM_RC_SUCCESS;

}
#epdif // CC Certify
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19

19

.3 TPM2_CertifyCreation

.3.1 General Description

This command is used to prove the association between an object and its creation data. The TPM will
validate that the ticket was produced by the TPM and that the ticket validates the association between a
loaded public area and the provided hash of the creation data (creationHash).

NOTE 1 See 19.1 for description of how the signing scheme is selected.

The TPM will create a test ticket using the Name associated with objectHandle and creationHash as:
HMAC(proof, (TPM_ST_CREATION || objectHandle—Name || creationHash)) (4)

Thjs ticket is then compared to creation ticket. If the tickets are not the same, the TRM shall return

TFILM_RC_TICKET.

If the ticket is valid, then the TPM will create a TPMS_ATTEST structure and place creationHash of the

coinmand in the creationHash field of the structure. The Name associated with' objectHandle will [be

indluded in the attestation data that is then signed using the key associated with signHandle.

NOTE 2 If signHandle is TPM_RH_NULL, the TPMS_ATTEST structure\js_returned and signature is a NULL

Signature.
OhjectHandle may be any object that is loaded with TPM2_Load()er TPM2_CreatePrimary().

16
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19.3.2 Command and Response

Table 109 — TPM2_CertifyCreation Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM CC commandCode TPM CC CertifyCreation

handle of the key that will sign the attestation block
TRMI_DH_OBJECT+ @signHandle Auth Index: 1
Auth Role: USER

the object associated with the creationcdata

Auth Index: None
-,  , msmsm_m 8

TRM2B_DATA qualifyingData user-provided qualifying data

TRMI_DH_OBJECT objectHandle

hash of the creation data produced by TPM2_Create(

TRM2B_DIGEST creationHash or TPM2_CreatePrimar{()

signing scheme tocse if the scheme for signHandle is

TRMT_SIG_SCHEME+ inScheme TPM_ALG_NULL

ticket produced+by TPM2_Create() or

TRMT_TK_CREATION creationTicket TPM2_CreatéPrimary()

Table 110 — TPM2_CertifyCreation Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRM2B_ATTEST certifylnfo the structure that was signed
TRMT_SIGNATURE signature the signature over certifylnfo
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19.3.3 Detailed Actions

#include "InternalRoutines._h"

#include "Attest_spt fp.h"

#include "CertifyCreation_fp.h"

#ifdef TPM_CC_CertifyCreation // Conditional expansion of this file

ETTor Returmns IVIEdHng
TPM_RC_KEY key referenced by signHandle is not a signing key
TPM_RC_SCHEME inScheme is not compatible with signHandle
TPM_RC_TICKET creationTicket does not match objectHandle
TPM_RC_VALUE digest generated for inScheme is greater or has larger.Size than the
modulus of signHandle, or the buffer for the result in‘signature is too
small (for an RSA key); invalid commit status (fof an ECC key with a
split scheme).
TPM_RC
TPY2_CertifyCreation(
CertifyCreation_In *in, // IN: input papameter list
CertifyCreation Out *out // OUT: output~parameter list
)
{
TPM_RC result;
TPM2B_NAME name;
TPMT_TK_CREATION ticket;
TPMS_ATTEST certifylnfo;
//| Input Validation
// CertifyCreation specific input vafHdation
// Get certified object name
name.t.size = ObjectGetName(in~>objectHandle, &name.t.name);
// Re-compute ticket
TicketComputeCreation(in->creationTicket._hierarchy, &name,
&ih=>creationHash, &ticket);
// Compare ticket
if(IMemory2BEqual (&ticket.digest.b, &in->creationTicket.digest.b))
return TPM_RC_TICKET + RC_CertifyCreation_creationTicket;
//|Command Output
// Common €ields
result = FidtlInAttestinfo(in->signHandle, &in->inScheme, &in->qualifyingData,
&certifylnfo);
if(result !'= TPM_RC_SUCCESS)
{
if(result == TPM_RC_KEY)
return TPM_RC_KEY + RC_CertifyCreation_signHandle;
eflse
return RcSafeAddToResult(result, RC_CertifyCreation_inScheme);
¥
// CertifyCreation specific fields
// Attestation type
certifylnfo.type = TPM_ST_ATTEST_CREATION;
certifylnfo.attested.creation.objectName = name;
// Copy the creationHash
certifylnfo.attested.creation.creationHash = in->creationHash;
166 © ISO/IEC 2015 — All rights reserved
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// Sign attestation structure. A NULL signature will be returned if
// signHandle is TPM_RH NULL. A TPM_RC_NV_UNAVAILABLE, TPM_RC_NV_RATE,
// TPM_RC VALUE, TPM_RC SCHEME or TPM_RC ATTRIBUTES error may be returned at
// this point
result = SignAttestinfo(in->signHandle,
&in->inScheme,
&certifylnfo,
&in->qualifyingData,
&out->certifylnfo,
&out->signature);

// TPM_RC_ATTRIBUTES cannot be returned here as FilllnAttestinfo would already
// have returned TPM_RC KEY
pAssert(result '= TPM_RC_ATTRIBUTES);

if(result = TPM_RC_SUCCESS)
return result;

// orderly state should be cleared because of the reporting of clock infp
// if signing happens
if(in->signHandle = TPM_RH_NULL)

g_clearOrderly = TRUE;

return TPM_RC_SUCCESS;

#endif // CC_CertifyCreation
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19.4 TPM2_Quote

19.4.1 General Description
This command is used to quote PCR values.
NOTE See 19.1 for description of how the signing scheme is selected.

The TPM will hash the list of PCR selected by PCRselect using the hash algorithm associated with
signHandle (this is the hash algorithm of the signing scheme, not the nameAlg of signHandle).

The digest is computed as the hash of the concatenation of all of the digest values of the selected RCR{

The concatenation of PCR is specified in ISO/IEC 11889-1, clause 17.5, “Selecting Multiple PCR".

NQTE 2 If signHandle is TPM_RH_NULL, the TPMS_ATTEST structure is returned and¢signature is a NUYLL
Signature.
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19.4.2 Command and Response

Table 112 — TPM2_Quote Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM CC commandCode TPM CC Quote

handle of key that will perform signature
TRMI_DH_OBJECT+ @signHandle Auth Index: 1

Auth Role: USER
= ___|

TRM2B_DATA qualifyingData data supplied by the caller

signing scheme to use if the scheme*for signHandle is
TPM_ALG_NULL

TRML_PCR_SELECTION PCRselect PCR set to quote

TRMT_SIG_SCHEME+ inScheme

Table 113 — TPM2_Quote Response

Type Name Description

TRM_ST tag see clauseyr

UINT32 responseSize

TRM_RC responseCode

TRM2B_ATTEST quoted the quoted information
TRMT_SIGNATURE signature the signature over quoted
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19.4.3 Detailed Actions

#include "InternalRoutines._h"

#include "Attest_spt fp.h"

#include "Quote_fp.h"

#ifdef TPM_CC _Quote // Conditional expansion of this file

TP
TP

//

170

Table 114 — TPM2_Quote Errors

valid sign scheme

ErTor Returns IVI(:‘dHng
TPM_RC_KEY signHandle does not reference a signing key;
TPM_RC_SCHEME the scheme is not compatible with sign key type, or input schemelis

not compatible with default scheme, or the chosen scheme-is,not a

_RC

2 Quote(

Quote_In *in, // IN: input parameter list
Quote Out *out // OUT: output parameter list

))

TPM_RC result;
TPMI_ALG_HASH hashAlg;
TPMS_ATTEST quoted;

Command Output

// Filling in attest information
// Common fields
// FilllnAttestinfo may return TPM_RC_SCHEME or TPM_RC _KEY
result = FilllnAttestinfo(in->signHandle}
&in->inScheme,
&in->qualifyingData,
&quoted) ;
if(result = TPM_RC_SUCCESS)

if(result == TPM_RC_KEY)
return TPM_RC_KEY. '+ RC_Quote_signHandle;
else
return RcSafeéAddToResult(result, RC_Quote_inScheme);

}

// Quote specifie~fields
// Attestation <type
quoted.typé€)=TPM_ST_ATTEST_QUOTE;

// Getdhash algorithm in sign scheme. This hash algorithm is used to
// copute PCR digest. If there is no algorithm, then the PCR cannot
/4 Be~digested and this command returns TPM_RC_SCHEME

hashAlg = in->inScheme.details.any._hashAlg;

if(hashAlg == TPM_ALG_NULL)
return TPM_RC_SCHEME + RC_Quote_inScheme;

// Compute PCR digest

PCRComputeCurrentDigest(hashAlg,
&in->PCRselect,
&quoted.attested.quote.pcrDigest);

// Copy PCR select. ™"PCRselect” is modified in PCRComputeCurrentDigest
// function
quoted.attested.quote.pcrSelect = in->PCRselect;
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// Sign attestation structure. A NULL signature will be returned if
// signHandle is TPM_RH NULL. TPM_RC_VALUE, TPM_RC_SCHEME or TPM_RC_ATTRIBUTES
// error may be returned by SignAttestinfo.
// NOTE: TPM_RC_ATTRIBUTES means that the key is not a signing key but that
// was checked above and TPM_RC_KEY was returned. TPM_RC_VALUE means that the
// value to sign is too large but that means that the digest is too big and
// that can®"t happen.
result = SignAttestiInfo(in->signHandle,
&in->inScheme,
&quoted,

QO 2

#epdif // CC_Quote \%

SH—>auaed-Fringbates
&out->quoted, 63
&out->signature); Q\
if(result !'= TPM_RC_SUCCESS) (l,
return result; (E)o

// orderly state should be cleared because of the reporting of clock info

// if signing happens RO

if(in->signHandle '= TPM_RH_NULL) N
g_clearOrderly = TRUE;

return TPM_RC_SUCCESS; O\
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19.5 TPM2_GetSessionAuditDigest

19.5.1 General Description

This command returns a digital signature of the audit session digest.

NOTE 1 See 19.1 for description of how the signing scheme is selected.

If sessionHandle is not an audit session, the TPM shall return TPM RC TYPE.

NQTE 2 A session does not become an audit session until the successful completion of the commanq in
which the session is first used as an audit session.

=
>

Thjs command requires authorization from the privacy administrator of the TPM (expressed wi
Endorsement Authorization) as well as authorization to use the key associated with signHandle.

If this command is audited, then the audit digest that is signed will not include the digest of this commgnd
betause the audit digest is only updated when the command completes successfully.

Thjs command does not cause the audit session to be closed and does not resetthe digest value.

NQTE 3 If sessionHandle is used as an audit session for this command;the command is audited in the sgme
manner as any other command.

NQTE 4 If signHandle is TPM_RH_NULL, the TPMS_ATTEST strlicture is returned and signature is a NYLL
Signature.
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19.5.2 Command and Response

Table 115 — TPM2_GetSessionAuditDigest Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM CC commandCode TPM CC GetSessionAuditDigest

handle of the privacy administrator
(TPM_RH_ENDORSEMENT)

Auth Index: 1
Auth Role: USER

TRMI_RH_ENDORSEMENT @privacyAdminHandle

handle of the signing key
TRMI_DH_OBJECT+ @signHandle Auth Index: 2
Auth Role: USER

handle of the audit session

Auth Index: None
-, sesmse_e e —_ e m e

TRM2B_DATA qualifyingData user-provided qualifying data — may be zero-length

TRMI_SH_HMAC sessionHandle

signing scheme to use if the scheme for signHandle is}

TRMT_SIG_SCHEME+ inScheme TPM_ALG)NULL

Table 116 — TPM2_GetSessionAuditDigest Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRM2B_ATTEST auditinfo the audit information that was signed
TRMT_SIGNATURE sighature the signature over auditinfo
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19.

5.3 Detailed Actions

#include "InternalRoutines.h"
#include "Attest_spt fp.h"
#include "‘GetSessionAuditDigest fp.h"

#ifdef TPM_CC_GetSessionAuditDigest // Conditional expansion of this file

ErTor Returms IVIEdHng
TPM_RC_KEY key referenced by signHandle is not a signing key
TPM_RC_SCHEME inScheme is incompatible with signHandle type; or both scheme and
key's default scheme are empty; or scheme is empty while key's
default scheme requires explicit input scheme (split signing);’or non-
empty default key scheme differs from scheme
TPM_RC_TYPE sessionHandle does not reference an audit session
TPM_RC_VALUE digest generated for the given scheme is greatet,than the modulus of
signHandle (for an RSA key); invalid commit status or failed to
generate r value (for an ECC key)
TPM_RC
TPY2_GetSessionAuditDigest(
GetSessionAuditDigest In *in, // IN: mpwt parameter list
GetSessionAuditDigest Out  *out // OUTs output parameter list
)
{
TPM_RC result;
SESSION *session;
TPMS_ATTEST auditinfo;
//| Input Validation
// SessionAuditDigest specific iappt validation
// Get session pointer
session = SessionGet(in->sessionHandle);
// session must be an gudit session
if(session—>attributes isAudit == CLEAR)
return TPM_RC_TYPE/+ RC_GetSessionAuditDigest sessionHandle;
//|Command Output
// Filling 4% jattest information
// Common_¥ields
result_= FilllnAttestinfo(in->signHandle,
&in->inScheme,
&in->qualifyingData,
&auditinfo);
iB(result = TPM_RC_SUCCESS)
1
if(result == TPM_RC_KEY)
return TPM_RC_KEY + RC_GetSessionAuditDigest signHandle;
else
return RcSafeAddToResult(result, RC_GetSessionAuditDigest_inScheme);
}
// SessionAuditDigest specific fields
// Attestation type
auditinfo.type = TPM_ST_ATTEST_SESSION_AUDIT;
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// Copy digest
auditinfo.attested.sessionAudit.sessionDigest = session->u2.auditDigest;

// Exclusive audit session

iT(g_exclusiveAuditSession == in->sessionHandle)
auditinfo.attested.sessionAudit.exclusiveSession

else
auditinfo.attested.sessionAudit.exclusiveSession = FALSE;

TRUE;

// Sign attestation structure. A NULL signature will be returned if
// signHandle is TPM_RH NULL. A TPM_RC_NV_UNAVAILABLE, TPM RC NV_RATE,

LA TDOM Do \JALLIE TRM Do COoLIEh TDM Do ATTORDLITEC L, e ol £+
77

—————————————— e

// this point

result = SignAttestinfo(in->signHandle,
&in->inScheme,
&auditinfo,
&in->qualifyingData,
&out->auditinfo,
&out->signature);

if(result = TPM_RC_SUCCESS)

return result;

// orderly state should be cleared because of the reporting of closk info
// it signing happens
if(in->signHandle !'= TPM_RH_NULL)

g_clearOrderly = TRUE;

return TPM_RC_SUCCESS;

#edif // CC_GetSessionAuditDigest
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19.6 TPM2_GetCommandAuditDigest

19.6.1 General Description

This command returns the current value of the command audit digest, a digest of the commands being
audited, and the audit hash algorithm. These values are placed in an attestation structure and signed with
the key referenced by signHandle.

NOTE 1 See 19.1 for description of how the signing scheme is selected.

Wlluen this command completes successfully, and signHandle is not TPM_RH_NULL, the audit digest is
clgared. If signHandle is TPM_RH_NULL, signature is the Empty Buffer and the audit digest'is pot
cldared.

NQTE 2 The way that the TPM tracks that the digest is clear is vendor-dependent) The referefce
implementation resets the size of the digest to zero.

If this command is being audited, then the signed digest produced by the command will not include the
conmand. At the end of this command, the audit digest will be extended with*cpHash and the rpHasH of
thg command which would change the command audit digest signed by the next invocation of this
conmand.

ith

Thjs command requires authorization from the privacy administrator of the TPM (expressed W
Endorsement Authorization) as well as authorization to use the key,associated with signHandle.
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Table 118 — TPM2_GetCommandAuditDigest Command

TPM2B_DATA qualifyingData

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM CC commandCode TPM CC GetCommandAuditDigest {NV}
handle of the privacy administrator
s ] (TPM_RH_ENDORSEMENT)
TPMI_RH_ENDORSEMENT @privacyHandle Auth Index: 1
Auth Role: USER
the handle of the signing key
TPMI_DH_OBJECT+ @signHandle Auth Index: 2

Auth Role: USER
oo e ————

other data to associaterwith'this audit digest

inScheme

_|

PMT_SIG_SCHEME+

signing scheme to bse‘if the scheme for signHandle is
TPM_ALG_NULL

Table 119 — TPM2_GetCommandAuditDigest Response

Type Name Description
TPM_ST tag seeclause 7
UINT32 responseSize

TPM_RC responseCode
TPM2B_ATTEST auditinfo the auditinfo that was signed

signature

TFLMT_SIGNATURE

the signature over auditinfo
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19.6.3 Detailed Actions

#include "InternalRoutines.h"

#include "Attest_spt fp.h"

#include "‘GetCommandAuditDigest fp.h"

#ifdef TPM_CC_GetCommandAuditDigest // Conditional expansion of this file

Table 120 — TPM2_GetCommandAuditDigest Errors

ETToTr Returmns IVI(:‘dHiIIg
TPM_RC_KEY key referenced by signHandle is not a signing key
TPM_RC_SCHEME inScheme is incompatible with signHandle type; or both scheme and

key's default scheme are empty; or scheme is empty while key's
default scheme requires explicit input scheme (split signing);’or non-
empty default key scheme differs from scheme

TPM_RC_VALUE digest generated for the given scheme is greater than-the modulus of
signHandle (for an RSA key); invalid commit status/ or failed to
generate r value (for an ECC key)

TPY_RC

TPM2_GetCommandAuditDigest(
GetCommandAuditDigest In *in, // IN: inpu¥, parameter list
GetCommandAuditDigest Out  *out // OUT: ogtput parameter list
)

{
TPM_RC result;
TPMS_ATTEST auditinfo;

//|Command Output

// Filling in attest information

// Common fields

result = FilllnAttestinfo(in->signHandle,
&in->inScheme,
&in=>gualifyingData,

&auditinfo);
if(result = TPM_RC_SUCCESS)
{
if(result == TPMRC-KEY)
return TPM-RCKEY + RC_GetCommandAuditDigest signHandle;
else
return-RcSafeAddToResult(result, RC_GetCommandAuditDigest_inScheme);
}

// CommandAuditDigest specific fields
// AtteStgation type
audi€lnfo.type = TPM_ST_ATTEST_COMMAND_AUDIT;

A/ Copy audit hash algorithm
auditinfo.attested.commandAudit.digestAlg = gp.auditHashAlg;

// Copy counter value
auditinfo.attested.commandAudit.auditCounter = gp.auditCounter;

// Copy command audit log
auditinfo.attested.commandAudit.auditDigest = gr.commandAuditDigest;
CommandAuditGetDigest(&auditinfo.attested.commandAudit.commandDigest);

// Sign attestation structure. A NULL signature will be returned if

// signHandle is TPM_RH_NULL. A TPM_RC_NV_UNAVAILABLE, TPM_RC_NV_RATE,
// TPM_RC_VALUE, TPM_RC_SCHEME or TPM_RC_ATTRIBUTES error may be returned at
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// this point

result = SignAttestinfo(in->signHandle,
&in->inScheme,
&auditinfo,
&in->qualifyingData,
&out->auditinfo,
&out->signature);

if(result '= TPM_RC_SUCCESS)
return result;

. —
if(in->signHandle !'= TPM_RH_NULL)

// Reset log
gr.commandAuditDigest.t.size = 0;

// orderly state should be cleared because of the update in
// commandAuditDigest, as well as the reporting of clock info
g_clearOrderly = TRUE;

}

return TPM_RC_SUCCESS;

}
#emdif // CC_GetCommandAuditDigest
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19.7 TPM2_GetTime

19.7.1 General Description

This command returns the current values of Time and Clock.

NOTE 1 See 19.1 for description of how the signing scheme is selected.

The values of Clock, resetCount and restartCount appear in two places in timelnfo: once in
TAMS_ATTEST.clockinfo and again in TPMS_ATTEST.attested.time.clockinfo. The firmware versjon
number also appears in two places (TPMS_ATTEST .firmwareVersion and
THAMS_ATTEST.attested.time.firmwareVersion). If signHandle is in the endorsement or") platfdrm
higrarchies, both copies of the data will be the same. However, if signHandle is in the storage hierarchy or
is [TPM_RH_NULL, the values in TPMS_ATTEST.clockinfo and TPMS_ATTEST .firmwargVersion are
objuscated but the values in TPMS_ATTEST .attested.time are not.

NQTE 2 The purpose of this duplication is to allow an entity who is trusted by the privacy Administratof to
correlate the obfuscated values with the clear-text values. This command requires Endorsemient
Authorization.

NQTE 3 If signHandle is TPM_RH_NULL, the TPMS_ATTEST structure_isft€turned and signature is a NUYLL
Signature.
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Table 121 — TPM2_GetTime Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM CC commandCode TPM CC GetTime
handle of the privacy administrator
] ] (TPM_RH_ENDORSEMENT)
TRMI_RH_ENDORSEMENT @privacyAdminHandle

Auth Index: 1
Auth Role: USER

TH

TH

MI_DH_OBJECT+

M2B_DATA

@signHandle

qualifyingData

the keyHandle identifier of a loaded keythat can
perform digital signatures

Auth Index: 2
Auth Role: USER

- — — — —— — — |

data to tick stamp

TH

MT_SIG_SCHEME+

inScheme

signing scheme to-use if the scheme for signHandle is
TPM_ALG_NULL

Table 122 — TPM2_GetTime Response

TH

M2B_ATTEST

Type Name Description
TRM_ST tag See clause 7
UINT32 responseSize

TRM_RC responseCode

timelnfo

_— |

standard TPM-generated attestation block

TH

MT_SIGNATURE

signature

the signature over timelnfo
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19.

7.3 Detailed Actions

#include "InternalRoutines.h"

#include "Attest_spt fp.h"

#include "'GetTime_fp.h"
#ifdef TPM_CC_GetTime // Conditional expansion of this file

TP
TP

//

Table 123 — TPM2_GetTime Errors

ETToTr Returmns

Meamg

TPM_RC_KEY

key referenced by signHandle is not a signing key

TPM_RC_SCHEME

inScheme is incompatible with signHandle type; or both scheme and
key's default scheme are empty; or scheme is empty while key's
default scheme requires explicit input scheme (split signing);’or non-
empty default key scheme differs from scheme

TPM_RC_VALUE

digest generated for the given scheme is greater than-the modulus of
signHandle (for an RSA key); invalid commit status/ or failed to
generate r value (for an ECC key)

| RC

2 GetTime(
GetTime_In *in,
GetTime_Out *out
)

TPM_RC
TPMS_ATTEST

Command Output

// Filling in attest information

// Common fields

result = FilllnAttestinfo(in->signHandle,

if(result = TPM_RC_SUCCESS)

{

if(result == TPMRC-KEY)
return TPM-RCKEY + RC_GetTime_signHandle;

else

return-RcSafeAddToResult(result, RC_GetTime_inScheme);

}

// GetClael specific Ffields

// AtteStation type

timelpfo.type = TPM_ST_ATTEST_TIME;

A/ current clock in plain text
timelnfo.attested. time.time.time

// IN: input parameter &jst
// OUT: output paramegéx™ list

result;
timelnfo;

&in->inScheme,
&in=>gualifyingData,
&timelnfo);

TimeFillInfo(&timelnfo.attested.tim

gt
e._ti

me;
me.clockInfo);

// Firmware version in plain text
timelnfo.attested. time.firmwareVersion
= ((UINT64) gp-FfirmwareVl) << 32;
timelnfo.attested. time.firmwareVersion += gp.firmwareVv2;

// Sign attestation structure. A NULL signature will be returned if
// signHandle is TPM_RH _NULL. A TPM_RC_NV_UNAVAILABLE, TPM_RC_NV_RATE,
// TPM_RC_VALUE, TPM_RC_SCHEME or TPM_RC_ATTRIBUTES error may be returned at

// this point
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result = SignAttestinfo(in->signHandle,
&in->inScheme,
&timelnfo,
&in->qualifyingData,
&out->timelnfo,
&out->signature);

if(result = TPM_RC_SUCCESS)

return result;

// orderly state should be cleared because of the reporting of clock info
// it signing happens

sl s <L Le0TDAM _DLL AL L

H Ll
LB RN STgriancTc— LLEEA LS A U N A = =y

g_clearOrderly = TRUE;

return TPM_RC_SUCCESS;

}
#epdif // CC _GetTime
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20

20

Ephemeral EC Keys

.1 Introduction

The TPM generates keys that have different lifetimes. TPM keys in a hierarchy can be persistent for as
long as the seed of the hierarchy is unchanged and these keys may be used multiple times. Other TPM-
generated keys are only useful for a single operation. Some of these single-use keys are used in the

Fo

ep
the
as

M before the final command "consumes" the ephemeral key.

AMPLE An example of a single-use key used in the command that creates it is TPM2_Duplicate() where
ephemeral key is created for a single pass key exchange with another TPM.

[ these uses, TPM2_Commit() or TPM2_EC_Ephemeral() may be used to have the(TPM create
nemeral EC key and return the public part of the key for external use. Then in a subsequent comma
caller provides a reference to the ephemeral key so that the TPM can retrieve or recreate

Sociated private key.

When an ephemeral EC key is created, it is assigned a number and that namber is returned to the ca

as
co
a g
Th
us

As
Hag
res

NO

To
ps

the identifier for the key. This number is not a handle. A handle is.@Ssigned to a key that may
ntext saved but these ephemeral EC keys may not be saved and do‘not have a full key context. WH
ubsequent command uses the ephemeral key, the caller providesthe number of the ephemeral k
e TPM uses that number to either look up or recompute the{associated private key. After the key
bd, the TPM records the fact that the key has been used so that it cannot be used again.

mentioned, the TPM can keep each assigned private-ephemeral key in memory until it is us
wever, this could consume a large amount of memopy<iTo limit the memory size, the TPM is allowed
trict the number of pending private keys — keys that\have been allocated but not used.

TE The minimum number of ephemeral keys is determined by a platform specific specification.

further reduce the memory requirements-for the ephemeral private keys, the TPM is allowed to
budo-random values for the ephemeral keys. Instead of keeping the full value of the key in memory,

THAM can use a counter as input to @ KDF. Incrementing the counter will cause the TPM to generatg

ne

Us
us
us
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S|

|

EX

Th
o

v pseudo-random value.

ng the counter to generaté pseudo-random private ephemeral keys greatly simplifies tracking of |
hge. When a counter valleis used to create a key, a bit in an array may be set to indicate that the |
b is pending. When the)éephemeral key is consumed, the bit is cleared. This prevents the key fr
ng used more thanohce.

ce the TPM is allowed to restrict the number of pending ephemeral keys, the array size can be limitg

AMPLE A 128 bit array would allow 128 keys to be "pending".

e management of the array is specified in greater detail in ISO/IEC 11889-1, Annex B.2, “S
erations”.
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20.2 TPM2_Commit

20.2.1 General Description

TPM2_Commit() performs the first part of an ECC anonymous signing operation. The TPM will perform
the point multiplications on the provided points and return intermediate signing values. The signHandle
parameter shall refer to an ECC key with the sign attribute (TPM_RC_ATTRIBUTES) and the signing
scheme must be anonymous (TPM_RC_SCHEME). Currently, TPM_ALG_ECDAA is the only defined
anpnymous scheme.

NOITE This command cannot be used with a sign+decrypt key because that type of key is requiréd\to have
a scheme of TPM_ALG_NULL.

For this command, pl, s2 and y2 are optional parameters. If s2 is an Empty Buffer, then-the TPM shall
return TPM_RC_SIZE if y2 is not an Empty Buffer.

The algorithm is specified in ISO/IEC 11889-1, Annex B.2.3, “TPM2_Commit()".
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20.2.2 Command and Response

Table 124 — TPM2_Commit Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 paramSize

ThM—EE eefmmandcede FRM—CEc—Commit
handle of the key that will be used in the signing
operation

TRMI_DH_OBJECT @signHandle

Auth Index: 1
Auth Role: USER

- — |

TRM2B_ECC_POINT P1 a point (M) on the curve used by signHandle
TRM2B_SENSITIVE_DATA s2 octet array used to derive x~Coordinate of a base poin}
TRM2B_ECC_PARAMETER y2 y coordinate of the peint-associated with s2

Table 125 — TPM2_Commit Response

Type Name Description
TRM_ST tag see.’.
UINT32 paramSize

TRM_RC responseCode

TRM2B_ECC_POINT K ECC point K := [dJ](x2, y2)

TRM2B_ECC_POINT L ECC point L := [r](x2, y2)

TRM2B_ECC_POINT E ECC point E = [r]P1

UINT16 counter least-significant 16 bits of commitCount
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20.2.3 Detailed Actions

#include "InternalRoutines.h"

#include **Commit_fp.h"

#ifdef TPM_CC_Commit // Conditional expansion of this file
#ifdef TPM_ALG_ECC

TP
TP

//

Table 126 — TPM2_Commit Response Errors

Error Returns Meaning
TPM_RC_ATTRIBUTES keyHandle references a restricted key that is not a signing key
TPM_RC_ECC_POINT either P1 or the point derived from s2 is not on the curve of
keyHandle
TPM_RC_HASH invalid name algorithm in keyHandle
TPM_RC_KEY keyHandle does not reference an ECC key
TPM_RC_SCHEME the scheme of keyHandle is not an anonymous scheme
TPM_RC_NO_RESULT K, L or E was a point at infinity; or failed to generate r value
TPM_RC_SIZE s2 is empty but y2 is not or s2 provided buty?2 is not
| RC
2 Commit(
Commit_In *in, // IN: input parameterMist
Commit_Out *out // OUT: output pakaneter list
)
OBJECT *eccKey;
TPMS_ECC_POINT P2;
TPMS_ECC_POINT *pP2 = NULL;
TPMS_ECC_POINT *pP1 = NULL;
TPM2B_ECC_PARAMETER r;
TPM2B *p;
TPM_RC result;
TPMS_ECC_PARMS *parms’

Input Validation

eccKey = ObjectGet(in->signHandle);
parms = & eccKey->publicArea.parameters.eccDetail;

// Input key mustibe an ECC key
iT(eccKey->pubticArea.type = TPM_ALG_ECC)
return TRM RC_KEY + RC_Commit_signHandle;

// Thig~¢ommand may only be used with a sign-only key using an anonymous

// schiene.

//,NQIE: a sign + decrypt key has no scheme so it will not be an anonymous one
/7N\and an unrestricted sign key might no have a signing scheme but it can"t
72 be use in Commit()

1T(TCryptlsSchemeAnonymous(parms->scheme . scheme))
return TPM_RC_SCHEME + RC_Commit_signHandle;

// Make sure that both parts of P2 are present if either is present
iIT((in->s2_t.size == 0) != (in->y2.t.size == 0))
return TPM_RC_SIZE + RC_Commit_y2;

// Get prime modulus for the curve. This is needed later but getting this now
// allows confirmation that the curve exists
p = (TPM2B *)CryptEccGetParameter("p", parms->curvelD);
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45 // if no p, then the curve ID is bad

46 // NOTE: This should never occur if the input unmarshaling code is working
47 // correctly

48 pAssert(p '= NULL);

49

50 // Get the random value that will be used in the point multiplications
51 // Note: this does not commit the count.

52 iT(ICryptGenerateR(&r, NULL, parms->curvelD, &eccKey->name))

53 return TPM_RC_NO_RESULT;

54

55 // Set up P2 if s2 and Y2 are provided

56 ——Cr—>s2t-size—=0)

57 {

58 pP2 = &P2;

59

60 // copy y2 for P2

61 MemoryCopy2B(&P2.y.b, &in->y2.b, sizeof(P2.y.t.buffer));

62 // Compute x2 HnameAlg(s2) mod p

63

64 // do the hash operation on s2 with the size of curve "p~
65 P2.x.t.size = CryptHashBlock(eccKey->publicArea.nameAlg,

66 in->s2.t.size,

67 in->s2_t_buffer,

68 p->size,

69 P2_x.t.buffer);

70

71 // 1T there were error returns in the hash routine,/zintticate a problem
72 // with the hash in

73 if(P2.x.t.size == 0)

74 return TPM_RC_HASH + RC_Commit_signHandlej

75

76 // set p2_.x = hash(s2) mod p

77 iT(CryptDivide(&P2.x.b, p, NULL, &P2.x.BY M= TPM_RC_SUCCESS)
78 return TPM_RC_NO_RESULT;

79

80 iT(!ICryptEcclsPointOnCurve(parms->curvelD, pP2))

81 return TPM_RC_ECC_POINT + RC~Commit_s2;

82

83 if(eccKey->attributes._publicOnly == SET)

84 return TPM_RC_KEY + R€ Commit_signHandle;

85

86

87 // 1T there is a P1, make\sure that it is on the curve

88 // NOTE: an "empty" poiwt has two UINT16 values which are the size values
89 // for each of the,.cobrdinates.

90 if(in->P1.t.size >4)

91

92 pP1 = &ip<>P1.t._point;

93 iT(ICryptEcclsPointOnCurve(parms->curvelD, pPl))

94 return TPM_RC_ECC_POINT + RC_Commit P1;

95 3}

96

97 //, Rass the parameters to CryptCommit.

98 £/N\The work is not done in-line because it does several point multiplies
99 7/ with the same curve. There is significant optimization by not
100 // having to reload the curve parameters multiple times.

101 result = CryptCommitCompute(&out->K.t.point,

102 &out->L_t._point,

103 &out->E_t.point,

104 parms->curvelD,

105 pP1,

106 pP2,

107 &eccKey->sensitive.sensitive.ecc,

108 &r);

109 if(result = TPM_RC_SUCCESS)

110 return result;
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out->K.t.size
out->L.t.size
out->E.t.size

TPMS_ECC_POINT_Marshal (&out->K.t.point, NULL, NULL);
TPMS_ECC_POINT_Marshal (&out->L._t_point, NULL, NULL);
TPMS_ECC_POINT_Marshal (&out->E.t.point, NULL, NULL);

// The commit computation was successful so complete the commit by setting
// the bit
out->counter = CryptCommit();

return TPM_RC_SUCCESS;
b
HeneHF
#emdif // CC_Commit
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20.3 TPM2_EC_Ephemeral

20.3.1 General Description

TPM2_EC_Ephemeral() creates an ephemeral key for use in a two-phase key exchange protocol.

The TPM will use the commit mechanism to assign an ephemeral key r and compute a public point Q =
[r]G where G is the generator point associated with curvelD.
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Table 127 — TPM2_EC_Ephemeral Command

Type Name Description

TPM_ST_SESSIONS if an audit or encrypt session is
TPMI_ST_COMMAND_TAG tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 paramSize
TRM_CC commandCode TPM_CC_EC_Ephemeral

-, ssem_————_————————————————————————————————————————

TH

M2B_ECC_POINT

TRMI_ECC_CURVE curvelD The curve for the computed ephemeral point
Table 128 — TPM2_EC_Ephemeral Response

Type Name Description

TRM_ST tag see 7

UINT32 paramSize

TRM_RC responseCode

_— |

Q

ephemeral public key Q := [r]G

Ul

NT16

counter

least-significant 16 bits of commitCount
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20.3.3 Detailed Actions

#include "InternalRoutines._h"

#include "EC_Ephemeral_fp.h"

#ifdef TPM_CC_EC_Ephemeral // Conditional expansion of this file
#ifdef TPM_ALG_ECC

TPM_RC

TPM2_EC_Ephemeral
EC_Ephemeral_In *in, // IN: input parameter list
EC_Eprienerai_Uut Out /77 UUT . OULPUL pPardieer 1o ST
)

{
TPM2B_ECC_PARAMETER r;

// Get the random value that will be used in the point multiplications
// Note: this does not commit the count.
iT(ICryptGenerateR(&r,
NULL,
in->curvelD,
NULL))
return TPM_RC_NO_ RESULT;

CryptEccPointMultiply(&out->Q.t_point, in->curvelD, &r, NULL);

// commit the count value
out->counter = CryptCommit();

return TPM_RC_SUCCESS;

#epdif
#emdif // CC_EC Ephemeral
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21 Signing and Signature Verification

21.1 TPM2_VerifySignature

21.1.1 General Description

This command uses loaded keys to validate a signature on a message with the message digest passed

to the TPM

If the signature check succeeds, then the TPM will produce a TPMT_TK_VERIFIED. Otherwise, the FiPM

shall return TPM_RC_SIGNATURE.

NQTE 1 A valid ticket might be used in subsequent commands to provide proof to the TPM that‘the TPM has
validated the signature over the message using the key referenced by keyHandle.

If keyHandle references an asymmetric key, only the public portion of the key needs to be loaded| If

keyHandle references a symmetric key, both the public and private portions need(to)be loaded.

NQTE 2 The sensitive area of the symmetric object is needed to allow verification of the symmetric signature
(the HMAC).
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21.1.2 Command and Response

Table 129 — TPM2_VerifySignature Command

Type Name Description

TPM_ST_SESSIONS if an audit or encrypt session is

TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
ThM-GE eommandCode FRM-CE M ertySighatare
handle of public key that will be used in the validation
TRMI_DH_OBJECT keyHandle
Auth Index: None
————————————— |
TRM2B_DIGEST digest digest of the signed message
TRMT_SIGNATURE signature signature to be tested

Table 130 — TPM2_VerifySignature Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

-  — —  —  — — _|
TRMT_TK_VERIFIED validation
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21.1.3 Detailed Actions

#include "InternalRoutines._h"
#include "VerifySignature_fp.h"
#ifdef TPM_CC VerifySignature // Conditional expansion of this Tile

Table 131 — TPM2_VerifySignature Errors

Error Returns Meaning

TPM_RC_ATTRIBUTES keyHandle does not reference a signing key

TPM_RC_SIGNATURE sighature is not genuine

TPM_RC_SCHEME CryptVerifySignature()

TPM_RC_HANDLE

the input handle is references an HMAC key but the private portion is

not loaded

TPM_RC
TPY2_VerifySignature(

VerifySignature_In *in, // IN: input parameter (1ist

VerifySignature_Out *out // OUT: output paramgeér list
{

TPM_RC result;

TPM2B_NAME name;

OBJECT *signObject;

TPMI_RH_HIERARCHY hierarchy;

//

//

Input Validation

// Get sign object pointer
signObject = ObjectGet(in->keyHandle);

// The object to validate the signatitre must be a signing key.
if(signObject->publicArea.objectAttributes.sign = SET)
return TPM_RC_ATTRIBUTES #“\RC’ VerifySignature_keyHandle;

// Validate Signature. TRV RC_SCHEME, TPM_RC_HANDLE or TPM_RC_SIGNATURE
// error may be returnedsy' CryptCVerifySignatrue()

result = CryptVerifySignature(in->keyHandle, &in->digest, &in->signature);

if(result = TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC VerifySignature_signature);

Command Output
hierarchy ="0bjectGetHierarchy(in->keyHandle);
if( hi#erarchy == TPM_RH_NULL
| L 'signObject->publicArea.nameAlg == TPM_ALG_NULL)

Y/ produce empty ticket if hierarchy is TPM RH NULL or nameAlg is
// TPM_ALG NULL

out—>validation.tag = TPM_ST_VERIFIED;
out->validation.hierarchy = TPM_RH_NULL;
out->validation.digest.t.size = 0;

3
else

// Get object name that verifies the signature

name.t.size = ObjectGetName(in->keyHandle, &name.t._name);

// Compute ticket

TicketComputeVerified(hierarchy, &in->digest, &name, &out->validation);
3
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return TPM_RC_SUCCESS;

}
#endif // CC_VerifySignature

196

© ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

21.2 TPM2_Sign

21.2.1 General Description

This command causes the TPM to sign an externally provided hash with the specified asymmetric signing
key.

NOTE 1 Symmetric “signing” is done with the TPM HMAC commands.

Ifj
TAM_GENERATED_VALUE.

eyHandle references a restricted signing key, then validation shall be provided, indicating that the/TIPM
pefformed the hash of the data and validation shall indicate that hashed data did not start with

NQTE 2 If the hashed data did start with TPM_GENERATED_VALUE, then the validation will be a NULL

If the scheme of keyHandle is not TPM_ALG_NULL, then inScheme shall either be 'the same scheme

ke

If t
u

n

ticket.

Handle or TPM_ALG_NULL.

he scheme of keyHandle is TPM_ALG_NULL, the TPM will sign using inSeheme; otherwise, it will s
ng the scheme of keyHandle.

as

gn

NQTE 3 When the signing scheme uses a hash algorithm, the algorithm is defined in the qualifying datg of

digest needs to match that of the hash algorithm in thelscheme.

the scheme. This is the same algorithm that is required to’be used in producing digest. The siz¢ of

If inScheme is not a valid signing scheme for the type of keyHandle (or TPM_ALG_NULL), then the TIPM

shall return TPM_RC_SCHEME.

If fhe scheme of keyHandle is an anonymous scheme, then inScheme shall have the same scheme

aldorithm as keyHandle and inScheme will contain a counter value that will be used in the signjng

prgcess.

If yalidation is provided, then the hash algorithm used in computing the digest is required to be the hash

aldorithm specified in the scheme of keyHandle (TPM_RC_TICKET).

If the validation parameter is not the\Empty Buffer, then it will be checked even if the key referenced|by

keyHandle is not a restricted signing key.

NOTE 4 If keyHandle s both a sign and decrypt key, keyHandle will have an scheme of TPM_ALG_NULLU. If
validation is previded, then it needs to be a NULL validation ticket or the ticket validation will fail.
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21.2.2 Command and Response

Table 132 — TPM2_Sign Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_Sign

Handle of key that will perform signing
TRMI_DH_OBJECT @keyHandle Auth Index: 1

Auth Role: USER

A

TRM2B_DIGEST digest digest to be signed
. signing scheme to use if the scheme for keyHandle is
TRMT_SIG_SCHEME+ inScheme TPM_ALG_NULL
proof that digest was created.by'the TPM
TRMT TK HASHCHECK validation If keyHandle is not a restricted signing key, then this

may be a NULL Ticket with tag =
TPM_ST_CHECKHASH.

Table 133 — TPM2_Sign Respaonse

Type Name Descrjption
TRM_ST tag see Clause 7
UINT32 responseSize

TRM_RC responseCode

TRMT_SIGNATURE signature the signature
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2.3 Detailed Actions

#include "InternalRoutines.h"

#include "'Sign_fp.h"

#ifdef TPM_CC Sign // Conditional expansion of this file
#include "Attest_spt _fp.h"

TP
TP

//

Table 134 — TPM2_Sign Response Errors

ErTor Returmns IVIEdHng

TPM_RC_BINDING The public and private portions of the key are not properly bound.
TPM_RC_KEY signHandle does not reference a signing key;

TPM_RC_SCHEME the scheme is not compatible with sign key type, or input,scheme is

not compatible with default scheme, or the chosen scheme’is not a
valid sign scheme

TPM_RC_TICKET validation is not a valid ticket

TPM_RC_VALUE the value to sign is larger than allowed for the\type of keyHandle
| RC
2 Sign(

Sign_In *in, // IN: input parameter ddst

Sign_Out *out // OUT: output paramekey list

)

TPM_RC result;

TPMT_TK_HASHCHECK ticket;

OBJECT *signKey;

Input Validation
// CGet sign key pointer
signKey = ObjectGet(in->keyHandle);

// pick a scheme for sign. [Iftheé input sign scheme is not compatible with
// the default scheme, return an error.

result = CryptSelectSignScheme(in->keyHandle, &in->inScheme);

if(result = TPM_RC_SUCCESS)

if(result == TPMRC_KEY)
return TPM'RC: KEY + RC_Sign_keyHandle;
else
return_ReSafeAddToResult(result, RC_Sign_inScheme);

}

// 1T vaNpeation is provided, or the key is restricted, check the ticket
if( ns>validation.digest.t.size '= 0
| INSignKey->publicArea.objectAttributes.restricted == SET)

// Compute and compare ticket

Tael C. fallachOohaal s walidatron—hiarar

atComot chy.
FicketCompateHashCheckGn—valHdationhierarchys
in->inScheme.details.any.hashAlg,
&in->digest, &ticket);

if(!Memory2BEqual (&in->validation.digest.b, &ticket.digest.b))
return TPM_RC_TICKET + RC_Sign_validation;
}
else
// IT we don"t have a ticket, at least verify that the provided “digest”
// is the size of the scheme hashAlg digest.
// NOTE: this does not guarantee that the "digest” is actually produced using
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it in—>digest.t.size

// the indicated hash algorithm, but at least it might be.
{

1= CryptGetHashDigestSize(in->inScheme.details.any.hashAlg))

return TPM_RCS_SIZE + RC_Sign_digest;
3

// Command Output

// Sign the hash. A TPM_RC VALUE or TPM_RC_SCHEME
// error may be returned at this point

result = CryptSign(in->keyHandle, &in->inScheme, &in->digest, &out->signature);

}

return result;

#epdif // CC_Sign
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22 Command Audit

22.1 Introduction

If a command has been selected for command audit, the command audit status will be updated when that
command completes successfully. The digest is updated as:

commandAuditDigestiew = Haudgiraig(commandAuditDigest,q || cpHash || rpHash) (5)
whese
Hauditag hash function using the algorithm of the audit sequence
commandAuditDigest accumulated digest
cpHash the command parameter hash
rpHash the response parameter hash
auflitAlg, the hash algorithm, is set using TPM2_SetCommandCodeAuditStatus:

TAM2_Shutdown() cannot be audited but TPM2_Startup() can be “audited. If the cpHash of the
TRAM2_Startup() is TPM_SU_STATE, that would indicate that a TPM2-Shutdown() had been successfiilly
executed.

TRAM2_SetCommandCodeAuditStatus() is always audited.

If the TPM is in Failure mode, command audit is not functional.
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22.2 TPM2_SetCommandCodeAuditStatus

22.2.1 General Description

This command may be used by the Privacy Administrator or platform to change the audit status of a
command or to set the hash algorithm used for the audit digest, but not both at the same time.

If the auditAlg parameter is a supported hash algorithm and not the same as the current algorithm, then

the TPM will check both setl ist and clearl ist are empty (zero length). If so, then the algorithm is chang

:nd’

anfl the audit digest is cleared. If auditAlg is TPM_ALG_NULL or the same as the current algorithmgth

the

algorithm and audit digest are unchanged and the setList and clearList will be processed.

en

NQTE 1 Because the audit digest is cleared, the audit counter will increment the next time that ‘an audited

Us
ev

NO

Th
co
co
no

If & command code is in both setList and clearList, then it will not be audited (that is, setList shall

pre

command is executed.

e of TPM2_SetCommandCodeAuditStatus() to change the list of audited commands is an audi
ent. If TPM_CC_SetCommandCodeAuditStatus is in clearList, the fact that it is jn clearList is ignored

TE 2 Use of this command to change the audit hash algorithm is not audited, 'and the digest is reset wi

was used to change the algorithm.

e commands in setList indicate the commands to be added to the-list of audited commands and
mmands in clearList indicate the commands that will no longér be audited. It is not an error i
mmand in setList is already audited or is not implemented. Itis not an error if a command in clearLis|
currently being audited or is not implemented.

cessed first).

ed

en

the command completes. The change in the audit hash algorithm is the evidence that this command

he
[ a
[is

be
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22.2.2 Command and Response

Table 135 — TPM2_SetCommandCodeAuditStatus Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM CC commandCode TPM CC SetCommandCodeAuditStatus {NV}

TPM_RH_OWNER or TPM_RH_PLATFORM-+{PP}
TPMI_RH_PROVISION @auth Auth Index: 1

Auth Role: USER
P ——————— . A

hash algorithm for the audit digest; if

5 .

TPMI_ALG_HASH+ auditAlg TPM_ALG_NULL, then the hash is\not changed

TPML_CC setList list of commands that will be added to those that will

be audited

TPML_CC clearList list of commands that wilno longer be audited
Table 136 — TPM2_SetCommandCodeAuditStatus Response

Type Name Descriptign

TPM_ST tag see clause 7

UINT32 responseSize

TPM_RC responseCode
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22.2.3 Detailed Actions

#include "InternalRoutines._h"

#include "'SetCommandCodeAuditStatus_fp.h"

#ifdef TPM_CC_SetCommandCodeAuditStatus // Conditional expansion of this file
TPM_RC

TPM2_SetCommandCodeAuditStatus(

SetCommandCodeAuditStatus_In *in // IN: input parameter list
)
{
TPM_RC result;
UINT32 i;
BOOL changed = FALSE;

// The command needs NV update. Check if NV is available.
// A TPM_RC_NV_UNAVAILABLE or TPM_RC NV_RATE error may be returned at
// this point
result = NvisAvailable();
if(result '= TPM_RC_SUCCESS)
return result;

//| Internal Data Update

// Update hash algorithm
if(  in->auditAlg "= TPM_ALG NULL

&& in->auditAlg != gp.auditHashAlg)
{

// Can®t change the algorithm and command list\at the same time
if(in->setList.count !'= 0 |] in->clearList._count = 0)
return TPM_RC_VALUE + RC_SetCommandCodeAuditStatus_auditAlg;

// Change the hash algorithm for audit
gp-auditHashAlg = in->auditAlg;

// Set the digest size to a unigle value that indicates that the digest
// algorithm has been changedy The size will be cleared to zero in the
// command audit processing Oy exit.

gr.commandAuditDigest.t.size = 1;

// Save the change of \spmmand audit data (this sets g_updateNV so that NV
// will be updated@@yvexit.)
NviWriteReserved(NV_AUDIT_HASH_ALG, &gp-auditHashAlQ);

} else {

// Processset list
for(i 07 i < in->setList.count; i++)

%7 1T change is made in CommandAuditSet, set changed flag
1 F(CommandAuditSet(in->setList.commandCodes[i]))
changed = TRUE;

// Process clear list
for(i = 0; 1 < in->clearList_count; i++)
// 1T change is made in CommandAuditClear, set changed flag
i1T(CommandAuditClear(in->clearList.commandCodes[i]))
changed = TRUE;

// 1T change was made to command list, update NV

if(changed)
// this sets g_updateNV so that NV will be updated on exit.
NviVriteReserved(NV_AUDIT_COMMANDS, &gp-auditComands);
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63 return TPM_RC_SUCCESS;
64
65 #endif // CC_SetCommandCodeAuditStatus
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23

23

Integrity Collection (PCR)

.1 Introduction

In ISO/IEC 11889 (first edition), an Event was hashed using SHA-1 and then the 20-octet digest was
extended to a PCR using TPM_Extend(). ISO/IEC 11889 allows the use of multiple PCR at a given Index,
each using a different hash algorithm. Rather than require that the external software generate multiple
hashes of the Event with each being extended to a different PCR, the Event data may be sent to the TPM

for,

h:\ching This ensures that the rnclllfing dignctc will prnlnnrly reflect the nlgnrifhme chaosen forthe P

R

ev

NO

To
co

Ch
an

po

If # PCR may be associated with a policy, then the algorithm ID of that-policy determines whether

po
thd

TAM_ALG_NULL, then no policy is present and the authorization-requires an EmptyAuth.

If 4
sa

Pc
md
fro

NO

A

PQ
PQ

EX

b if the calling software is unable to implement the hash algorithm.

TE 1 There is continued support for software hashing of events with TPM2_PCR_Extend().

support recording of an Event that is larger than the TPM input buffer, the callermay use
mmand sequence specified in clause 1.

ange to a PCR requires authorization. The authorization may be with either an authorization valug
authorization policy. The platform-specific specifications determine which PCR’may be controlled
icy. All other PCR are controlled by authorization.

icy is to be applied. If the algorithm ID is not TPM_ALG_NULL, theh the policy digest associated W
PCR must match the policySession—policyDigest in a policy’ session. If the algorithm 1D

L platform-specific specification indicates that PCR are grouped, then all the PCR in the group use
me authorization policy or authorization value.

fUpdateCounter counter will be incremented on the”successful completion of any command t
difies (Extends or resets) a PCR unless the platfoerm-specific specification explicitly excludes the P
m being counted.

TE 2 If a command causes PCR .in )multiple banks to change, the PCR Update Counter can
incremented either once or once“for each bank.

blatform-specific specification may._designate a set of PCR that are under control of the TCB. Thg
R may not be modified without ‘the proper authorization. Updates of these PCR shall not cause
R Update Counter to incremént.

AMPLE Updates of.the“TCB PCR will not cause the PCR update counter to increment because these P
are changed at the whim of the TCB and might not represent the trust state of the platform.
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.2 TPM2_PCR_Extend

.2.1 General Description

E)

This command is used to cause an update to the indicated PCR. The digests parameter contains one or
more tagged digest values identified by an algorithm ID. For each digest, the PCR associated with
pcrHandle is Extended into the bank identified by the tag (hashAlg).

EXAMPLE A SHAI1 digest would be Extended into the SHA1 bank and a SHA256 digest would be Extended into

Fo
sh

wh

If

NO

NO

m

Th

prq
alg

NO

If he TPM unmarshals the( hashAlg of a list entry and the unmarshaled value is not a hash algorit

the SHA256 bank.

Il perform the following operation:

because the unmarshalling* of digests will fail. Each of the entries in the list is a TPMT_HA, whic
a hash algorithm followed by a digest. If the algorithm is not implemented, unmarshalling of
hashAlg will fail and\the TPM will return TPM_RC_HASH.

blemented on the TPM, the TPM shall return TPM_RC_HASH.

e pcrHandle parameter is allowed to reference TPM_RH_NULL. If so, the input parameters

cessed but no{action is taken by the TPM. This permits the caller to probe for implemented ha
orithms as ancalternative to TPM2_GetCapability..
TE 3 This command allows a list of digests so that PCR in all banks can be updated in a single comma|

While the semantics of this command allow multiple extends to a single PCR bank, this is not
preferred use and the limit on the number of entries in the list make this use somewhat impractical

[ each list entry, the TPM will check to see if pcrNum is implemented for that algorithm. If so;the TIPM

PCR.digestnew [pcrNum][alg] := Hag(PCR.digest.iq [pcrNum][alg] || data[alg].biiffer)) (6)
ere
Hayg() hash function using the hash algorithm, associated with the PCR
instance
PCR.digest the digest value in a PCR
pcrNum the PCR numeric selector (pcriHandle)
alg the PCR algorithm selectorfor the digest
data[alg].buffer the bank-specific data to be extended
o digest value is specified for a bank, then the PCR.in‘that bank is not modified.
TE 1 This allows consistent operation of thesdigests list for all of the Event recording commands.
digest is present and the PCR in that bank’is not implemented, the digest value is not used.
TE 2 If the caller includes digests.for algorithms that are not implemented, then the TPM will fail the gall
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23.2.2 Command and Response

Table 137 — TPM2_PCR_Extend Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_PCR_Extend {NV}

handle of the PCR
TRMI_DH_PCR+ @pcrHandle Auth Handle: 1
Auth Role: USER

TRML_DIGEST_VALUES digests list of tagged digest values to be extended

Table 138 — TPM2_PCR_Extend Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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23.2.3 Detailed Actions

#include "InternalRoutines._h"
#include "PCR_Extend_fp.h"
#ifdef TPM_CC PCR Extend // Conditional expansion of this Tile

Table 139 — TPM2_PCR_Extend Errors

Error Returns Meaning

TPM_RC_LOCALITY current command locality is not allowed to extend the PCR
referenced by pcrHandle

TPM_RC
TPM2_PCR_Extend(
PCR_Extend _In  *in // IN: input parameter list
)
{
TPM_RC result;
UINT32 i;

//| Input Validation

// have validated that all of the indicated hash algori#ims are valid. If the
// hash algorithms are correct, the unmarshaling code\uill unmarshal a digest
// of the size indicated by the hash algorithm. If tRe overall size is not

// consistent, the unmarshaling code will run oyt~OF input data or have input

// function will not be called.

// For NULL handle, do nothing and return$uccess
if(in->pcrHandle == TPM_RH_NULL)
return TPM_RC_SUCCESS;

// Check if the extend operation s allowed by the current command locality
i F(1PCRIsExtendAl lowed(in->pcrHandle))
return TPM_RC_LOCALITY;

// ITf PCR is state savedfand we need to update orderlyState, check NV
// availability
iT(PCRIsStateSaved(in=>pcrHandle) && gp-orderlyState !'= SHUTDOWN_NONE)
{

result = NvilsAvailable();

if(result @="TPM_RC_SUCCESS) return result;

g_clearOrderly = TRUE;

}

/7] Internal\Pata Update

/A Iterate input digest list to extend
For(i = 0; 1 < in->digests.count; i++)

// NOTE: This function assumes that the unmarshaling functubn for “digests® will

// data left over. In either case, it will causeNan unmarshaling error and this

PCRExtend(in->pcrHandle, in->digests.digests[i].hashAlg,
CryptGetHashDigestSize(in->digests.digests[i]-hashAlQg),
(BYTE *) &in->digests.digests[i].digest);
3

return TPM_RC_SUCCESS;

}
#endif // CC_PCR Extend
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23.3 TPM2_PCR_Event

23.3.1 General Description

This command is used to cause an update to the indicated PCR.

The data in eventData is hashed using the hash algorithm associated with each bank in which the
indicated PCR has been allocated. After the data is hashed, the digests list is returned. If the pcrHandle
references an implemented PCR and not TPM_ALG_NULL, the digests list is processed as in
THVMZ_PCR_EXtend().

A [TPM shall support an Event.size of zero through 1,024 inclusive (Event.size is an octet count). |An
Event.size of zero indicates that there is no data but the indicated operations will still occur,

EXAMPLE 1 If the command implements PCR[2] in a SHAL bank and a SHA256 bank, then an,extend to PCR[2]
will cause eventData to be hashed twice, once with SHA1 and once with SHA256,. The SHA1 hash of
eventData will be Extended to PCR[2] in the SHA1 bank and the SHA256 hash_of eventData willf be
Extended to PCR[2] of the SHA256 bank.

Or] successful command completion, digests will contain the list of tagged digests of eventData that was
computed in preparation for extending the data into the PCR. At the option of the TPM, the list may
contain a digest for each bank, or it may only contain a digest for each bank in which pcrHandle is extgnt.
If pcrHandle is TPM_RH_NULL, the TPM may return either an empty list or a digest for each bank.

EXAMPLE 2 Assume a TPM that implements a SHA1l bank and/{a,'SHA256 bank and that PCR[22] is dnly
implemented in the SHA1 bank. If pcrHandle referedces”PCR[22], then digests can contain eithgqr a
SHAL and a SHA256 digest or just a SHAL digest.
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23.3.2 Command and Response

Table 140 — TPM2_PCR_Event Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_PCR_Event {NV}

Handle of the PCR
TRMI_DH_PCR+ @pcrHandle Auth Handle: 1
Auth Role: USER

TRM2B_EVENT eventData Event data in sized buffer

Table 141 — TPM2_PCR_Event Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
TRML_DIGEST_VALUES digests
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23.3.3 Detailed Actions

#include "InternalRoutines.h"
#include "PCR_Event fp.h"
#ifdef TPM_CC PCR Event // Conditional expansion of this fTile

Table 142 — TPM2_PCR_Event Errors

Error Returns Meaning

TPM_RC_LOCALITY current command locality is not allowed to extend the PCR
referenced by pcrHandle

TPM_RC
TPM2_PCR_Event(
PCR_Event_In *in, // IN: input parameter list
PCR_Event Out *out // OUT: output parameter list
)
{
TPM_RC result;
HASH_STATE hashState;
UINT32 i
UINT16 size;

//| Input Validation

// ITf a PCR extend is required
if(in->pcrHandle = TPM_RH_NULL)

// 1f the PCR is not allow to extend, retu¥h error
i T(1PCRIsExtendAl lowed(in->pcrHandle))
return TPM_RC_LOCALITY;

// 1T PCR is state saved and we neetl to update orderlyState, check NV
// availability
iT(PCRIsStateSaved(in->pcrHandle) && gp-orderlyState !'= SHUTDOWN_NONE)

{
result = NvisAvailable();
if(result = TPM_RC SUCCESS) return result;
g _clearOrderly =STRUE;

3

}

//| Internal Data Updetg
out->digests.count = HASH_COUNT;

// lteratesupported PCR bank algorithms to extend

for(i =\0; 1 < HASH_COUNT; i++)

{
TPM_ALG_ID hash = CryptGetHashAlgBylIndex(i);
out->digests.digests[i].hashAlg = hash;
size — CryptStartiasitthast;, &iashState);
CryptUpdateDigest2B(&hashState, &in->eventData.b);
CryptCompleteHash(&hashState, size,

(BYTE *) &out->digests.digests[i].digest);
if(in->pcrHandle '= TPM_RH NULL)
PCRExtend(in->pcrHandle, hash, size,
(BYTE *) &out->digests.digests[i]-digest);

3
return TPM_RC_SUCCESS;
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54 #endif // CC PCR Event
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23.4 TPM2_PCR_Read

23.4.1 General Description

This command returns the values of all PCR specified in pcrSelectionin.

The TPM will process the list of TPMS PCR_SELECTION in pcrSelectionin in order. Within each
TPMS_PCR_SELECTION, the TPM will process the bits in the pcrSelect array in ascending PCR order
(see ISO/IEC 11889-2 for definition of the PCR order). If a bit is SET, and the indicated PCR is present,
thgm the TPV Wil add the digest of the PTR 10 the 1St of vallues 1o be retarned m pervalues.

The TPM will continue processing bits until all have been processed or until pcrValues would be teovlarge
to fit into the output buffer if additional values were added.

The returned pcrSelectionOut will have a bit SET in its pcrSelect structures for each value present in

pcfValues.
The current value of the PCR Update Counter is returned in pcrUpdateCounter.

The returned list may be empty if none of the selected PCR are implemented.

NQTE If no PCR are returned from a bank, the selector for the bank will .be present in pcrSelectionOut.

Nd authorization is required to read a PCR and any implemented PCR-hay be read from any locality.
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Table 143 — TPM2_PCR_Read Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit session is present;
otherwise, TPM_ST_NO_SESSIONS

ul

NT32

commandSize

T

M_CC

commandCode

TPM_CC_PCR_Read

TH

ML_PCR_SELECTION

pcrSelectionin

The selection of PCR to read

Table 144 — TPM2_PCR_Read Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize
TRM_RC responseCode
——— ———  —  — —  —— |
UINT32 pcrUpdateCounter the current value of'the PCR update counter
TRML_PCR_SELECTION pcrSelectionOut the PCR in the‘returned list
TAML_DIGEST pcrvalues the contents of the PCR indicated in pcrSelect as

tagged\digests

© ISO/IEC 2015 — All rights reserved

215


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

©CoOo~NOOODWNE

ISO/IEC 11889-3:2015(E)

23.4.3 Detailed Actions

#include "InternalRoutines.h"
#include "PCR_Read fp.h"
#ifdef TPM_CC PCR Read // Conditional expansion of this file

TPM_RC

TPM2_PCR_Read(
PCR_Read_In *in, // IN: input parameter list
PCR_Read Out *out // OUT: output parameter list
)

{

//|Command Output

// Call PCR read function. input pcrSelectionln parameter could be changed
// to reflect the actual PCR being returned
PCRRead(&in->pcrSelectionln, &out->pcrValues, &out->pcrUpdateCounter);

out->pcrSelectionOut = in->pcrSelectionln;
return TPM_RC_SUCCESS;

s
#efdif // CC_PCR Read
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23.5 TPM2_PCR_Allocate

23.5.1 General Description

This command is used to set the desired PCR allocation of PCR and algorithms. This command requires

Platform Authorization.

The TPM will evaluate the request and, if sufficient memory is available for the requested allocation, the

TPM WI|| store the aIIocatlon request for use durmg the next TPM2 Startup(TPM SU CLEAR) operatlon

M2_Startup(TPM_SU CLEAR) If this command is received mult|ple t|mes befere
M2_Startup(TPM_SU_CLEAR), each one overwrites the previous stored allocation.

Thjs command will only change the allocations of banks that are listed in pcrAllocation.

EXAMPLE 1 If a TPM supports SHA1 and SHA256, then it maintains an allocation for two banks_(ene” of which cg
be empty). If a TPM_PCR_ALLOCATE() only has a selector for the SHA1 bank, thenJonly the allocaf
of the SHA1 bank will be changed and the SHA256 bank will remain unchanged. To change
allocation of a TPM from 24 SHA1 PCR and no SHA256 PCR to 24 SHA256 PER and no SHA1 PCR,
pcrAllocation would have to have two selections: one for the empty SHA1 bank’and one for the SHA
bank with 24 PCR.

If & bank is listed more than once, then the last selection in the pcrAllocation list is the one that the T
wil| attempt to allocate.

Thjs command shall not allocate more PCR in any bank than thére are PCR attribute definitions. T
PQR attribute definitions indicate how a PCR is to be managed ~if it is resettable, the locality for upd3
etd. In the response to this command, the TPM returns thé.maximum number of PCR allowed for &
bapk.

When PCR are allocated, if DRTM_PCR is defined, thie*resulting allocation must have at least one b3
with the DRTM PCR allocated. If HCRTM_PCR is défined, the resulting allocation must have at least g
bapk with the HCRTM_PCR allocated. If not, the TPM returns TPM_RC_PCR.

The TPM may return TPM_RC_SUCCESS(éven though the request fails. This is to allow the TPM
return information about the size needed-for the requested allocation and the size available. If

sizeNeeded parameter in the return.is-less than or equal to the sizeAvailable parameter, then

allpcationSuccess parameter will be-YES. Alternatively, if the request fails, The TPM may ret
TAM_RC_NO_RESULT.

EXAMPLE 2 An example for,this type of failure is a TPM that can only support one bank at a time and can|
support arbitrary distribution of PCR among banks.

After this command,TRM2_Shutdown() is only allowed to have a startupType equal to TPM_SU_CLEA

NOITE Even if this command does not cause the PCR allocation to change, the TPM cannot have its st
saved. This is done in order to simplify the implementation. There is no need to optimize
command as it is not expected to be used more than once in the lifetime of the TPM (it can be u
any number of times but there is no justification for optimization).
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23.5.2 Command and Response

Table 145 — TPM2_PCR_Allocate Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_PCR_Allocate {NV}

TPM_RH_PLATFORM+{PP}
TRMI_RH_PLATFORM @authHandle Auth Index: 1
Auth Role: USER

TRML_PCR_SELECTION pcrAllocation the requested allocation

Table 146 — TPM2_PCR_Allocate Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode
_—— |
TRMI_YES_NO allocationSuccess YES if the allocation succeeded

UINT32 maxPCR maximum number of PCR that may be in a bank

UINT32 sizeNeeded number of octets required to satisfy the request

UINT32 sizeAvailable Numbe_r of octets available. Computed before the

allocation.
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5.3 Detailed Actions

#include "InternalRoutines._h"
#include "PCR_Allocate_fp.h"
#ifdef TPM_CC PCR Allocate // Conditional expansion of this Tile

TP
TP

//

Table 147 — TPM2_PCR_Allocate Errors

Error Returns Meaning

TPM_RC_PCR the allocation did not have required PCR

TPM_RC_NV_UNAVAILABLE NV is not accessible

TPM_RC_NV_RATE NV is in a rate-limiting mode
I RC
2 PCR_Allocate(

PCR_Allocate_In *in, // IN: input parameter list
PCR_Allocate_Out *out // OUT: output parameter list
)

TPM_RC result;

// The command needs NV update. Check if NV is availabke.
// A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error mayWe returned at
// this point.
// Note: These codes are not listed in the return<values above because it is
// an implementation choice to check in this roy&ire rather than in a common
// function that is called before these actions, are called. These return values
// are specified in the Response Code clausg\o¥ this part of ISO/IEC 11889.
result = NvisAvailable();
if(result = TPM_RC_SUCCESS)

return result;

Command Output

// Call PCR Allocation functions
result = PCRAllocate(&in->pcrAllocation, &out->maxPCR,
&out->sizeNeeded, &out->sizeAvailable);
if(result == TPM_RC_PCR)
return result;

//
out->allocationSuccess = (result == TPM_RC_SUCCESS);

// if re-cenfpguration succeeds, set the flag to indicate PCR configuration is
// going B\ be changed in next boot
if(outs>allocationSuccess == YES)

g-pcrReConfig = TRUE;

return TPM_RC_SUCCESS;

3
#endif // CC_PCR_Allocate
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23

.6 TPM2_PCR_SetAuthPolicy

.6.1 General Description

This command is used to associate a policy with a PCR or group of PCR. The policy determines the
conditions under which a PCR may be extended or reset.

A policy may only be associated with a PCR that has been defined by a platform-specific specification as
allowing a policy. If the TPM implementation does not allow a policy for pcrNum, the TPM shall return
THAV_RC_VALUE:

A
pc
Th

blatform-specific specification may group PCR so that they share a common policy. In such-case
Num that selects any of the PCR in the group will change the policy for all PCR in the group,

e policy setting is persistent and may only be changed by TPM2_ PCR_SetAuthRolicy() or

TRAM2_ChangePPS().

Bel
Pd

NO

If
ret

NO

Th

NO

fore this command is first executed on a TPM or after TPM2_ChangePPS(), the access control on
R will be set to the default value defined in the platform-specific specification.

TE 1 It is expected that the typical default will be with the policy hash~set to TPM_ALG_NULL and
Empty Buffer for the authPolicy value. This will allow an EmptyAuth-to be used as the authorizaf
value.

urn TPM_RC_SIZE.

TE 2 If hashAlg is TPM_ALG_NULL, then the size needs'to be zero.

s command requires platformAuth/platformPolicy.

TE 3 If the PCR is in multiple policy sets;g>the policy will be changed in only one set. The set tha
changed will be implementation dependent.
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he size of the data buffer in authPolicy is not the size of a digest-produced by hashAlg, the TPM shall
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Table 148 — TPM2_PCR_SetAuthPolicy Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_PCR_SetAuthPolicy {NV}
TPM_RH_PLATFORM+{PP}

TRMI_RH_PLATFORM @authHandle Auth Index: 1

Auth Role: USER

A

TRM2B_DIGEST authPolicy the desired authPolicy

TRMI_ALG_HASH+ hashAlg the hash algorithm of the policy

TRMI_DH_PCR pcrNum the PCR for which the policy isto be set
Table 149 — TPM2_PCR_SetAuthPolicy Respanse

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode
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23.6.3 Detailed Actions

#include "InternalRoutines._h"
#include "PCR_SetAuthPolicy fp.h"
#ifdef TPM_CC_PCR_SetAuthPolicy // Conditional expansion of this file

Table 150 — TPM2_PCR_SetAuthPolicy Errors

Error Returns Meaning

TPM_RC_SIZE size of authPolicy is not the size of a digest produced by policyDigest

TPM_RC_VALUE PCR referenced by pcrNum is not a member of a PCR policy group

TPM_RC
TPY2_PCR_SetAuthPolicy(
PCR_SetAuthPolicy_In *in // IN: input parameter list

)
UINT32 grouplndex;

TPM_RC result;

// The command needs NV update. Check if NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC _NV_RATE error may e returned at
// this point

result = NvisAvailable();

if(result '= TPM_RC_SUCCESS) return result;

//| Input Validation:

// Check the authPolicy consistent with hash algorithm
if(in—>authPolicy.t.size != CryptGetHashDigestSize(in->hashAlg))
return TPM_RC_SIZE + RC_PCR_SetAuthPolicy_authPolicy;

// It PCR does not belong to a pelicy group, return TPM_RC VALUE
1 T(IPCRBelongsPol icyGroup(in->pckNum, &grouplndex))
return TPM_RC_VALUE + RC(PCR_SetAuthPolicy_pcrNum;

//| Internal Data Update

// Set PCR policy
gp-pcrPolicies._hashAlg[grouplndex] = in->hashAlg;
gp-pcrPolicies._policy[groupindex] = in->authPolicy;

// Save new goMcy to NV
NvWriteReserved(NV_PCR_POLICIES, &gp-pcrPolicies);

return<IPM _RC_SUCCESS;

}
#endif A/~ CC_PCR_SetAuthPolicy
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23.7 TPM2_PCR_SetAuthValue

23.7.1 General Description

This command changes the authValue of a PCR or group of PCR.

An authValue may only be associated with a PCR that has been defined by a platform-specific
specification as allowing an authorization value. If the TPM implementation does not allow an
authorization for pcrNum, the TPM shall return TPM_RC_VALUE. A platform-specific specification may
grgup PCR S0 that they share a common authorization value. i sUch case, a pcrNum that sefects anyl of
thg PCR in the group will change the authValue value for all PCR in the group.

The authorization setting is set to EmptyAuth on each STARTUP(CLEAR) or by TPM2_Clear(). The
authorization setting is preserved by SHUTDOWN(STATE).
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23.7.2 Command and Response

Table 151 — TPM2_PCR_SetAuthValue Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC PCR_SetAuthValue
handle for a PCR that may have an authorization palug
set

TRMI_DH_PCR @pcrHandle Auth Index: 1

Auth Role: USER
_»,_.-— m e s ___—AM,_™ . _e__—_———————————

TRM2B_DIGEST auth the desired authorization value

Table 152 — TPM2_PCR_SetAuthValue Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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23.7.3 Detailed Actions

#include "InternalRoutines._h"
#include "PCR_SetAuthValue_fp.h"
#ifdef TPM_CC PCR _SetAuthValue // Conditional expansion of this Tile

Table 153 — TPM2_PCR_SetAuthValue Errors

Error Returns Meaning

TPM_RC_VALUE PCR referenced by pcrHandle is not a member of a PCR
authorization group

TP _RC
TPM2_PCR_SetAuthValue(
PCR_SetAuthValue_In *in // IN: input parameter list

))

UINT32 grouplndex;
TPM_RC result;

//| Input Validation:

// 1T PCR does not belong to an auth group, return TPM_RC §/ALUE
i F(1PCRBelongsAuthGroup(in->pcrHandle, &grouplndex))
return TPM_RC_VALUE;

// The command may cause the orderlyState to be ,chared due to the update of
// state clear data. IT this is the case, Check\MT NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE &¥for may be returned at

// this point

if(gp-orderlyState = SHUTDOWN_NONE)

{

result = NvisAvailable(Q);
if(result '= TPM_RC _SUCCESS) retwrn result;
g_clearOrderly = TRUE;

}

//| Internal Data Update

// Set PCR authValue
gc.pcrAuthValues.auth[grouplndex] = in->auth;

return TPM_RC_SUGCESS;

}
#endif // CC_PCR SetAuthValue
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23.8 TPM2_PCR_Reset

23.8.1 General Description

If the attribute of a PCR allows the PCR to be reset and proper authorization is provided, then this
command may be used to set the PCR to zero. The attributes of the PCR may restrict the locality that can
perform the reset operation.

NOTE 1 The definition of TPMI DH PCR (see ISO/IEC 11889-2, clause 10.6, “TPMI DH PCR") indicates
that if pcrHandle is out of the allowed range for PCR, then the appropriate return valuel is
TPM_RC_VALUE.

If pcrHandle references a PCR that cannot be reset, the TPM shall return TPM_RC_LOCALITY-.

NQITE 2 TPM_RC_LOCALITY is returned because the reset attributes are defined on a per-lgecality basis.
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23.8.2 Command and Response

Table 154 — TPM2_PCR_Reset Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_PCR_Reset {NV}

the PCR to reset
TRMI_DH_PCR @pcrHandle Auth Index: 1

Auth Role: USER
e et

Table 155 — TPM2_PCR_Reset Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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23.8.3 Detailed Actions

#include "InternalRoutines._h"
#include "PCR_Reset fp.h"
#ifdef TPM_CC PCR Reset // Conditional expansion of this fTile

Table 156 — TPM2_PCR_Reset Errors

Error Returns Meaning
TPM_RC_LOCALITY current command locality is not allowed to reset the PCR referenced
by pcrHandle
TPM_RC
TPM2_PCR_Reset(
PCR_Reset _In *in // IN: input parameter list
)
{
TPM_RC result;
//| Input Validation
// Check if the reset operation is allowed by the current dommand locality
iT(1PCRIsResetAl lowed(in->pcrHandle))
return TPM_RC_LOCALITY;
// 1T PCR is state saved and we need to update orderfyState, check NV
// availability
iTf(PCRIsStateSaved(in->pcrHandle) && gp.orderlyState = SHUTDOWN_NONE)
{
result = NvisAvailable();
if(result = TPM_RC_SUCCESS)
return result;
g_clearOrderly = TRUE;
}
//| Internal Data Update
// Reset selected PCR in all.banks to O
PCRSetValue(in->pcrHandle;\ 0);
// Indicate that the \RGR changed so that pcrCounter will be incremented if
// necessary.
PCRChanged(in->perHandle);
return TPM_RC SUCCESS;
}
#epdif // CC VPCR_Reset
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23.9 _TPM_Hash_Start

23.9.1 Description

This indication from the TPM interface indicates the start of a dynamic Core Root of Trust for
Measurement (D-CRTM) measurement sequence. On receipt of this indication, the TPM will initialize an
Event Sequence context.

If no object memory is available for creation of the sequence context, the TPM will flush the context of an
ob[ECTS0 that creation of the EVEnt Sequence context will always succeed.

A platform-specific specification may allow this indication before TPM2_Startup().

NOITE If this indication occurs after TPM2_Startup(), it is the responsibility of software to énsure that|an
object context slot is available or to deal with the consequences of having thé )TPM select|an
arbitrary object to be flushed. If this indication occurs before TPM2_Startup() themall context slots
are available.
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23.9.2 Detailed Actions

#include "InternalRoutines.h"

This function is called to process a _TPM_Hash_Start() indication.

void

_TPM_Hash_Start(
void
)

£ N
TPM_RC result; Q
TPMI_DH_OBJECT handle; q,
// 1T a DRTM sequence object exists, free it up qu
iT(g_DRTMHandle != TPM_RH_UNASSIGNED) Cb(b
{ N

ObjectFlush(g_DRTMHandle); N
g_DRTMHandle = TPM_RH_UNASSIGNED;

} \
// Create an event sequence object and store the handle in gl@
// g_DRTMHandle. A TPM_RC_OBJECT_MEMORY error may be returnet\et this point

// The null value for the "auth® parameter will cause the équence structure to
// be allocated without being set as present. This keepg,the sequence from

// being left behind if the sequence is terminated e Y
result = ObjectCreateEventSequence(NULL, &g_DRTMHanQa ;

// If a free slot was not available, then free Li@ slot.
if(result = TPM_RC_SUCCESS) %)

{
// An implementation does not need to §'e a fixed relationship between
// slot numbers and handle numbers. andle the general case, scan for
// a handle that is assigned and f&e it for the DRTM sequence.

// In the reference implementagg?‘n, the relationship between handles and
// slots is fixed. So, if the call to ObjectCreateEvenSequence()

// Tailed indicating that ald@,slots are occupied, then the first handle we
// are going to check (T ENT_FIRST) will be occupied. It will be freed
// so that it can be assigned for use as the DRTM sequence object.
for(handle = TRANSIE IRST; handle < TRANSIENT_LAST; handle++)

{

// try to flg@he first object

if(ObjectI@r ent(handle))

brea%
@ : : is occupi

// If tf@e rst call to find a slot fails but none of the slots is occupied
// th re"s a big problem
pAss@Fand le < TRANSIENT_LAST);

ee the slot

&‘abj ectFlush(handle);

CE) // Try to create an event sequence object again. This time. we must
// succeed.
result = ObjectCreateEventSequence(NULL, &g DRTMHandle);
pAssert(result == TPM_RC_SUCCESS);

}

return;
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23.10 _TPM_Hash_Data

23.10.1 Description

This indication from the TPM interface indicates arrival of one or more octets of data that are to be
included in the Core Root of Trust for Measurement (CRTM) sequence context created by the
_TPM_Hash_Start indication. The context holds data for each hash algorithm for each PCR bank
implemented on the TPM.

If PO H-CRTM EVENT Sequence COMEeXt exists, this Indicaton 15 discarded and no other acuon] is
pefformed.
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23.10.2 Detailed Actions

#include "InternalRoutines.h"
#include ""Platform.h"
#include "PCR_fp.h"

This function is called to process a _TPM_Hash_Data() indication.
void
_TPMHash—Datac€
UINT32 dataSize, // IN: size of data to be extend
BYTE *data // IN: data buffer
)
{
UINT32 i;
HASH_OBJECT *hashObject;
TPMI_DH_PCR pcrHandle = TPMIsStarted()

? PCR_FIRST + DRTM_PCR : PCR FIRST + HCRTM'RCR;

// 1T there is no DRTM sequence object, then _TPM Hash Start
// was not called so this function returns without doing
// anything.
if(g_DRTMHandle == TPM_RH_UNASSIGNED)
return;

hashObject = (HASH_OBJECT *)ObjectGet(g_DRTMHandle);
pAssert(hashObject->attributes.eventSeq);

// For each of the implemented hash algorithms, Sgpblate the digest with the
// data provided.
for(i = 0; 1 < HASH_COUNT; i++)

{
// make sure that the PCR is implenepted for this algorithm
iTf(PcrisAllocated(pcrHandle,
hashObject->state.hashState[i] .state.hashAlg))
// Update sequence object
CryptUpdateDigest(&hashObject->state.hashState[i], dataSize, data);
}
return;
}
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.11 _TPM_Hash_End

A1.1 Description

E)

This indication from the TPM interface indicates the end of the H-CRTM measurement. This indication is
discarded and no other action performed if the TPM does not contain a H-CRTM Event Sequence

context.
NOTE 1 An H-CRTM Event Sequence context is created by TPM_ Hash Start().
If the H-CRTM Event Sequence occurs after TPM2_Startup(), the TPM will set all of the PCR designa

In

Sp
digd

wh

af

the

NO

NO

the platform-specific specifications as resettable by this event to the value indicated in the) platfg
beific specification, and increment restartCount. The TPM will then Extend the EventySequer

est/digests into the designated D-RTM PCR (PCR[17]).
PCR[17][hashAlg] := Hpashaig (initial_value || Hhashay (hash_data)) (7)
ere
hashAlg hash algorithm associated with a bank.of PCR
initial_value initialization value specified in the-platform-specific specificatjon
(should be 0...0)
hash_data all the octets of data received in _TPM_Hash_Data indicationg
| TPM_Hash_End indication that occurs after TPM2_Startup() will increment pcrUpdateCounter unless

latform-specific specification excludes modifications of PCR[DRTM] from causing an increment.

platform-specific specification may allow an H-CRTM>Event Sequence before TPM2_Startup(). If
PM_Hash_End will complete the digest, initialize PCR[0] with a digest-size value of 4, and then exte

H-CRTM Event Sequence data into PCR[0].
PCR[0][hashAlg] = Hprashaig (0...04 || Hhashaig (hash_data))
TE 2 The entire sequence of “TIRM_Hash_Start, _TPM_Hash_Data, and _TPM_Hash_End need
complete before TPM2_Startup() or the sequence will have no effect on the TPM.
TE 3 PCRJ[0] does not need to be updated according to (8) until the end of TPM2_Startup().

50,
nd

(8)

to
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23.11.2 Detailed Actions

#include "InternalRoutines.h"

This function is called to process a _TPM_Hash_End() indication.

void
_TPM_Hash_End(
void

v

UINT32 i;
TPM2B_DIGEST digest;
HASH_OBJECT *hashObject;
TPMI_DH_PCR pcrHandle;

// 1T the DRTM handle is not being used, then either _TPM_Hash_Start has, not
// been called, TPM Hash End was previously called, or some other gommand
// was executed and the sequence was aborted.
iT(g_DRTMHandle == TPM_RH_UNASSIGNED)

return;

// Get DRTM sequence object
hashObject = (HASH_OBJECT *)ObjectGet(g_DRTMHandle);

// 1s this _TPM_Hash_End after Startup or before
if(TPMIsStarted())

{
// After
// Reset the DRTM PCR
PCRResetDynamics();
// Extend the DRTM_PCR.
pcrHandle = PCR_FIRST + DRIM_PCR;
// DRTM sequence increments$ restartCount
gr.restartCount++;
3
else
{
pcrHandle = PCRAFIRST + HCRTM_PCR;
3

// Completes hash and extend PCR, or if this is an HCRTM, complete
// thelhash, reset the H-CRTM register (PCR[0]) to 0...04, and then
// exgend the H-CRTM data

for(@~= 0; 1 < HASH_COUNT; i++)

{
TPMI_ALG _HASH hash = CryptGetHashAlgBylndex(i):
// make sure that the PCR is implemented for this algorithm
if(PcrisAllocated(pcrHandle,
hashObject->state.hashState[i].state.hashAlg))
{
// Complete hash
digest.t.size = CryptGetHashDigestSize(hash);
CryptCompleteHash2B(&hashObject->state.hashState[i], &digest.b);
PcrDrtm(pcrHandle, hash, &digest);
}
}
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// Flush sequence object.
ObjectFlush(g_DRTMHandle);

g_DRTMHandle = TPM_RH_UNASSIGNED;
g DrtmPreStartup = TRUE;

return;

ISO/IEC 11889-3:2015(E)
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24

24

Enhanced Authorization (EA) Commands

.1 Introduction

The commands in clause 24 are used for policy evaluation. When successful, each command will update
the policySession—policyDigest in a policy session context in order to establish that the authorizations
required to use an object have been provided. Many of the commands will also modify other parts of a
policy context so that the caller may constrain the scope of the authorization that is provided.

NQTE 1 Many of the terms used in clause 24 are specified in detail in ISO/IEC 11889-1 and are not redéfined
in clause 24.

The policySession parameter of the command is the handle of the policy session context to"be “modifjed

by|the command.

If the policySession parameter indicates a trial policy session, then the policySession<policyDigest will

be|updated and the indicated validations are not performed.

NQTE 2 A policy session is set to a trial policy by TPM2_StartAuthSession(sessionType = TPM_SE_TRIAL).

NQTE 3 Unless there is an unmarshaling error in the parameters of the.ecommand, these commands will
return TPM_RC_SUCCESS when policySession references a trial*session.

NQTE 4 Policy context other than the policySession—policyDigestrcan be updated for a trial policy but if is
not required.
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.2 Signed Authorization Actions

.2.1 Introduction

The TPM2_PolicySigned, TPM_PolicySecret, and TPM2_PolicyTicket commands use many of the same
functions. Clause 24.2 consolidates those functions to simplify this part of ISO/IEC 11889 and to ensure
uniformity of the operations.

24

Th

a)

b)

c)

d)

Z.L I"OIiCy Fardimneter Cnecks

bse parameter checks will be performed when indicated in the description of each of the commands:

nonceTPM — If this parameter is not the Empty Buffer, and it does ‘hot ma
policySession—nonceTPM, then the TPM shall return TPM_RC_VALUE. This parameter is requi
to be present if expiration is non-zero (TPM_RC_EXPIRED).

expiration — If this parameter is not zero, then its absolute value is compared.to the time in secorn
since the policySession—nonceTPM was generated. If more time has »passed than indicated
expiration, the TPM shall return TPM_RC_EXPIRED. If nonceTPM is the Empty buffer, and expirat
is non-zero, then the TPM shall return TPM_RC_EXPIRED.

If policySession—timeout is greater than policySession—startTime plus the absolute value
expiration, then policySession—timeout is set to policySession-»>startTime plus the absolute valug
expiration. That is, policySession—timeout can only be changed to a smaller value.

timeout — This parameter is compared to the current TRM time. If policySession—timeout is in
past, then the TPM shall return TPM_RC_EXPIRED.

NOTE 1 The expiration parameter is preseqt, 'in the TPM2_PolicySigned and TPM2_PolicySe
command and timeout is the analogous parameter in the TPM2_PolicyTicket command.

cpHashA — If this parameter is not an Empty-Buffer

NOTE 2 CpHashA is the hash>ef the command to be executed using this policy session in
authorization. The algorithm used to compute this hash needs to be the algorithm of the po
session.

1) the TPM shall return TRM_RC_CPHASH if policySession—cpHash is set and the contents
policySession—cpHash/are not the same as cpHashA; or

NOTE 3 cpHash_is the expected cpHash value held in the policy session context.

2) the TPM~shall return TPM_RC SIZE if cpHashA is not the same size
policySession—policyDigest.

NOTE 4 policySession—policyDigest is the size of the digest produced by the hash algorithm used
compute policyDigest.
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24.2.3 Policy Digest Update Function (PolicyUpdate())

This is the wupdate process for policySession—policyDigest used by TPM2_PolicySigned(),
TPM2_PolicySecret(), TPM2_PolicyTicket(), and TPM2_PolicyAuthorize(). The function prototype for the
update function is:

PolicyUpdate(commandCode, argZ2, arg3) 9)
where
Azl aTRM2B NAME
arg3 a TPM2B
These parameters are used to update policySession—policyDigest by
policyDigestiew == Hpolicyaig(policyDigesto || commandCode || arg2.name) (10)
followed by
policyDigestiew+1 = Hpolicyaig(policyDigestaew || arg3.buffer) (11)
where
Hpolicyaig() the hash algorithm chosen when(the policy session was startefl
NQTE 1 If arg3 is a TPM2B_NAME, then arg3.buffer will actually be an arg3.name.
NQTE 2 The arg2.size and arg3.size fields are not included ind¢he hashes.
NQTE 3 PolicyUpdate() uses two hash operations because arg2 and arg3 are variable-sized and [the

concatenation of arg2 and arg3 in a single.hash could produce the same digest even though afg2
and arg3 are different. For example, arg2%x=.1 2 3 and arg3 = 4 5 6 would produce the same digest
as arg2 = 1 2 and arg3 = 3 4 5 6. Rrocessing of the arguments separately in different Ext¢nd
operation insures that the digest produced by PolicyUpdate() will be different if arg2 and arg3 pre
different.
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24.2.4 Policy Context Updates

When a policy command modifies some part of the policy session context other than the
policySession—policyDigest, the following rules apply.

cpHash — this parameter may only be changed if it contains its initialization value (an Empty
String). If cpHash is not the Empty String when a policy command attempts to update it, the TP
will return an error (TPM_RC_CPHASH) if the current and update values are not the same.

timeQut — this parameter may only be changed to a smaller value. If a command attempts to

M

NQITE

update this value with a larger value (longer into the future), the TPM will discard the update
value. This is not an error condition.

commandCode — once set by a policy command, this value may not be changed exceptby
TPM2_PolicyRestart(). If a policy command tries to change this to a different value,~an-error is
returned (TPM_RC_POLICY_CC).

pcrUpdateCounter — this parameter is updated by TPM2_PolicyPCR(). This.walue may only bg

set once during a policy. Each time TPM2_PolicyPCR() executes, it checks to see if
policySession—pcrUpdateCounter has its default state, indicating that.this’is the first

TPM2_PolicyPCR(). If it has its default value, then policySession—perUpdateCounter is set to the

current value of pcrUpdateCounter. If policySession—pcrUpdateCounter does not have its defg
value and its value is not the same as pcrUpdateCounter, the TPMshall return
TPM_RC_PCR_CHANGED.

NOTE If this parameter and pcrUpdateCounter are nofrthe/same, it indicates that PCR have chan

since checked by the previous TPM2_PolicyPCRY). Since they have changed, the previous P
validation is no longer valid.

commandLocality — this parameter is the logicalFAND of all enabled localities. All localities arg
enabled for a policy when the policy session.s‘created. TPM2_PolicyLocalities() selectively
disables localities. Once use of a policy fora locality has been disabled, it cannot be enabled
except by TPM2_PolicyRestart().

isPPRequired — once SET, this parameter may only be CLEARed by TPM2_PolicyRestart().

isAuthValueNeeded — once SET, this parameter may only be CLEARed by
TPM2_PolicyPassword() or TRM2_PolicyRestart().

isPasswordNeeded —once SET, this parameter may only be CLEARed by
TPM2_PolicyAuthValue() or TPM2_PolicyRestart(),

Both TRM2_PolicyAuthValue() and TPM2_PolicyPassword() change policySession—policyDiges
the sam€_way. The different commands simply indicate to the TPM the format used for the authVa
(HMAG "or clear text). Both commands could be in the same policy. The final instance of th
commands determines the format.
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24.2.5 Policy Ticket Creation

If, for TPM2_PolicySigned() or TPM2_PolicySecret(), the caller specified a negative value for expiration,
and the nonceTPM matches policySession->nonceTPM, then the TPM will return a ticket that includes a
value indicating when the authorization expires. If expiration is non-negative, then the TPM will return a
NULL ticket.

The required computation for the digest in the authorization ticket is:

HMAC(proof, Hpoiicyaig(ticketType || timeout || cpHashA || policyRef || authObject—=Name)) (12)

where
proof secret associated with the storage primary seed (SPS)’ of the
TPM
Hyolicyalg hash function using the hash algorithm associated with the policy
session
ticketType either TPM_ST _AUTH_SECRET or TPM_ST_AUTH_SIGNED,
used to indicate type of the ticket
NOTE 1 If  the is  produced by TPM2_PolicySecret() then ticketType | is
TPM_ST_AUTH_SECRET and if produced by TPMZ2_PolicySigned() then ticketTyp¢q is
TPM_ST_AUTH_SIGNED.
timeout implementation-specific&representation of the expiration time| of
the ticket; required. t@ be the implementation equivalent| of
policySession—startiime plus the absolute value of expiration
NOTE 2 timeout is not the same as expiration. The expiration value in the aHash is a relative tifne,
using the creation time of the authorization session (TPM2_StartAuthSession()) as]its
reference. The timeout parameter is an absolute time, using TPM Clock as the reference}
cpHashA the .eommand parameter digest for the command be|ng
authorized; computed using the hash algorithm of the policy
Session
policyRef the commands that use this function have a policyRef paramgter
and the value of that parameter is used here
authObject—Name Name associated with the authObject parameter
240 © ISO/IEC 2015 — All rights reserved
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24.3 TPM2_PolicySigned

24.3.1 General Description

This command includes a signed authorization in a policy. The command ties the policy to a signing key
by including the Name of the signing key in the policyDigest

If policySession is a trial session, the TPM will not check the signature and will update
policySession—policyDigest as specified in 24.2.3 as if a properly signed authorization was received, but
no ticket will be produced

If policySession is not a trial session, the TPM will validate auth and only perform the update if it isja’valid
signature over the fields of the command.
The authorizing entity will sign a digest of the authorization qualifiers: nonceTPM, expiration, cpHashA,
anfl policyRef. The digest is computed as:
aHash = Haumaig(nonceTPM || expiration || cpHashA || policyRef) (13)
where
Hauenaig() the hash associated with the auth parameter of this command
1 Each signature and key combination indicates the scheme and each scheme has an NQTE
associated hash.
nonceTPM the nonceTPM parameter from the TPM2_StartAuthSession()
response. If the authofization is not limited to this session, the
size of this value is zero.
NOTE 2 This parameter needs to be presenti\f'expiration is non-zero.
expiration time limjtyon authorization set by authorizing object. This 321bit
value is'set to zero if the expiration time is not being set.
cpHashA digest of the command parameters for the command bejng
approved using the hash algorithm of the policy session. Sef to
an EmptyAuth if the authorization is not limited to a spedific
command.
NOTE 3 This-swnot the cpHash of this TPM2_PolicySigned() command.
policyRef an opaque value determined by the authorizing entity. Set to the
Empty Buffer if no value is present.
EXAMPLE The’computation for an aHash if there are no restrictions is:
aHash = Hauthaig(00 00 00 0046)
which is the hash of an expiration time of zero.

The aHash is signed by the key associated with a key whose handle is authObject. The signature and
signing parameters are combined to create the auth parameter.

The TPM will perform the parameter checks listed in 24.2.2

If the parameter checks succeed, the TPM will construct a test digest (tHash) over the provided
parameters using the same formulation as shown in equation (13) above.

If tHash does not match the digest of the signed aHash, then the authorization fails and the TPM shall
return TPM_RC_POLICY_FAIL and make no change to policySession—policyDigest.
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When all validations have succeeded, policySession—policyDigest is updated by PolicyUpdate()
(see 24.2.3).

PolicyUpdate(TPM_CC_PolicySigned, authObject—Name, policyRef) (14)

policySession is updated as specified in 24.2.4. The TPM will optionally produce a ticket as specified
in 24.2.5.

Authorization to use authObject is not required.
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Table 157 — TPM2_PolicySigned Command

Type Name Description

TPM_ST_SESSIONS if an audit, encrypt, or decrypt
TPMI_ST_COMMAND_TAG tag session is present; otherwise,

TPM_ST_NO_SESSIONS
UI 1TR2 commandSize
TRM_CC commandCode TPM_CC_PolicySigned

. handle for a key that will validate the signature

TRMI_DH_OBJECT authObject

Auth Index: None

TRMI_SH_POLICY

policySession

handle for the policy session being extended
Auth Index: None

- ——— |

the policy nonce for the session

TRM2B_NONCE nonceTPM .
- This can be the Empty Buffer.
digest of the command_parameters to which this
authorization is limited
TRM2B DIGEST cpHashA This is not the/cpHash for this command but the cpHa,
- for the command to which this policy session will be
applied. Ifjt IS not limited, the parameter will be the
Empty Buffer.
a reference to a policy relating to the authorization —
. may be the Empty Buffer
TRM2B_NONCE policyRef N .
Size is limited to be no larger than the nonce size
supported on the TPM.
time when authorization will expire, measured in
i seconds from the time that nonceTPM was generated
IN[T32 expiration L . . .
If expiration is non-negative, a NULL Ticket is returned.
See 24.2.5.
TRMT_SIGNATURE auth signed authorization (not optional)

Table 158 — TPM2_Po

licySigned Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

- — — — —— — — |

implementation-specific time value, used to indicate tg

THNZENTIMEOUT timeout the TPM when the ticket expires
produced if the command succeeds and expiration in
TPMT_TK_AUTH policyTicket the command was non-zero; this ticket will use the

TPMT_ST_AUTH_SIGNED structure tag. See 24.2.5

NOTE

If policyTicket is a NULL Ticket, then timeout needs to be the Empty Buffer.
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24.3.3 Detailed Actions

#include "InternalRoutines._h"

#include "Policy_spt _fp.h"

#include "PolicySigned_fp.h"

#ifdef TPM_CC_PolicySigned // Conditional expansion of this file

Table 159 — TPM2_PolicySigned Errors

ErTor Returns

Meamg

TPM_RC_CPHASH

cpHash was previously set to a different value

TPM_RC_EXPIRED

nonceTPM is present

TPM_RC_HANDLE

authObject need to have sensitive portion loaded

TPM_RC_KEY

authObject is not a sighing scheme

TPM_RC_NONCE

TPM_RC_SCHEME

the signing scheme of auth is not supported by the TPM

TPM_RC_SIGNATURE

the signature is not genuine

TPM_RC_SIZE

input cpHash has wrong size

expiration indicates a time in the past or expiration is non-zero,butno

nonceTPM is not the nonce associated with thé pelicySession

TPM_RC_VALUE input policylD or expiration dees/not match the internal data in policy

session

TP
TP

_RC
2 PolicySigned(

//

PolicySigned_In
PolicySigned_Out

TPM_RC
SESSION
TPM2B_NAME
TPM2B_DIGEST
HASH_STATE
UINT32

UINT64

Input Validatign

// INx\input parameter list
// -QUT. output parameter list

result = (TPM _RC_SUCCESS;
*session;
entityName;
authHash;
hashState;
expiration = (in->expiration < 0)
? -(in->expiration) : in->expiration;
authTimeout = 0;

// Set up dacdl pointers

session =;SessionGet(in->policySession);

// the session structure

// Ondy»'do input validation if this is not a trial policy session
if(session->attributes.isTrialPolicy == CLEAR)

{

if(expiration 1= Q)

authTimeout

= expiration * 1000 + session->startTime;

result = PolicyParameterChecks(session, authTimeout,

&in->cpHashA, &in->nonceTPM,
RC_PolicySigned_nonceTPM,
RC_PolicySigned_cpHashA,
RC_PolicySigned_expiration);

if(result '= TPM_RC_SUCCESS)
return result;

// Re-compute the digest being signed
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//

O
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/*(See this part of I1SO/IEC 11889)
// The digest is computed as:

// aHash := hash ( nonceTPM | expiration | cpHashA | policyRef)

// where:

// hash(Q) the hash associated with the signed auth

// nonceTPM the nonceTPM value from the TPM2_StartAuthSession .
// response If the authorization is not limited to this
// session, the size of this value is zero.

// expiration time limit on authorization set by authorizing object.
// This 32-bit value is set to zero if the expiration

// tlme is not belng set.

// approved using the hash algorithm of the PSAP session. 03
// Set to NULLauth if the authorization is not limited <:§\
// to a specific command.
// policyRef hash of an opaque value determined by the authorizing
// object. Set to the NULLdigest if no hash is present%/
*/
/7 Start hash O
authHash._t.size = CryptStartHash(CryptGetSignHashAlg(&in->auth), '\

&hashState) ;

o\\(o
O
// add expiration s\

CryptUpdateDigestint(&hashState, sizeof(UINT32), (B éca

// add nonceTPM
CryptUpdateDigest2B(&hashState, &in->nonceTPM.b);

n->expiration);

// add cpHashA QQ

CryptUpdateDigest2B(&hashState, &in->cpHashA. b%

// add policyRef $\
CryptUpdateDigest2B(&hashState, &in->po @%ef. b);

// Complete digest . $
CryptCompleteHash2B(&hashState, &agtgﬁlash b);

// Validate Signature. A TPM?é{S%CHEME TPM_RC_HANDLE or TPM_RC_SIGNATURE
// error may be returned at S point
result = CryptVerifySign (|n >authObject, &authHash, &in->auth);
if(result !'= TPM_RC_SUCCI

return RcSafeAddToResult(result, RC_PolicySigned auth);

}

Internal Data Update O

// Need the Name o & signing entity

entityName.t.siz ntityGetName(in->authObject, &entityName.t.name);

// Update po with input policyRef and name of auth key

// These v; are updated even If the session is a trial session
PolicyCol Update(TPM_CC_PolicySigned, &entityName, &in->policyRef,
&in->cpHashA, authTimeout, session);

Create ticket and timeout buffer if in->expiration < 0 and this is not

// a trial session.
// NOTE: PolicyParameterChecks() makes sure that nonceTPM is present
// when expiration is non-zero.
if( in->expiration < 0
&& session->attributes.isTrialPolicy == CLEAR
)

{
// Generate timeout buffer. The format of output timeout buffer is
// TPM-specific.
// Note: can"t do a direct copy because the output buffer is a byte
// array and it may not be aligned to accept a 64-bit value. The method
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// used has the side-effect of making the returned value a big-endian,
// 64-bit value that is byte aligned.

out->timeout.t._size = sizeof(UINT64);
UINT64_TO_BYTE_ARRAY(authTimeout, out->timeout.t.buffer);

// Compute policy ticket

TicketComputeAuth(TPM_ST_AUTH_SIGNED, EntityGetHierarchy(in->authObject),
authTimeout, &in->cpHashA, &in->policyRef, &entityName,
&out->policyTicket);

else

}

#endif // CC_PolicySigned

// Generate a null ticket.
// timeout buffer is null
out->timeout.t.size = 0;

// auth ticket is null
out->policyTicket_tag = TPM_ST_AUTH_SIGNED;
out->policyTicket._hierarchy = TPM_RH_NULL;
out->policyTicket.digest.t.size = O;

}

return TPM_RC_SUCCESS;
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24.4 TPM2_PolicySecret

24.4.1 General Description

This command includes a secret-based authorization to a policy. The caller proves knowledge of the
secret value using an authorization session using the authValue associated with authHandle. A password
session, an HMAC session, or a policy session containing TPM2_PolicyAuthValue() or
TPM2_PolicyPassword() will satisfy this requirement.

urn

The secret is the authValue of the entity whose handle is authHandle, which may be any TPM ‘entity with
a handle and an associated authValue. This includes the reserved handles, NV Indexes, ‘and loaded
oblects.

EXAMPLE Examples of reserved handles are Platform, Storage, and Endorsement.

[N

NQTE 1 The authorization value for a hierarchy cannot be used in this command if the hierarchy is disable

If the authorization check fails, then the normal dictionary attack logic is invoked.

If the authorization provided by the authorization session is valid, the command parameters are checked
as|specified in 24.2.2.

nopceTPM must be present if expiration is non-zero.

When all validations have succeeded, policySession—policyDigest is updated by PolicyUpdate()
(sqe 24.2.3).

PolicyUpdate(TPM_CC_PolicySecret, authObject—Name, policyRef) (15)

policySession is updated as specified in 24.2.4.ZThe TPM will optionally produce a ticket as specifjed
in 24.2.5.

If the session is a trial session, policySession—policyDigest is updated as if the authorization is valid put
nofcheck is performed.

NQTE 2 If an HMAC is used, to convey the authorization, a separate session is needed for the authorization.
Because the HMAC in that authorization will include a nonce that prevents replay of fhe
authorization, the value of the nonceTPM parameter in this command is limited. It is retained mogtly
to provide processing consistency with TPM2_PolicySigned().
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24.4.2 Command and Response

Table 160 — TPM2_Po

licySecret Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

Tag

TPM_ST_SESSIONS

UINT32 commandSize
TPM_CC commandCode TPM_CC_PolicySecret
handle for an entity providing the authorization
TRMI_DH_ENTITY @authHandle Auth Index: 1
Auth Role: USER
. . handle for the policy session being extended
TRMI_SH_POLICY policySession

Auth Index: None

- — — — —  — — —  ____ __ ____________________|

the policy nonce for the session

TRM2B_NONCE nonceTPM ]
- This can be the Empty Buffet.
digest of the command parameters to which this
authorization is limited
TAM2B DIGEST cpHashA This not the cpHash for_ this (_:omrr_land but_the c_pHash
- for the command ‘te which this policy session will be
applied. If itis,fot limited, the parameter will be the
Empty Buffer
a reference to a policy relating to the authorization —
) may be’the Empty Buffer
TRM2B_NONCE policyRef @), .. . .
Size is limited to be no larger than the nonce size
supported on the TPM.
time when authorization will expire, measured in
o seconds from the time that nonceTPM was generated
IN[T32 Expiration . . . .
If expiration is non-negative, a NULL Ticket is returned.
See 24.2.5.
Table 161 — TPM2_PolicySecret Response
Type Name Description
TRM_ST Tag see clause 7
UINT32 responseSize
TRM_RC responseCode

—=_——— |

implementation-specific time value used to indicate to

TRM2B_TIMEQUT timeout the TPM when the ticket expires; this ticket will use the¢
TPMT_ST_AUTH_SECRET structure tag
- produced if the command succeeds and expiration in
THMT) TK_AUTH pO“CyTICket the caommand was nan-zerqa _See 24 2 5
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#include "InternalRoutines._h"

#include "PolicySecret_fp.h"

#ifdef TPM_CC PolicySecret // Conditional expansion of this file
#include "Policy_spt fp.h"

TP
TP

//

//

Table 162 — TPM2_PolicySecret Errors

ErTor Returmns

Meamg

TPM_RC_CPHASH

cpHash for policy was previously set to a value that is not the same
as cpHashA

TPM_RC_EXPIRED

expiration indicates a time in the past

TPM_RC_NONCE

nonceTPM does not match the nonce associated with pelicySession

cpHashA is not the size of a digest for the hash associated with

TPM_RC_SIZE
policySession

TPM_RC_VALUE
session

input policylD or expiration does not match the.internal data in policy

| RC
2 PolicySecret(

PolicySecret_In *in, // IN: input pargieker list
PolicySecret_Out *out // OUT: output, pdrameter list
)
TPM_RC result;
SESSION *session;
TPM2B_NAME entityName;
UINT32 expiration = (in*>expiration < 0)
2 —(in->expiration) : in->expiration;
UINT64 authTimeout.= 0;

Input Validation

// Get pointer to the session structure
session = SessionGet(in->policySession);

//0nly do input validation if this is not a trial policy session
if(session->attribdtes.isTrialPolicy == CLEAR)

{
if(expiration = 0)
authTimeout = expiration * 1000 + session->startTime;
result = PolicyParameterChecks(session, authTimeout,
&in->cpHashA, &in->nonceTPM,
RC_PolicySecret_nonceTPM,
RC_PolicySecret _cpHashA,
RE+PoheySeeret—expiration):
if(result = TPM_RC_SUCCESS)
return result;
¥

Internal Data Update
// Need the name of the authorizing entity
entityName.t.size = EntityGetName(in->authHandle, &entityName.t.name);

// Update policy context with input policyRef and name of auth key
// This value is computed even for trial sessions. Possibly update the

© ISO/IEC 2015 — All rights reserved
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PolicyContextUpdate(TPM_CC_PolicySecret, &entityName, &in->policyRef,
&in->cpHashA, authTimeout, session);

// Command Output

// Create ticket and timeout buffer if in->expiration < 0 and this is not
// a trial session.
// NOTE: PolicyParameterChecks() makes sure that nonceTPM is present
// when expiration is non-zero.
if( in->expiration < 0
&& session->attributes.isTrialPolicy == CLEAR
AY

}

7

{
// Generate timeout buffer. The format of output timeout buffer is
// TPM-specific.
// Note: can®t do a direct copy because the output buffer is a byte
// array and it may not be aligned to accept a 64-bit value. The method
// used has the side-effect of making the returned value a big-endian,
// 64-bit value that is byte aligned.
out->timeout.t_size = sizeof(UINT64);
UINT64_TO_BYTE_ARRAY(authTimeout, out->timeout.t._buffer);
// Compute policy ticket
TicketComputeAuth(TPM_ST_AUTH_SECRET, EntityGetHierarchy(in<=>authHandle),

authTimeout, &in->cpHashA, &in->policyReF,
&entityName, &out->policyTicket);

}

else

{
// timeout buffer is null
out->timeout.t.size = O;
// auth ticket is null
out->policyTicket.tag = TPM_ST_AUTH_SEGRET;
out->policyTicket._hierarchy = TPM_RH-NULL;
out->policyTicket.digest.t.size = 0;

}

return TPM_RC_SUCCESS;

#edif // CC_PolicySecret

250

© ISO/IEC 2015 — All rights reserved



https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

24

24

ISO/IEC 11889-3:2015(

.5 TPM2_PolicyTicket

.5.1 General Description

E)

This command is similar to TPM2_PolicySigned() except that it takes a ticket instead of a signed
authorization. The ticket represents a validated authorization that had an expiration time associated with

It.

The parameters of this command are checked as specified in 24.2.2.

If fhe checks succeed, the TPM uses the timeout, cpHashA, policyRef, and authName to construc

tic
(ot

If

et to compare with the value in ticket. If these tickets match, then the TPM will create a TPM2B. NA
jectName) using authName and update the context of policySession by PolicyUpdate() (see'24.2.3)

PolicyUpdate(commandCode, authName, policyRef) (
the structure tag of ticket is TPM_ST AUTH_SECRET, then commandCode will

TRAM_CC_PolicySecret. If the structure tag of ticket is TPM_ST_AUTH_SIGNED, then. commandCode

be
po

TPM_CC_PolicySIgned.

icySession is updated as specified in 24.2.4.

L a
ME

16)

be
ill
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24.5.2 Command and Response

Table 163 — TPM2_PolicyTicket Command

Type Name Description
TPM_ST_SESSIONS if an audit or decrypt session is
TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
TRM_CC commandCode TPM_CC_PolicyTicket
. . handle for the policy session being extended
TRMI_SH_POLICY policySession
Auth Index: None
.-, - =
time when authorization will expire
TRM2B_TIMEOUT timeout The contents are TPM specific. This Shall be the valug
returned when ticket was produced,
digest of the command parameters to which this
authorization is limited
TRM2B_DIGEST cpHashA . . .
If it is not limited, the parameter will be the Empty
Buffer.
THM2B_NONCE policyRef reference to aqualifier for the policy — may be the
Empty Buffer
TRM2B_NAME authName name of the object that provided the authorization
. an authorization ticket returned by the TPM in responge
TRMT_TK_AUTH ticket to @, TPM2_PolicySigned() or TPM2_PolicySecret()
Table 164 — TPM2-PolicyTicket Response
Type Name Description
TRM_ST tag see clause 7
UINT32 responsesSize
TRM_RC responseCode
252 © ISO/IEC 2015 — All rights reserved
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24.5.3 Detailed Actions

#include "InternalRoutines._h"

#include "PolicyTicket_fp.h"

#ifdef TPM_CC PolicyTicket // Conditional expansion of this file
#include "Policy_spt fp.h"

TP
TP

//

Table 165 — TPM2_PolicyTicket Errors

ETTOoT REtuUTns IVIb‘dHng
TPM_RC_CPHASH policy's cpHash was previously set to a different value
TPM_RC_EXPIRED timeout value in the ticket is in the past and the ticket has expired
TPM_RC_SIZE timeout or cpHash has invalid size for the
TPM_RC_TICKET ticket is not valid

| RC

2 PolicyTicket(

PolicyTicket_In *in // IN: input parameter list

)

TPM_RC result;

SESSION *session;

UINT64 timeout;

TPMT_TK_AUTH ticketToCompare;

TPM_CC commandCode = TPM_CC_PolicySecret;

Input Validation

// Get pointer to the session structure
session = SessionGet(in->policySession);

// NOTE: A trial policy session isfipt allowed to use this command.
// A ticket is used in place of ga\previously given authorization. Since
// a trial policy doesn"t actualNly authenticate, the validated
// ticket is not necessary and) in place of using a ticket, one
// should use the intended, authorization for which the ticket
// would be a substituted
if(session—>attributesiisTrialPolicy)
return TPM_RCS_ATIRIBUTES + RC_PolicyTicket policySession;

// Restore timeQw data. The format of timeout buffer is TPM-specific.
// In this imglenentation, we simply copy the value of timeout to the
// buffer.
if(in->tinmeout.t.size = sizeof(UINT64))

retur TPM_RC_SIZE + RC_PolicyTicket_timeout;
timeout\= BYTE_ARRAY_TO_UINT64(in->timeout.t.buffer);

/A\Do the normal checks on the cpHashA and timeout values
result = PolicyParameterChecks(session, timeout,

&INM->CpHashA, NULL,
0, // no bad nonce return
RC_PolicyTicket cpHashA,
RC_PolicyTicket _timeout);
if(result = TPM_RC_SUCCESS)
return result;

// Validate Ticket

// Re-generate policy ticket by input parameters

TicketComputeAuth(in->ticket.tag, in->ticket_hierarchy, timeout, &in->cpHashA,
&in->policyRef, &in->authName, &ticketToCompare);
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// Compare generated digest with input ticket digest

iT(IMemory2BEqual (&in->ticket.digest._b, &ticketToCompare.digest.b))

return TPM_RC_TICKET + RC_PolicyTicket ticket;

// Internal Data Update

// 1s this ticket to take the place of a TPM2_PolicySigned() or

// a TPM2_PolicySecret()?
if(in->ticket.tag == TPM_ST_AUTH_SIGNED)
commandCode = TPM_CC_PolicySigned;

sl %+ =—_THDAM _CT ALITL] CCADET

] 4 4+ P
CEToSC— T It crerc Ty TN OT_ O T _JCCnET)

commandCode = TPM_CC_PolicySecret;

else
// There could only be two possible tag values.
// be caught by the ticket validation process.
pAssert(FALSE) ;

// Update policy context
&in->cpHashA, timeout, session);
return TPM_RC_SUCCESS;

}
#endif // CC_PolicyTicket

PolicyContextUpdate(commandCode, &in->authName, &in->policyRef,

Any other value should
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.6 TPM2_PolicyOR

.6.1 General Description

E)

This command allows options in authorizations without requiring that the TPM evaluate all of the options.
If a policy may be satisfied by different sets of conditions, the TPM need only evaluate one set that
satisfies the policy. This command will indicate that one of the required sets of conditions has been
satisfied.

Po
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digd

If
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Th
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b

c

~ =

A

NO

ICYSESSIoN—policyDIgest 15 compared aganst the ISt of _provided values. 1T the curr
icySession—policyDigest does not match any value in the list, the TPM shall return TPM_RC_ VALY
nerwise, it will replace policySession—policyDigest with the digest of the concatenation of-alD of
ests and return TPM_RC_SUCCESS.

olicySession is a trial session, the TPM will assume that policySession—policyDigestymatches ong
list entries and compute the new value of policyDigest.

e algorithm for computing the new value for policyDigest of policySession is:

Concatenate all the digest values in pHashList:
digests '= pHashList.digests[1].buffer || ... || pHashList.digests[n].buffer (
NOTE 1 The TPM will not return an error if the size of an entry is\not the same as the size of the dig
of the policy. However, that entry cannot match policyDigest.
Reset policyDigest to a Zero Digest.
Extend the command code and the hashes computed ii-step a) above:
policyDigestaew == Hpolicyaig(policyDigestai || TPM_CC_PolicyOR || digests) (
NOTE 2 The computation in b) and c) aboVe is equivalent to:
policyDigestnew := Hpoliyaig(0...0 || TPM_CC_PolicyOR || digests)
'PM shall support a list with at least eighttagged digest values.
TE 3 If policies are to be portable between TPMs, then they ought to not use more than eight values.

PNt
JE.
he

of

17)

est

18)
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24.6.2 Command and Response

Table 166 — TPM2_PolicyOR Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
T M CCoeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee A compman dCad TDRM CC DalicvyOR
T LAANEA =4 =4 COoTTirrier o AA%A 2 LELEL A A S~ = Ullvy T\,
. . handle for the policy session being extended
TRMI_SH_POLICY policySession

Auth Index: None
oo e —— . S——

TRML_DIGEST pHashList the list of hashes to check for a match

Table 167 — TPM2_PolicyOR Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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24.6.3 Detailed Actions

#include "InternalRoutines._h"

#include "PolicyOR_fp.h"

#ifdef TPM_CC PolicyOR // Conditional expansion of this fTile
#include "Policy_spt fp.h"

Table 168 — TPM2_PolicyOR Errors

ETToT REtUTTS IVIEdHng

policySession

TPM_RC_VALUE no digest in pHashList matched the current value of policyDigest for

TPY_RC
TPM2_PolicyOR(
PolicyOR_In *in // IN: input parameter list
)
{
SESSION *session;
UINT32 i;

//| Input Validation and Update

// Get pointer to the session structure
session = SessionGet(in->policySession);

// Compare and Update Internal Session policy if match
for(i = 0; 1 < in->pHashList.count; i++)
{
if( session—>attributes.isTrialPolicy == SET
Il (Memory2BEqual (&session->u2.policyDigest.b,
&in->pHashList.digests[i].b))
)

{
// Found a match

HASH_STATE hashState;
TPM_CC commandCode = TPM_CC_PolicyOR;

// Start hash
&hashState) ;
// Set pol@icyDigest to O string and add it to hash

MemorySet(session->u2.policyDigest.t._buffer, 0,
session->u2.policyDigest.t.size);

/¢ ~add command code

// Add each of the hashes in the list
for(i = 0; i < in->pHashList.count; i++)

session->u2.poligyDigest.t.size = CryptStartHash(session->authHashAlg,

CryptUpdateDigest2B(&hashState, &session->u2_policyDigest.b);

CryptUpdateDigestiInt(&hashState, sizeof(TPM_CC), &commandCode);

1
// Extend policyDigest

CryptUpdateDigest2B(&hashState, &in->pHashList.digests[i].b);

}
// Complete digest

CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);

return TPM_RC_SUCCESS;
3
3

// None of the values in the list matched the current policyDigest
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return TPM_RC_VALUE + RC_PolicyOR_pHashList;

#endif // CC _PolicyOR
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.7 TPM2_PolicyPCR

.7.1 General Description

E)

This command is used to cause conditional gating of a policy based on PCR. This command together
with TPM2_PolicyOR() allows one group of authorizations to occur when PCR are in one state and a
different set of authorizations when the PCR are in a different state. If this command is used for a trial
policySession, policySession—policyDigest will be updated using the values from the command rather
than_the values from digest of the TPM PCR

Th
If
va
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ha
ret
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wh
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Th
up
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When this command is executed, policySession—pcrUpdateCounter is checked to see if it has bq

pre
se
haj

TPM will modify the pcrs parameter so that bits that correspond to unimplemented PCR are GLEA
olicySession is not a trial policy session, the TPM will use the modified value of pcrs to select P
ues to hash according to ISO/IEC 11889-1, clause 17.5, “Selecting Multiple PCR”. The hash.algorit
he policy session is used to compute a digest (digestTPM) of the selected PCR. If pcrDigest does

urn TPM_RC_VALUE and make no change to policySession—policyDigest. If the*values match, 9
length of pcrDigest is zero, then policySession—policyDigest is extended by:

policyDigestiew = Hpolicyaig(policyDigesto || TPM_CC_PolicyPCR ||.pets || digestTPM) (
ere

pcrs the pcrs parameter with bits=‘corresponding to unimplemen
PCR setto 0

digestTPM the digest of the selected PCR using the hash algorithm of
policy session

TE 1 If the caller provides the expected PCR valte; the intention is that the policy evaluation stop at t
point if the PCR do not match. If the caller does not provide the expected PCR value, then
validity of the settings will not be determined until an attempt is made to use the policy
authorization. If the policy is construc¢téd such that the PCR check comes before user authorizaf
checks, this early termination wouldallow software to avoid unnecessary prompts for user inpu
satisfy a policy that would fail later due to incorrect PCR values.

er this command completes successfully, the TPM shall return TPM_RC_PCR_CHANGED if the po
5sion is used for authorization and'the PCR are not known to be correct.

e TPM uses a “generation”snumber (pcrUpdateCounter) that is incremented each time PCR
Hated (unless the PCR being.changed is specified not to cause a change to this counter). The valug

mmand is executed~When the policy is used for authorization, the current value of the countel
mpared to the valuenin the policy session context and the authorization will fail if the values are not
me.

viously set)(in the reference implementation, it has a value of zero if not previously set). If it has be
, it will\be compared with the current value of pcrUpdateCounter to determine if any PCR chang
Ve occurred. If the values are different, the TPM shall return TPM_RC_PCR_CHANGED.

R.
CR
hm
hot

Ve a length of zero, then it is compared to digestTPM; and if the values do not match,the TPM shall

rif

19)
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5 counter is stored in_the policy session context (policySession—pcrUpdateCounter) when this

is
he

en

es

NO

TE 2 Since the pcrUpdateCounter is updated if any PCR is extended (except those specified not to do so),

this means that the command will fail even if a PCR not specified in the policy is updated. This is
optimization for the purposes of conserving internal TPM memory. This would be a rare occurren

an
ce.

In addition, if this should occur, the policy could be reset using the TPM2_PolicyRestart command

and rerun.

If policySession—pcrUpdateCounter has not been set, then it is set to the current value of
pcrUpdateCounter.

If policySession is a trial policy session, the TPM will not check any PCR and will compute:
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policyDigestiew = Hpolicyaig(policyDigesto || TPM_CC_PolicyPCR || pcrs || pcrDigest) (20)

In this computation, pcrs is the input parameter without modification.

NOTE 3 The pcrs parameter is expected to match the configuration of the TPM for which the policy is being
computed which might not be the same as the TPM on which the trial policy is being computed.

NOTE 4 Although no PCR are checked in a trial policy session, pcrDigest is expected to correspond to some
useful PCR values. It is legal, but pointless, to have the TPM aid in calculating a policyDigest
corresponding to PCR values that are not useful in practice.
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24.7.2 Command and Response

Table 169 — TPM2_PolicyPCR Command

ISO/IEC 11889-3:2015(E)

TH

M2B_DIGEST

pcrDigest

Type Name Description
TPM_ST_SESSIONS if an audit or decrypt session is

TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
T M CCoeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee A compman dCad TDRM _CC Dalicov/DOD

T LAANEA =4 =4 \*A>4 o AA%A 2 LELEL A A S~ = Ullv,l LAY

. . handle for the policy session being extended

TRMI_SH_POLICY policySession

Auth Index: None

————————————— |
expected digest value of the selected PCR using the
hash algorithm of the session; may be zero length

TH

ML_PCR_SELECTION

pcrs

the PCR to include in the check digest

Table 170 — TPM2_PolicyPCR Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

© ISO/IEC 2015 — All rights reserved
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24.7.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicyPCR_fp.h"
#ifdef TPM_CC PolicyPCR // Conditional expansion of this file

TP
TP

//

//

262

Table 171 — TPM2_PolicyPCR Errors

Error Returns Meaning

TPM_RC_VALUE if provided, pcrDigest does not match the current PCR settings

TPM_RC_PCR_CHANGED a previous TPM2_PolicyPCR() set pcrCounter and it has changed
_RC
2 _PolicyPCR(

PolicyPCR_In *in // IN: input parameter list

)

SESSION *session;

TPM2B_DIGEST pcrDigest;

BYTE pcrs[sizeof(TPML_PCR_SELECTION)];

UINT32 pcrSize;

BYTE *puffer;

TPM_CC commandCode = TPM_CC_PolicyPCR;

HASH_STATE hashState;

Input Validation

// Get pointer to the session structure
session = SessionGet(in->policySession);

// Do validation for non trial session
iT(session—>attributes.isTrialPolicy ==\ CLEAR)

{

// Make sure that this is notygoing to invalidate a previous PCR check
if(session->pcrCounter != 0.&& session->pcrCounter != gr.pcrCounter)
return TPM_RC_PCR_CHANGED;

// Compute current PCRN\digest
PCRComputeCurrentDigest(session->authHashAlg, &in->pcrs, &pcrDigest);

// 1T the callger specified the PCR digest and it does not
// match the¢lbrrent PCR settings, return an error..
iT(in->pcrbigest.t.size = 0)

i f(ANemory2BEqual (&in->pcrDigest.b, &pcrDigest.b))
return TPM_RC_VALUE + RC_PolicyPCR_pcrDigest;

H
b
ekse

[/ Eor trial QDQQiﬁI’\’ jIIQf use the inrnlf PCR rlirJan

pcrDigest = in->pcrDigest;
Internal Data Update

// Update policy hash

// policyDigestnew = hash(  policyDigestold || TPM_CC_PolicyPCR
// Il pcrs || pcrDigest)

// Start hash

CryptStartHash(session->authHashAlg, &hashState);

// add old digest
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CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

// add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

// add PCRS

buffer = pcrs;

pcrSize = TPML_PCR_SELECTION_Marshal (&in->pcrs, &buffer, NULL);
CryptUpdateDigest(&hashState, pcrSize, pcrs);

// add PCR digest

Cxrvmatlladatals 42D £ 0 1 IO 4 Curoa-Na 4o\ -

CryptoptacCoTgC Stz oo aSTiotace; PCToTgtSTrioy)5

// complete the hash and get the results
CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);

// update pcrCounter in session context for non trial session
if(session->attributes._isTrialPolicy == CLEAR)

{

}
return TPM_RC_SUCCESS;

session->pcrCounter = gr.pcrCounter;

#endif // CC_PolicyPCR

© ISO/IEC 2015 — All rights reserved
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24.8 TPM2_PolicyLocality

24.8.1 General Description

This command indicates that the authorization will be limited to a specific locality.

policySession—commandLocality is a parameter kept in the session context. When the policy session is
started, this parameter is initialized to a value that allows the policy to apply to any locality.

eater than hen an extended locality is indicated. For an extended locali
policySession—commandLocality has not previously been set or that the cdrrent
value of policySession—commandLocality is the same as locality (TPM_RC_RANGE).

When locality is not an extended locality, the TPM will validate that the policySession—commandLoca)ity
is hot set to an extended locality value (TPM_RC_RANGE). If not the TPM will disable anylocality hot
SHT in the locality parameter. If the result of disabling localities results in no locality being enabled, the
TRAM will return TPM_RC_RANGE.

If o error occurred in the validation of locality, policySession—policyDigest is exténded with
policyDigestiew = Hpolicyag(policyDigestoa || TPM_CC_PolicyLocality || locality) (1)

Then policySession—commandLocality is updated to indicate which.lecalities are still allowed after
execution of TPM2_PolicyLocality().

When the policy session is used to authorize a command, the authgrization will fail if the locality used [for
thg command is not one of the enabled localities in policySession~commandLocality.
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24.8.2 Command and Response

Table 172 — TPM2_PolicyLocality Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_PolicyLocality
. . handle for the policy session being extended
TRMI_SH_POLICY policySession
Auth Index: None
TRMA_LOCALITY locality the allowed localities for the policy

Table 173 — TPM2_PolicyLocality Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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24.8.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicylLocality_fp.h"
#ifdef TPM_CC PolicyLocality // Conditional expansion of this file

Limit a policy to a specific locality

Table 174 — TPI\/I?_PnIir‘yI nr‘nlify Errars

Error Returns Meaning

TPM_RC_RANGE all the locality values selected by locality have been disabled by
previous TPM2_PolicyLocality() calls.

TPM_RC

TPY2_PolicyLocality(
PolicyLocality In  *in // IN: input parameter list
)

{
SESSION *session;
BYTE marshalBuffer[sizeof(TPMA_LOCALITY)];
BYTE prevSetting[sizeof(TPMA_LOCALITY)];
UINT32 marshalSize;
BYTE *pbuffer;
TPM_CC commandCode = TPM_CC_PolicyLocality;

HASH_STATE hashState;
//| Input Validation

// Get pointer to the session structure
session = SessionGet(in->policySession);

// Get new locality setting in cangn@d¢al form
buffer = marshalBuffer;
marshalSize = TPMA_LOCALITY_Marshal(&in->locality, &buffer, NULL);

// 1ts an error if the localrey parameter is zero
if(marshalBuffer[0] == 0)
return TPM_RC_RANGE~+.RC_PolicyLocality locality;

// Get existing local'¥ty setting in canonical form
buffer = prevSetting’;
TPMA_LOCALITY_Marshal (&session->commandLocality, &buffer, NULL);

// IT the Josality has previously been set
it prevSetting[0] '= 0
/7 ¢c&Ren the current locality setting and the requested have to be the same
LFype (that is, either both normal or both extended
&& ((prevSetting[0] < 32) = (marshalBuffer[0] < 32)))
return TPM_RC_RANGE + RC_PolicylLocality_locality;

// See if the input is a regular or extended locality
if(marshalBuffer[0] < 32)

{

// iT there was no previous setting, start with all normal localities
// enabled
if(prevSetting[0] == 0)

prevSetting[0] = Ox1F;

// AND the new setting with the previous setting and store it in prevSetting
prevSetting[0] &= marshalBuffer[0];
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// The result setting can not be 0
if(prevSetting[0] == 0)
return TPM_RC_RANGE + RC_PolicylLocality locality;

}

else

{
// for extended locality
// if the locality has already been set, then it must match the
if(prevSetting[0] '= 0 && prevSetting[0] !'= marshalBuffer[0])

return TPM_RC_RANGE + RC_PolicylLocality_locality;

AA—SeEtrReg—s—o
prevSetting[0] = marshalBuffer[0];

}

//| Internal Data Update

// Update policy hash

// policyDigestnew = hash(policyDigestold || TPM_CC PolicyLocality || Pecality)
// Start hash

CryptStartHash(session->authHashAlg, &hashState);

// add old digest
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b)s

// add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

// add input locality
CryptUpdateDigest(&hashState, marshalSize, marshalBuffer);

// complete the digest
CryptCompleteHash2B(&hashState, &session->u2:policyDigest.b);

// update session locality by unmarsha\Nunction. The function must succeed
// because both input and existing locality setting have been validated.
buffer = prevSetting;
TPMA_LOCALITY_Unmarshal (&session=>commandLocality, &buffer,

(INT32 %) &marshalSize);

return TPM_RC_SUCCESS;

3
#emdif // CC_PolicyLocal vty
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24.9 TPM2_PolicyNV

24.9.1 General Description

This command is used to cause conditional gating of a policy based on the contents of an NV Index. Itis
an immediate assertion. The NV index is validated during the TPM2_PolicyNV() command, not when the
session is used for authorization.

If policySession is a trial policy session, the TPM will update policySession—policyDigest as shown in

eqpations (22) and (Z3) below and retarn TPM_RC_SUCCESS. It Wil hot perform any validaton, 1
remainder of this general description would apply only if policySession is not a trial policy session.

An

NOITE If read access is controlled by policy, the policy ought to include a branch.that authorize

If 1

The TPM will validate that the size of operandB plus offset is not greater than-thie’ size of the NV Index.
it i$, the TPM shall return TPM_RC_SIZE.

(0]
]
T

the

wh

Th

wh

perandA begins at offest into the NV index contents and has a size equal’to the size of operandB. T

authorization session providing authorization to read the NV Index shall be provided.

TPM2_PolicyNV().

M will perform the indicated arithmetic check using operandA and(operandB. . If the check falils,
M shall return TPM_RC_POLICY and not change policySession<policyDigest. If the check succee

TPM will hash the arguments:
args = Hpaiicyaig(operandB.buffer; | \offset || operation) (
ere
Hyoticyaig() hash functign using the algorithm of the policy session
operandB the value used for the comparison
offset offset from the start of the NV Index data to start the comparis
operation the operation parameter indicating the comparison be
performed
b value of args and the Name' of the NV Index are extended to policySession—policyDigest by
policyDigestiew = Hpolicyaig(policyDigesto || TPM_CC_PolicyNV || args || nvindex—Name) (
ere
Hpolicyaig() hash function using the algorithm of the policy session
args value computed in equation (22)
nvindex—Name the Name of the NV Index

PMA_NV_WRITTEN is not SET in the NV Index, the TPM shall return TPM_RC_NV_UNINITIALIZED.

he

he
he
ds,

b2)

N

ng

b3)

The signed arithmetic operations are performed using twos-compliment.

Magnitude comparisons assume that the octet at offset zero in the referenced NV location and in
operandB contain the most significant octet of the data.

26
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Table 175 — TPM2_PolicyNV Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM_CC commandCode TPM_CC PolicyNV

handle indicating the source of the authorization valug
TRMI_RH_NV_AUTH @authHandle Auth Index: 1

Auth Role: USER

the NV Index of the area to read
TRMI_RH_NV_INDEX nvindex

Auth Index: None

) . handle for the policy session being extended

TRMI_SH_POLICY policySession

Auth Index: None

- — — — |

TRM2B_OPERAND operandB the second operand
UINT16 offset the offset in the NVLIndex for the start of operand A
TRM_EO operation the comparisonrto make
Table 176 — TPM2_PolicyNY.Response
Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize
TRM_RC responseCode

© ISO/IEC 2015 — All rights reserved
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24.9.3 Detailed Actions

#include "InternalRoutines.h"
#include "PolicyNV_fp.h"

#ifdef TPM_CC PolicyNV // Conditional expansion of this fTile

#include "Policy_spt fp.h"
#include "NV_spt _fp.h"

// Include NV support routine for read access check

Table 177 — TPM2_PolicyNV Errors

Error Returns

Meaning

TPM_RC_AUTH_TYPE

NV index authorization type is not correct

TPM_RC_NV_LOCKED

NV index read locked

TPM_RC_NV_UNINITIALIZED

the NV index has not been initialized

TPM_RC_POLICY

the comparison to the NV contents failed

TPM_RC_SIZE the size of nvindex data starting at offset is lesSthan the size of
operandB
TPM_RC
TPMY2_PolicyNV(
PolicyNV_In *in // IN: input parameter_4dst
)
{
TPM_RC result;
SESSION *session;
NV_INDEX nvindex;
BYTE nvBuffer[sizeof(in->opérandB.t.buffer)];
TPM2B_NAME nvName;
TPM_CC commandCode = TPM_:CC)PolicyNV;
HASH_STATE hashState;
TPM2B_DIGEST argHash;

//| Input Validation

// Get NV index information
NvGetlndexInfo(in->nvIindex,: &nvindex);

// Get pointer to theé session structure
session = SessionGet(in->policySession);

/71T this is goixTal policy, skip all validations and the operation
if(session->attributes.isTrialPolicy == CLEAR)

{

// NVORead access check. NV index should be allowed for read. A

/ANBM_RC_AUTH_TYPE or TPM_RC _NV_LOCKED error may be return at this

N point

result = NvReadAccessChecks(in->authHandle, in->nvindex);

if(result = TPM_RC_SUCCESS) return result;

// Valid NV data size should not be smaller than input operandB size

if((nvindex.publicArea.dataSize - in->offset) < in->operandB.t.size)
return TPM_RC_SIZE + RC_PolicyNV_operandB;

// Arithmetic Comparison

// Get NV data. The size of NV data equals the input operand B size

NvGetlIndexData(in->nvindex, &nvindex, in->offset,

in—>operandB.t.size, nvBuffer);
270 © ISO/IEC 2015 — All rights reserved
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switch(in->operation)
{
case TPM_EO EQ:
// compare A = B
iT(CryptCompare(in->operandB.t.size, nvBuffer,
in—>operandB.t.size, in->operandB.t.buffer)
return TPM_RC_POLICY;
break;
case TPM_EO NEQ:
// compare A '= B
iT(CryptCompare(in->operandB.t.size, nvBuffer,

——————————————————————————————— > epeFandBtSsizes—i—>eperandB—t-buffer)
return TPM_RC_POLICY;
break;
case TPM_EO _SIGNED GT:
// compare A > B signed
if(CryptCompareSigned(in->operandB.t.size, nvBuffer,
in->operandB.t.size, in->operandB.t.buffer)
return TPM_RC_POLICY;
break;
case TPM_EO_UNSIGNED_GT:
// compare A > B unsigned
iT(CryptCompare(in->operandB.t.size, nvBuffer,
in->operandB.t.size, in->operandB-t.buffer)
return TPM_RC_POLICY;
break;
case TPM_EO_SIGNED_LT:
// compare A < B signed
iT(CryptCompareSigned(in->operandB.t.size, \hvBuffer,
in—>operandB.t.size, in->operandB.t.buffer)
return TPM_RC_POLICY;
break;
case TPM_EO_UNSIGNED_LT:
// compare A < B unsigned
iT(CryptCompare(in->operandB-stisize, nvBuffer,
in—>operandB.t.size, in->operandB.t.buffer)
return TPM_RC_POLICY;
break;
case TPM_EO_SIGNED GE:
// compare A >= BrsWgned
iT(CryptCompareSigned(in->operandB.t.size, nvBuffer,
in—>operandB.t.size, in->operandB.t.buffer)
return ARPMRC_POLICY;
break;
case TPM_EO.UNSIGNED_GE:
// cpmpare A >= B unsigned
iT(CryptCompare(in->operandB.t.size, nvBuffer,
in—>operandB.t.size, in->operandB.t.buffer)
return TPM_RC_POLICY;
break;
case TPM_EO_SIGNED LE:
// compare A <= B signed
iT(CryptCompareSigned(in->operandB.t.size, nvBuffer,
in->operandB.t.size, in->operandB.t._buffer)
return TPM RC POLICY;

7

< 0)

break;
case TPM_EO UNSIGNED_LE:
// compare A <= B unsigned
iT(CryptCompare(in->operandB.t.size, nvBuffer,
in->operandB.t.size, in->operandB.t.buffer)
return TPM_RC_POLICY;
break;
case TPM_EO BITSET:
// All bits SET in B are SET in A. ((A&B)=B)

UINT32 i;

© ISO/IEC 2015 — All rights reserved
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113 for (i = 0; 1 < in->operandB.t.size; i++)

114 if((nvBuffer[i] & in->operandB.t.buffer[i])
115 I= in->operandB.t.buffer[i])

116 return TPM_RC_POLICY;

117 }

118 break;

119 case TPM_EO BITCLEAR:

120 // All bits SET in B are CLEAR in A. ((A&B)=0)
121 {

122 UINT32 i;

123 for (i = 0; i < in->operandB.t.size; i++)

124 ———— F vBuFferFHH—&—n—eperandB—thbufferfi D=9
125 return TPM_RC_POLICY;

126 }

127 break;

128 default:

129 pAssert(FALSE);

130 break;

131 }

132 3}

133

134 //| Internal Data Update

135

136 // Start argument hash

137 argHash._t_size = CryptStartHash(session->authHashAlg, &hashState);
138

139 // add operandB

140 CryptUpdateDigest2B(&hashState, &in->operandB.b);

141

142 // add offset

143 CryptUpdateDigestInt(&hashState, sizeof(UINT16) s &ih->0ffset);
144

145 // add operation

146 CryptUpdateDigestInt(&hashState, sizeof(TPM_EO), &in->operation);
147

148 // complete argument digest

149 CryptCompleteHash2B(&hashState, &argHash.b);

150

151 // Update policyDigest

152 // Start digest

153 CryptStartHash(session->authHashAlg, &hashState);

154

155 // add old digest

156 CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);
157

158 // add commandCpde

159 CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);
160

161 // add arggght digest

162 CryptUpdateDigest2B(&hashState, &argHash.b);

163

164 // Addihg nvName

165 nvName.t.size = EntityGetName(in->nvindex, &nvName.t_name);
166 CryptUpdateDigest2B(&hashState, &nvName.b);

167

168 // complete the digest

169 CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);
170

171 return TPM_RC_SUCCESS;

172

3
173 #endif // CC_PolicyNV
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.10 TPM2_PolicyCounterTimer

.10.1 General Description

E)

This command is used to cause conditional gating of a policy based on the contents of the

P

MS_TIME_INFO structure.

If policySession is a trial policy session, the TPM will update policySession—policyDigest as shown in
equations (24) and (25) below and return TPM_RC_SUCCESS. It will not perform any validation. The

re

Th
str

po

wh

Th

wh

Th

TAMS_TIME_INFO structure begins at offset and has a length of operandB.size. If the octets to

co
is

with a TPMS_TIME dNFO structure member.

Mg
co

alnder or this general description would apply only It policysession IS not a trial Policy sesslon.

e TPM will perform the indicated arithmetic check on the indicated portion of the TPMS_TIME N
cture. If the check fails, the TPM shall return TPM_RC_POLICY and not|,chan
icySession—policyDigest. If the check succeeds, the TPM will hash the arguments:
args = Hyaicyaig(operandB.buffer || offset || operation) (
ere
Hpoticyaig() hash function using the algorithm of the policy session
operandB.buffer the value used for the comparison
offset offset from the start of the TPMS: TIME_INFO structure at wh
the comparison starts
operation the operation parameter indicating the comparison be
performed
b value of args is extended to policySession—policybigest by
policyDigestiew == Hpolicyaig(policyDigests || TPM_CC_PolicyCounterTimer || args) (
ere
Hpolicyaig() hash-function using the algorithm of the policy session
args value computed in equation (24)
e signed arithmetic operatiens* are performed using twos-compliment. The indicated portion of

mpared overflows the FRMS_TIME_INFO structure, the TPM returns TPM_RC_RANGE. The struct
marshaled into its cangnical form with no padding. The TPM does not check for alignment of the off

gnitude comparisons assume that the octet at offset zero in the referenced location and in operan
ntain the most-significant octet of the data.

FO
ge

D4)

ch

b5)
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be
ire
set
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24.10.2 Command and Response

Table 178 — TPM2_PolicyCounterTimer Command

Ty

pe

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit or decrypt session is
present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_PolicyCounterTimer
. . handle for the policy session being extended
TRMI_SH_POLICY policySession
Auth Index: None
., VVVVVu
TRM2B_OPERAND operandB the second operand
UINT16 offset the offset in TPMS_TIME_INFO structure for the start jof
operand A
TRM_EO operation the comparison to make
Table 179 — TPM2_PolicyCounterTimer Response
Type Name Description
TRM_ST tag see clause.”.
UINT32 responseSize
TRM_RC responseCode
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24.10.3 Detailed Actions

#include "InternalRoutines._h"

#include "PolicyCounterTimer_fp.h"

#ifdef TPM_CC PolicyCounterTimer // Conditional expansion of this file
#include "Policy_spt fp.h"

TP
TP

//

Table 180 — TPM2_PolicyCounterTimer Errors

ETToTr Returmns IVIed[Ii[Ig
TPM_RC_POLICY the comparison of the selected portion of the TPMS_TIME_INFO with
operandB failed
TPM_RC_RANGE offset + size exceed size of TPMS_TIME_INFO structure
_RC

2_PolicyCounterTimer(

PolicyCounterTimer_In  *in // IN: input parameter list

)

TPM_RC result;

SESSION *session;

TIME_INFO infoData; // data buffer of TPNSYTIME_INFO
TPM_CC commandCode = TPM_CC_PolicyCounterdimer;
HASH_STATE hashState;

TPM2B_DIGEST argHash;

Input Validation

// 1T the command is going to use any part &R the counter or timer, need
// to verify that time is advancing.
// The time and clock vales are the TirgEy two 64-bit values in the clock
if(in—>offset < <K>sizeof(UINT64) + sizeof(UINT64))
{
// Using Clock or Time so seg(if clock is running. Clock doesn®t run while
// NV is unavailable.
// TPM_RC_NV_UNAVAILABLE (0OrMTPM_RC_NV_RATE error may be returned here.
result = NvisAvailable(Q);
if(result = TPM_RC_SUCCESS)
return result;
}
// Get pointer to fghe. session structure
session = SessionGet(in->policySession);

/71T this isra<trial policy, skip all validations and the operation

if(sessionszattributes.isTrialPolicy == CLEAR)

{
/7/SGet time data info. The size of time info data equals the input
Moperand B size. A TPM_RC_RANGE error may be returned at this point
result = TimeGetRange(in->offset, in->operandB.t.size, &infoData);
if(result '= TPM_RC_SUCCESS) return result;

// Arithmetic Comparison
switch(in->operation)
{
case TPM_EO_EQ:
// compare A = B
iT(CryptCompare(in->operandB.t.size, infoData,
in->operandB.t.size, in->operandB.t.buffer) != 0)
return TPM_RC_POLICY;
break;
case TPM_EO_NEQ:
// compare A 1= B
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53 iT(CryptCompare(in->operandB.t.size, infoData,

54 in—>operandB.t.size, in->operandB.t.buffer) == 0)
55 return TPM_RC_POLICY;

56 break;

57 case TPM_EO_SIGNED_GT:

58 // compare A > B signed

59 iT(CryptCompareSigned(in->operandB.t.size, infoData,

60 in->operandB.t.size, in->operandB.t.buffer) <= 0)
61 return TPM_RC_POLICY;

62 break;

63 case TPM_EO UNSIGNED GT:

64 HA—eempare———B—tnRstgred

65 iT(CryptCompare(in->operandB.t.size, infoData,

66 in->operandB.t.size, in->operandB.t.buffer) <= 0)
67 return TPM_RC_POLICY;

63 break;

69 case TPM_EO SIGNED LT:

70 // compare A < B signed

71 if(CryptCompareSigned(in->operandB.t.size, infoData,

72 in->operandB.t.size, in->operandB.t.buffer)\>= 0)
73 return TPM_RC_POLICY;

74 break;

75 case TPM_EO_UNSIGNED_LT:

76 // compare A < B unsigned

77 iT(CryptCompare(in->operandB.t.size, infoData,

78 in->operandB.t.size, in->operandB.t.buffer) >= 0)
79 return TPM_RC_POLICY;

80 break;

81 case TPM_EO_SIGNED_GE:

82 // compare A >= B signed

83 iT(CryptCompareSigned(in->operandB.t:size, infoData,

84 in->operandB.t.size, in->operandB.t._buffer) < 0)
85 return TPM_RC_POLICY;

86 break;

87 case TPM_EO_UNSIGNED_GE:

88 // compare A >= B unsigned

89 iT(CryptCompare(in->operandB.t.size, infoData,

20 in—>operandB.t.size, in->operandB.t.buffer) < 0)
91 return TPM_RC_POLICY;

92 break;

93 case TPM_EO_SIGNED_LE:

94 // compare A 4= B signed

95 if(CryptCompareSigned(in->operandB.t.size, infoData,

96 in->operandB.t.size, in->operandB.t._buffer) > 0)
97 return” TPM_RC_POLICY;

98 breaks

99 case TPM_EO _UNSIGNED_LE:

100 LL0ompare A <= B unsigned

101 1F(CryptCompare(in->operandB.t.size, infoData,

102 in—>operandB.t.size, in->operandB.t.buffer) > 0)
103 return TPM_RC_POLICY;

104 break;

105 case TPM_EO BITSET:

106 // All bits SET in B are SET in A. ((A&B)=B)

107 {

108 UINT32 i;

109 for (i = 0; 1 < in->operandB.t.size; i++)

110 if( (infoData[i] & in->operandB.t.buffer[i])

111 1= in->operandB.t.buffer[i])

112 return TPM_RC_POLICY;

113 }

114 break;

115 case TPM_EO_BITCLEAR:

116 // All bits SET in B are CLEAR in A. ((A&B)=0)

117 {

118 UINT32 i;

276 © ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

119
120
121
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128
129
130
131
132
133
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137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161

//

}

ISO/IEC 11889-3:2015(E)

for (i = 0; 1 < in->operandB.t.size; i++)
if((infoData[i] & in->operandB.t.buffer[i]) != 0)
return TPM_RC _POLICY;
b
break;
default:
pAssert(FALSE) ;
break;

}
}

o Lloddos

€3 LD
et o oooa opaace

// Start argument list hash

argHash.t.size = CryptStartHash(session->authHashAlg, &hashState);

// add operandB

CryptUpdateDigest2B(&hashState, &in->operandB.b);

// add offset

CryptUpdateDigestInt(&hashState, sizeof(UINT16), &in->offset);
// add operation

CryptUpdateDigestint(&hashState, sizeof(TPM_EO), &in->operation);
// complete argument hash

CryptCompleteHash2B(&hashState, &argHash.b);

// update policyDigest
// start hash
CryptStartHash(session->authHashAlg, &hashState);

// add old digest
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

// add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM.EC), &commandCode);

// add argument digest
CryptUpdateDigest2B(&hashState, &argHash.b);

// complete the digest
CryptCompleteHash2B(&hashState, &session->u2._policyDigest.b);

return TPM_RC_SUCCESS;

#endif // CC_PolicyCounter AREr
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24.11 TPM2_PolicyCommandCode

24.11.1 General Description

This command indicates that the authorization will be limited to a specific command code.

If policySession—~commandCode has its default value, then it will be set to code. If
policySession—commandCode does not have its default value, then the TPM will return
TPM_RC_VALUE if the two values are not the same.

If qode is not implemented, the TPM will return TPM_RC_POLICY_CC.

If the TPM does not return an error, it will update policySession—policyDigest by

policyDigestiew == Hpolicpaig(policyDigestoa || TPM_CC_PolicyCommandCode || code) (26)

NQTE 1 If a previous TPM2_PolicyCommandCode() had been executed, then it is probable that the policy
expression is improperly formed but the TPM does not return an error.

NQTE 2 A TPM2_PolicyOR() would be used to allow an authorization to be used’for-multiple commands.

When the policy session is used to authorize a command, the TPM.'will fail the command if the
commandCode of that command does not match policySession—commandCode.

Thjs command, or TPM2_PolicyDuplicationSelect(), is required to enable the policy to be used for ADMIN

role authorization.

EXAMPLE Before TPM2_Certify() can be executed, TRM2_PolicyCommandCode() with code set| to
TPM_CC_Certify is necessary.

278 © ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

24,

11.2 Command and Response

ISO/IEC 11889-3:2015(E)

Table 181 — TPM2_PolicyCommandCode Command

Ty

pe

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit session is present;
otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
ThM—CE commandCode FRM—_CCPelicyCommandCode
. . handle for the policy session being extended
TRMI_SH_POLICY policySession
Auth Index: None
TRM_CC code the allowed commandCode
Table 182 — TPM2_PolicyCommandCode Response
Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize
TRM_RC responseCode
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24.11.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicyCommandCode_fp.h"
#ifdef TPM_CC_PolicyCommandCode // Conditional expansion of this file

Table 183 — TPM2_PolicyCommandCode Errors

Error Returns Meaning
TPM_RC_VALUE commandCode of policySession previously set to a different value
TPM_RC
TPY2_Pol icyCommandCode(
PolicyCommandCode_In *in // IN: input parameter list
)
{
SESSION *session;
TPM_CC commandCode = TPM_CC_PolicyCommandCode;
HASH STATE hashState;
//| Input validation
// Get pointer to the session structure
session = SessionGet(in->policySession);
if(session->commandCode != 0 && session->commandCode<!= in->code)
return TPM_RC_VALUE + RC_PolicyCommandCode_code;
iT(1CommandlsImplemented(in->code))
return TPM_RC_POLICY_CC + RC_PolicyCommandCode_code;
//] Internal Data Update

// Update policy hash

// policyDigestnew = hash(policyDigestoid || TPM_CC_PolicyCommandCode || code)
// Start hash

CryptStartHash(session->authHashAlg, &hashState);

// add old digest
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

// add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

// add input cofmandCode
CryptUpdateDigestInt(&hashState, sizeof(TPM_CC), &in->code);

// complete~the hash and get the results
CryptCompFeteHash2B(&hashState, &session->u2._policyDigest.b);

// wpdate commandCode value in session context
session->commandCode = in->code;

retor 1 PMRE_SUCCESS;

}
#endif // CC_PolicyCommandCode

280
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24.12 TPM2_PolicyPhysicalPresence

24.12.1 General Description

This command indicates that physical presence will need to be asserted at the time the authorization is
performed.

If this command is successful, policySession—isPPRequired will be SET to indicate that this check is
required when the policy is used for authorization. Additionally, policySession—policyDigest is extended
with

policyDigestiew = Hpolicyag(policyDigestoa || TPM_CC_PolicyPhysicalPresence) (27)
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24.12.2 Command and Response

Table 184 — TPM2_PolicyPhysicalPresence Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_PolicyPhysicalPresence

. . handle for the policy session being extended
TRMI_SH_POLICY policySession

Auth Index: None
-—t— e

Table 185 — TPM2_PolicyPhysicalPresence Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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24.12.3 Detailed Actions

#include "InternalRoutines._h"

#include "PolicyPhysicalPresence_fp.h"

#ifdef TPM_CC PolicyPhysicalPresence // Conditional expansion of this file
TPM_RC

TPM2_PolicyPhysicalPresence(

PolicyPhysicalPresence_In  *iIn // IN: input parameter list
{

SESSION *session;

TPM_CC commandCode = TPM_CC_PolicyPhysicalPresence;

HASH _STATE hashState;
//] Internal Data Update

// Get pointer to the session structure
session = SessionGet(in->policySession);

// Update policy hash

// Start hash
CryptStartHash(session->authHashAlg, &hashState);

// add old digest
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

// add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC) j '&commandCode) ;

// complete the digest
CryptCompleteHash2B(&hashState, &session->U2.policyDigest.b);

// update session attribute
session->attributes.isPPRequired = SET;

return TPM_RC_SUCCESS;

}
#epdif // CC_PolicyPhysicalPresence

// policyDigestnew = hash(policyDigestold || TPM_CC_PolicyPhysiealPresence)
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24.13 TPM2_PolicyCpHash

24.13.1 General Description

This command is used to allow a policy to be bound to a specific command and command parameters.

TPM2_PolicySigned(), TPM2_PolicySecret(), and TPM2_PolicyTIcket() are designed to allow an
authorizing entity to execute an arbitrary command as the cpHashA parameter of those commands is not
included in policySession—policyDigest. TPM2_PolicyCommandCode() allows the policy to be bound to a
SpE ommand Code SO0 that only cerain enutes may authoriZze spe ommand_ codes. is
command allows the policy to be restricted such that an entity may only authorize a commandwith a
specific set of parameters.

If policySession—cpHash is already set and not the same as cpHashA, then the TPM ‘shall return
TAM_RC_VALUE. If cpHashA does not have the size of the policySession—policyDigest,-the TPM shall
return TPM_RC_SIZE.

If | the cpHashA checks succeed, policySession—cpHash is set. to0 cpHashA gnd
policySession—policyDigest is updated with

policyDigestiew = Hpolicyag(policyDigesto || TPM_CC_PolicyCpHash || cpHashA) (28)
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24.13.2 Command and Response

Table 186 — TPM2_PolicyCpHash Command

Type Name Description

TPM_ST_SESSIONS if an audit or decrypt session is

TPMI_ST_COMMAND_TAG  |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_PolicyCpHash
. . handle for the policy session being extended
TRMI_SH_POLICY policySession
Auth Index: None
TRM2B_DIGEST cpHashA the cpHash added to the policy

Table 187 — TPM2_PolicyCpHash Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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24.13.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicyCpHash_fp.h"
#ifdef TPM_CC PolicyCpHash // Conditional expansion of this file

Error Returns Meaning
TPM_RC_CPHASH cpHash of policySession has previously been set to a different value
TPM_RC_SIZE cpHashA is not the size of a digest produced by the hash algorithm
associated with policySession
TPW_RC
TPM2_PolicyCpHash(
PolicyCpHash_In *in // IN: input parameter list
)
{
SESSION *session;
TPM_CC commandCode = TPM_CC_PolicyCpHash;
HASH_STATE hashState;
//| Input Validation
// Get pointer to the session structure
session = SessionGet(in->policySession);
// A new cpHash is given in input parameter, b@t cpHash in session context
// is not empty, or is not the same as the mew' cpHash
if( in->cpHashA.t_size 1= 0
&& session->ul.cpHash.t.size =0
&& Memory2BEqual (&in->cpHashA.b, -&session->ul.cpHash.b)
return TPM_RC_CPHASH;
// A valid cpHash must have the‘same size as session hash digest
if(in->cpHashA_t._size != CryptGetHashDigestSize(session->authHashAlQg))
return TPM_RC_SIZE +.RGC. PolicyCpHash_cpHashA;
//| Internal Data Update
// Update policychash
// policyDigestnew = hash(policyDigestold || TPM_CC_PolicyCpHash || cpHashA)
// Start hash
CryptStartHash(session->authHashAlg, &hashState);
// add old digest
CryptUpdateDigest2B(&hashState, &session->u2._policyDigest.b);
7/~ add commandCode
(‘rypfl Ipdafnnigncfl nf()?.h:zcth:\fn’ Qi7nnf(TDM_(‘(‘) . .?.nnmm::nd(‘ndn) 5
// add cpHashA
CryptUpdateDigest2B(&hashState, &in->cpHashA.b);
// complete the digest and get the results
CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);
// update cpHash in session context
session->ul.cpHash = in->cpHashA;
session->attributes. iscpHashDefined = SET;
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53 return TPM_RC_SUCCESS;
54
55 #endif // CC_PolicyCpHash
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.14 TPM2_PolicyNameHash

14.1 General Description

This command allows a policy to be bound to a specific set of TPM entities without being bound to the
parameters of the command. This is most useful for commands when the referenced PCR requires a

policy.

EXAMPLE 1 Examples of commands when the referenced PCR requires a policy are TPM2 Duplicate() and
TPM2_PCR_Event().

The nameHash parameter should contain the digest of the Names associated with the handles te\be uged

in the authorized command.

EXAMPLE 2 For the TPM2_Duplicate() command, two handles are provided. One is the handle of the object
being duplicated and the other is the handle of the new parent. For that command} nameHash wquld
contain:

nameHash = Hpolicyaig(objectHandle—»Name || newParentHandle— Name)

If policySession—cpHash is already set, the TPM shall return TPM_RC_VALUE. If the size of nameH3gsh

is [not the size of policySession—policyDigest, the TPM shall return,-TPM_RC_SIZE. Otherwige,

policySession—cpHash is set to nameHash.

If this command completes successfully, the cpHash of the authorized command will not be used |[for

validation. Only the digest of the Names associated with the handles'in the command will be used.

NQTE 1 This allows the space normally used to _shold policySession—cpHash to be used |for
policySession—nameHash instead.

The policySession—policyDigest will be updated with

policyDigestaew == Hpaicyaig(policyDigestsd || TPM_CC_PolicyNameHash || nameHash) (29)

NQITE 2 This command will often be used“with TPM2_PolicyAuthorize() where the owner of the object beging
duplicated provides approvalier their object to be migrated to a specific new parent.
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24.14.2 Command and Response
Table 189 — TPM2_PolicyNameHash Command
Type Name Description
TPM_ST_SESSIONS if an audit or decrypt session is
TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
ThM—-CE eommandCode TRM-CCPelicyMNameHash
. . handle for the policy session being extended
TRMI_SH_POLICY policySession
Auth Index: None
TRM2B_DIGEST nameHash the digest to be added to the policy
Table 190 — TPM2_PolicyNameHash Response
Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize
TRM_RC responseCode
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24.14.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicyNameHash _fp.h"
#ifdef TPM_CC PolicyNameHash // Conditional expansion of this file

TP
TP

//

//

290

Table 191 — TPM2_PolicyNameHash Errors

Error Returns Meaning

TPM_RC_CPHASH nameHash has been previously set to a different value

TPM_RC_SIZE nameHash is not the size of the digest produced by the hash
algorithm associated with policySession

| RC

2 PolicyNameHash(

PolicyNameHash_In  *in // IN: input parameter list
)

SESSION *session;

TPM_CC commandCode = TPM_CC_PolicyNameHash;
HASH_STATE hashState;

Input Validation

// Get pointer to the session structure
session = SessionGet(in->policySession);

// A new nameHash is given in input parameter,@ut cpHash in session context
// is not empty
if(in->nameHash.t.size = 0 && session->ul.cpHash.t.size 1= 0)

return TPM_RC_CPHASH;

// A valid nameHash must have the salp® size as session hash digest
if(in->nameHash.t.size != CryptGetHashDigestSize(session->authHashAlg))
return TPM_RC_SIZE + RC_Polki’cyNameHash nameHash;

Internal Data Update

// Update policy hash

// policyDigestnew =(hgSh(policyDigestold || TPM_CC_PolicyNameHash || nameHash)
// Start hash

CryptStartHash(session->authHashAlg, &hashState);

// add old digest
CryptUpdatéDigest2B(&hashState, &session->u2._policyDigest.b);

// add_gommandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

7/~ add nameHash
(‘njlpfl Ilr_\rlafnn i gncf’)R(.?.h:\cthafn —& n—>nameHash h) 5

// complete the digest
CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);

// clear iscpHashDefined bit to indicate now this field contains a nameHash
session->attributes. iscpHashDefined = CLEAR;

// update nameHash in session context
session->ul.cpHash = in->nameHash;

return TPM_RC_SUCCESS;
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53
54 #endif // CC_PolicyNameHash
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24.15 TPM2_PolicyDuplicationSelect

24.15.1 General Description

This command allows qualification of duplication to allow duplication to a selected new parent.

If this command not used in conjunction with TPM2_PolicyAuthorize(), then only the new parent is

selected.

EX VIFLE VV;ICII all UIUjb'bl. ib ucal.cd VViICII I.;IC iibl. U; aiiuvvcd u'upiit,al.iun alrgcis ib kIIUVVII, I.iIC pUiIby VVUl.IiIJI be
created with includeObject CLEAR.

NQTE 1 Only the new parent can be selected because, without TPM2_PolicyAuthorize(), the Name of fthe
Object to be duplicated would need to be known at the time that Object's policy is created. HoweVer,
since the Name of the Object includes its policy, the Name is not known.

If ésed in conjunction with TPM2_PolicyAuthorize(), then the authorizer of the new peliey has the optjon

of pelecting just the new parent or of selecting both the new parent and the duplication Object..

NQTE 2 If the authorizing entity for an TPM2_PolicyAuthorize() only specifies/the new parent, then that
authorization can be applied to the duplication of any number of"0ther Objects. If the authorizing
entity specifies both a new parent and the duplicated Object, theén*the authorization only applieg to
that pairing of Object and new parent.

If @ither policySession—cpHash or policySession—nameHash has been previously set, the TPM shall

return TPM_RC_CPHASH. Otherwise, policySession—nameHash will be set to:

nameHash = Hpoiicyaig(0bjectName-||'newParentName) (80)

NQTE 3 It is allowed that policySesion—nameHash\and policySession—cpHash share the same memjpry
space.

The policySession—policyDigest will be updated~according to the setting of includeObject. If equall to

YHS, policySession—policyDigest is updatedy:

policyDigest,ew = Hpoiicpai polieyDigest,ia || TPM_CC_PolicyDuplicationSelect ||
objectName || newParentName || includeObject) (81)
If includeObject is NO, policySession—policyDigest is updated by:
policyDigest,ew= Hpwidyai policyDigest,ia || TPM_CC_PolicyDuplicationSelect ||
newParentName || includeObject) (82)

NQTE 4 policySesSion—cpHash receives the digest of both Names so that the check performed| in
TPM2_Duplicate() can be the same regardless of which Names are included | in
policySession—policyDigest. This means that, when TPM2_PolicyDuplicationSelect() is executed, it
iS only valid for a specific pair of duplication object and new parent.

If the command succeeds, policySession—commandCode is set to TPM_CC_Duplicate.

NOTE.5 The normal use of this command is before a TPM2_PolicyAuthorize(). An authorized entity would
approve a policyDigest that allowed duplication to a specific new parent The authorizing entity
might want to limit the authorization so that the approval allows only a specific object to be
duplicated to the new parent. In that case, the authorizing entity would approve the policyDigest of
equation (31).
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24.15.2 Command and Response
Table 192 — TPM2_PolicyDuplicationSelect Command
Type Name Description
TPM_ST_SESSIONS if an audit or decrypt session is
TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS
UINT32 commandSize
ThM—-CE commandCode TRM-_CCPelicybuplicationSelect
. . handle for the policy session being extended
TRMI_SH_POLICY policySession

Auth Index: None

- — |

TRM2B_NAME objectName the Name of the object to be duplicated

TRM2B_NAME newParentName the Name of the new parent

TAMI_YES_NO includeObject if Y_ES, the_objecthame_wnl be-included in the value in
policySession—policyDigest

Table 193 — TPM2_PolicyDuplicationSelect Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode
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24.15.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicyDuplicationSelect_fp.h"
#ifdef TPM_CC PolicyDuplicationSelect // Conditional expansion of this file

Error Returns Meaning
TPM_RC_COMMAND_CODE commandCode of 'policySession; is not empty
TPM_RC_CPHASH cpHash of policySession is not empty
TPM_RC
TPW2_PolicyDuplicationSelect(
PolicyDuplicationSelect_In *in // IN: input parameter list
{
SESSION *session;
HASH_STATE hashState;
TPM_CC commandCode = TPM_CC_PolicyDuplicationSelect;
//| Input Validation
// Get pointer to the session structure
session = SessionGet(in->policySession);
// cpHash in session context must be empty
if(session->ul.cpHash.t.size 1= 0)
return TPM_RC_CPHASH;
// commandCode in session context must -bg)empty
iT(session->commandCode != 0)
return TPM_RC_COMMAND_CODE;
//| Internal Data Update
// Update name hash
session->ul.cpHash.t.size = CryptStartHash(session->authHashAlg, &hashState);
// add objectName
CryptUpdateDigest2B(&hashState, &in->objectName.b);
// add new pargnt name
CryptUpdateDigest2B(&hashState, &in->newParentName.b);
// complgte hash
CryptCompleteHash2B(&hashState, &session->ul.cpHash.b);
/4 ypdate policy hash
7/ '0ld policyDigest size should be the same as the new policyDigest size since
VA fhn\J/ are ||Qing the same hash :\Ignrifhm
session->u2.policyDigest.t.size
= CryptStartHash(session->authHashAlg, &hashState);
// add old policy
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);
// add command code
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);
// add objectName
if(in->includeObject == YES)
294 © ISO/IEC 2015 — All rights reserved
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CryptUpdateDigest2B(&hashState, &in->objectName.b);

// add new parent name
CryptUpdateDigest2B(&hashState, &in->newParentName.b);

// add includeObject
CryptUpdateDigestint(&hashState, sizeof(TPMI_YES NO), &in->includeObject);

// complete digest
CryptCompleteHash2B(&hashState, &session->u2._policyDigest.b);

LL '] H Ll LkiDafs et & acle £+ +ls £rall o Ll 128
77 CrCar  ToCPMOSTIDCT ITICT DT € tO o roace 11on - O ifsS T Toro COrttattis o e ioeor t

session->attributes. iscpHashDefined = CLEAR;

// set commandCode In session context
session->commandCode = TPM_CC_Duplicate;

return TPM_RC_SUCCESS;

}
#epdif // CC_PolicyDuplicationSelect

© ISO/IEC 2015 - All rights reserved 295


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

24.16 TPM2_PolicyAuthorize

24.16.1 General Description

This command allows policies to change. If a policy were static, then it would be difficult to add users to a
policy. This command lets a policy authority sign a new policy so that it may be used in an existing policy.

The authorizing entity signs a structure that contains

aHash .= H.. Myd(nlnlnrm/pdpnlim/ !! lrmlir'\/l?pf) (33)

The aHashAlg is required to be the nameAlg of the key used to sign the aHash. The aHash value lis
signed (symmetric or asymmetric) by keySign. That signature is then checked by the\\TPM
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M2_VerifySignature() which produces a ticket by

and it is more efficient to check a ticket than to load an object each time to'check a signature.

o ticket is then used in TPM2_PolicyAuthorize() to validate the parameters:

b keySign parameter is required to be a valid object name using nameAlg other than TPM_ALG_NU

remainder of the Name is not the size of the indicated digest, thé TPM shall return TPM_RC_SIZE.

e TPM validates that the approvedPolicy matches the currentivalue of policySession—policyDigest 3
ot, shall return TPM_RC_VALUE.

e TPM then validates that the parameters to TPM2 PolicyAuthorize() match the values used
nerate the ticket. If so, the TPM will reset policySgssion—policyDigest to a Zero Digest. Then it
Hate policySession—policyDigest with PolicyUpdate() (see 24.2.3).

PolicyUpdate(TPM_CC_PolicyAuthorize, keySign, policyRef) (
he ticket is not valid, the TPM shall return"TPM_RC_POLICY.

olicySession is a trial session, policySession—policyDigest is extended as if the ticket is valid with

TE 2 The unmarshaling ‘process requires that a proper TPMT_TK_VERIFIED be provided for checkTid
but it can be a NULL Ticket. A NULL ticket is useful in a trial policy, where the caller uses the T
to perform_policy calculations but does not have a valid authorization ticket.

he first two octets of keySign are not a valid hash algorithm, the TRPM shall return TPM_RC_HASH.
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n

HMAC(proof, (TPM_ST_VERIFIED || aHash || keySign—Name)) (34)

TE 1 The reason for the validation is because of the expectation that the policy wilkbe used multiple times
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24.16.2 Command and Response

Table 195 — TPM2_PolicyAuthorize Command

Type Name Description

TPM_ST_SESSIONS if an audit or decrypt session is

TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
ThM—CE commandCode FRM-CCPelicyAutherze

. . handle for the policy session being extended
TRMI_SH_POLICY policySession

Auth Index: None
= ——— - |

TRM2B_DIGEST approvedPolicy digest of the policy being approved
TRM2B_NONCE policyRef a policy qualifier
TRM2B_NAME keySign Name of a key that can sign apolicy addition
TAMT_TK_VERIFIED checkTicket ticket validating that approvedPolicy and policyRef wefe

signed by keySign

Table 196 — TPM2_PolicyAuthorize Response

Type Name Description
TRM_ST tag see clause.7
UINT32 responseSize

TRM_RC responseCode
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24.16.3 Detailed Actions

#include "InternalRoutines._h"

#include "PolicyAuthorize_fp.h"

#ifdef TPM_CC PolicyAuthorize // Conditional expansion of this Tile
#include "Policy_spt fp.h"

TP
TP

//

298

Table 197 — TPM2_PolicyAuthorize Errors

ETToTr Returmns IVIedHng

TPM_RC_HASH hash algorithm in keyName is not supported

TPM_RC_SIZE keyName is not the correct size for its hash algorithm

TPM_RC_VALUE the current policyDigest of policySession does not match
approvedPolicy; or checkTicket doesn't match the provided values

RC
2 PolicyAuthorize(
PolicyAuthorize_In *in // IN: input parameter list
)

SESSION *session;
TPM2B_DIGEST authHash;
HASH_STATE hashState;
TPMT_TK_VERIFIED ticket;
TPM_ALG_ID hashAlg;
UINT16 digestSize;
Input Validation

// Get pointer to the session structure
session = SessionGet(in->policySession),;

// Extract from the Name of the kegy,~the algorithm used to compute it"s Name
hashAlg = BYTE_ARRAY_TO_UINT16(ins>keySign.t.name);

// “keySign® parameter needs ¥0 use a supported hash algorithm, otherwise
// can"t tell how large tRe digest should be
digestSize = CryptGetHashbigestSize(hashAlQg);
if(digestSize == 0)
return TPM_RC_HASH '+ RC_PolicyAuthorize_ keySign;

if(digestSize l=_¢in->keySign.t.size - 2))
return TRMZRC _SIZE + RC_PolicyAuthorize_keySign;

//1T thisks a trial policy, skip all validations
if(sesston—->attributes.isTrialPolicy == CLEAR)
{
74 Check that "approvedPolicy' matches the current value of the
7/ policyDigest in policy session
1T (1Memory2BEqual (&session->u2.policyDigest.b,

&in->approvedPolicy.b))
return TPM_RC_VALUE + RC_PolicyAuthorize_approvedpPolicy;

// Validate ticket TPMT_TK VERIFIED

// Compute aHash. The authorizing object sign a digest
// aHash := hash(approvedPolicy || policyRef).

// Start hash

authHash.t.size = CryptStartHash(hashAlg, &hashState);

// add approvedPolicy
CryptUpdateDigest2B(&hashState, &in->approvedPolicy.b);
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// add policyRef
CryptUpdateDigest2B(&hashState, &in->policyRef.b);

// complete hash
CryptCompleteHash2B(&hashState, &authHash.b);

// re-compute TPMT_TK_VERIFIED
TicketComputeVerified(in->checkTicket.hierarchy, &authHash,
&in->keySign, &ticket);

z 'y 1LE N

LL O leat €3 €3
77 —comparc—erenC T o TrgeStTs T HoToceH;— Tt —CrTroT

iT(IMemory2BEqual (&in->checkTicket.digest.b, &ticket.digest.b))
return TPM_RC_VALUE+ RC_PolicyAuthorize_checkTicket;
}

//| Internal Data Update

// Set policyDigest to zero digest
MemorySet(session->u2_policyDigest._t.buffer, O,
session->u2._policyDigest.t.size);

// Update policyDigest

PolicyContextUpdate(TPM_CC_PolicyAuthorize, &in->keySign, &in->policyRef,
NULL, O, session);

return TPM_RC_SUCCESS;

3
#epdif // CC_PolicyAuthorize
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24.17 TPM2_PolicyAuthValue

24.17.1 General Description

This command allows a policy to be bound to the authorization value of the authorized object.

When this command completes successfully, policySession—isAuthValueNeeded is SET to indicate that
the authValue will be included in hmacKey when the authorization HMAC is computed for the command
being authorized using this session. Additionally, policySession—isPasswordNeeded will be CLEAR.

NOITE If a policy does not use this command, then the hmacKey for the authorized command would_gnly
use sessionKey. If sessionKey is not present, then the hmacKey is an Empty Buffer and mg HMAC
would be computed.

If quccessful, policySession—policyDigest will be updated with

policyDigestiew == Hpolicpaig(policyDigestoa || TPM_CC_PolicyAuthValug) (86)
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24.17.2 Command and Response

Table 198 — TPM2_PolicyAuthValue Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_PolicyAuthValue

. . handle for the policy session being extended
TRMI_SH_POLICY policySession

Auth Index: None
-—t— e

Table 199 — TPM2_PolicyAuthValue Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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24.17.3 Detailed Actions

#include "InternalRoutines._h"

#include "PolicyAuthvalue_fp.h"

#ifdef TPM_CC PolicyAuthValue // Conditional expansion of this Tile
#include "Policy_spt fp.h"

TPM_RC

TPM2_PolicyAuthValue(
PolicyAuthvalue_In *in // IN: input parameter list
)

{
SESSION *session;
TPM_CC commandCode = TPM_CC_PolicyAuthvalue;
HASH_STATE hashState;

//| Internal Data Update

// Get pointer to the session structure
session = SessionGet(in->policySession);

// Update policy hash

// policyDigestnew = hash(policyDigestold || TPM_CC_PolicyAuthVakue)
//  Start hash

CryptStartHash(session->authHashAlg, &hashState);

// add old digest
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

// add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC)y, &commandCode);

// complete the hash and get the results
CryptCompleteHash2B(&hashState, &session=>uU2.policyDigest.b);

// update isAuthValueNeeded bit in Jff® session context
session->attributes. isAuthValueNeeded = SET;
session->attributes. isPasswordNeéded = CLEAR;

return TPM_RC_SUCCESS;

}
#endif // CC_PolicyAuthValye
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24.18 TPM2_PolicyPassword

24.18.1 General Description

This command allows a policy to be bound to the authorization value of the authorized object.

When this command completes successfully, policySession—isPasswordNeeded is SET to indicate that
authValue of the authorized object will be checked when the session is used for authorization. The caller
will provide the authValue in clear text in the hmac parameter of the authorization. The comparison of
hmac 1o authvalue 15 performed as 1T the authorization 15 a password.

NQTE 1 The parameter field in the policy session where the authorization value is provided is called hmag. If
TPM2_PolicyPassword() is part of the sequence, then the field will contain a password apd not|an
HMAC.

If quccessful, policySession—policyDigest will be updated with

policyDigestiew = Hpoiicyag(policyDigestoq || TPM_CC_PolicyAuthValue) (87)

NQTE 2 This is the same extend value as used with TPM2_PolicyAuthValuesesthat the evaluation can|be
done using either an HMAC or a password with no change to thé‘authPolicy of the object. The
reason that two commands are present is to indicate to the TPM(f-the hmac field in the authorizafion
will contain an HMAC or a password value.

When this command is successful, policySession—isAuthValueNeéded will be CLEAR.
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24.18.2 Command and Response

Table 200 — TPM2_PolicyPassword Command

Type Name Description

TPM_ST_SESSIONS if an audit session is present;

TPMI_ST_COMMAND_TAG |tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_PolicyPassword

. . handle for the policy session being extended
TRMI_SH_POLICY policySession

Auth Index: None
-—t— e

Table 201 — TPM2_PolicyPassword Response

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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24.18.3 Detailed Actions

#include "InternalRoutines._h"

#include "PolicyPassword fp.h"

#ifdef TPM_CC PolicyPassword // Conditional expansion of this file
#include "Policy_spt fp.h"

TPM_RC

TPM2_PolicyPassword(
PolicyPassword In  *in // IN: input parameter list
)

{
SESSION *session;
TPM_CC commandCode = TPM_CC_PolicyAuthvalue;
HASH_STATE hashState;

//| Internal Data Update

// Get pointer to the session structure
session = SessionGet(in->policySession);

// Update policy hash

// policyDigestnew = hash(policyDigestold || TPM_CC_PolicyAuthVakue)
// Start hash

CryptStartHash(session->authHashAlg, &hashState);

// add old digest
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

// add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC)y, &commandCode);

// complete the digest
CryptCompleteHash2B(&hashState, &session=>U2.policyDigest.b);

// Update isPasswordNeeded bit
session->attributes. isPasswordNeeded” = SET;
session->attributes. isAuthValueNeeded = CLEAR;

return TPM_RC_SUCCESS;

}
#endift // CC_PolicyPassword
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24.19 TPM2_PolicyGetDigest

24.19.1 General Description

This command returns the current policyDigest of the session. This command allows the TPM to be used
to perform the actions required to pre-compute the authPolicy for an object.
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24.19.2 Command and Response

Table 202 — TPM2_PolicyGetDigest Command

Type Name Description

TPM_ST_SESSIONS if an audit or encrypt session is

TPMI_ST_COMMAND_TAG |tag present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_PolicyGetDigest

. . handle for the policy session
TRMI_SH_POLICY policySession

Auth Index: None
-—t— e

Table 203 — TPM2_PolicyGetDigest Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRM2B_DIGEST policyDigest the current yalde of the policySession—policyDigest
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24.19.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicyGetDigest fp.h"
#ifdef TPM_CC PolicyGetDigest // Conditional expansion of this Tile

TPM_RC

TPM2_PolicyGetDigest(
PolicyGetDigest_In *in, // IN: input parameter list
PolicyGetDigest Out *out // OUT: output parameter list
)

{
SESSION *session;

//|Command Output

// Get pointer to the session structure
session = SessionGet(in->policySession);

out->policyDigest = session->u2.policyDigest;
return TPM_RC_SUCCESS;

}
#emdif // CC_PolicyGetDigest
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24.20 TPM2_PolicyNvWritten

24.20.1 General Description

This command allows a policy to be bound to the TPMA_NV_WRITTEN attributes. This is a deferred
assertion. Values are stored in the policy session context and checked when the policy is used for
authorization.

If palicySession—checkNVWritten is CIEAR, it is SET and policySession—nv\WrittenState is set to
writtenSet.  If policySession—checkNVWritten is SET, the TPM will return TPM_RC_VALUE| if
policySession—nvWrittenState and writtenSet are not the same.

If the TPM does not return an error, it will update policySession—policyDigest by
policyDigestew == Hpoiicpaig(policyDigestoq || TPM_CC_PolicyNvWritten || writtenSet) (88)

When the policy session is used to authorize a command, the TPM will faik'the command if
policySession—checkNVWritten is SET and nvindex—attributes—>TPMA_NV_WRITTEN does not majch
policySession—nvWrittenState.

NQTE 1 A typical use case is a simple policy for the first write during manufacturing provisioning that wquld
require TPMA_NV_WRITTEN CLEAR and a more complex policy for later use that would reqyire
TPMA_NV_WRITTEN SET.

NQTE 2 When an Index is written, it has a different authorization name than an Index that has not bg¢en
written. It is possible to use this change in the NV Index\to create a write-once Index.
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24

.20.2 Command and Response

Table 204 — TPM2_PolicyNvWritten Command

Type

Name Description

TPMI_ST_COMMAND_TAG

TPM_ST_SESSIONS if an audit session is present;

Tag otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_PolicyNVWritten
. ) handle for the policy session being extended
TRMI_SH_POLICY policySession
Auth Index: None
.,V
. YES if NV Index is required to have been-written
TRMI_YES_NO writtenSet . . . .
NO if NV Index is required not to have-been written
Table 205 — TPM2_PolicyNvWritten Response
Type Name Description
TRM_ST Tag see clause 7
UINT32 responseSize
TRM_RC responseCode
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24.20.3 Detailed Actions

#include "InternalRoutines._h"
#include "PolicyNwritten_fp.h"
#ifdef TPM_CC PolicyNvWritten // Conditional expansion of this Tile

Make an NV Index policy dependent on the state of the TPMA_NV_WRITTEN attribute of the index.

TP
TP

//

//

Tabhle 206 — TDM?_DnIir*yN\/\AIri'rrpn Errars

Error Returns Meaning
TPM_RC_VALUE a conflicting request for the attribute has already been processed
_RC
2 PolicyNviWritten(
PolicyNvWritten_In *in // IN: input parameter list
)
SESSION *session;
TPM_CC commandCode = TPM_CC_PolicyNviWWritten;

HASH STATE hashState;
Input Validation

// Get pointer to the session structure
session = SessionGet(in->policySession);

// 1T already set is this a duplicate (the same setting)? If it
// is a conflicting setting, It is an error
if(session->attributes.checkN\vWritten == SET)

iT(( (session—>attributes.nWrittenState == SET)
1=  (in->writtenSet == YES)))
return TPM_RC_VALUE + RC_PoMcyNvWritten_writtenSet;
}

Internal Data Update

// Set session attributes\so that the NV Index needs to be checked
session—>attributes.cheeckNvWritten = SET;
session->attributes.nWrittenState = (in->writtenSet == YES);

// Update poligcy bash

/7 policyDigesthew = hash(policyDigestold || TPM_CC_PolicyNvWritten
// |l writtenSet)

// Start hash

CryptStartHash(session->authHashAlg, &hashState);

//, & old digest
CryptUpdateDigest2B(&hashState, &session->u2.policyDigest.b);

// add commandCode
CryptUpdateDigestint(&hashState, sizeof(TPM_CC), &commandCode);

// add the byte of writtenState
CryptUpdateDigestint(&hashState, sizeof(TPMI_YES NO), &in->writtenSet);

// complete the digest
CryptCompleteHash2B(&hashState, &session->u2.policyDigest.b);

return TPM_RC_SUCCESS;
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53 #endif // CC_PolicyNvWritten
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25 Hierarchy Commands

25.1 TPM2_CreatePrimary

25.1.1 General Description

This command is used to create a Primary Object under one of the Primary Seeds or a Temporary Object

under TPM RH NUI| The command Lises a TPM2?2RB PUBIICasa Tpmplmp for the nhjprf 1o he created.

The command will create and load a Primary Object. The sensitive area is not returned.

NOTE: Since the sensitive data is not returned, the key cannot be reloaded. It can eithér| be made
persistent or it can be recreated.
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mmand. The constraints on templates and parameters are the same as TPM2_Create() except th
mary Storage Key and a Temporary Storage Key are not constrained to use the algorithms of th
fents.

[ setting of the attributes of the created object, fixedParent, fixedTPM,.deCrypt, and restricted
blied to be SET in the parent (a Permanent Handle). The remaining attributes are implied to be CLEA

e TPM will derive the object from the Primary Seed indicated in primaryHandle using an approy
F. All of the bits of the template are used in the creation of the Primary Key. Methods for creatin
mary Object from a Primary Seed are specified in ISO/IEC 11889-1 and implemented in I1SO/I
B89-4.

his command is called multiple times with the same inPublic parameter, inSensitive.data, and Prim
ed, the TPM shall produce the same Primary Object,

TE If the Primary Seed is changed, the -Rrimary Objects generated with the new seed need to
statistically unique even if the parameéters of the call are the same.

s command requires authorization. Authadrization for a Primary Object attached to the Platform Prim
ed (PPS) shall be provided by platfermAuth or platformPolicy. Authorization for a Primary Obj
hched to the Storage Primary (Seed (SPS) shall be provided by ownerAuth or ownerPoli
thorization for a Primary Key attached to the Endorsement Primary Seed (EPS) shall be provided
HorsementAuth or endorsementPolicy.

y type of object and attributes combination that is allowed by TPM2_Create() may be.created by jﬁis
t
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25.1.2 Command and Response

Table 207 — TPM2_CreatePrimary Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize
TPM CC commandCode TPM CC CreatePrimary
TPM_RH_ENDORSEMENT, TPM_RH_OWNER,
) TPM_RH_PLATFORM-+{PP}, or TPM_RH_NULL
TRMI_RH_HIERARCHY+ @primaryHandle

Auth Index: 1
Auth Role: USER

the sensitive data, see ISO/IEC 11889-1, clause 27.3,

TRM2B_SENSITIVE_CREATE |inSensitive . . M
- - Sensitive Values
TRM2B_PUBLIC inPublic the public template
data that will be included in the creation data for this
TRM2B_DATA outsidelnfo object to provide permanent, verifiable linkage between
this object and some ‘object owner data
TRML_PCR_SELECTION creationPCR PCR that will be used in creation data

Table 208 — TPM2_CreatePrimary Response

Type Name Description

TRM_ST tag see clause 7

UINT32 responseSize

TRM_RC responseCode

TRM_HANDLE objectHandle Handle for created Primary Object
TRM2B_PUBLIC outPublic the public portion of the created object
TRM2B_CREATION_DATA creationData contains a TPMT_CREATION_DATA
TRM2B_DIGEST CreationHash digest of creationData using nameAlg of outPublic

TRMT_TK_CREATION

creationTicket

ticket used by TPM2_CertifyCreation() to validate that
the creation data was produced by the TPM

TRM2B_NAME

name

the name of the created object

314
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25.1.3 Detailed Actions

#include "InternalRoutines._h"
#include "CreatePrimary_fp.h"
#ifdef TPM_CC CreatePrimary // Conditional expansion of this file
#include "Object_spt_fp.h"
#include <Platform.h>

TP
TP

//

ISO/IEC 11889-3:2015(E)

Table 209 — TPM2_CreatePrimary Errors

Error Returns

Meaning

TPM_RC_ATTRIBUTES

sensitiveDataOrigin is CLEAR when 'sensitive. data' is an Empty
Buffer, or is SET when 'sensitive. data' is not empty; fixedTPM)
fixedParent, or encryptedDuplication attributes are inconsistent
between themselves or with those of the parent object; in¢ansistent
restricted, decrypt and sign attributes; attempt to inject Sensitive data
for an asymmetric key; attempt to create a symmetric cipher key that
is not a decryption key

TPM_RC_KDF

incorrect KDF specified for decrypting keyed\hash object

TPM_RC_OBJECT_MEMORY

there is no free slot for the object

TPM_RC_SCHEME

inconsistent attributes decrypt, signsestricted and key's scheme ID;

or hash algorithm is inconsistent/with'the scheme ID for keyed hash
object

TPM_RC_SIZE size of public auth policy or_sensitive auth value does not match
digest size of the name, algorithm sensitive data size for the keyed

hash object is larger than is allowed for the scheme

TPM_RC_SYMMETRIC a storage key with\no symmetric algorithm specified; or non-storage

key with symmaétric algorithm different from TPM_ALG_NULL

TPM_RC_TYPE unknown objéect type;

| RC
2 CreatePrimary(

CreatePrimary_In *in, // IN: input parameter list
CreatePrimary Out *out // OUT: output parameter list
)

Local variables

TPM_RC result = TPM_RC_SUCCESS;

TPMT_SENSITIVE sensitive;
Input Validatioh
// The senSitiveDataOrigin attribute must be consistent with the setting of
// the¢size of the data object in inSensitive.
if( «Cin->inPublic.t.publicArea.objectAttributes.sensitiveDataOrigin == SET)
I=>(in->inSensitive.t_sensitive.data.t.size == 0 ))
7/ Mismatch between the object attributes and the parameter.
return TPM RC ATTRIBUTES + RC CreatePrimary inSensitive;

// Check attributes in input public area. TPM_RC_ATTRIBUTES, TPM_RC_KDF,
// TPM_RC_SCHEME, TPM_RC_SIZE, TPM_RC_SYMMETRIC, or TPM_RC _TYPE error may
// be returned at this point.
result = PublicAttributesValidation(FALSE, in->primaryHandle,
&in->inPublic.t_publicArea);
if(result = TPM_RC_SUCCESS)
return RcSafeAddToResult(result, RC_CreatePrimary_inPublic);

// Validate the sensitive area values
if( MemoryRemoveTrailingZeros(&in->inSensitive.t.sensitive.userAuth)
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> CryptGetHashDigestSize(in->inPublic.t._publicArea.nameAlQ))
return TPM_RC_SIZE + RC_CreatePrimary_inSensitive;

// Command output

// Generate Primary Object

// The primary key generation process uses the Name of the input public
// template to compute the key. The keys are generated from the template
// before anything in the template is allowed to be changed.

// A TPM_RC KDF, TPM_RC SIZE error may be returned at this point

result = CryptCreateObject(in->primaryHandle, &in->inPublic.t.publicArea,

O 2 =

}

SHA—>HSeasHEve—E=senstEive&senstEive):
if(result = TPM_RC _SUCCESS)
return result;

// Fill in creation data

FillInCreationData(in->primaryHandle, in->inPublic.t_publicArea.nameAlg,
&in->creationPCR, &in->outsidelnfo, &out->creationData,
&out->creationHash);

// Copy public area
out->outPublic = in->inPublic;

// Fill in private area for output
ObjectComputeName(&(out->outPublic.t._publicArea), &out->name);

// Compute creation ticket
TicketComputeCreation(EntityGetHierarchy(in->primaryHandle), &out->name,
&out->creationHash, &out->creationTicket);

// Create a internal object. A TPM_RC _OBJECT MEMORY error may be returned

// at this point.

result = ObjectLoad(in->primaryHandle, &in-3inPublic.t.publicArea, &sensitive,
&out->name, in->primaryHandle, TRUE, &out->objectHandle);

return result;

#emdif // CC_CreatePrimary

316
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.2 TPM2_HierarchyControl

.2.1 General Description

This command enables and disables use of a hierarchy and its associated NV storage. The command
allows phEnable, phEnableNV, shEnable, and ehEnable to be changed when the proper authorization is
provided.

This command may be used to CLEAR phEnable and phEnableNV if platformAuth/platformPolicy is

pr
Th
ow

Th
en

prd

vided. pnEnable may not be SET using this command.

s command may be used to CLEAR shEnable if either platformAuth/platformPelicy
nerAuth/ownerPolicy is provided. shEnable may be SET if platformAuth/platformPolicy is praovided.

s command may be used to CLEAR ehEnable if either platformAuth/platformPolicy
HorsementAuth/endorsementPolicy is provided. ehEnable may be SET if platformAuth/platformPolicy
vided.

wW

en this command is used to CLEAR phEnable, shEnable, or ehEnable, the (TRPM will disable use

any persistent entity associated with the disabled hierarchy and will flush any transient objects associa

Wi

the disabled hierarchy.

When this command is used to CLEAR shEnable, the TPM will disable access to any NV index that K
TAMA_NV_PLATFORMCREATE CLEAR (indicating that the NV (Index was defined using Ow
Authorization). As long as shEnable is CLEAR, the TPM will returan error in response to any commg
that attempts to operate upon an NV index that has TPMA_NV/PLATFORMCREATE CLEAR.

When this command is used to CLEAR phEnableNV, the, TPM will disable access to any NV index t

haj
Au
co

5 TPMA_NV_PLATFORMCREATE SET (indicating that the NV Index was defined using Platfg
thorization). As long as phEnableNV is CLEAR, the” TPM will return an error in response to 3
mmand that attempts to operate upon an NV index that has TPMA_NV_PLATFORMCREATE SET.

or

or
S
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25.2.2 Command and Response

Table 210 — TPM2_HierarchyControl Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TRAM_CC commandcode TPM_CC_HierarchyControl {NV E}

TPM_RH_ENDORSEMENT, TPM_RH_OWNER-0Or
TPM_RH_PLATFORM+{PP}
Auth Index: 1

Auth Role: USER
-, ss— s—
the enable being modified

TRMI_RH_ENABLES enable TPM_RH_ENDORSEMENT, TPM_RH_OWNER,
TPM_RH_PLATFORM, or.TPM_RH_PLATFORM_NV|

YES if the enable should be SET, NO if the enable
should be CLEAR

TRMI_RH_HIERARCHY @authHandle

TRMI_YES_NO state

Table 211 — TPM2_HierarchyControl\Response

Type Name Description
TRM_ST tag see tlause 7
UINT32 responseSize

TRM_RC responseCode
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25.2.3 Detailed Actions

#include "InternalRoutines._h"
#include "HierarchyControl_fp.h"
#ifdef TPM_CC HierarchyControl // Conditional expansion of this Tile

TP
TP

//

Table 212 — TPM2_HierarchyControl Errors

Error Returns Meaning

TPM_RC_AUTH_TYPE

authHandle is not applicable to hierarchy in its current state

_RC

2 HierarchyControl (

HierarchyControl_In *in // IN: input parameter list
TPM_RC result;
BOOL select = (in->state == YES);
BOOL *selected = NULL;
Input Validation
switch(in->enable)
{
// Platform hierarchy has to be disabled by platfowauth
// 1T the platform hierarchy has already been disabled, only a reboot
// can enable it again
case TPM_RH_PLATFORM:
case TPM_RH_PLATFORM_NV:
if(in->authHandle '= TPM_RH_PLATFORM)
return TPM_RC_AUTH_TYPE;
break;
// ShEnable may be disabled if PlatformAuth/PlatformPolicy or
// OwnerAuth/OwnerPolicy is pro#ded. 1T ShEnable is disabled, then it
// may only be enabled if PlagformAuth/PlatformPolicy is provided.
case TPM_RH OWNER:
if( in—>authHandle \1= TPM_RH_PLATFORM
&& in->authHandlé.!= TPM_RH_OWNER)
return TPM_RC-AUTH_TYPE;
if( gc.sheEnable == FALSE && in->state == YES
&& in->authHandle '= TPM_RH_PLATFORM)
return. TPM_RC_AUTH_TYPE;
break;
// EhEnable " may be disabled if either PlatformAuth/PlatformPolicy or
// End@sementAuth/EndorsementPolicy is provided. If EhEnable is disabled,
// xherr it may only be enabled if PlatformAuth/PlatformPolicy is
/ARyovided.
case TPM_RH_ENDORSEMENT:
if( in->authHandle '= TPM_RH PLATFORM
&& in->authHandle = TPM_RH_ENDORSEMENT)
retorT T PMREATTH-TYPE;
if( gc.ehkEnable == FALSE && in->state == YES
&& in->authHandle = TPM_RH_PLATFORM)
return TPM_RC_AUTH_TYPE;
break;
default:
pAssert(FALSE);
break;
3

// Internal Data Update

© ISO/IEC 2015 — All rights reserved
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// Enable or disable the selected hierarchy

// Note: the authorization processing for this command may keep these
// command actions from being executed. For example, if phEnable is
// CLEAR, then platformAuth cannot be used for authorization. This
// means that would not be possible to use platformAuth to change the
// state of phEnable from CLEAR to SET.

// 1T it is decided that platformPolicy can still be used when phEnable
// is CLEAR, then this code could SET phEnable when proper platform
// policy is provided.

switch(in->enable)

L

Ay
case TPM_RH_OWNER:

{
// Before changing the internal state, makesge that NV is available.
// Only need to update NV if changing the QB‘ rly state
if(gp-orderlyState = SHUTDOWN_NONE) \\S\
{

// A TPM_RC_NV_UNAVAILABLE or C_NV_RATE error may be returned at
// this point
result = NvlsAvailable(Q); \O
if(result = TPM_RC_SUC
return result; C)\\

// The command needs NV updateiﬁeck if NV is available.
R

// state is changing_&nd°NV is available so modify
*selected = select;
// 1T a hierarch Just disabled, flush it
if(select == CLEAR’&& in->enable 1= TPM_RH_PLATFORM_NV)
// Flush hie Y

Obj ecr% Hierarchy(in->enable);

// TRiS\ gets processed in ExecuteCommand() on the way out.

// 0:’?@ state should be cleared because of the update to state clear data
g @ rOrderly = TRUE;

3
r;{ TPM_RC_SUCCESS;

#emocﬁ // CC HierarchyControl

selected = &gc-shEnable; Q
break; q/
case TPM_RH_ENDORSEMENT : (b
selected = &gc.ehEnable; Q’
break; (b
case TPM_RH_PLATFORM: ,\cb
selected = &g_phEnable; N
break; Q
case TPM _RH PLATFORM NV: Q/
selected = &gc.phEnableNV; \\
break; O
default: \c.)
pAssert(FALSE) ; c‘)\
break; Q
' O
if(selected '= NULL && *selected != select) Q
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25.3 TPM2_SetPrimaryPolicy

25.3.1 General Description

This command allows setting of the authorization policy for the lockout (lockoutPolicy), the platform
hierarchy (platformPolicy), the storage hierarchy (ownerPolicy), and the endorsement hierarchy
(endorsementPolicy).

The command requires an authorization session. The session shall use the current authValue or satisfy
thgCUTTENT authPolicy Tor the referenced nierarcny.

The policy that is changed is the policy associated with authHandle.

If the enable associated with authHandle is not SET, then the associated authorization values.(adthValue
or puthPolicy) may not be used.

=
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25.3.2 Command and Response

Table 213 — TPM2_SetPrimaryPolicy Command

Type Name Description

TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TRV_CCT commanadcode TPVM_CC_SetPrimaryPolicy {NVF}
TPM_RH_LOCKOUT, TPM_RH_ENDORSEMENT;
TPM_RH_OWNER or TPM_RH_PLATFORM4{PP}

TRMI_RH_HIERARCHY_AUTH | @authHandle

Auth Index: 1
Auth Role: USER

- — |

an authorization policy digest; may _be the Empty Buffe

=

THM2B_DIGEST authPolicy If hashAlg is TPM_ALG_NULL then this shall be an
Empty Buffer.
the hash algorithm to use for the policy
TRMI_ALG_HASH+ hashAlg If the authPolicy is,an Empty Buffer, then this field sha]l

be TPM_ALG_NULL.

Table 214 — TPM2_SetP

rimaryPalicy’Response

Type Name Description

TRM_ST tag see’clause 7

UINT32 responseSize

TRM_RC responseCode
322 © ISO/IEC 2015 — All rights reserved
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25.3.3 Detailed Actions

#include "InternalRoutines._h"
#include "'SetPrimaryPolicy fp.h"
#ifdef TPM_CC_SetPrimaryPolicy // Conditional expansion of this fTile

TP
TP

//

//

Table 215 — TPM2_SetPrimaryPolicy Errors

Error Returns Meaning
TPM_RC_SIZE size of input authPolicy is not consistent with input hash algorithm
_RC
2 SetPrimaryPolicy(
SetPrimaryPolicy_In *in // IN: input parameter list
)
TPM_RC result;

Input Validation

// Check the authPolicy consistent with hash algorithm. IT tife~policy size is
// zero, then the algorithm is required to be TPM_ALG NULL
if(in->authPolicy.t.size != CryptGetHashDigestSize(in->hashAlg))

return TPM_RC_SIZE + RC_SetPrimaryPolicy_authPolicy;

// The command need NV update for OWNER and ENDORSEMENT hierarchy, and
// might need orderlyState update for PLATFROM hiekarchy.
// Check if NV is available. A TPM_RC_NV_UNAVAINXBLE or TPM_RC_NV_RATE
// error may be returned at this point
result = NvisAvailable();
if(result = TPM_RC_SUCCESS)

return result;

Internal Data Update

// Set hierarchy policy
switch(in->authHandle)

case TPM_RH_OWNER:
gp-ownerAlg =_in->hashAlg;
gp-ownerPolicy )= in->authPolicy;
NviWriteReseryed(NV_OWNER_ALG, &gp-ownerAlg);
NviWriteReserved(NV_OWNER_POLICY, &gp.ownerPolicy);
break3;

case TPM_RH ENDORSEMENT:
gpwendorsementAlg = in->hashAlg;
gp-endorsementPolicy = in->authPolicy;
NvWriteReserved(NV_ENDORSEMENT_ALG, &gp-endorsementAlg);
NviWriteReserved(NV_ENDORSEMENT_POLICY, &gp-.endorsementPolicy);
break;

case TPM_RH_PLATFORM:

geplatformalg—imr—>hashalygs;
gc.platformPolicy = in->authPolicy;
// need to update orderly state
g_clearOrderly = TRUE;
break;
case TPM_RH LOCKOUT:
gp-lockoutAlg = in->hashAlg;
gp-lockoutPolicy = in->authPolicy;
NviWriteReserved(NV_LOCKOUT_ALG, &gp-lockoutAlQ);
NvWriteReserved(NV_LOCKOUT_POLICY, &gp-lockoutPolicy);
break;
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default:
pAssert(FALSE);
break;

}

return TPM_RC_SUCCESS;

}
#endif // CC_SetPrimaryPolicy

324
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.4 TPM2_ChangePPS

.4.1 General Description

This replaces the current PPS with a value from the RNG and sets platformPolicy to the default
initialization value (the Empty Buffer).

NO

TE 1 A policy that is the Empty Buffer can match no policy.

NO

All

Sal
log

Th
Th

NO

Th

TE 2 Platform Authorization is not changed.

resident transient and persistent objects in the Platform hierarchy are flushed.

ved contexts in the Platform hierarchy that were created under the old PPS will no longer be able to
ded.

e policy hash algorithm for PCR is reset to TPM_ALG_NULL.

s command does not clear any NV Index values.

TE 3 Index values belonging to the Platform are preserved because the“indexes can have configurat
information that will be the same after the PPS changes. The Platferm can remove the indexes {
are no longer needed using TPM2_NV_UndefineSpace().

s command requires Platform Authorization.

be

ion
hat
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25.4.2 Command and Response

Table 216 — TPM2_ChangePPS Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM CC commandCode TPM CC ChangePPS {NV E}

TPM_RH_PLATFORM+{PP}
TPMI_RH_PLATFORM @authHandle Auth Index: 1

Auth Role: USER
e et

Table 217 — TPM2_ChangePPS Response

Type Name Description
TPM_ST tag see clause 7
UINT32 responseSize

TPM_RC responseCode
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25.4.3 Detailed Actions

#include "InternalRoutines._h"

#include "'ChangePPS_fp.h"

#ifdef TPM_CC _ChangePPS // Conditional expansion of this file
TPM_RC

TPM2_ChangePPS(

ChangePPS_In *in // IN: input parameter list
)
{
UINT32 i;
TPM_RC result;

// Check if NV is available. A TPM_RC_NV_UNAVAILABLE or TPM_RC _NV_RATE
// error may be returned at this point

result = NvisAvailable(Q);

if(result '= TPM_RC_SUCCESS) return result;

// Input parameter is not reference in command action
in = NULL;

//| Internal Data Update

// Reset platform hierarchy seed from RNG
CryptGenerateRandom(PRIMARY_SEED_SIZE, gp.PPSeed.t._buffer);

// Create a new phProof value from RNG to prevent thg’ Saved platform
// hierarchy contexts being loaded
CryptGenerateRandom(PROOF_SIZE, gp-phProof.t.buffer);

// Set platform authPolicy to null
gc.platformAlg = TPM_ALG_NULL;
gc.platformPolicy.t.size = O;

// Flush loaded object in platform higrarchy
ObjectFlushHierarchy(TPM_RH_PLATEQRM) ;

// Flush platform evict objegt ;ahd index in NV
NvFlushHierarchy(TPM_RH_PLATFORM) ;

// Save hierarchy changéshto NV
NvWriteReserved(NV_PR_SEED, &gp-PPSeed);
NwWriteReserved(NV-RH. PROOF, &gp-phProof);

// Re-initialize\PCR policies

for(i = 0; i<NUM_POLICY_PCR_GROUP; i++)

{
gp-pcrPelicies_hashAlg[i] = TPM_ALG_NULL;
gp<perPolicies._policy[i].t.size = O;

b

NvWritteReserved(NV_PCR_POLICIES, &gp.pcrPolicies);

// orderly state should be cleared because of the update to state clear data

g_clearOrderly = TRUE;
return TPM_RC_SUCCESS;

}
#endif // CC_ChangePPS
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25.5 TPM2_ChangeEPS

25.5.1 General Description

This replaces the current EPS with a value from the RNG and sets the Endorsement hierarchy controls to
their default initialization values: ehEnable is SET, endorsementAuth and endorsementPolicy both equal
to the Empty Buffer. It will flush any resident objects (transient or persistent) in the EPS hierarchy and not
allow objects in the hierarchy associated with the previous EPS to be loaded.

NQTE

In the reference implementation, ehProof is a non-volatile value from the RNG. It is possible that
ehProof be generated by a KDF using both the EPS and SPS as inputs. If generated with a KDF;
ehProof can be generated on an as-needed basis or made a non-volatile value.

Thjs command requires Platform Authorization.

the
the

328
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Table 218 — TPM2_ChangeEPS Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS

UINT32

commandSize

TPM_CC

commandCode

TPM_CC_ChangeEPS {NV E}

TPMI_RH_PLATFORM

@authHandle

e —————— — —  — — |

Table 219 — TPM2_ChangeEPS Response

TPM_RH_PLATFORM+{PP}
Auth Handle: 1
Auth Role: USER

Type Name Description
TPM_ST tag see clause 7
UINT32 responseSize

TPM_RC responseCode
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25.5.3 Detailed Actions

#include "InternalRoutines._h"
#include "‘ChangeEPS_fp.h"
#ifdef TPM_CC _ChangeEPS // Conditional expansion of this file

TPM_RC

TPM2_ChangeEPS(
ChangeEPS_In *in // IN: input parameter list
)

{
TPM_RC result;

// The command needs NV update. Check if NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returned at
// this point

result = NvisAvailable(Q);

if(result '= TPM_RC_SUCCESS) return result;

// Input parameter is not reference in command action
in = NULL;

//| Internal Data Update

// Reset endorsement hierarchy seed from RNG
CryptGenerateRandom(PRIMARY_SEED_SIZE, gp.EPSeed.t.buffer);

// Create new ehProof value from RNG
CryptGenerateRandom(PROOF_SIZE, gp.ehProof.t_buffer);

// Enable endorsement hierarchy
gc.-ehkEnable = TRUE;

// set authvValue buffer to zeros
MemorySet(gp-endorsementAuth.t_buffer 0, gp-.endorsementAuth.t._size);
// Set endorsement authValue to null

gp-endorsementAuth.t.size = 0;

// Set endorsement authPolicy™te' null
gp-endorsementAlg = TPM_ALG.NULL;
gp-endorsementPolicy.t.size = 0;

// Flush loaded object ,ih endorsement hierarchy
ObjectFlushHierarchy(TPM_RH_ENDORSEMENT) ;

// Flush evict-obyect of endorsement hierarchy stored in NV
NvFlushHierarehy (TPM_RH_ENDORSEMENT) ;

// Save Rierarchy changes to NV
NvWriteReserved(NV_EP_SEED, &gp.EPSeed);
NwWriteReserved(NV_EH_PROOF, &gp-ehProof);
NviWritteReserved(NV_ENDORSEMENT _AUTH, &gp.endorsementAuth);
NvWriteReserved(NV_ENDORSEMENT_ALG, &gp-endorsementAlg);

| NvWriteReserved(NV_ENDORSEMENT POLICY, &gp.endorsementPolicy);

// orderly state should be cleared because of the update to state clear data
g_clearOrderly = TRUE;

return TPM_RC_SUCCESS;

}
#endif // CC_ChangeEPS
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25.6 TPM2_Clear

25.6.1 General Description

This command removes all TPM context associated with a specific Owner.

The clear operation will:

flush resident objects (persistent and volatile) in the Storage and Endorsement hierarchies;

Th
dis
If
log

delete any NV Tndex with TPMA_NV_PLATFORMCREATE == CLEAR,
change the SPS to a new value from the TPM’s random number generator (RNG),

change shProof and ehProof,

NOTE The proof values can be set from the RNG or derived from the associated new)Primary Seed. If

derived from the Primary Seeds, the derivation of ehProof needs to use both the SPS and EPS.
The computation shall use the SPS as an HMAC key and the derived value can then bg a
parameter in a second HMAC in which the EPS is the HMAC key. Fhe reference design uges
values from the RNG.

SET shEnable and ehEnable;

set ownerAuth, endorsementAuth, and lockoutAuth to the Empty Buffer;

set ownerPolicy, endorsementPolicy, and lockoutPolicy to‘the Empty Buffer;
set Clock to zero;

set resetCount to zero;

set restartCount to zero; and

set Safe to YES.

s command requires Platform Authorizations or Lockout Authorization. If TPM2_ClearControl() has

abled this command, the TPM shall return;FPM_RC_DISABLED.

this command is authorized using.lockoutAuth, the HMAC in the response shall use the new

koutAuth value (that is, the Empty(Buffer) when computing response HMAC.
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25.6.2 Command and Response

Table 220 — TPM2_Clear Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM CC commandCode TPM CC Clear {NV E}

TPM_RH_LOCKOUT or TPM_RH_PLATFORM+{PP]
TPMI_RH_CLEAR @authHandle Auth Handle: 1

Auth Role: USER
e et

Table 221 — TPM2_Clear Response

Type Name Description
TPM_ST tag see clause 7
UINT32 responseSize

TPM_RC responseCode
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25.6.3 Detailed Actions

#include "InternalRoutines._h"
#include "Clear_fp.h"
#ifdef TPM_CC Clear // Conditional expansion of this file

TP
TP

//

//

Table 222 — TPM2_Clear Errors

Error Returns Meaning
TPM_RC_DISABLED Clear command has been disabled
| RC
2 Clear(
Clear_In *in // IN: input parameter list
)
TPM_RC result;

// Input parameter is not reference in command action
in = NULL;

// The command needs NV update. Check if NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may he @turned at
// this point

result = NvlsAvailable();

if(result '= TPM_RC_SUCCESS) return result;

Input Validation

// ITf Clear command is disabled, return an éxror
if(gp-disableClear)
return TPM_RC_DISABLED;

Internal Data Update

// Reset storage hierarchy segg\from RNG
CryptGenerateRandom(PRIMARY_SEED_SIZE, gp-SPSeed.t.buffer);

// Create new shProof an@i~ehProof value from RNG
CryptGenerateRandom(PROOF_SIZE, gp-shProof.t._buffer);
CryptGenerateRandom(PROOF_SIZE, gp.ehProof.t.buffer);

// Enable storage~and endorsement hierarchy
gc.shEnable = @erehEnable = TRUE;

// set thel@authValue buffers to zero

MemorySet(gp-ownerAuth_t_buffer, 0, gp.ownerAuth.t._size);
MemorySet(gp-endorsementAuth.t_buffer, 0, gp.endorsementAuth.t.size);
MemerySet(gp- lockoutAuth._t_buffer, 0, gp-lockoutAuth.t_size);

/A Set storage, endorsement and lockout authvValue to null
gp-ownerAuth.t._size = gp.endorsementAuth.t.size = gp.lockoutAuth.t.size = O;

// Set storage, endorsement, and lockout authPolicy to null
gp-ownerAlg = gp.endorsementAlg = gp.lockoutAlg = TPM_ALG NULL;
gp-ownerPolicy.t.size = 0O;

gp-endorsementPolicy.t.size = 0;

gp- lockoutPolicy.t.size = O;

// Flush loaded object in storage and endorsement hierarchy
ObjectFlushHierarchy (TPM_RH_OWNER) ;
ObjectFlushHierarchy(TPM_RH_ENDORSEMENT) ;
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// Flush owner and endorsement object and owner index in NV
NvFlushHierarchy(TPM_RH_OWNER) ;
NvFlushHierarchy(TPM_RH_ENDORSEMENT) ;

// Save hierarchy changes to NV
NvWriteReserved(NV_SP_SEED, &gp-SPSeed);
NviWriteReserved(NV_SH PROOF, &gp-shProof);
NvWriteReserved(NV_EH_PROOF, &gp-ehProof);
NwWriteReserved(NV_OWNER_AUTH, &gp-ownerAuth);
NwWriteReserved(NV_ENDORSEMENT_AUTH, &gp-endorsementAuth);
NvWriteReserved(NV_LOCKOUT _AUTH, &gp.lockoutAuth);

NPTV ) el AN L OUWANEDR AL C O o = AN

}

YT CCNCSCTVEO NV _OWNEN_ 0, (g P - oW icT gy

NviWriteReserved(NV_ENDORSEMENT ALG, &gp-endorsementAlg);
NwWriteReserved(NV_LOCKOUT_ALG, &gp-lockoutAlg);
NvWriteReserved(NV_OWNER_POLICY, &gp.ownerPolicy);
NvWriteReserved(NV_ENDORSEMENT _POLICY, &gp-endorsementPolicy);
NviWriteReserved(NV_LOCKOUT_POLICY, &gp-lockoutPolicy);

// Initialize dictionary attack parameters
DAPrelnstall_Init();

// Reset clock

go.clock = 0;

go.clockSafe = YES;

// Update the DRBG state whenever writing orderly state to NV
CryptDrbgGetPutState(GET_STATE) ;
NvWriteReserved(NV_ORDERLY_DATA, &go);

// Reset counters

gp-resetCount = gr.restartCount = gr.clearCount =-0;
gp-auditCounter = 0;

NviWriteReserved(NV_RESET_COUNT, &gp-resetCount);
NvWriteReserved(NV_AUDIT_COUNTER, &gp-.auditCeurter);

// orderly state should be cleared becayse®of the update to state clear data

g_clearOrderly = TRUE;

return TPM_RC_SUCCESS;

#emdif // CC Clear
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25.7 TPM2_ClearControl

25.7.1 General Description

TPM2_ClearControl() disables and enables the execution of TPM2_Clear().

The TPM will SET the TPM’'s TPMA_PERMANENT.disableClear attribute if disable is YES and will
CLEAR the attribute if disable is NO. When the attribute is SET, TPM2_Clear() may not be executed.

— : . ey ’ ’ . P’ ’ } L L el : k.
N L= s 15 U STTTPHTY UIe TOYIC UT TR NVIZ_CUiCdal(). TR NVIZ_CUIEediICUINITuUI ) Lall gt Lancu usity riatl rm

Authorization to CLEAR the disableClear attribute and then execute TPM2_Clear().

Logkout Authorization may be used to SET disableClear but not to CLEAR it.
P

atform Authorization may be used to SET or CLEAR disableClear.
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25.7.2 Command and Response

Table 223 — TPM2_ClearControl Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM CC commandCode TPM CC_ClearControl {NV}

TPM_RH_LOCKOUT or TPM_RH_PLATFORM+{PP}
TPMI_RH_CLEAR @auth Auth Handle: 1

Auth Role: USER
_,.— s s,
YES if the disableOwnerClear flag is.tebe SET, NO i

TPMI_YES_NO disable the flag is to be CLEAR.
Table 224 — TPM2_ClearControl Response

Type Name Description

TPM_ST tag see clause 7

UINT32 responseSize

TPM_RC responseCode
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25.7.3 Detailed Actions

#include "InternalRoutines._h"
#include "ClearControl_fp.h"
#ifdef TPM_CC ClearControl // Conditional expansion of this Tile

TP
TP

//

//

}

Table 225 — TPM2_ClearControl Errors

Error Returns Meaning
TPM_RC_AUTH_FAIL authorization is not properly given
_RC
2 ClearControl(
ClearControl_In *in // IN: input parameter list
)
TPM_RC result;

// The command needs NV update. Check if NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returfnéd at
// this point

result = NvisAvailable();

if(result = TPM_RC_SUCCESS) return result;

Input Validation
// LockoutAuth may be used to set disableLockoutChear to TRUE but not to FALSE
if(in—>auth == TPM_RH_LOCKOUT && in->disable == NO)
return TPM_RC_AUTH_FAIL;
Internal Data Update
if(in->disable == YES)
gp-disableClear = TRUE;
else
gp-disableClear = FALSE;

// Record the change to N\
NvWriteReserved(NV_DISABLE\CLEAR, &gp-disableClear);

return TPM_RC_SUCCESS;

#endif // CC_ClearCohtyol
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25.8 TPM2_HierarchyChangeAuth

25.8.1 General Description

This command allows the authorization secret for a hierarchy or lockout to be changed using the current
authorization value as the command authorization.

If authHandle is TPM_RH_PLATFORM, then platformAuth is changed. If authHandle is
TPM_RH_OWNER, then ownerAuth is changed. If authHandle is TPM_RH_ENDORSEMENT, then
enfilorsementAUtn 15 changed. IT authHandle 15 TPM_RH_LOCROUT, then locKoUtAUth 1S changed.

If puthHandle is TPM_RH_PLATFORM, then Physical Presence may need to be asserted~{or this
conmand to succeed (see 27.2, “TPM2_PP_Commands”).

The authorization value may be no larger than the digest produced by the hash algorithm used for context
integrity.

EXAMPLE If SHA384 is used in the computation of the integrity values for saved contexts, then the largest
authorization value is 48 octets.
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25.8.2 Command and Response

Table 226 — TPM2_HierarchyChangeAuth Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_HierarchyChangeAuth {NV}

TPM_RH_LOCKOUT, TPM_RH_ENDORSEMENT{
TPM_RH_OWNER or TPM_RH_PLATFORM+{PP}

Auth Index: 1

Auth Role: USER
_»,_.-— - s ___—Ae_e___e_————_—————————-—-——

TRM2B_AUTH newAuth new authorization value

TRMI_RH_HIERARCHY_AUTH | @authHandle

Table 227 — TPM2_HierarchyChangeAuth Responsge

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode
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25.8.3 Detailed Actions

#include "InternalRoutines._h"

#include "HierarchyChangeAuth_fp.h"

#ifdef TPM_CC HierarchyChangeAuth // Conditional expansion of this file
#include "Object_spt_fp.h"

Table 228 — TPM2_HierarchyChangeAuth Errors

ETToT REtUTTS IVIed[Ing

TPM_RC_SIZE newAuth size is greater than that of integrity hash digest

TP

RC

TP E_HierarchyChangeAuth(

HierarchyChangeAuth_In *in // IN: input parameter list

TPM_RC result;

// The command needs NV update. Check if NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC NV_RATE error may be retwrned at
// this point

result = NvilsAvailable();

if(result '= TPM_RC_SUCCESS) return result;

// Make sure the the auth value is a reasonable size¥(not larger than
// the size of the digest produced by the integri&x*hash. The integrity
// hash is assumed to produce the longest digest\of any hash implemented
// on the TPM.
iT( MemoryRemoveTrailingZeros(&in->newAuth)
> CryptGetHashDigestSize (CONTEXT_INTEGRITY_HASH_ALG))
return TPM_RC_SIZE + RC_HierarchyChangeAuth newAuth;

// Set hierarchy authValue
switch(in->authHandle)

{

case TPM_RH_OWNER:
gp-ownerAuth = in->newAuth;
NviWriteReserved(NV_OWNER_AUTH, &gp-ownerAuth);
break;

case TPM_RH_ENDORSEMENT:
gp-endorsementAuth = In->newAuth;
NviWriteReserved(NV_ENDORSEMENT_AUTH, &gp-endorsementAuth);
break;

case TPM_RH PLATFORM:
gc.platformAuth = in->newAuth;
// prderly state should be cleared
g clearOrderly = TRUE;
break;

casel TPM_RH_LOCKOUT:
gp-lockoutAuth = in->newAuth;

NvittrirteReserved(htvHOCKOUTAUTH; <&gp—tockoutAut);
break;
default:
pAssert(FALSE) ;
break;

}

return TPM_RC_SUCCESS;

}
#endif // CC_HierarchyChangeAuth
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Dictionary Attack Functions

.1 Introduction

E)

A TPM is required to have support for logic that will help prevent a dictionary attack on an authorization
value. The protection is provided by a counter that increments when a password authorization or an
HMAC authorization fails. When the counter reaches a predefined value, the TPM will not accept, for
some time interval, further requests that require authorization and the TPM is in Lockout mode. While the

TP

M_is_ in Lockout mnr‘ln1 the TPM will return TPM RC LOCKED if the command rnnlllirnc use of

an

ob

NO

ect’s or Index’s authValue unless the authorization applies to an entry in the Platform hierarchy.

TE Authorizations for objects and NV Index values in the Platform hierarchy are never ‘locked
However, a command that requires multiple authorizations will not be accepted when(the TPM i
Lockout mode unless all of the authorizations reference objects and indexescin’ the Platf
hierarchy.

If

ocgur, the authorization failure counter will be decremented by one. This property is called “self-healing.
Sejf-healing shall not cause the count of failed attempts to decrement below zero.

Th
T
co

Diq

26

26
Th
If t

Or
(s6

e TPM is continuously powered for the duration of newRecoveryTime and no'authorization failu

count of failed attempts, the lockout interval, and self-healing--interval are settable us
M2_DictionaryAttackParameters(). The lockout parameters and thecurrent value of the lock
inter can be read with TPM2_GetCapability().

tionary attack protection does not apply to an entity associatéd)with a permanent handle (handle ty
TPM_HT_PERMANENT).

2 TPM2_DictionaryAttackLockReset

2.1 General Description
s command cancels the effect of a TPM*ockout due to a number of successive authorization failur
nis command is properly authorized, thetlockout counter is set to zero.

ly one lockoutAuth authorization failure is allowed for this command during a lockoutRecovery inter
t using TPM2_DictionaryAttackParameters().

ut.
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rm

[es

ng
DUt
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26.2.2 Command and Response

Table 229 — TPM2_DictionaryAttackLockReset Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM CC commandCode TPM CC DictionaryAttackLockReset {NV}

TPM_RH_LOCKOUT
TPMI_RH_LOCKOUT @lockHandle Auth Index: 1

Auth Role: USER
e et

Table 230 — TPM2_DictionaryAttackLockReset Response

Type Name Description
TPM_ST tag see clause 7
UINT32 responseSize

TPM_RC responseCode
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26.2.3 Detailed Actions

#include "InternalRoutines._h"

#include "DictionaryAttackLockReset fp.h"

#ifdef TPM_CC DictionaryAttackLockReset // Conditional expansion of this Tile
TPM_RC

TPM2_DictionaryAttacklLockReset(

DictionaryAttackLockReset In *in // IN: input parameter list
)

{
TPM_RC result;

// Input parameter is not reference in command action
in = NULL;

// The command needs NV update. Check if NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returned at
// this point

result = NvisAvailable(Q);

if(result '= TPM_RC _SUCCESS) return result;

//| Internal Data Update

// Set fTailed tries to O
gp-failedTries = O;

// Record the changes to NV
NvWriteReserved(NV_FAILED _TRIES, &gp.-failedTries);

return TPM_RC_SUCCESS;

}
#endif // CC_DictionaryAttacklLockReset
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26.3 TPM2_DictionaryAttackParameters

26.3.1 General Description

This command changes the lockout parameters.

The command requires Lockout Authorization.

The timeout parameters (newRecoveryTime and lockoutRecovery) indicate values that are measured with

respect to the Time and not Clock

NOITE Use of Time means that the TPM needs to be continuously powered for the duration of a timeout.

If newRecoveryTime is zero, then DA protection is disabled. Authorizations are checked but @uthorizatjon

failures will not cause the TPM to enter lockout.

If newMaxTries is zero, the TPM will be in lockout and use of DA protected entities willbe’disabled.

If lockoutRecovery is zero, then the recovery interval is a boot cycle (~TPM_Init followed |by

Startup(CLEAR).

Thjs command will set the authorization failure count (failedTries) to zero.

Orly one lockoutAuth authorization failure is allowed for this command during a lockoutRecovery interval.

344
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Table 231 — TPM2_DictionaryAttackParameters Command

Type

Name

Description

TPMI_ST_COMMAND_TAG tag

TPM_ST_SESSIONS

UINT32 commandSize

TPM CC commandCode TPM CC DictionaryAttackParameters {NV}
TPM_RH_LOCKOUT

TPMI_RH_LOCKOUT @lockHandle Auth Index: 1

Auth Role: USER

count of authorization failures before.thelockout is

UINT32 newMaxTries .
imposed
time in seconds before the authorization failure count
. is automatically decremented
UINT32 newRecoveryTime . .
A value of zero indicates.that DA protection is
disabled.
time in seconds after‘a lockoutAuth failure before use
UINT32 lockoutRecovery of lockoutAuth is\allowed
A value of Zero indicates that a reboot is required.
Table 232 — TPM2_DictionaryAttackRParameters Response
Type Name Pescription
TPM_ST tag see clause 7
UINT32 responseSize
TPM_RC responseCode
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26.3.3 Detailed Actions

#include "InternalRoutines._h"

#include "DictionaryAttackParameters_fp.h"
#ifdef TPM_CC DictionaryAttackParameters // Conditional expansion of this Tile
TPM_RC
TPM2_DictionaryAttackParameters(

//

}

DictionaryAttackParameters_In  *in // IN: input parameter list
)
TPM_RC result;

// The command needs NV update. Check if NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returned at
// this point

result = NviIsAvailable();

if(result '= TPM_RC_SUCCESS) return result;

Internal Data Update

// Set dictionary attack parameters
gp-maxTries = in->newMaxTries;
gp-recoveryTime = in->newRecoveryTime;
gp- lockoutRecovery = in->lockoutRecovery;

// Set fTailed tries to O
gp-failedTries = O;

// Record the changes to NV
NwWriteReserved(NV_FAILED_TRIES, &gp.failedTries);
NvWriteReserved(NV_MAX_TRIES, &gp-maxTries);
NvWriteReserved(NV_RECOVERY_TIME, &gp-recoveryTime);
NwWriteReserved(NV_LOCKOUT_RECOVERY, &gpzlfockoutRecovery);

return TPM_RC_SUCCESS;

#endif // CC_DictionaryAttackParamgt€ys
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Miscellaneous Management Functions

.1 Introduction

Clause 27 contains commands that do not logically group with any other commands.

27

.2 TPM2_PP_Commands

E)

27

Th
ad

Th

Aft
co
au
Ph

If @ command is not in either list, its state is not changed. If a command”is in both lists, then it will

lon

EX

Or

TAMI_RH_CLEAR, or TPMI_RH_HIERARCHY can be,gated with Physical Presence. If any ot

co

When a command requires that Physical Presénce be provided, then Physical Presence shall

as!

NO

TRAM2_PP_Commands() always requires assertion of Physical Presence.

2.1 General Description

s command is used to determine which commands require assertion of Physical Presence (PP
ition to platformAuth/platformPolicy.

s command requires that auth is TPM_RH_PLATFORM and that Physical Presence he asserted.

er this command executes successfully, the commands listed in setList will besadded to the list
mmands that require that Physical Presence be asserted when the handle associated with
horization is TPM_RH_PLATFORM. The commands in clearList will no ofger require assertion
ysical Presence in order to authorize a command.

ger require Physical Presence.

AMPLE setList is processed first.
ly commands with handle types of TPMI.RH PLATFORM, TPMI_RH_PROVISIC

mmand is in either list, it is discarded.

serted for either an HMAC or a Policy authorization.

TE Physical Presence can be made a requirement of any policy.

n

of
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NY
ner
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27.2.2 Command and Response

Table 233 — TPM2_PP_Commands Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM CC commandCode TPM CC PP Commands {NV}

TPM_RH_PLATFORM+PP
TPMI_RH_PLATFORM @auth Auth Index: 1

Auth Role: USER + Physical Presence
_,.— s s,

list of commands to be added to thoséethat will requirg

5 .
TpML_CcC setList that Physical Presence be asserted

list of commands that will no lenger require that

L .
TPML_CC clearList Physical Presence be asserted

Table 234 — TPM2_PP_Commands Respohse

Type Name Description
TPM_ST tag see clauses7
UINT32 responseSize

TPM_RC responseCode
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27.2.3 Detailed Actions

#include "InternalRoutines._h"

#include "PP_Commands_fp.h"

#ifdef TPM_CC PP _Commands // Conditional expansion of this Tile
TPM_RC

TPM2_PP_Commands(

//

}

PP_Commands_In *in // IN: input parameter list
)

UINT32 i;

TPM_RC result;

// The command needs NV update. Check if NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC NV_RATE error may be returned at
// this point

result = NvisAvailable();

if(result = TPM_RC_SUCCESS) return result;

Internal Data Update

// Process set list
for(i = 0; i1 < in->setList.count; i++)
// 1T command is implemented, set it as PP required{, TIT the input
// command is not a PP command, it will be ignored at
// PhysicalPresenceCommandSet() -
if(CommandlisImplemented(in->setList.commandCodes[i]))
PhysicalPresenceCommandSet(in->setList.c¢ommandCodes[i]);

// Process clear list
for(i = 0; 1 < in—>clearList.count; i++)

// If command is implemented, clear @f'as PP required. If the input
// command is not a PP command, it\Will be ignored at
// PhysicalPresenceCommandClear(Qy If the input command is

// TPM2_PP_Commands, it will.\he Mignored as well
if(CommandlsImplemented(in->ClearList.commandCodes[i]))
PhysicalPresenceCommandClear(in->clearList.commandCodes[i]);

// Save the change of PP_Nist
NwWriteReserved(NV_PP_LLIST, &gp-ppList);

return TPM_RC_SUCCESS,;

#epdif // CC_PP_Comhands
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27.3 TPM2_SetAlgorithmSet

27.3.1 General Description

This command allows the platform to change the set of algorithms that are used by the TPM. The
algorithmSet setting is a vendor-dependent value.

If the changing of the algorithm set results in a change of the algorithms of PCR banks, then the TPM will
need to be reset LTPM In|t and TPM2 Startup(TPM SuU CLEAR)) before the new PCR settlngs take
i F f F i hot

TPAM SU CLEAR, the TPM shall return TPM RC VALUE and enter Failure mode.

Thjs command does not change the algorithms available to the platform.

NOITE The reference implementation does not have support for this command. In particular, it does |not
support use of this command to selectively disable algorithms. Proper support would reqdire
modification of the unmarshaling code so that each time an algorithm is unmarshaled, it would|be
verified as being enabled.

350 © ISO/IEC 2015 — All rights reserved


https://standardsiso.com/api/?name=6dfdf7b5220f239b2bbd953862bec801

ISO/IEC 11889-3:2015(E)

27.3.2 Command and Response

Table 235 — TPM2_SetAlgorithmSet Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS

UINT32 commandSize

TPM_CC commandCode TPM_CC_SetAlgorithmSet {NV}

TPM_RH_PLATFORM
TPMI_RH_PLATFORM @authHandle Auth Index: 1
Auth Role: USER

=" ___|
a TPM vendor-dependent value indicating the

UINT32 algonthmSet algorithm set selection

Table 236 — TPM2_SetAlgorithmSet Response

Type Name Description
TPM_ST tag see clause 7
UINT32 responseSize

TPM_RC responseCode
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27.3.3 Detailed Actions

#include "InternalRoutines._h"

#include "'SetAlgorithmSet_fp.h"

#ifdef TPM_CC_SetAlgorithmSet // Conditional expansion of this Tile
TPM_RC

TPM2_SetAlgorithmSet(

SetAlgorithmSet_In *in // IN: input parameter list
)

/7|1

}

#ehdif // CC_SetAlgorithmSet

TPM_RC result;

// The command needs NV update. Check if NV is available.

// A TPM_RC_NV_UNAVAILABLE or TPM_RC_NV_RATE error may be returned at
// this point

result = NviIsAvailable();

if(result '= TPM_RC_SUCCESS) return result;

nternal Data Update
gp-algorithmSet = in->algorithmSet;

// Write the algorithm set changes to NV
NwWriteReserved(NV_ALGORITHM_SET, &gp-algorithmSet);

return TPM_RC_SUCCESS;
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28 Field Upgrade

28.1 Introduction

Clause 28 contains the commands for managing field upgrade of the firmware in the TPM. The field
upgrade scheme may be used for replacement or augmentation of the firmware installed in the TPM.

EXAMPLE 1 If an algorithm is found to be flawed, a patch of that algorithm might be installed using the firmware
upgrade process. The patch might be a replacement of a portion of the code or a complete
Teplacement of the frmware.

EXAMPLE 2 If an additional set of ECC parameters is needed, the firmware upgrade process can be used to add
the parameters to the TPM data set.

The  field upgrade process uses two commands (TPM2_FieldUpgradeStart() gnd
TPAM2_FieldUpgradeData()). TPM2_FieldUpgradeStart() validates that a signature on, the provided digpst
is from the TPM manufacturer and that proper authorization is provided using platformPolicy.

NQTE 1 The platformPolicy for field upgraded is defined by the PM and could4nclude requirements that fthe
upgrade be signed by the PM or the TPM owner and include any other“constraints that are desifed
by the PM.

If the proper authorization is given, the TPM will retain the signed digest and enter the Field Upgrgde
mqde (FUM). While in FUM, the TPM will accept TPM2_FieldUpgradeData() commands. It may accept
othler commands if it is able to complete them using the previgusly installed firmware. Otherwise, it will
return TPM_RC_UPGRADE.

Each block of the field upgrade shall contain the digest of\the next block of the field upgrade data. That
didest shall be included in the digest of the previous block. The digest of the first block is signed by the
TAM  manufacturer. That signature and first® block digest are the parameters [for
TPM2_FieldUpgradeStart(). The digest is saved-in the TPM as the required digest for the next field
upprade data block and as the identifier of the field upgrade sequence.

Fof each field upgrade data block that is sent to the TPM by TPM2_FieldUpgradeData(), the TPM shall
validate that the digest matches the required digest and if not, shall return TPM_RC_VALUE. The TiPM
shall extract the digest of the next expected block and return that value to the caller, along with the digpst
of the first data block of the update sequence.

The system may attempt toyabandon the firmware upgrade by using a zero-length buffer|in
TAM2_FieldUpdateData(). If the TPM is able to resume operation using the firmware present when the
upprade started, then the TPM will indicate that it has abandon the update by setting the digest of the
nekt block to the Empty)Buffer. If the TPM cannot abandon the update, it will return the expected next
didest.

The system may/also attempt to abandon the update because of a power interruption. If the TPM is aple
to resume netmal operations, then it will respond normally to TPM2_Startup(). If the TPM is not ablg to
regume normal operations, then it will respond to any command but TPM2_FieldUpgradeData() with
TAM_RCFIELDUPGRADE.

Affer’la TPM Init, system software may not be able to resume the field upgrade that was in process
when the power interruption occurred. In such case, the TPM firmware may be reset to one of two other
values:

e the original firmware that was installed at the factory (“initial firmware”); or
e the firmware that was in the TPM when the field upgrade process started (“previous firmware”).

The TPM retains the digest of the first block for these firmware images and checks to see if the first block
after _TPM_Init matches either of those digests. If so, the firmware update process restarts and the
original firmware may be loaded.
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NOTE 2 The TPM needs to accept the previous firmware as either a vendor-provided update or as recovered
from the TPM using TPM2_FirmwareRead().

When the last block of the firmware upgrade is loaded into the TPM (indicated to the TPM by data in the
data block in a TPM vendor-specific manner), the TPM will complete the upgrade process. If the TPM is
able to resume normal operations without a reboot, it will set the hash algorithm of the next block to
TPM_ALG_NULL and return TPM_RC_SUCCESS. If a reboot is required, the TPM shall return
TPM_RC_REBOOT in response to the last TPM2_FieldUpgradeData() and all subsequent TPM
commands untila _TPM_Init is received.

NOTE 3 Because no addiional data 1s returned whnen the response code 1s not TPM_RC_SUCCESS, fthe
TPM returns TPM_RC_SUCCESS for all calls to TPM2_FieldUpgradeData() except the last, In)this
manner, the TPM is able to indicate the digest of the next block. If a _TPM_Init occursewhile the
TPM is in FUM, the next block can be the digest for the first block of the original firmware-)[f-it is fot,
then the TPM will not accept the original firmware until the next _TPM_Init when the TPM is in FU

During the field upgrade process, the TPM shall preserve:

e Primary Seeds;

e Hierarchy authValue, authPolicy, and proof values;

e Lockout authValue and authorization failure count values;
e PCR authValue and authPolicy values;

¢ NV Index allocations and contents;

e Persistent object allocations and contents; and

e Clock.
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28.2 TPM2_FieldUpgradeStart

28.2.1 General Description

This command uses platformPolicy and a TPM Vendor Authorization Key to authorize a Field Upgrade
Manifest.

If the signature checks succeed, the authorization is valid and the TPM will accept
TPM2_FieldUpgradeData()

Thjs signature is checked against the loaded key referenced by keyHandle. This key will have a~Name
that is the same as a value that is part of the TPM firmware data. If the signature is not valid;the TIPM
shall return TPM_RC_SIGNATURE.

NOITE A loaded key is used rather than a hard-coded key to reduce the amount of memerynheeded for this
key data in case more than one vendor key is needed.
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28.2.2 Command and Response

Table 237 — TPM2_FieldUpgradeStart Command

Type Name Description
TPMI_ST_COMMAND_TAG tag TPM_ST_SESSIONS
UINT32 commandSize

TPM_CC commandCode TPM_CC_FieldUpgradeStart

TPM_RH_PLATFORM+{PP}
TRMI_RH_PLATFORM @authorization Auth Index:1
Auth Role: ADMIN

handle of a public area that contains the(TPM Vendor
Authorization Key that will be used to-validate
manifestSignature

Auth Index: None
= |
TRM2B_DIGEST fuDigest digest of the first block in the\field upgrade sequence

TRMI_DH_OBJECT keyHandle

signature over fuDigest.using the key associated with

TRMT_SIGNATURE manifestSignature keyHandle (not optional)

Table 238 — TPM2_FieldUpgradeStart'Response

Type Name Description
TRM_ST tag see Clause 7
UINT32 responseSize

TRM_RC responseCode
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28.2.3 Detailed Actions

#include "InternalRoutines.h"
#include "FieldUpgradeStart_fp.h"

ISO/IEC 11889-3:2015(E)

#ifdef TPM_CC FieldUpgradeStart // Conditional expansion of this file

TPM_RC
TPM2_FieldUpgradeStart(
FieldUpgradeStart_In *in

// IN: input parameter list

{
// Not implemented
UNUSED_PARAMETER(in);
return TPM_RC_SUCCESS;

}

#epdif
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28.3 TPM2_FieldUpgradeData

28.3.1 General Description

This command will take the actual field upgrade image to be installed on the TPM. The exact format of
fuData is vendor-specific. This command is only possible following a successful
TPM2_FieldUpgradeStart(). If the TPM has not received a properly authorized
TPM2_FieldUpgradeStart(), then the TPM shall return TPM_RC_FIELDUPGRADE.

Th
im
return TPM_RC_VALUE.
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Table 239 — TPM2_FieldUpgradeData Command

Type

Name

Description

TPMI_ST_COMMAND_TAG

tag

TPM_ST_SESSIONS if an audit or decrypt session is
present; otherwise, TPM_ST_NO_SESSIONS

UINT32 commandSize
TRM_CC commandCode TPM_CC_FieldUpgradeData {NV}
TRM2B_MAX_BUFFER fuData field upgrade image data

Table 240 — TPM2_FieldUpgradeData Response

TH

MT_HA+

Type Name Description
TRM_ST tag see clause 7
UINT32 responseSize

TRM_RC responseCode

nextDigest

tagged digest of the next block
TPM_ALG_NULL if field update is complete

TH

MT_HA

firstDigest

tagged digest of the first block of the sequence
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28.3.3 Detailed Actions

#include "InternalRoutines.h"
#include "FieldUpgradeData_fp.h"

#ifdef TPM_CC FieldUpgradeData // Conditional expansion of this Tile

TPM_RC
TPM2_FieldUpgradeData(
FieldUpgradeData_In *in, // IN: input parameter list
FieldUpgradeData_Out *out // OUT: output parameter list
)
{
// Not implemented
UNUSED_PARAMETER(in);
UNUSED_PARAMETER(out) ;
return TPM_RC_SUCCESS;
}
#epdif
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.4 TPM2_FirmwareRead

.4.1 General Description

This command is used to read a copy of the current firmware installed in the TPM.

The presumption is that the data will be returned in reverse order so that the last block in the sequence
would be the first block given to the TPM in case of a failure recovery. If the TPM2_FirmwareRead
sequence completes successfully, then the data provided from the TPM will be sufficient to allow the TPM

to

To
ret

Th

NO

NO

©

ecover rom an abanaoned upgrade or this firmware.

start the sequence of retrieving the data, the caller sets sequenceNumber to zero. When the FPM has

urned all the firmware data, the TPM will return the Empty Buffer as fuData.

e contents of fuData are opaque to the caller.

TE 1 The caller ought to retain the ordering of the update blocks so that the blocksisent to the TPM have
the same size and inverse order as the blocks returned by a sequence of calls,to this command.

TE 2 Support for this command is optional even if the TPM implements TRM2_FieldUpgradeStart() §nd
TPM2_FieldUpgradeData().
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