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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The profcedures used to develop this document and those intended for its further maintenance| are
describgd in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
the diffgrent types of document should be noted. This document was drafted in accordance.with thie
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or www.iecich/members
expertg/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subjedt
of patenjt rights. ISO and IEC shall not be held responsible for identifying a@ny“or all such patert
rights. Details of any patent rights identified during the development of the.decument will be in the
Introdu¢tion and/or on the ISO list of patent declarations received (see wwm.is0.org/patents) or the IEC
list of pqtent declarations received (see patents.iec.ch).

Any trade name used in this document is information given for the‘convenience of users and does nqt
constitute an endorsement.

For an pxplanation of the voluntary nature of standards,.the meaning of ISO specific terms anfd
expressjons related to conformity assessment, as well as,information about I1SO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/

iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This dofument was prepared by Joint TechnicaliCommittee ISO/IEC JTC 1, Information technolog]
Subcommittee SC 37, Biometrics.

-~

-

This seqond edition cancels and replaces:the first edition (ISO/IEC 19795-1:2006), which has bee
technicdlly revised.

The maipn changes compared to the-previous edition are as follows:

— Terminology is updated toe.follow the biometrics vocabulary of ISO/IEC 2382-37:2017;

—_—

— Addjitional detail is proevided on testing and reporting of transaction times and computationd
worfkload, and on graphical representation of results.

Alist of pll parts in‘the ISO 19795 series can be found on the ISO website.

Any feedback.or.questions on this document should be directed to the user’s national standards body.
completk listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/nationz
-commiftees.

— =
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Introduction

This document is concerned solely with the scientific technical performance testing of biometric
systems and devices. Technical performance testing seeks to determine error and throughput rates,
with the goal of understanding and predicting the real-world error and throughput performance
of biometric systems. The error rates include both false-positive and false-negative rates, as well as
failure-to-enrol and failure-to-acquire rates across the test population. Throughput rates refer to the
number of 1nd1V1duals processed per unit of time based both on computatlonal speed and human-
i devices.
echnlcal performance tests that are modallty spec1f1c for example, fingerprint scanner image quality,
are not considered in this document.

The purpose of this document is to present the requirements and best scientific practic¢es-for conducting
and reporting technical performance testing. It is acknowledged that technical pefformance testing is
dnly one form of biometric testing. Other types of testing not considered in this doeument inclyde:

+ reliability, availability and maintainability;
-+ security, including vulnerability;

—+ conformance;

+ safety;

—+ human factors, including user acceptance;
—+ cost/benefit;

-+ privacy regulation conformance.

iometric technical performance testing cawbe of three types: technology, scenario and opgrational
valuation. Each type of test requires a different protocol and produces different types of results. Other
arts of the ISO/IEC 19795 series provide specific advice and requirements for the developnient and
se of such different test protocols, This document addresses specific philosophies and principles that
an be applied over a broad range-of'test conditions.

O T O 0
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Principles and framework

dttacks).

Scope
his document:

- establishes general principles for testing the performance of biometrics systems in terms
rates and throughput rates for purposes including measurement of{ performance, pred
performance, comparison of performance, and verifying conformancé-with specified perf
requirements;

— specifies performance metrics for biometric systems;

- specifies requirements on the recording of test data and-réporting of test results; and
- specifies requirements on test protocols in order to:

— reduce bias due to inappropriate data collegtion or analytic procedures;

— help achieve the best estimate of field performance for the expended effort;

— improve understanding of the limits of applicability of the test results.

hrough analysis of the comparisofiuscores and decisions output by the system, without r

haracteristics in the population-of interest.

eliberately trying to-subvert the intended operation of the biometric system (e.g. by pres

Normative references

ndated references, the latest edition of the referenced document (including any amendments)

of error
ction of
brmance

his document is applicable to empirical performance testing of biometric systems and algorithms

bquiring

etailed knowledge of the system’s algorithms or of the underlying distribution of bjometric

ot within the scope of this' document is the measurement of error and throughput rates for people

entation

he following documents are referred to in the text in such a way that some or all of their| content
onstitutes requirements of this document. For dated references, only the edition cited applies. For

applies.

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the following
apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2021 - All rights reserved
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31
test subject
individual whose biometric data is intended to be enrolled or compared as part of the evaluation

3.2
test crew
set of test subjects (3.1) utilized in an evaluation

3.3
target population
set of bipmetric data subjects of the application for which performance is being evaluated

3.4
test organization
functiorjal entity under whose auspices the test is conducted

3.5
experimenter
individual responsible for defining, designing and analysing the test

3.6
test admpinistrator
individual performing the testing

EXAMPLE Staff conducting enrolments or overseeing verification orfdentification transactions (3.10).

3.7
test observer
individual recording test data or monitoring the test crew.(3.2)

3.8
enrolment attempt
sequenck of one or more capture attempts with the aim of producing a biometric reference for a capture
subject

Note 1 t¢ entry: An enrolment attempt can/require a specific number of capture attempts (e.g. three separate
placements of a finger on a sensor within a set period), from which the highest quality sample(s) is/are selecte|
for further processing.

[W

3.9
enrolment transaction

one or rhore enrolment attempts (3.8) with the aim of producing a biometric reference for a captur
subject

[}

Note 1 t¢ entry: If an,énrolment attempt fails, further enrolment attempts can be performed within the samle
enrolment transaetign until an attempt succeeds or enrolment is given up.

3.10
identififation transaction
sequenceof omreor-more capture attempts—and-bionretricsearchestofird—and-returmtirebionretric
reference identifier(s) attributable to a single individual

3.11

channel effect

variation of the biometric sample due to sampling, noise and frequency response characteristics of the
sensor and transmission channel

2 © ISO/IEC 2021 - All rights reserved
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3.12

presentation effect

variation of the biometric sample due to the way that biometric characteristics are presented to the
sensor

EXAMPLE In facial recognition, this can include pose angle; in fingerprinting, finger rotation and skin
moisture. In many cases, the distinction between changes in the fundamental biometric characteristic and the
presentation effects are unclear (e.g. facial expression in facial recognition or pitch change in speaker verification
systems).

[ WP I.Y

technology evaluation
ffline (3.17) evaluation of one or more algorithms for the same biometric modality usinga pre{existing
r especially-collected corpus of samples

14

enario evaluation
aluation that measures end-to-end system performance in a prototype or simulated application with
test crew (3.2)

A5

perational evaluation
aluation that measures the performance of a biometric systemsin a specific application envifonment
sing a specific target population (3.3)

16

nline
ertaining to execution of biometric enrolment or-comparison directly following the bjometric
cquisition process

17

ffline
ertaining to execution of biometric ennolment or comparison of stored biometric data subseguent to
nd disconnected from the biometric:acquisition process

ote 1 to entry: Collecting a corpus of images or signals for offline enrolment and calculation of comparison
spores allows greater control over which probe and reference images are to be used in any transaction.

.18

osed-set test
test in which the test eréw (3.2) comprises only individuals known to have a reference in the erjrolment
atabase

ote 1 to entryiClosed-set tests are a specific type of test for showing performance of identification systems in
terms of a cuinulative match characteristic plot (3.29).

19

fhilure to acquire
faildare of the biometric capture and feature extraction processes to produce biometric features|suitable
for biometric comparison

3.20

false reject rate

FRR

proportion of verification transactions with true biometric claims erroneously rejected

3.21

false accept rate

FAR

proportion of verification transactions with false biometric claims erroneously accepted

© ISO/IEC 2021 - All rights reserved 3


https://standardsiso.com/api/?name=cf7e6be4c7f05a9dcd0c513c3aea4d60

ISO/IEC 19795-1:2021(E)

3.22

false-negative identification rate

FNIR

FNIR(N, R, T)

proportion of a specified set of identification transactions (3.10) by capture subjects enrolled in the
system for which the subject’s correct reference identifier is not among those returned

Note 1 to entry: The false-negative identification rate can be expressed as a function of N, the number of enrolees,
and of parameters of the identification process where only candidates up to rank (3.24) R, and with a candidate
score greater than threshold T are returned to the candidate list.

3.23
false-pgsitive identification rate
FPIR
FPIR(N,|T)
proportjon of identification transactions (3.10) by capture subjects not enrolled in the system for which
a reference identifier is returned

Note 1 tolentry: The false-positive identification rate can be expressed as a function of v, the number of enrolees,
and parameters of the identification process where only candidates with a candidate score greater than threshol
T are retpirned to the candidate list.

[o9

Note 2 tq@ entry: For systems that always return a fixed number of candidatesiwithout applying a threshold opn
scores, FPIR is not a meaningful metric.

3.24
rank
positionjof a candidate in a candidate list ordered by descending similarity score

3.25
true-pogitive identification rate
TPIR
TPIR(N,R, T)
proportjon of identification transactions (3.1Q) by capture subjects enrolled in the system for which the
subject’§ correct identifier is among those xéturned

Note 1 tdentry: The true-positive identification rate can be expressed as a function of N, the number of enrolees,
and of pdrameters of the identificationsprocess where only candidates up to rank (3.24) R, and with a candidate
score greater than threshold T are returned to the candidate list.

Note 2 tdentry: TPIR(N, R, T) = 3 FPIR(N, R, T).

3.26
selectiviity
SEL(N, R, T)
average|number<of ‘candidates returned above threshold T in a non-mated identification transactio
(3.10)

~

Note 1 tg €ntry: Selectivity can be expressed as a function of N, the number of enrolees, and of parameters of th
identificatiom process witere only candidates up to rank { 3-224) R and withrcandidate STore greater tiarmn threstiot
T are returned on the candidate list.

L (D

Note 2 to entry: When R = N, SEL(N, R, T) is measured against the entire database.

3.27

computational workload

total computational effort of a single transaction (or set of transactions) in a biometric system, including
number of intrinsic operations, execution time and memory requirements

Note 1 to entry: Computational workload is dependent on the hardware on which the biometric system is
operating.

4 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=cf7e6be4c7f05a9dcd0c513c3aea4d60

ISO/IEC 19795-1:2

3.28
detection error trade-off
DET

021(E)

relationship between false-negative and false-positive errors of a binary classification system as the

discrimination threshold varies

Note 1 to entry: The DET can be represented as a DET table or as a DET plot.

Note 2 to entry: The receiver operating characteristic (ROC) curve was used in the previous edition of this

document. The ROC is unified with the DET.

.29
mulative match characteristic plot
MC plot
raphical presentation of results of mated searches in a closed-set identification testy/plotting
ositive identification rate (3.25), TPIR(N, R, 0), as a function of R

.30

re-selection algorithm

lgorithm to reduce the number of comparisons that need to be made inan identification sear
rolment database

31

re-selection error

pre-selection algorithm> error that occurs when the corresponding subject identifier is not in|
selected subset of candidates

ote 1 to entry: In binning pre-selection, pre-selection errors occur when the data subject’s enrolment
d a subsequent sample from the same biometric characteristic are placed in different partitions.

(%]

.32
enetration rate
pre-selection algorithm> average proportion of the total number of references that are pre-se|

o

A

4 Abbreviated terms

API application programming interface
qMmc cumulative match characteristic
HAR false acCept rate

HTAR failure-to-acquire rate

HTCR failure-to-capture rate

HTER failure-to-enrol rate

the true-

ch of the

the pre-

reference

lected

FTXR failure-to-extract rate

FNIR false-negative identification rate
FPIR false-positive identification rate
FRR false reject rate

GFAR generalized false accept rate

GFRR generalized false reject rate
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PIN personal identification number
RFID radio frequency identification
ROC receiving operating characteristic
SDK software developer’s kit

SEL selectivity

TPIR true-positive identification rate

5 Conformance

To confgrm to this document, a biometric performance test shall be planned, executed ahd Teported i
accordance the requirements contained in Clauses 7 through 12.

-

6 General biometric system

6.1 Cognceptual representation of general biometric system

Given tHe variety of applications and technologies, it can seem difficult to draw any generalizations
about bjometric systems. All such systems, however, have many elements in common. Capturefd
biometrjc samples are acquired from a subject by a biometric capture device and are sent to a processqr
that extracts the distinctive but repeatable measures of eachsaiple (the biometric features), discarding
all other components. The resulting features may be stored in the biometric enrolment database as
biometrjc reference. In other cases, the sample itself (without feature extraction) may be stored as thie
referende. A subsequent query or probe biometric saiple can be compared to a specific reference, tp
many references, or to all references already in the:database to determine if there is a match. A decisiop
regarding the biometric claim is made basedypon the similarities or dissimilarities between the
featureg of the biometric probe and those of the reference or references compared.

Figure 1| illustrates the information flow within a general biometric system consisting of data captur¢
signal pfocessing, data storage, comparison and decision subsystems. This diagram illustrates both
enrolment and the operation of verification and identification systems.

-
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Figure 1 — Components of a general biometric system

—]

he following subclauses describe each of these subsystems in more detail. However, it should
hat in any implemented system, some of these conceptual components may be absent, or may
d direct correspondence with a physical or software entity.

—

6.2 Conceptual components-0fa general biometric system

4.2.1 Data capture subsystem

—

he data capture subsystem collects an image or signal of a subject’s biometric charac

w

pmple.

4.2.2 Transmission subsystem

=]

he transmission subsystem (not always present or visibly present in a biometric system) tr
amples; features, probes, references, comparison scores and outcomes between different sub
he- captured biometric sample may be compressed and/or encrypted before transmiss

o—%)

be noted
not have

teristics

resented to the bipmetric capture device, and outputs this image or signal as a captured bfometric

ansmits
bystems.
ion and

Ao q [ pa | ad ] £, A 4 d las deaas 1 1 1 ph - . 3 3
Xpanact atray oraeCryptea oeroreuser 1 capturea Dronretr e sampreiray oearcctrea r trairsimission

due to noise in the transmission channel as well as losses in the compression/expansion process. Data
may be transmitted using standard biometric data interchange formats, and cryptographic techniques
may be used to protect the authenticity, integrity, and confidentiality of stored and transmitted

biometric data.

NOTE The transmission subsystem is not portrayed in Figure 1.

6.2.3 Signal processing subsystem
Signal processing includes processes such as:

— enhancement, i.e. improving the quality and clarity of the captured biometric sample;

© ISO/IEC 2021 - All rights reserved
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— segmentation, i.e. locating the signal of the subject’s biometric characteristics within the captured
biometric sample;

— feature extraction, i.e. deriving the subject’s repeatable and distinctive measures from the captured
biometric sample; and

— quality control, i.e. assessing the suitability of samples, features, references, etc. and possibly
affecting other processes, such as returning control to the data capture subsystem to collect further
samples (recapture), or modifying parameters for segmentation, feature extraction, or comparison.

In the cfSe of enrolment, the signal processing subsyStem Ccreates a DIOMELTIC Teference. sometimes
the enrglment process requires features from several presentations of the individual’s bionretric
charactgristics. Sometimes the reference comprises just the features, in which case the reference
may be falled a “template”. Sometimes the reference comprises just the sample, in which casg .feature
extractipn from the reference occurs immediately before comparison.

In the cqse of verification and identification, the signal processing subsystem creates abiometric probég.

Sequending and iteration of the above-mentioned processes are determined by(the specifics of each
system.

6.2.4 Pata storage subsystem

Referenges are stored within an enrolment database held in the datastorage subsystem. Each referencge
may be 3dssociated with some details of the enrolled subject or the-énrolment process. It should be noted
that pri¢r to being stored in the enrolment database, referencesimay be reformatted into a biometric
data intprchange format. References may be stored within¢a ‘biometric capture device, on a portabﬂe
medium| such as a smart card, locally such as on a persenal computer or local server, in a central
databaseg, or in the ‘cloud’.

6.2.5 [omparison subsystem

In the cpmparison subsystem, probes are compared against one or more references and comparisop
scores dre passed to the decision subsystem. The comparison scores indicate the similarities qr
dissimilprities between the probe(s) and‘reference(s) compared. For verification, a single specific
biometrjc claim would lead to a single comparison score. For identification, many or all references ma1y
be compared with the probes and olitput a comparison score for each comparison.

6.2.6 Pecision subsystem

The decision subsystem tses the comparison scores generated from one or more biometric comparisonfs
to provifle the decision.outcome for a verification or identification transaction.

In the cdse of verification, the probes are considered to match a compared reference when (assumi
that higher scores‘€orrespond to greater similarity) the comparison score exceeds a specified threshold.
A biomeftriccclaim can then be verified on the basis of the decision policy, which may allow or requi
multiplg attempts.

In the case of identification, the enrolee reference is a potential candidate for the subject when
(assuming that higher scores correspond to greater similarity) the comparison score exceeds a specified
threshold, and/or when the comparison score is among the predetermined number of ranked values
generated during comparisons across the entire database. The decision policy may allow or require
multiple attempts before making an identification decision.

NOTE Conceptually, it is possible to treat multibiometric systems in the same manner as unibiometric
systems, by treating the combined captured biometric samples, references or scores as if they were a single
sample, reference or score and allowing the decision subsystem to operate score fusion or decision fusion as and
if appropriate. (See also ISO/IEC TR 24722.))
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6.2.7 Administration subsystem

The administration subsystem governs the overall policy, implementation, configuration and operation

of the biometric system. [llustrative examples include:

a) interacting with the subject including providing guidance feedback to the subject during and/or

after data capture, and requesting additional information from the subject;

b) storing and formatting of the biometric references and/or biometric interchange data;

g—providing fimatarbitratiomromroutput fromrdecisiomrandforscores;

d) setting threshold values;

g) setting biometric system acquisition settings;

f) controlling the operational environment and non-biometric data storage;

gd) providing appropriate safeguards for subject privacy and subject data security; and
H) interacting with the application that utilizes the biometric system.

NOTE The administration subsystem is not portrayed in Figure 1.

4.2.8 Interface to external application

The biometric system may or may not interface to an external application or system via a web
interface, an API, a hardware interface or a protocol interface.

NOTE The interface to external application is not.pdrtrayed in Figure 1.
6.3 Functions of general biometric system

4.3.1 Enrolment

Ih enrolment, a transaction by a(capture subject is processed by the system in order to gene
store an enrolment reference for.that individual.

Hnrolment typically involves:

d) sample capture;

) sample optimization or enhancement;
d) segmentation;

d) feature extraction;

€) ~ quality checks (which may reject the sample/features as being unsuitable for creating a rg

services

rate and

ference,

and rpr}nirp capture of further Qnmplpc);

f) presentation attack detection checks (which may reject the sample/features as being ineli
use as an enrolment reference);

g) (where system policy so requires) comparison against existing biometric references to en
subject is not already enrolled;

gible for

sure the

h) reference creation (which may require features from multiple samples) and possibly generation of

a database index;

i) storage of the biometric reference data record, possibly after conversion to a biometric reference

data interchange format;
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j) test verification or identification attempts by the capture subject to ensure that the resulting
biometric reference is usable; and

k) allowing repeat enrolment attempts, should the initial enrolment be deemed unsatisfactory
(dependent on the enrolment policy).

6.3.2 Verification of a positive biometric claim

In applications such as access control a transaction by a subject may be processed by the system in

order to-weri A 1Nnosi o sneci im abo he hiect’s enrolmen -l-n enrolled 3 hiect

X”). Note that some biometric systems allow a single subject to enrol more than one instance of
biometrjc characteristic (for example, an iris system may allow subjects to enrol both iris images;while
a fingerprint system may require enrolment of additional fingers for fallback in case a primary.finger is
damageg).

Verification of a specific positive claim typically involves:
a) sample capture;

b) sample optimization or enhancement;

c) segmnentation;

d) featpre extraction;

e) quality checks (which may reject the sample/features as being unsuitable for comparison, and
reqiiire capture of further samples);

f) pregentation attack detection checks (which may rejectithe sample/features as being ineligible fq
use

—

g) probe creation (which may require features ftom multiple samples), possible conversion into ja
biorhetric data interchange format;

h) comparison of the probe and the reference for a biometric claim producing a comparison score;

o

i) detdrmination of whether the biometric features of the probe match those of the reference base
on Whether the comparison score.exceeds a threshold (in cases where higher scores correspond t
gredter similarity); and

[=}

j) decision to verify a claim based on the comparison result of one or more attempts as dictated bjy
the Hecision policy.

The verf{fication function either accepts or rejects the specific positive claim. The verification decisiop
outcomg is considered to be erroneous if either a false claim is accepted (false accept) or a true claim is
rejected| (false reject). In this application, a false acceptance occurs if the submitted sample is wronglly
matche( to a stored reference not created by the data subject. A false rejection occurs if the submitted
sample is nat matched to a reference actually created by the data subject.

NOTE "-' U d U .. II" i i d 'I' cC PU I'VV d II C i Y C acn
applications have been called “PIN-less verification” because no PIN or other identifier was necessary to establlsh
that the data subject was indeed enrolled in the database. The process is as above through steps a) - g). However,
steps h) - j) are somewhat different when the claim is unspecific:

h) comparison of the probe against all the references producing a score for each comparison;

i) determination of whether the biometric features of the probe match those of any reference based
on whether the comparison score exceeds a threshold (in cases where higher scores correspond to
greater similarity); and

j) decision to verify a claim based on the comparison results of one or more attempts as dictated by
the decision policy.
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6.3.3 Identification

In identification, biometric samples from a capture subject are processed to generate a probe, and the
enrolment database is searched to return identifiers of references similar to that probe. Identification
provides a candidate list of identifiers containing zero, one, or more identifiers. Identification is
considered correct when the subject is enrolled and an identifier for their enrolment is in the candidate
list. The identification is considered to be erroneous if either an enrolled subject’s identifier is not in
the resulting candidate list (false-negative identification error), or if a transaction by a non-enrolled
subject produces a non-empty candidate list (false-positive identification error).

Iflentification typically involves:

d) sample capture;

H) sample optimization or enhancement;
d segmentation;

d) feature extraction;

g) quality checks (which may reject the sample/features as being-unsuitable for comparigon, and
require capture of further samples);

f) presentation attack detection checks (which may reject thesample/features as being inelilgible for
use);

g) probe creation (which may require features from multiple samples) and possible conversipn into a
biometric data interchange format);

H) comparison against some or all references in(the enrolment database, producing a score [for each
comparison;

i] determination of whether each compared reference is a potential candidate identifier| for the
capture subject, based on whether:the comparison score exceeds a threshold and/or is among the
highest ranked scores returned,"producing a candidate list (higher scores correspond tq greater
similarity); and

j] an identification decisiombased on the candidate lists from one or more attempts, as dictated by
the decision policy.

4.4 Enrolment, vérification and identification transactions

The live acquisjtion processes for enrolment, verification or identification transactions consist of one
dr more capture-/attempts as allowed or required by the corresponding decision policy. Each|capture
dttempt mayjconsist of one or more presentations dependent on sensor operation, policy or sample
duality, and’any settings limiting the number of presentations or time permitted per attempt.

HXANMPLE1  When a decision policy allows three attempts to verify, a transaction consists of one atfempt, or
tpvoattempts if the first attempt is rejected, or three attempts if the first two attempts are rejected.

EXAMPLE 2  The enrolment process often requires the enrolee’s biometric characteristics to be presented
multiple times.

EXAMPLE 3  Some verification systems process a sequence of samples in a single attempt, for example: (a)
collecting samples over a fixed period to find the best matching sample; or (b) collecting samples until either a
match is obtained or the system times out.

EXAMPLE4 Some biometric identification systems capture multiple samples from an individual and
consolidate the results of biometric searches of each sample into a single candidate list. Typical cases are the use
of multiple fingers in fingerprint identification, and the use of multiple frames in face recognition from video.

Figure 2 illustrates the relationship between presentations, attempts, and transactions.
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One or more One or more attempts
presentations may be may be necessary or
necessary or permitted to permitted to constitute a
constitute an attempt. For transaction, depending
certain systems, on whether the system Capture subject
presentations and requires or allows interaction with a
placements are multiple samples of a consists of a sequence
equivalent. biometric characteristic. of transactions.
Presentation 1 > Attempt 1 > Transaction 1
Presentation 2 Attempt 2 Transaction 2
A)
Presentation N Attempt N Transactm% N
Vo
S S
In a typical decision In a typical decision
policy, failure to acquire policy, an inability to
biometric data sufficient enrol or match
to constitute an attempt subsequent to N
after N presentations attempts constitutes a
represents a failed failed transaction.
attempt.
Figure 2 — Presentations, attempts and transactions
6.5 Pé¢rformance measures
6.5.1 Error rates

In a biometric system, fundamental errors encompass comparison errors (false match and false non-
match) pnd reference/probe creation errors (failure-to-capture, failure-to-extract, failure-to-enrgl
and failure-to-acquire). Fundamental errors combine to form decision errors for verification and
identifidation systems. How these fundamental errors combine to form decision errors depends upop
the numper of comparisongrequired or allowed, whether there is a positive or negative biometric clain,
and the fecision policy,

6.5.2 [Throughputrates

6.5.2.1 | Threughput rates measure the number of subjects that can be processed per unit time based
both on cemputational speed and human-machine interaction. Throughput rates for verificatiop
systems, strchas—thoseforaccess—controt—are uauany determined ‘u_y the bpccd of bulujct,t interaction
with the system in the process of submitting a sufficient quality biometric sample. Throughput rates
for identification systems, such as enrolment in a social service program, can also be affected by the
computational processing time required to compare a captured sample to the biometric reference
database. Therefore, depending on the application, it may be appropriate to measure the interaction
times of subjects with the system and also the processing rate of the computational hardware as a
function of the number of stored references. Further, in operational use, actions required subsequently to
the biometric application decision (e.g. proceeding through a gate, opening a door, exiting a station) may
affect the ability of the next subject to interact with the system. Measurement of throughput should take
account of these additional actions which can vary depending on the biometric system decision.

NOTE Actual benchmark measurement of computer processing speed is covered in texts such as Reference
[2] and is considered outside the scope of this document.
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6.5.2.2 Measurement of the speed of subject interaction requires a precise definition of the actions
indicating the initiation and termination of the transaction. This definition should be determined prior to
the start of the test and noted in the test report. The test report should also include a brief listing of the

actions of the capture subjects included in the transaction.

EXAMPLE It is possible to measure throughput for sample acquisition only, or for recognition transactions

allowing multiple attempts.

6.5.3 Types of performance testing

(@

.5.3.1 Biometric technical performance testing can be of three types: technology, (sce
perational.

(@)

.5.3.2 In a technology evaluation, testing of one or more algorithms is carriedvout on a c
iometric samples. The corpus may be collected as part of a test, or it may be'a*previously

een by algorithm developers. Testing is carried out using offline processing of the data. As th

Q.= W\ o o o

ependent on both the environment and the population in which it iS-€ollected.

nvironment that models a real-world target application ¢f)interest. Each tested system has

Uell as online processing of data. Test results are rep€atable only to the extent that the modelled
an be carefully controlled.

.5.3.4 In an operational evaluation, testing is typically online for consistency with the ap
perational test results can be limited due to unknown and undocumented differences

ata subjects can be difficultto.ascertain, particularly under unsupervised conditions witho
dministrator, test observer-Or'operational personnel present.

[l

nnex A summarizes the different characteristics of the different types of evaluations.

y

1 Planningthe evaluation
1.1 General

.12\ " As the first step in an evaluation, the experimenter shall determine:

6
e
g
dperational environments. Furthérmore, “ground truth” on the identities and behaviours of the biometric
d
a

hario or

brpus of
rollected

orpus available to the experimenter. Although example data may be distributed for developmental or
ining purposes prior to the test, the actual testing needs to be done on datarthat has not previoysly been

P COrpus

5 fixed, the results of technology tests are repeatable. Nonetheless, performance against this dorpus is

.5.3.3 In a scenario evaluation, testing is carried out agaihst’one or more complete systems in an

its own

6

e

Hiometric capture device and so receives slightly different data. Consequently, if multiple systems are
Heing compared, care is required to ensure that data.collection across all tested systems is in the same
gnvironment with the same population. Depending-on test requirements, testing can involve qffline as
!
C

scenario

blication

nvironment (unless the systems under test process data in an offline fashion). Repeatapility of

between

1t a test

a) the systems / application / environment / population to be evaluated;

b) the aspects of performance to be measured; and

c) how adataset for evaluating performance is to be created or identified (i.e. which is the appropriate

evaluation type: technology, scenario, or operational?).
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These decisions form the basis for developing an appropriate test protocol, specifying appropriate
environmental controls, test subject selection and test size.

NOTE Sometimes the choice of evaluation type is determined by the availability of suitable databases of test
samples for a technology evaluation, or of an installed system for an operational evaluation. Circumstances also
existin which all three types of testing are carried out sequentially, perhaps gradually narrowing down modality
options and systems under consideration for the eventual deployment of a biometric system.

7.1.2 The test protocol may need to reflect system and application-specific differences such as:

a)
b)

c)

d)

e)

7.1.3 This document provides the basic principles for conductinig and reporting a performand
evaluatipn. Other parts of the ISO/IEC 19795 series provide guidance and requirements for tests wit
specific pvaluation types, biometric modalities and target applications.

7.2 Determine information about the system

The expprimenter shall determine the following infogrmation about the system or systems to be tested
in order|to plan appropriate data collection procedures.

a)

b)

c)

d)

f)

14

diff¢erences in environments;

diffgrences in capture subject populations (e.g. differences in subject habituation);

=

differences in biometric modalities (e.g. due to different modalities being affected /by differer
environmental conditions, and the differences between testing of predominantly béhavioural and
predominantly physiological biometrics);

differences in the performance metrics of interest (e.g. overall performance of verificatiop
applications and identification applications are measured differently); and

addjtional problems in establishing the ground truth for identification systems (where identificatio
trarsactions are not accompanied by a specific biometric claim).

=]

j=ai¢’)

Does the system log transaction information? If not, then this information shall be recordefd
marnually by the test subject, test administrator or test observer.

Doep the system save biometric'samples or features for each transaction? This is necessary |f
comparison scores based on data collected during the test are to be generated offline.

Doep the system return(comparison scores or just accept or reject decisions? In the latter casg,
datg may have to be callected at a variety of threshold settings to generate a DET (see 8.2.3). |f
conlparison scores.dre returned, what information is available regarding parameters and scale?

Is the vendor’s,SDK available? Offline generation of mated and non-mated comparison scores
requiires usefof software modules from the SDK for:

1) |generating references from enrolment samples;

2) gafarating
5€

3) determination of comparison scores between probes and references.

Are system modifications required for testing? Will required modifications alter system
performance characteristics?

Does the system generate independent references? The correct procedures for collecting or
generating non-mated comparison trials are different if references are dependent (see 8.4.11).

NOTE An independent reference is one whose content and composition are not determined or informed
by the content and composition of any other references.
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g) Doesthe system use algorithms that adapt the reference after successful verification? In such cases,
consideration shall be given as to how much reference adaptation should occur prior to measuring
performance and also whether non-mated comparison trials are likely to adversely affect the
references (see 8.4.5).

h) What are the recommended image quality and comparison score thresholds for the target
application? These settings affect the quality of presented samples and error rates.

i) Are the expected approximate error rates known? This information can help in determining
whether the test size is appropriate (see B.1).

j] What are the factors that influence performance for this type of system? These shall be cgntrolled
or documented (see 7.3).

K) Does performance depend on the number of enrolled references? This is/the case for most
identification systems, but also for some verification systems, such as those executing cohort
enrolment, or those embedding a one-to-many search within the verification process.

1.3 Controlling factors that influence performance

.3.1 Biometric system performance figures can be highly application-, environment- and population-
dependent. Annex C provides a list of population, application, environmental and system factors that
hHave been found to affect the performance of one or more types of biometric system.

.3.2 Factors influencing the measured performance shall be explicitly or implicitly divided info one of
fpur classes for control:

d) factors incorporated into the structure of th€ experiment (as independent variables) so that their
possible effects can be observed, reportedand analysed;

H) factors controlled to become part of-the experimental conditions (unchanging throughout the
evaluation);

d factors randomized out of the experiment; or

d) factors judged to have negligible effect, which are ignored. Without this final category, the
experiment becomes unnecessarily complex.

ow these factors are-to be controlled shall be decided in advance of data collection. This car involve
ome preliminary testing of systems to determine which factors are most significant and which may be
nfely ignored. Inrdetermining which factors to control, there can be a conflict between the needs for
hternal validity (i-e. differences in performance are due only to the independent variables recprded in
he study) and external validity (i.e. the results truly represent performance on the target application).

& = n_ T

XAMPLE Suppose we are comparing the performance of two systems and are concerned over whether the
kill or-personality of the test administrator affects performance. Possible ways to control this factor pre: a) to
esign the experiment to measure the performance differential between supervisors as well as between|systems;

to’use only one supervisor, or to carefully script the supervisor/subject interaction to be as congistent as
possible throughout the experiment; c) to allocate enrolment attempts randomly among all supervisors, thereby
avoiding any systematic bias; or d) if there is prior evidence that differences between test administrators are
small compared to the differences between systems, the experiment is permitted to ignore this factor.

o Q. v

7.3.3 For technology testing, a generic application and population may be envisioned, ensuring that
the tests are neither too hard nor too easy for the algorithms being evaluated.

7.3.4 For scenario testing, a real-world application and population should be specified and modelled
in order that the biometric system can be tested on representative subjects in a realistic environment.
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7.3.5 In operational testing, the environment and the population are determined in situ with little
control over them by the experimenter.

7.3.6 In scenario and operational testing, any adjustments to the devices and their environment
for optimal performance (including quality and decision thresholds) should take place prior to data
collection. Stricter quality control can result in fewer false matches and false non-matches, but a higher
failure-to-acquire rate. The decision threshold also needs to be set appropriately if a comparison decision
is presented to the capture subject — positive or negative feedback can affect subject behaviour. Vendors
may advise on the optimal environment and trade-off between settings.

7.3.7 Of particular importance when planning the test is the time interval between enrolment and t
collectign of probe data. Longer time intervals generally make it more difficult to match probe samples
referendes due to the phenomenon known as “template ageing”. This refers to the change in error rates
caused By time-related changes in the biometric characteristic and its presentation. Collection of prob
data for|mated comparison trials shall therefore be separated in time from enrolment\by an interval
commerjsurate with the target application. If this interval is not known, then separation in time shoul
be as lorg as is practicable.

NOTE Sometimes the elapsed time since enrolment is one of the controlled experimental factors, requiring
collection of multiple samples over time. This enables a longitudinal analysis of the-factors such as habituation,
template|ageing, and the stability/permanence of biometric characteristics over the timespan of the experiment.
See 9.7.1,

7.4 Test subject selection

[72)

7.4.1 Both the enrolment and recognition functions require input signals or images. These samplg
should dome originally from a test population or crew.

7.4.2 The test crew shall not include people whese biometric characteristics have previously bee
used to ¢levelop or tune the biometric system being tested.

—

7.4.3 The crew should be demographically similar to that of the target application for whic
performpnce will be predicted from test-results. This is the case if test subjects are randomly selecte
from a target population. In other cases, volunteers can have to be relied upon.

[o ey

7.4.4 Recruiting the crew from’ volunteers without imposing adequate controls can bias the tests
People With disabilities, for\instance, could be under-represented in the sample population. It ca
be necepsary to select from 'those volunteering to ensure that the test crew is as representative a
possiblel and reflects the, diversity of potential users. Target population approximation is an importar]
considefation in ensuring the predictive value of tests.

—~ »n S 7

7.4.5 Enrolment and recognition are normally carried out in different sessions, separated by days
weeks, months or years, depending on the target application. A test crew with stable membership ove
a long petiod is difficult to find and it should be expected that some test subjects drop out betwee
sessions.

=R

7.4.6 The test crew should be appropriately instructed so that their actions and behaviour follow
that of the target application. If test subjects become bored or fatigued with routine testing, they can be
tempted to experiment or be less careful. The experimenter shall consider test subject engagement as
part of test design.

7.4.7 For applications where capture occurs without deliberate presentation, test subjects should
ideally behave as if they were unaware of sample capture as it occurs. This may be achieved by passively
capturing data over an extended period and by using RFID tags to establish test subjects’ correct identifier
without needing their input.
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7.4.8 Prior to testing, test subjects should be fully informed about test duration, data collection
procedures, how test data is used and disseminated, and how many sessions are required. Regardless of
the use of the data, the identities of the crew should never be released by the experimenter. Test subject
data management shall follow local regulations about data and privacy protection. These regulations
may enforce, for example, the full disclosure of information and signature of consent form before taking
part in an experiment and may also enforce that all acquired data are strictly anonymized.

NOTE For some types of testing, e.g. operational testing of covert identification systems, informing test
subjects is impractical or presents a risk of altering their behaviour, thereby invalidating the collected results.

4.9 If it is necessary to use artificially generated samples or features (including thoSe| created
y modifying real data) such use shall be reported and justified, and the method of géneration and
ssumptions regarding appropriateness shall be described. Results for synthetic and non4synthgtic data
shall be reported separately, and results for mixed synthetic and non-synthetic data shall repoit details
f the mixture.

OTE The use of artificially generated images improves the internal validity~of technology evgluations,

all the independent variables affecting performance are controlled. However, external validity i likely to
e reduced. The database is also likely to be biased in respect of systems thatuhodel the biometric infages in a
similar way to that used in their generation.

.5 Testsize

.5.1 General

he scale of an evaluation, in terms of the number of test subjects, instances and transactiong, affects
ow accurately error rates are measured. The larger the test, the more accurate the results afre likely
tp be. Rules such as the Rule of 3 and Rule of 30 (described in B.1) may be used to provide lower bounds
tp the number of attempts or transactions needed for a given level of accuracy. However, these rules
verstate the confidence associated with biometric results. They assume that error rates are|due to a
sfingle source of variability, which is not generally the case with biometrics.

OTE As the test size increases, the Variance of estimates decreases, but the scaling factor depenfls on the
spurce of variability. For example, subjécts can have differing error ratesl3l, giving a component of varipnce that

scales as 1 / (number of test subjects}instead of 1 / (number of attempts). This effect is discussed in m¢re detail
ih Annex B.

1.5.2  Collecting multiple recognition transactions per test subject per system

.5.2.1 The evaluation may collect multiple transactions from each test subject per|system.
(ircumstances.in which several transactions should be collected from each subject per system include:

—+ testing.the effects of ageing, habituation, and other systematic variations;

+ testing of systems using reference updating;

—+ “testing the extent to which different subjects have different individual error rates; or

— when the transaction is not fully defined prior to testing, e.g. to determine how varying the number
of attempts per transaction alters performance.

NOTE If the cost and effort of obtaining and enrolling the test crew does not have to be considered, the ideal
test has many test subjects, each making a single transaction. This provides independence between transactions.
Ten probe-reference pairs from each of 100 people is not statistically equivalent to a single probe-reference from
each of 1000 people and does not deliver the same level of certainty in the results. However, for cost and time
efficiency, it is significantly easier to get existing enrolees to return than to find and enrol new test subjects.
Furthermore, whenever a transaction is made, collecting additional transactions at the same time requires only
marginally more effort. Despite the correlations between such multiple transactions, it is often the case that
using multiple transactions from fewer test subjects produces a smaller uncertainty in test results than a trial of
equal cost using a single transaction from slightly more test subjects.
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7.5.2.2 The number and frequency of test transactions collected per test subject should be consistent
with the target application. Use of multiple transactions per system would be inappropriate in tests
where the capture subjects are expected to be unfamiliar with the device or biometric application.

NOTE Capture subject behaviour is likely to vary with each successive attempt due to increased familiarity
with the device or feedback of the comparison decision. For example, the first attempt by a capture subject is
possibly more likely to fail than their following attempts. As a result, the observed false reject rate depends
on the pattern of attempts per subject, as defined by the test protocol. Generally, error rates are measured not
only over the target population, but also over the types of attempt a subject reasonably makes. Averaging over
multiple attempts helps in this case. However, there is the possibility that altering the number and pattern of
attemptgper subject affects subject behaviour enough to signiticantly alter the measured error rates.

7.5.3 Requirements on test size

The nunjber of test subjects is more significant than the total number of test transactions indd€termininjg
confiderjce level associated with test results.

a) The|crew shall be as large as practicable. The measure of practicality is likely to be the expense of
crew recruitment and management.

b) A giyven level of accuracy and confidence level required for the biometri¢ performance test shall b
det¢rmined as appropriate. Sufficient transactions shall be collected-per test subject so that the
totadl number of transactions exceeds that based on the level of acetiracy and the confidence level
det¢rmined. Rules such as the Rule of 3 and Rule of 30 may be used to determine the test size. If |t
is ppssible to collect transactions made by the same subject.gn)different days, or with the subjeq
usirlg different instances (provided that the additional instarnices are representative of normal use),
doinpg so can help reduce the dependencies between transactions by the same individual.

(s

NOT[E1  Use of the little finger is probably not representative of normal use of a fingerprint system, and
the fesulting error rates will be differentl4l. Similarly, an‘inverted left hand is not representative in a righf-
hangled hand geometry system.

c) Oncp data has been collected and analysed,the uncertainty in the performance measures shall be
estimated.

NOTE 2 The law of diminishing retdrns applies: a point will be reached where errors due to bias in
the pnvironment used, or in test subject selection, exceed those due to size of the crew and number of tests.

7.6 Multiple tests

7.6.1 The cost of data colleéction is such that it can be desirable to conduct multiple tests with o
data collection effort. Techhology evaluation allows for this. A single corpus may be collected for offlinje
testing of multiple comparison algorithms. In effect, this decouples the data collection and signgl
processing subsystems. This is not problem-free however, as these subsystems are usually not completelj
indepenfdent. For\instance, the quality control module, which can require the data collection subsyste
to reacquire, the image, is part of the signal processing subsystem. Furthermore, image quality can b
affected
technical evaluation of algarithm ng a

and might favour some systems over others.

7.6.2 Scenario evaluations of multiple systems can also be conducted over the same period by having a
test crew use several different devices or scenarios in each session. However, this approach requires care.
For example, as test subjects move from device to device, it is possible for habituation or acclimatization
on one device to improve or worsen the presentation made on the subsequent device. To equalize such
order effects over all devices, the order of their presentation to each test subject should be randomized.
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8 Data collection
8.1 Avoidance of data collection errors

8.1.1 Collected biometric samples or features are properly referred to as a corpus. The information
about those biometric samples or features and the subjects who produced them is referred to as the
metadata. Both the corpus and the metadata can be corrupted by human error during the collection
process. Errors attributable to mistakes in the collection process can easily exceed errors attributable
tothe biometric system For this reason_extreme care shall be taken dnring data collection to avoid both

dorpus errors (wrongly acquired sample) and metadata errors (mislabelled sample).

HXAMPLE 1 Possible causes of corpus errors include: a) test subjects using the system incorrectly (and outside
the limits allowed by the experimental controls), such as mistakenly using a fingerprint scahner upsifle down;
a]gd b) cases where a blank or corrupt image is acquired if the subject enters a PIN, but moves on beforela proper
image is captured.

HXAMPLE 2  Possible causes of metadata errors include: a) test subjects being issued with the wrong PIN; b)
typing errors in PIN entry; and c) test subjects using the wrong body part, e.g, ising a middle finger when the
index finger is required.

§.1.2 Data collection software minimizing the amount of data\requiring keyboard entry, multiple
tpst administrators or test observers to double-check entered data and built-in data redundancy shall
He used. Test administrators/observers shall be familiar with/the correct operation of the system and
the possible errors to guard against. To avoid a variable intérpretation of what constitutes a [wrongly
dcquired sample, objective criteria shall be set in advance: Any unusual circumstance surrounding the
cpllection effort, and the transactions affected, shall be:documented by test administrators/obsgrvers.

.1.3 Even with precautions, some data collection errors are likely to be made, adding uncertainty to
he measured test results. After-the-fact correction of corpus or metadata errors should be hased on
pdundancies built into the collection system'and should not be solely reliant on the outputs of the tested
iometric algorithm. In this respect, systéms that can save biometric samples and/or transaction logs
ffer more scope for error correction than systems where all the details have to be recorded mafually.

o o= o o

.1.4 Test administrators/observers shall not manually discard nor use an automated mechanism to
iscard samples collected for evaluation purposes unless the samples conform to a set of formal, pre-
etermined, documented_and reported exclusion criteria. The number of samples so excluded|shall be
eported.

= O . O 00

I

XAMPLE Excludefingerprint sample if captured area is less than 0,25 cm?2.

o0

.2 Data anddetails collected

.2.1 _<Fhé data that can be collected automatically depends on the biometric system implemegntation.
ystems should automatically log all enrolment, verification or identification attempts, includin(F details

fclaimed identity and comparison and quality scores. This minimizes the amount of data rec¢rded by
and and the potential for transcription errors.

joplleollVsMeo)

If systems save biometric samples, this brings the following advantages:

a) enrolment references and comparison scores can be generated offline, provided that a compatible
SDK or API is available. This allows for a full cross-comparison of probes and references, giving a
higher number of comparison scores;

b) the collected images may be reused to evaluate algorithm improvements or (provided the biometric
samples are in a suitable format) to evaluate other algorithms in a technology evaluation; and

c) potential corpus or metadata errors may be checked by visually inspecting the images or through
examining the transaction log.
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8.2.2 Many biometric systems do not save samples or references, or automatically log all attempts,
in their normal mode of operation. With vendor co-operation, it can be possible to incorporate this
functionality into an otherwise standard system, but care should be taken that system performance is
not affected. For example, the time taken in logging biometric samples or features can slow the system
and affect subject behaviour. If biometric samples or features cannot be saved, enrolment, mated and
non-mated, comparison trials shall be conducted online, and results recorded manually if necessary. This
shall require closer supervision by the test administrators/observers to ensure that all results are logged
correctly.

8.2.3 fome systems do not return comparison scores, but Just a match or non-match decision at the
current gecurity setting. If the test protocol requires generation of a DET, results of mated and non-nrated
comparison trials shall be collected or generated at multiple threshold settings. The vendor may,advise
on the dppropriate range of thresholds. The selected values for the threshold (which could\be” “low,
“medium” and “high”) may parameterize the DET in place of the decision threshold. In the case of online
testing, each test subject shall execute the required number of transactions at each .chosen security

setting.

To ensure that the effects of multiple attempts are not confounded with those of changing the decisio
threshold, test protocols shall not allow mated comparison trials to be made\at progressively mor
lenient dettings, stopping when a match is obtained. Similarly, test protocolsishall not allow non-mate
comparison trials to be made at progressively stricter settings, stopping onee a non-match is obtained,

-

[* "¢

8.2.4 The data collection plan should comply with applicable regulation(s) regarding data and privad
protectipn. The data collection plan may need to include a mechanisi’'whereby a test subject may reques
their samples and biographical information to be expunged from the system. Otherwise, such redactio
can be time-consuming and error-prone.

- <

=}

8.3 Enrolments
8.3.1 Enrolment transactions

8.3.1.1 | Each test subject should enrol only-once per system, though an enrolment may generate more
than ong reference within the enrolmentrecord (for example a reference for each fingerprint, or multiple
face poges). Multiple attempts may_be allowed to achieve one good enrolment, with a predetermined
maximum number of attempts or maximum elapsed time. Care shall be taken to prevent accidental
multipld enrolments.

8.3.1.2 | Sometimes it is-appropriate to test performance of identification systems in which subject
can havg multiple biometric reference data records. In such cases the number of test subjects an
multipligities of biometric reference data records shall be reported with the test results.

= wn

8.3.1.3 | Withseme biometric modalities, a capture subject can present different biometricinstances, e.
up to ter) fingers, left and right eye. To maximize the quantity of enrolment and recognition data availab
to the eypesimenter, an evaluation may treat enrolment of different instances from the same individugl
as separ
system under test. The experimenter shall document and report on such usage. Multiple enrolments
from the same test subject in a given system shall not be considered equivalent to enrolment of different
test subjects, e.g. for the purpose of achieving a level of statistical significance. See also 8.4.1.3.

Al

o]

8.3.1.4 Practice mated comparison trials may be performed immediately subsequent to enrolment to
ensure that the enrolment samples are of sufficient quality to later match, and to familiarize test subjects
with the system. Scores resulting from such practice trials should not be recorded as part of the mated
comparison trial record.
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8.3.2 Enrolment conditions

8.3.2.1 Enrolment conditions should model the target application enrolment. The taxonomyl(3] of the
enrolment environment determines the applicability of the test results. Vendor recommendations should
be followed, and the details of the environment should be noted. Environmental conditions during
enrolment require special attention. It is possible for conditions such as background noise in the case of
speaker verification, or ambient lighting in the case of iris or face recognition systems, to reduce enrolment
quality, impact enrolment error rates and impact resultant recognition rates. Of particular concern for
systems with optical elements is light falling directly on the sensor, and uncontrolled reflections from the
€ target application envifonment
s closely as possible. Test results generated under one environmental condition often differjfrgm those
enerated under different environmental conditions.

.3.2.2 Every enrolment shall be carried out under the same general conditions.YThe goal should be
tp control presentation effects and channel effects so that such effects are either"uniform across all test
subjects, or randomly varying across test subjects. Many data collection effortsihave been ruined|because
f changes in the protocols or equipment during the extended course of colléction.

XAMPLE A famous example is the “Great Divide” in the KING speech cerpuslél. About halfway thijough the
cpllection, for a reason nobody now remembers, the recording equipment had to be temporarily disagsembled.
was later reassembled according to the original wiring diagramj\nonetheless the frequency fesponse
characteristics were slightly altered, creating a divide in the data and complicating the scientific analysis of
gorithms based on the data.

.3.2.3 As the tests progress, a test administrator €an'gain additional working knowledge of the
ystem, which could affect the way later enrolments dre'carried out. The enrolment process and criteria
br supervisor intervention shall be determined int@dvance and adequate supervisor training|shall be
rovided.

= = n M
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.3.3 Enrolment failures and presentation errors

.3.3.1 The biometric system can.reject some enrolment attempts on the basis of quality. For ¢xample,
uality control modules for systems-requiring multiple images for enrolment can reject transagtions in
Phich presentation quality varies significantly. Other quality control modules reject single poor-quality
mages. If these modules allow*for tuning of the acceptance criteria, vendor advice should be fpllowed.
1l enrolment quality scores.should be recorded. Advice on remedial action to be taken with test{subjects
Uho fail an enrolment attempt shall be predetermined as part of the test plan.

Ll et <IN elle o)

NOTE Biometricssample quality is discussed in the ISO/IEC 29794 series (Parts 1, 4, 5 and 6).

84.3.3.2 Theproportion of test subjects failing to enrol at the chosen criteria shall be recorded and
reported asithe failure-to-enrol rate. If possible, the reasons for enrolment failure should also be fecorded
and repertéd (e.g. those without the required biometric characteristics, cases where a sample gould not
He aequired, or failures/exceptions of the enrolment algorithm, or those unable to successfully verify in
fraetice attempts).

8.3.3.3 Not all quality control is automatic. Intervention by the test administrator can be required
if the enrolment biometric characteristic presented was erroneous according to some predetermined
criteria. For instance, during enrolment test subjects can present the wrong finger, hand or eye, recite
the wrong enrolment phrase or sign the wrong name. This data should be removed, but a record of such
occurrences shall be kept.

8.3.3.4 Recognition testing subsequent to enrolment can reveal incorrectly captured enrolled
references (for example, the wrong finger position was captured). Data editing to remove such enrolments
can be necessary, but the effect of this on resulting performance shall be fully reported.
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8.4 One-to-one comparison trials
8.4.1 General

8.4.1.1 The sampling plan shall ensure that the data collected are not dominated by a small group of
excessively frequent, but unrepresentative subjects.

8.4.1.2 Mated comparlson trials involve test sub]ects submlttmg samples to be compared against their
own enrphnes :
compargd against blometrlc references from different blometrlc data subjects.

8.4.1.3 | In the cases where different instances from the same individual are being treated as ‘separaf]
enrolments (see 8.3.1.3), non-mated comparison trials shall not include intra-individual ¢emparisons.
Intra-indlividual comparisons are not equivalent to inter-individual comparisons. Moreover, in onli

use, it i all too easy for an individual to mistakenly present the wrong enrolled instance erroneousrilye;
recording a false match.

D

ot

EXAMPLE 1 The left index and middle fingerprints from a given test subject canvShare similarities thj
increase [match rates relative to fingerprints from different people.

ot

EXAMPLE 2  The vascular patterns of left and right palms from a givén ‘test subject have a differer
‘handedrjess’ and are less similar than vascular patterns of the right palm from’two different tests subjects.

8.4.1.4 | The type of evaluation often determines whether an onlifie or offline approach for comparisop
trials is yised:

— In téchnology evaluation, comparison trials shall be-ceftducted offline.
— In s¢enario evaluation, comparison trials shall be-conducted online.
— In operational evaluation, comparison trials-shall be conducted online.

— Sonjetimes the system tested in a scenario or operational evaluation is able to save probe an
refefrence data. In such cases, if the system is also able to operate offline, or if the appropriate SD
is ayailable, the saved data may be used to generate additional offline comparison trials reporte
alorjgside the online results.

2 AN =

8.4.2 [ollection conditions

Comparison trial data shall’ be collected under environmental conditions that closely approximate
those of the target application. This test environment shall be consistent throughout the collectiop
process] The motivation of test subjects, and their level of training and familiarity with the system
should dlso mirrenthat of the target application. Non-mated comparison trials shall be made under thie
same copditions-as mated comparison trials.

-

The collpetion process should ensure that presentation effects and channel effects are either uniform

across a lephiactec arprandamly yarging acracc cnbinete Teha affaotc ara bhald oy aorace cnhinct s
TSt eEt5s o A a oy Vot y g€ oS5 SHoje ettt et etSare e 6 oy aeros55Huieess,

then the same presentation and channel controls in place during enrolment should be in place for the
collection of the test data. Systematic variation of presentation and channel effects between enrolment
and test data can lead to results distorted by these factors. If the presentation and channel effects are
allowed to vary randomly across test subjects, the experimenter should analyse results and report on
any correlation in these effects between enrolment and comparison sessions.

8.4.3 Frequency of use

In the ideal case, between enrolment and the collection of comparison trial data, test subjects should
use the system with the same frequency as the target application. However, this might not be a cost-
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effective use of the test crew. It could be better to forego any interim use, but allow re-familiarization
attempts immediately prior to comparison trials.

8.4.4 Systems performing optimization based on enrolled references

For systems that implement techniques such as score normalization based on the enrolled references
to improve comparison performance, a sufficient number of test subjects should be enrolled prior to
undertaking mated and non-mated comparison trials.

4.0 dystems periorming rererence adaptation

or systems that adapt the reference after successful verification, some interim use betwéen’enrolment
and collection of mated comparison trial data can be appropriate. The amount of such intgrim use

Heference adaptation should be disabled during non-mated comparison trials, If this is not possible,

sjurrounding the collection. Keystroke entry on the part of both-test subjects and test administrators
should be minimized. Data can be corrupted by test subjects who intentionally misuse the|system.

emoved from the corpus unless external validation of the‘misuse of the system is available.

4.7 Failures to acquire

(Japture subjects are sometimes unable to givera usable sample to the system as determined by either
the test administrator or the quality contro! module. Test personnel should record information on
failure-to-acquire attempts where these-would otherwise not be logged. The failure-to-acquire rate
easures the proportion of such attempts and is quality threshold dependent. As with enfolment,
duality thresholds should be set in.a¢cordance with vendor advice.

OTE Quality threshold (and decision threshold) settings can influence the behaviour of capture|subjects:
skricter thresholds encourage maore careful presentation of the biometric pattern, looser thresholds allow more
sloppiness. The database itself is therefore not necessarily threshold independent.

quality
" scores.

matches
irection
md 1ting ) 3 ) 3 ecorded
by hand. Data shall be excluded only for predetermined causes, independently of comparison scores.

8.4.9 Online comparison trials
Online comparison trials are collected by having each test subject make recognition transactions:
a) against their own reference in the case of mated comparison trials; and

b) against each of a pre-determined number of non-self references randomly selected from all
previous enrolments in the case of non-mated comparison trials. Selection of non-self references
may be limited to enrolments within the same demographic group. The random selection shall be
independent between data subjects. Because of the non-stationary statistical nature of the data
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across data subjects, it is preferable that many test subjects conduct trials against a small number
of randomly-chosen non-self references, as opposed to a small number of test subjects conducting
trials against many non-self references.

Resulting comparison scores shall be recorded, together with the identifiers of both the capture subject
and the reference. As mated and non-mated comparison trials can take place alongside each other, care
shall be taken that results are attributed to the correct identity.

If a test subject is aware that a non-mated comparison is being made, changes in presentation
behaviour can result in unrepresentative results, particularly with biometric systems that are based
on predominantly behavioural characteristics. Therefore, to avoid even subconscious changes. ih
presentation, test subjects should ideally not be told whether the current comparison is a mated or nor
mated cpmparison trial.

Non-mated comparison trials may be conducted before all test subjects have enrolled. Thaugh the firg
enrolled references have a higher probability of being targeted for a non-mated comparison, this dog
not bias|the calculation of false match error rates if, as is usually the case, test subject$ are enrolled ip
an ordeff that has no regard to the quality of their biometric measures.

" ~+

8.4.10 Pffline comparison trials

t

Offline Jomparison trials are generated by comparing previously collected features against enrolmer]
referendes. Previously collected features, or probes, may be from,envolled test subjects or from
distinct[set of unenrolled test subjects. Offline computation allows-afull cross-comparison approach i
which each probe is compared against every reference.

=R

The use|of background databases of biometric samples or réferences acquired from different (possibl
unknowjn) environments and populations is not consideredbest practice. Such usage shall be reporte
to include information on the background database size)‘characteristics, and other relevant factors.

T

Offline dJomparisons trials are made in the same basic way as online trials:
— For mated comparison trials comparing eack’/probe with the corresponding mated reference;
— For hon-mated comparison trials:

— [randomly selecting with neplacement both samples and references for the non-matefd
comparisons trials;

-

— [randomly selecting, fer each probe collected in a mated comparison trial, a number of non-se
references from all’those enrolled for comparison with the sample features (random selectio
of references being-independent for each probe); or

—

— [performing<@-full cross-comparison, in which each collected probe is compared with ever
non-self reference. If there are N references and M probes (from the same test crew), M(N - 1
non-mated comparison trials can be performed. These non-mated comparison trials are nd
statistically independent but, if each test subject makes the same number of transactions, thi
approach is statistically unbiased and represents a more efficient estimation technique tha

£ 1 £ J 1 1 ol H [11]
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Offline development of comparison scores should be carried out with software modules of the type
available from vendors in SDKs. One module creates references from enrolment samples. A second
module creates probes from recognition samples. Sometimes these modules are the same piece of
code. A third module returns a comparison score for any assignment of a probe to a reference. Some
vendors make offline evaluation tools available utilizing ground truth for each comparison to support
the analysis of results. Such tools shall not be used other than for validation of the results generated by
the test organization.

If an evaluation includes both online and offline comparison trials, the test administrator shall ensure
that the same algorithm and the same parameter settings (e.g. the same background model) are used in
both cases.
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8.4.11 Offline non-mated comparison trials when references are dependent

For systems with dependent references, unbiased non-mated comparison trials may be generated
using a jack-knife approach to create the enrolment references. The jack-knife approach is to enrol
the entire crew with a single test subject omitted and a subset of non-mated comparison trials are
generated between the omitted test subject and all the other enrolled references. This enrolment
process is repeated omitting each crew member in turn, and a full set of non-mated comparison scores
is generated.

A simpler techniqgue may be used, in which the test crew is randomly partitioned into a set of enrolled
and a set of un-enrolled test subjects. Mated comparison trials are based on recognition attgmpts by
the enrolled test subjects, while non-mated comparison trials are based on recognition.attempts by
ynenrolled test subjects. This is a less efficient use of the data than the jack-knife approach:

o0

4.12 Offline non-mated comparison trials based on comparison of references

ross-comparison of enrolment references may be used to generate non-mated comparisor} scores.
his is useful, for example, in operational evaluations where samples or features of transactions are
ot saved. Each of N test (or enrolment) references may be compared tdthe remaining (N - 1] test (or
nrolment) references. Reference cross-comparison shall not be useduiiless:

[ollell— Nen

enrolment and verification are performed with the same capture subject interaction (for ¢xample,
both require a single presentation);

Q

h) enrolment and verification use the same sample featune.extraction and encoding; and

Q

quality thresholds for enrolment are the same as(for'verification attempts.

]

Fthese requirements are not fulfilled, reference cross-comparison is likely to result in biased estimation
fnon-mated comparison scores(2l. This is truewhether the enrolment reference is averaged orselected
Fom the best enrolment sample. No methods®urrently exist for correcting this bias.

- O

§8.4.13 Use of samples from multi-capture comparison transactions

Nlany biometric systems collect afid\process a sequence of samples in a single attempt, for example:

jo5)

collecting samples over some fixed period, and scoring the best matching sample;
H) collecting samples until’either a match is obtained or the system times out;
d collecting samplesntil one of sufficient quality is obtained or the system times out; or

d) collecting 4 se€cond sample when the score from the first sample is very close to the [decision
threshalds

Ih such cases, a single sample collected from a mated recognition attempt can be unsuitable ad a probe
fbr a fleh-mated comparison trial. For example, in case a), the collected sample is that which best
matches the reference claimed in the mated comparison trial, and not the sample that best jmatches
t oroforonce of the non.mated comnarican trial Ta detormine whether it ic annronriate to base
ference o non-mated comparisontrial To determine whether it is appropriate
cross-comparison on data acquired for mated comparison trials, the following two questions shall be

addressed:

Te— T I e

— Does the saved sample depend on the reference being compared?
— Ifyes, does this materially affect the comparison scores generated?

If the answers to both these questions are yes, then either the whole sample sequence shall be saved
and used in offline analysis, or non-mated comparison trials shall be performed online.
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8.5 Identification trials

8.5.1 General

Identification trials shall be collected and recorded in the same general way as comparison trials,
with the exception that the recorded outcome of identification trials shall consist of a candidate list
containing zero, one, or more identifiers. It is strongly recommended that comparison scores for each
candidate are returned to enable analysis at a range of operational thresholds. If quality scores are
produced by the system these should also be recorded.

Identifidation searches may be conducted offline. Searches may be conducted against portions of thle
enrolment database of various sizes to record how identification performance varies with database
size.

Identifidation may use pre-selection to limit the number of references compared by the’comparisop
algorithm. In order to determine performance of the pre-selection algorithm, the-number of prg
selected|references for each identification attempt should be recorded (see Annex D)!

8.5.2 [dentification testing with non-enrolled test subjects

In addit{on to enrolled test subjects, identification testing shall include testSubjects not enrolled in thie
system fo ensure meaningful estimation of false-positive identificationt\rate. These non-enrolled tegt
subjectd shall not be test subjects who failed enrolment. Identificatignh transactions of enrolled capture
subjectg and of non-enrolled capture subjects should be made undér)the same conditions.

8.5.3 [Use of jack-knife approach for identification testing

[

If the enfrolment and identification samples of enrolled teStsubjects are stored, then unenrolled subjec
identifidation transactions may be generated offline using a jack-knife approach. In this case, the entire
crew is pnrolled with a single test subject omitted.Phe system then tries to identify the omitted teg
subject against the remainder of the test crew andthe process is repeated for each test subject in turmp.
Considefations listed in 8.4.11 apply here as wéll:

(s

9 Analyses

9.1 General

(s

9.1.1 [fthe test crew is representative of the target population, and each test subject has one enrolmer]
referende and makes the same number (and pattern) of transactions, the observed error rate proportion
are the Qest estimates)ofthe true error rates.

v

9.1.2 Whenthetestcrewisnotrepresentative of the target population (for example over-representatiop
of knowh problem cases), or test transactions of individual test subjects are un-representative of those
of the tefst-crew as a whole (for example test subjects making more or fewer transactions than average),
weighting may be appropriate to redress the imbalance If error rates are estimated using a weighte

proportion, the method of weighting shall be reported. When weighting by class of test subject is used,
the observed class error rates should also be reported.

EXAMPLE If test subjects make differing numbers of verification or identification attempts, weighting of
errors for each test subject in inverse proportion to the number of attempts the test subject makes avoids a
potential bias towards the error rates of heavy users of the system.

9.1.3 It can be useful to measure error rates on a per-individual basis, per demographic (e.g. separate
error rates for males and females), or per type of biometric instance (e.g. separate error rates for each
finger position). Per-individual measures can be of intrinsic interest, indicating the type of person for
whom better or worse performance is likely to be achieved. Per individual or per-demographic measures
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are needed when the overall error rate is to be estimated as a weighted proportion. The extent of
variation in per-individual error rates can help in estimating the uncertainty of performance estimates.

9.1.4 If errors in enrolment, sample acquisition and verification or identification are classified by
cause, or by the step in the enrolment, acquisition or comparison process, then it can be possible to
determine separate error rates for the different causes, or for the different components of the process.

9.2 Performance of biometric enrolment

9.2.1 Failure-to-enrol rate

\0

.2.1.1 The failure-to-enrol rate is the proportion of a specified set of enrolment transactions fpr which
he system fails to create and store a biometric reference in accordance with the errglment paglicy. The
failure-to-enrol rate shall include:

[

- those unable to present the required biometric characteristic;

- those unable to produce a sample of sufficient quality at enrolment;and

- those who are unable to reliably produce a match decision with their newly created referende during
attempts to confirm the enrolment is usable.

NOTE1 The enrolment policy typically allows repeated enrplinent attempts to obtain a reliable hiometric
reference.

NOTE 2 It is also possible to determine a failure-to-enrol rate for different biometric instances, sych as for
different fingers, for example, to report different failureto-enrol rates for thumbs, index fingers, etc.

NOTE 3 In technology evaluations, analysis is based on a previously collected corpus and there is nd problem
in obtaining a biometric sample. Even so, enrolment failures sometimes occur. For example, when the hiometric
spmple is of too low a quality for features to be-extracted.

.2.1.2 The failure-to-enrol rate fot-the target population shall be estimated as the propgrtion of
rolment transactions that faileg¢under the predetermined enrolment policy.

.2.1.3 The failure-to-enrgl:rate depends on the enrolment policy that governs the sampl¢ quality
threshold for enrolmentythe decision threshold to confirm the enrolment is usable, and the|[number
f attempts or time allewed for enrolment in an enrolment transaction. The enrolment policy|shall be
escribed along withthe observed failure-to-enrol rate.

OTE Setting stricter quality requirements for enrolment increases the failure-to-enrol rate but {[mproves
erformance of/biometric comparison.

.2.1.4<-Attempts by test subjects unable to enrol in the system shall not be used for evalyation of
cquisition performance or verification performance other than for the failure-to-enrol contrijution to
eheralized false accept and false reject rates.

9.2.2 Enrolment transaction duration
The average enrolment transaction duration should be measured and reported.

In comparative scenario evaluations, it sometimes is not possible to set thresholds for time allowed or
sample quality in a consistent manner across enrolment technologies. In these cases, one approach is
to treat these variables as controlled factors of a given enrolment technology and measure how quickly
sample capture is completed. It is then possible to compute the cumulative distribution of the failure-
to-enrol rate as a function of enrolment duration (e.g. plotting FTER[duration] as a function of duration)
for comparison across enrolment technologies.
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9.3 Performance of biometric acquisition
9.3.1 Failure-to-acquire rate

9.3.1.1 The failure-to-acquire rate is the proportion of a specified set of acquisition processes that
fail to produce biometric features suitable for biometric comparison. Failures to acquire include cases
where:

— the capture subject is unable to present the biometric characteristics of interest (e.g. due to
temporary illness or injury);

— the fapture process fails;
— the pegmentation or feature extraction processes fail;
— the pxtracted features fail to meet the quality control requirements of the system.

NOTE 1 | Itisalso possible to determine a failure-to-acquire rate for transactions, e.g. measuring the proportio|
of transaktions for which no attempts provided a sample of sufficient quality for compatison.

=]

NOTE 2 | In technology evaluations, the use of a previously collected test corpus-precludes capture procegs
failures. Nevertheless, failures to acquire are possible if samples are too low a quality for feature extraction.

=

9.3.1.2 | The failure-to-acquire rate shall be estimated as the propgrtion of test attempts (for mate
comparison trials) that were not able to be completed due to failur€s‘at presentation (no image captured),
segmenfation, feature extraction or quality control.

9.3.1.3 | The failure-to-acquire rate depends on threshelds for sample quality, as well as the allowe
duratior] for sample acquisition or allowed number of\presentations. These settings shall be reporte
along with the observed failure-to-acquire rate.

[eVpen

NOTE Setting stricter quality requirements at ‘€hrolment increases the failure-to-enrol rate but improve
matching performance.

[72)

9.3.1.4 | Attempts where the sample.was not acquired or did not meet quality thresholds are nd
process¢d by the comparison algorithim and do not generate comparison scores. Such failures-to-acquir
shall be [excluded in calculating the false match and false non-match error rates but shall be included i
calculating the false accept and false reject rates. The failure-to-acquire, false match and false non-matc
rates shall be calculated at the same quality acceptance threshold settings.

- = e+

9.3.2 JAcquisition process duration

In comparative scenario evaluations, the acquisition process parameters that affect duration are
unlikely|to be conisistent across technologies. In such cases, one approach is to treat these parameter|s
as contrplled'factors for a given technology and measure how quickly sample acquisition is completed.
The cumulative distribution of FTAR as the duration increases may then be calculated (e.g. plottinig
FTAR[d - St d 3 o AIALAS ; araRaricanslha aantackhaaloss o

9.3.3 Other aspects of acquisition performance

9.3.3.1 Sometimes the data collected during the acquisition process enables any failure to acquire to
be attributed to failure of one of the subprocesses of acquisition. If failures are divided into failures of
the capture process and failures of the feature extraction process, then a failure-to-capture rate (FTCR)
and a failure-to-extract rate (FTXR) may be calculated and reported together with the combined failure-
to-acquire rate (FTAR). In other cases, failure to acquire may be decomposed differently to include, for
example, segmentation failure and failure to meet quality requirements, allowing for an alternative
breakdown of the components of the failure-to-acquire rate to be reported.
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9.3.3.2 With an appropriate test corpus providing a defined ground truth, it is possible to measure
segmentation accuracy. The metric for segmentation accuracy necessarily varies depending on the
biometric modality under consideration.

9.4 One-to-one comparison performance

9.4.1 False non-match rate

411 Thaofalca xnaon oot oh ot 1o thn i ny Af Ao lntnd st d oo asac i o lc +h ot wesult in
T r R Se- o HatenTate5treproportaoi o eompreteaateacompartSoh+rarStnatl

a comparison decision of “non-match”.

\0

4.1.2 The false non-match rate depends on the comparison score threshold and shall b& quoted along
Uith the observed false match rate at the same threshold (or shown against the false’match rafe at the
ame threshold in a DET plot).

wn <

9.4.1.3 In evaluations where test subjects have made multiple attempts, it can be useful to sjow how
the false non-match rate varies over the test crew. This may be done by cdl¢ulating an error rate|for each
test subject’s attempts, and plotting a histogram showing the error rate for each test subject, prdering
test subjects in increasing order of their error rates.

9.4.2 False match rate

9.4.2.1 The false match rate is the proportion of a specified set of completed non-mated comparison
trials that result in a comparison decision of “match”.

NOTE In non-mated comparison trials, probes are'normally acquired from capture subjects presenting their
personal biometric characteristic as if they were attempting successful verification against their own reference,
d without any attempt at impersonation. For example, in the case of dynamic signature verification, thg capture
spbject signs their own name rather than a name corresponding to the non-mated reference. In such casg¢s, where
pects of the required biometric characteristic are easily imitated, a further set on non-mated comparifon trials
cpn be collected in which a degree of imitation is allowed, producing a separate false match rate for that level of
impersonation. However, defining the'\methods or level of skill to be used in impersonations is outside the scope
this document.

4.2.2 The false match fate depends on the comparison score threshold and should be quotgd along
ith the observed false nari-match rate at the same threshold (or shown against the false non-match rate
the same threshold'in’a DET plot).

4.2.3 If a teStysubject is enrolled, and their enrolment affects the references of others in thg system,
r if the comparison algorithm modifies itself using this (and other) references, then non-mated
mparisen, trials using that subject are biased and should not be used to estimate the false mdtch rate.
ubclause.8.4.11 details how to deal with such cases.

XAMPLE Eigenface systems, using all enrolled images for creation of the basis-images, and coh¢rt-based

s eaker rp(‘ngnifinn systems are two tJY:\mp]th for which references are dpppndpnf

9.4.2.4 Comparison of genetically identical biometric characteristics (for instance, between an
individual’s index and middle fingers, or across identical twins) yields different score distributions than
comparison of genetically different characteristics[12]-[14], The test plan should declare the policy on
whether non-mated comparisons known to be between identical twins, siblings, or parent and child are
to be included in deriving the false match rate. Comparisons between two biometric instances from the
same individual should always be excluded.

NOTE1 Theincidence of identical (monozygotic) twins is approximately 3 or 4 in 1000 births and it is possible

that their presence in a deployed face recognition system increases the false match rate above that measured
excluding such genetically similar comparisons.
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NOTE 2  Genetic effects extend beyond just identical twins into families and national populations. In face
recognition for example, this sometimes results in much higher false match rates being recorded between
subjects born in the same country than between subjects from geographically and ethnically distinct countries.

9.4.2.5 In evaluations where there are several non-mated comparison trials per test subject, or
per reference, it is useful to show how the false match rate varies over test subjects and over stored
references. This involves calculating the individual false match error rate for the biometric reference of
each test subject and for the biometric probes from each test subject. Histograms may be plotted to show
the error rate for each test subject, ordering test subjects in increasing order of their error rates.

v

EXAMPL It is possible for a face recognition system to admit a set of “golden faces” where false matche
occur mainly with this set of faces. Histograms showing variation of error rates across subjects reveal|th
vulnerabijlity.

[72)

9.5 Verification system performance metrics

9.5.1 eneral

A first order estimation of the false accept and false reject rates for transactions’of multiple attemptls
can be derived from the detection error trade-off curve. However, such estimates are unable to takle
account|of correlations in sequential attempts and in the comparisons involving the same subject and
consequently are sometimes quite inaccurate. Therefore, these performance metrics shall be derived
directlyfusing test transactions with multiple attempts as specified by the decision policy.

9.5.2 False reject rate

9.5.2.1 | The false reject rate is the proportion of a specified set of verification transactions with truge
biometr]c claims erroneously rejected. A transaction may consist of one or more attempts depending op
the decigion policy.

9.5.2.2 | Verification transactions rejected due\to failures-to-acquire are included in the count of false
rejections along with those denied due to. comparison errors. In the case of verification systems with
positive biometric claims (e.g. for access(antrol), acceptance requires both successful acquisition of thie
biometr]c characteristics and a comparison decision of “match”.

EXAMPLE If, for a verification System with positive biometric claims, a transaction consists of a singl
attempt, [then a failure-to-acquire'or)a false non-match causes a false rejection, and the false reject rate is give,
by:

=1¢)

FRR = FTAR + FNMR{{*- FTAR)

where:

FRR is thefalse reject rate;

FTA|R is the failure-to-acquire rate;

FNMRIs the false non-match rate.

9.5.2.3 The false reject rate depends on the decision policy, the comparison score threshold, any
threshold for sample quality as well as the allowed duration or allowed number of presentations. The
false reject rate shall be reported with these details, alongside the estimated false accept rate at the same
values (or plotted against the false accept rate at the same threshold(s) in a DET plot).
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9.5.3 False acceptrate

9.5.3.1 The false accept rate is the proportion of a specified set of transactions with false biometric
claims erroneously accepted. A transaction may consist of one or more attempts depending on the
decision policy.

9.5.3.2 Rejections due to failures-to-acquire are counted in the number of transactions, but not in the
number of false acceptances. In the case of verification systems with positive biometric claims (e.g. for
access control), acceptance requires both successful acquisition of the biometric characteristics and a

mparison decision of “match”.

XAMPLE If, for a verification transaction with positive biometric claims, a transaction consists df a single
tempt, then a successful acquisition followed by a false match results in a false acceptance and the false accept
hte is given by:

—

FAR = FMR (1 - FTAR)
Where:

FAR is the false accept rate;
FMR is the false match rate;

FTAR is the failure-to-acquire rate.

.5.3.3 The false accept rate depends on the decision policy, the comparison score threshold,[and any
hreshold for sample quality, as well as the allowed duration or allowed number of presentatipns. The
hlse accept rate shall be reported with these details;alongside the estimated false reject rate at the same
alues (or plotted against the false reject rate at.the same threshold(s) in a DET plot).

< oh o O

9.5.4 Verification transaction duratien

9.5.4.1 In comparative scenarig.evaluations, the acquisition process parameters that affect furation
e unlikely to be consistent across-technologies. In such cases, one approach is to treat these patameters
s controlled factors of a given technology and measure how quickly a verification transaction is
mpleted. The cumulativendistribution of FRR as duration decreases may then be calculated (e.g.
lotting FRR[duration] against duration) allowing fair comparisons between technologies.

.5.4.2 To reduce-the effect of outlier long transaction durations due to poor habitugtion or
interruptions during the evaluation process, the average duration for a successful verification trapsaction
shall be calculated in the following manner.

For ‘each test subject, the median duration of successful mated verification transaqtions is
determined;

These values are then averaged over all (enrolled) test subjects.

9.5.5 Generalized false reject rate and generalized false accept rate

Comparison of systems with different failure-to-enrol rates can require use of generalized false reject
and false accept rates which combine failure rates of the enrolment and acquisition processes with
error rates of the comparison process. The method of generalization should be appropriate to the
evaluation. A typical generalization is to treat a failure-to-enrol as if the enrolment was completed but
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all subsequent verification transactions by that enrolee, or against their reference are treated as a “non-
match”. The method of generalization shall be reported.

EXAMPLE1 We assume a scenario evaluation for a verification system with positive biometric claims
allowing a single attempt per verification transaction. Test subjects who are not enrolled take no further part
in the evaluation. The test protocol is to conduct a full cross-comparison between probes and references of all
test subjects. In this case, a generalized false acceptance occurs when (i) the subject providing the probe and the
subject providing the reference were both enrolled, (ii) there is successful acquisition of the probe, and (iii) there
is a false match. A generalized false rejection occurs if (i) the subject is not enrolled, or (ii) the submitted sample
cannot be acquired, or (iii) there is a false non-match. In this example, the generalized false accept and false
reject rages—arce givcu }J_y.

GFAR = FMR (1 - FTAR) (1 - FTER)?2
GFRR = FTER + (1 - FTER) FTAR + (1 - FTER) (1 - FTAR) FNMR

where:

GFAR is the generalized false accept rate;
GFRR is the generalized false reject rate;
FMR  is the false match rate;

FNMR is the false non-match rate;

FTER is the failure-to-enrol rate;

FTAR is the failure-to-acquire rate.

EXAMPLE 2 In a technology evaluation, enrolment referenees are generated from all reference samples thg
do not cquse a failure-to-enrol, and attempt features are;generated from all probe samples that do not cause
failure-tg-acquire. In this case, the generalized false accept and false reject rates are given by:

[SI=

GFAR = FMR (1 - FTAR) (1 - FTER)
GFRR = FTER + (1 - FTER) FTAR + (I'>"FTER) (1 - FTAR) FNMR

9.6 Identification system performance metrics

9.6.1 [General

Identifidation system erfer‘rate metrics are dependent on the operational characteristics and setting
of the c¢mparison system/algorithm being used. There are three primary parameters defining thes
charactgristics:

D wn

— N, the number of references in the enrolled dataset;

— R, thetrahkindex, where only candidates at ranks 1 through R are considered as potential identifiers
f Hhacgmtring ol £ LD ozl PR Al o o010 + laongtlh ~f+1) audidata lict ot
Or LI1Ic Lq}lbul © O\AUJ\,LL \_l\ 10 \,_y Plball)’ UovuIlivucu U_y d vdalutl L, LIIC lblls\,ll vl Ll vdliivuivdatiu 1iotrciurl iic

by the identification system tested); and

— T, the comparison score threshold used to determine whether a candidate is a potential match for
the capture subject.

In order to precisely compute and report the identification error rate metrics, the values of these
characteristics shall be declared.

NOTE If R is set equal to N, then candidates are returned solely on the basis of candidate score exceeding

threshold T. Similarly, if T is set to 0 (assumed to be the minimum possible similarity score) then candidates are
returned solely on the basis of candidate rank.
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9.6.2 False-negative identification rate

9.6.2.1 The false-negative identification rate is the proportion of a specified set of identification
transactions by capture subjects enrolled in the system (mated identification transactions), for which the
subject’s correct identifier is not included in the candidate list returned.

{ieMp|meC ]

ENIR -
| M|

Wwhere:

M is the set of mated identification transactions with reference database D;
is the mated reference for transaction i;

is the candidate list for identification transaction i; and

|| denotes the cardinality (number of elements) of set.

he candidate list comprises identifiers for the biometric referendes which are sufficiently similar
b the identification transaction probe. Sufficient similarity is genérally based on the candidpte rank
eing in the range 1 to R, or the candidate score exceeding the-threshold, T. Then, the false-pegative
Hentification rate is the proportion of non-mated identification transactions in which either the mated
eference has rank greater than R or the mated reference has’a candidate score below T.

= = O ot

FNIR(N,R,T)= [{ie Mp,|(rank, (m; )>R)or (score, (m)<T)}|

M|
where:
M, is the set of mated identification transactions with reference database R;
m; is the mated reference for transaction i;

1

rank;() gives the candidate rank of a reference in identification transaction i; and

score;( ) gives the candidate score of a reference in identification transaction i.

2

9.6.2.2 The experimenter may compute FNIR(N, R, T) for N, R and T in their appropriate rangg
9.6.3 False-paositive identification rate

.6.3.1_~The false-positive identification rate is the proportion of a specified set of identification
Fansactions by capture subjects not enrolled in the system (non-mated identification transpctions),
lhere a reference identifier is returned.

< c \0

where:
Uy is the set of non-mated identification transactions with reference database D; and
C;, is the candidate list for identification transaction i.

For an identification transaction to return a candidate reference identifier, the top-ranked candidate
must have a candidate score exceeding the threshold. Thus, the false-positive identification rate may
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also be stated as the proportion of non-mated identification transactions for which the candidate score

of the to

FPIR(N,T)=

where:

Up

p-ranked reference exceeds the specified threshold.
{ieUp|score, (t;)>T}|
Up|

is the set of non-mated identification transactions with reference database R;

t.

1

scor

The rel
identifig

9.6.3.2
perform|
adjusted
against s
false-po
examplé

9.6.4
identifi

Compar
rates re

that conpbine failures to enrol, failures to acquire and’recognition errors. The method of generalizatio

should h
NOTE

reference
completg

9.6.5

In identi
the aver
in a non

SEL

where:

is the top-ranked reference identifier in identification transaction i; and
e;() gives the candidate score of a reference in identification transaction i.

ationship between the false-positive identification rate FPIR(N, T) and false-negativ
ation rate at rank one FNIR(N, 1, T) as the threshold T varies may be plotted as’a DET.

As the enrolment database of an identification system grows, the change in overall identificatio
ance for a constant value of the false-positive identification rate (requiringthe threshold T to b
with database size) may be shown as a plot of the false-negative identification rate FNIR(N, 1, T
ize of enrolment database N. Alternatively, a set of DET plots showihg the relationship betwee
bitive and false-negative identification rates may be plotted for yarious database sizes, as in th
shown in Figure E.1.

Generalized false-negative identification rate and generalized false-positive
Cation rate

son of identification systems having different failure-to-enrol rates and failure-to-acquir
uires the use of generalized false-negative and generalized false-positive identification rate

e appropriate for the evaluation. The method of generalization shall be reported.
Typical generalizations are to treat-d-failure to enrol as if the enrolment was completed, but th

identifier does not appear in anycandidate list, and to treat a failure to acquire as if the search wg
d and no candidate was found.

Selectivity

fication systems configured to produce multiple candidate identities, the quantity selectivity i
hge number of canididates returned for which the similarity to the probe exceeds a threshold,
mated identification transaction:

1
VRIS |6 (R T

D

D = — O =

> »n O

wn ©

<31 Wn

U

is the set of non-mated identification transactions conducted; and

C; (RT) isthe candidate list returned for identification transaction i with candidate rank no greater

NOTE 1

NOTE 2

34

than R and candidate score greater than T.

Selectivity is sometimes measured against the entire database. This would be SEL(N, N, T).

Selectivity and FPIR differ at lower thresholds, converging as false positives become rare at higher
thresholds. However, note that false positives are sometimes concentrated in certain transactions.
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9.6.6 Closed-set test of identification performance

Identification performance may be shown as a CMC plot derived from a closed-set test. The CMC plots
the true positive identification rate TPIR(N, R, 0) as a function of R (see 10.4).

The true positive identification TPIR(N, R, 0) is the proportion of identification transactions by a
subject enrolled in the system for which the subject’s reference identifier is within the top R candidates
returned. TPIR(N, R, 0) =1 - FNIR(N, R, 0).

While use of the CMC is very common, if such plots are unable to adequately display the range of
iflentification rates (e.g. in comparative tests where values can readily span more than one Jorder of
hagnitude) the experimenter should instead plot FNIR(N, R, 0) against R on a logarithmic scale,.

=

NOTE A suggested algorithm for generating data points on the CMC plot is provided in AnnexF.

A0

.6.7 Estimation of identification error rates from one-to-one comparisoniresults

first order estimation of the false-positive and false-negative identification rates for identjification
ystems may be derived from knowledge of the FMR-FNMR detection erroer trade-off. Howeyer, such
stimates ignore possible correlations between separate comparisons involving the same subject, and
onsequently there is a risk of inaccuracy.

Q O n o

I

XAMPLE The performance of an identification algorithm usjfig a single biometric sample 3ggainst a
eference database of size N can be approximated using the followingformulae, providing these formyilae have
een validated by the identification error rates observed on the test'data.

o =

FNIR (N,1,T) = FTAR + (1 - FTAR) FNMR(T)

FPIR (N,T) = (1 - FTAR) (1-(1-FMR(T))M)

Where

FPIR(N,T) is the false-positive identification rate at threshold T ;

FNIR (N,1,T) is the false-negative identification rate at rank 1 and threshold T';
FTAR is the failure-to-acquire rate;

FMR (T) is the false match rate at threshold T';

FNMR (T) is the'false non-match rate at threshold T';

N is the number of references in the database; and

T is the comparison score threshold.

=z

OTE 1<=Inh the case of identification systems using pre-selection, the above model of performande can be
extended using the performance metrics for the pre-selection algorithm (see Annex D).

QTE2 In-some cases, EPIR does not scale qr‘r‘nrrhnn to-the binomial formula because the -search is not

implemented as N 1ndependent 1:1 comparisons. This is the case if a fast tree-based search is used, or if scores
are computed with a dependence on other references. In such cases, as N increases FPIR remains fixed but FNIR
is expected to increase as similar non-mated references displace correct mates.

9.6.8 Predicting identification error rates in larger populations

Estimation of the performance of large-scale identification systems (beyond the size of the test) may
need to be extrapolated using both the first-order estimation and the identification performance on the
smaller database. The model used for extrapolating performance shall be reported in such cases.
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9.7 Analysis of performance across controlled experimental factors
9.7.1 Longitudinal analyses

9.7.1.1 Ofparticular concern to the long-term use of a biometric reference is whether the corresponding
biometric characteristic changes irreversibly due to ageing. The term “stability” (or “permanence”[13])
requires that a biometric characteristic should be sufficiently invariant over time with respect to a given
comparison algorithm. A lack of stability is the component of template ageing that is intrinsic to the
biometric source and is essentially unavoidable and irreversible.

[oW

EXAMPLE In face recognition, appearance changes as soft tissues lose their elasticity, muscle ton€)an
volume.

9.7.1.2 | Ageing manifests as a change to mated comparison scores. Longitudinal analysis of score
produced by comparing samples collected over time can yield statements of permanence. These ca
be in th¢ form of trends in comparison scores and increases in FNMR. Mixed effects jregression model
are recommended because they are capable of handling imbalance across subjects; irregular samplin
shared population effects and random individual-specific effects. For longitudirfal analysis, see [16] an
for its application in biometrics see [17] and [18].

[ PR AN R e R )

9.7.1.3 | For some biometrics, accuracy depends on age even with a fixed time lapse between samples.
Procedulres for analysing both age and ageing have been developed[14,

9.7.2 Pairwise analyses

—_—

In cases|where subjects each use two different devices or participate under two different experimentz
conditions the data may be subject to pairwise tests*Or" plotting of the difference in outcome (e.{
showing differences in score distribution or transactignh duration).

CA |

9.8 Detection error trade-off

9.8.1 The detection error trade-off (DET) shall be developed using the comparison scores from thie
mated ahd non-mated comparison trials. The mated and non-mated comparison scores are to be orderedl.
Any outliers should be investigated £o determine if labelling errors are indicated. Removal of any scorg
from thdg test should be fully documernited and will lead to external criticism of the test results.

[72)

9.8.2 The DET is established through the accumulation of the ordered mated and non-mate
comparison scores. As the score varies over all possible values, each point (x, y) of the DET is derive
from thg false match afid the false non-match rate using that score as the decision threshold. Assumi

higher qomparison_se¢ores show greater similarity between probe and reference, the false match ra
is the poportionof non-mated comparison scores at or above (more similar) the current value of t

score parameterand the false non-match rate is the proportion of mated comparison scores below (legs
similar)|the¢seore parameter. The DET may be tabulated as a list of triplets (FMR, FNMR, threshold), dr
shown as@DET plot (see 10.2).

[oVpen

NOTE A suggested procedure for deriving the data points on the DET is provided in Annex F.

9.8.3 The DET can also be used to show the relationship between the false accept rate and false reject
rate in a similar manner. The false accept rate and false reject rate relate to the false match rate, false non-
match rate, and failure-to-acquire rate in a manner that depends on the number of attempts allowed by
the decision policy. Transactions of multiple attempts can require generation of a new transaction score
based on the similarity scores of the constituent attempts (e.g. the maximum value of the similarity scores
for a best of three attempts decision policy). Similarly, DET plots may be used to show the relationship
between identification error rates.
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9.9 Transaction durations

9.9.1 Throughput rates measure the number of subjects that can be processed per unit time based both
on computational speed and human-machine interaction. Throughput rates for verification systems, such
as those for access control, are usually determined by the speed of subject interaction with the system
in the process of submitting a sufficient quality biometric sample. Throughput rates for identification
systems, such as enrolment in a social service program, can also be affected by the computational
processi