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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electro
Commission) form the specialized system for worldwide standardization. National bodies that are me

technical
mbers of

ISO or IEC participate in the development of International Standards through technical committees established

by the respective organization to deal with particular fields of technical activity. ISO and IEC

technical

committees collaborate in fields of mutual interest. Other international organizations, governmental and non-

governmental, in liaison with ISO and IEC, also take part in the work.

Tireprocedures usedto devetop thisdocumentard-those mterndedforitsfurther mmaimtermanceare ey
ne ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different
document should be noted (see www.iso.org/directives or www.iec.ch/members experts/refdoc§):

—

ttention is drawn to the possibility that some of the elements of this document may be theSubject
ghts. ISO and IEC shall not be held responsible for identifying any or all such patent.rights. Deta
atent rights identified during the development of the document will be in the Introduetion and/or on th
f patent declarations received (see www.iso.org/patents) or the IEC list of patent declarations

bee patents.iec.ch).

0 T 3 >

ny trade name used in this document is information given for the convenience of users and does not ¢
n endorsement.

Q>

or an explanation of the voluntary nature of standards, the meaning of ISO specific terms and exf
blated to conformity assessment, as well as information @bout ISO's adherence to the Wor,
rganization (WTO) principles in the Technical Barriers to Trade’(TBT), see www.iso.org/iso/forewor:

cribed in
types of

of patent
Is of any
e |SO list
received

onstitute

ressions
d Trade
d.html. In

= ol

e IEC, see www.iec.ch/understanding-standards.

—

his document was prepared by the Open Connegtivity Foundation (OCF) (as OCF Security Spe

o<

y Joint Technical Committee ISO/IEC JTC 1, Information technology.

Tlhis second edition cancels and replaces the first edition (ISO/IEC 30118-2:2018), which has bee
echnically revised.

—

Tlhe main changes compared to the'\previous edition are as follows:

— movement of some textto onboarding tool specification;

— movement of some text to cloud security specification;

— addition of-eertificate profiles for identity and role X509 certificates;

— addition of text for: software update, end of life, end of service and auditable events;

— _improvements to access control;

cification,

ersion 2.2.0) and drafted in accordance with its editorial rules. It was adopted, under the JTC 1 PAS procedure,

= addition of OCF cloud security sections;

— addition of clarifications throughout.
A list of all parts in the ISO/IEC 30118 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards

body. A

complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-

committees.
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Introduction

This document, and all the other parts associated with this document, were developed in response to
worldwide demand for smart home focused Internet of Things (loT) devices, such as appliances, door
locks, security cameras, sensors, and actuators; these to be modelled and securely controlled, locally

and rem

otely, over an IP network.

While some inter-device communication existed, no universal language had been developed for the
loT. Device makers instead had to choose between disparate frameworks, limiting their market share,

or devel
to deter
find wayf
own.

In additi
of secur
standarg

pinmgacross muttipteecosystenTs, inmcreasing their costs—T e burden them fattsomenduser
mine whether the products they want are compatible with the ecosystem they bought inte,"d
s to integrate their devices into their network, and try to solve interoperability issues on\the
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on to the smart home, loT deployments in commercial environments are hampéred by a lac
ity. This issue can be avoided by having a secure loT communication framework, which thi
solves.

[

The goa

and religble device discovery and connectivity across multiple OSs and platforms. There are multipl
proposals and forums driving different approaches, but no single solutionaddresses the majority ¢

key requirements. This document and the associated parts enable industry consolidation around
commor], secure, interoperable approach.
ISO/IEC| 30118 consists of eighteen parts, under the general<title Information technology — Opep
Connecfivity Foundation (OCF) Specification. The parts fall interogical groupings as described herein:
— Corg framework

— BRart 1: Core Specification

— Bridg
- H

- F

- F

of these documents is then to connect the next 25 billion devices for the foT, providing secur

W =S D

art 2: Security Specification

art 13: Onboarding Tool Specification

jing framework and bridges

art 3: Bridging Specification

art 6: Resource toCAlljoyn Interface Mapping Specification

art 8: OCF Reésource to oneM2M Resource Mapping Specification
art 14: QCF Resource to BLE Mapping Specification

art15:"OCF Resource to EnOcean Mapping Specification

- F

art 16 OCF Resource to UPIUs Mapping Specilrication

— Part 17: OCF Resource to Zigbee Cluster Mapping Specification

Part 18: OCF Resource to Z-Wave Mapping Specification

— Resource and Device models

— Part 4: Resource Type Specification

— Part 5: Device Specification
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— Core framework extensions
— Part 7: Wi-Fi Easy Setup Specification
— Part 9: Core Optional Specifiction

— OCF Cloud

— Part 10: Cloud API for Cloud Services Specification

ISO/IEC 30118-2:2021(E)

— Part 11: Device to Cloud Services Specification

— Part 12: Cloud Security Specification
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nformation technology — Open Connectivity

Foundation (OCF) Specification —
Part 2:

1 Scope
Tlhis document defines security objectives, philosophy, Resources and meg¢hanism that impacts OCF
hase layers of ISO/IEC 30118-1. ISO/IEC 30118-1 contains informativ€- security content. The OCF
Security Specification contains security normative content and may contain informative conten related
tp the OCF base or other OCF documents.
2 Normative References
Tlhe following documents are referred to in the text invsuch a way that some or all of their| content
gonstitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)|applies.
IBO/IEC 30118-1 Information technology -- Open Connectivity Foundation (OCF) Specification|-- Part 1:
(Core specification
https://www.iso.org/standard/53238.html
IBO/IEC 30118-3 Information technology -- Open Connectivity Foundation (OCF) Specification|-- Part 3:
Bridging specification
https://www.iso.org/standard/74240.html
QCF Wi-Fi Easy Setup, Information technology — Open Connectivity Foundation (OCF) Specif|cation —
Hart 7: Wi-Fi Easy Setup specification
QCF Cloud Spegification, Information technology — Open Connectivity Foundation| (OCF)
Specification ="Part 8: Cloud Specification

CF Cloud,*Security Specification - Open Connectivity Foundation (OCF) Specification - Cloud

wno

q

Security specification

ecurity-Specification

CF,Onboarding Tool Specification - Open Connectivity Foundation (OCF) Specification — Oanoarding

T

J

oot-Specification

SON SCHEMA, draft version 4, http://json-schema.org/latest/json-schema-core.html.

IETF RFC 2315, PKCS #7: Cryptographic Message Syntax Version 1.5, March 1998,

h

ttps://tools.ietf.org/html/rfc2315

IETF RFC 2898, PKCS #5: Password-Based Cryptography Specification Version 2.0, September

2

000, https://tools.ietf.org/html/rfc2898

IETF RFC 2986, PKCS #10: Certification Request Syntax Specification Version 1.7, November 2000,

h

ttps://tools.ietf.org/html/rfc2986
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IETF RFC 4122, A Universally Unique IDentifier (UUID) URN Namespace, July 2005,
https://tools.ietf.org/html/rfc4122

IETF RFC 4279, Pre-Shared Key Ciphersuites for Transport Layer Security (TLS), December 2005,
https://tools.ietf.org/html/rfc4279

IETF RFC 4492, Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS),
May 2006, https://tools.ietf.org/html/rfc4492

IETF RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2, August 2008,

https://t(

IETF RA
(CRL) P

IETF RH
https://tq

IETF RA
Septem

IETF RH
https://tq

IETF RHA
https://tq

IETF RA
https://iq

IETF RHA
https://tq

IETF RHA
https://tq

IETF RA
https://iq

IETF RHA
Layer S

IETF RH
https://tq

IETF RH

IETF RH

ols.letf.org/html/ricoZ246

C 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation\Ljst
rofile, May 2008, https://tools.ietf.org/html/rfc5280

C 5489, ECDHE_PSK Cipher Suites for Transport Layer Security (TLS), March 2009,
ols.ietf.org/html/rfc5489

C 5545, Internet Calendaring and Scheduling Core Object Specification (iCalendar),
per 2009, https://tools.ietf.org/html/rfc5545

C 5755, An Internet Attribute Certificate Profile for Authorization,(danuary 2010,
ols.ietf.org/html/rfc5755

C 6347, Datagram Transport Layer Security Version 1.2,danuary 2012,
ols.ietf.org/html/rfc6347

C 6655, AES-CCM Cipher Suites for Transport Layer/Security (TLS), July 2012,
ols.ietf.org/html/rfc6655

C 6749, The OAuth 2.0 Authorization Framework, October 2012,
ols.ietf.org/html/rfc6749

C 6750, The OAuth 2.0 Authorization Framework: Bearer Token Usage, October 2012,
ols.ietf.org/html/rfc6750

C 7228, Terminology for Constrained-Node Networks, May 2014,
ols.ietf.org/html/rfc7228

C 7250, Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport
pcurity (DTLS), June(2014, https://tools.ietf.org/html/rfc7250

C 7251, AES-CEM Elliptic Curve Cryptography (ECC) Cipher Suites for TLS, June 2014,
ols.ietf.org/html/rfc7251

C 7515,{JSON Web Signature (JWS), May 2015, https://tools.ietf.org/html/rfc7515

C 7519, JSON Web Token (JWT), May 2015, https://tools.ietf.org/html/rfc7519

IETF RF

€ 8323, CoAP(Constrained Appiication Protocotj over 1 CP, 1LS, and WebSOTKets;

February 2018, https://tools.ietf.org/html/rfc8323

IETF RFC 8392, CBOR Web Token (CWT), May 2018, https://tools.ietf.org/html/rfc8392

IETF RFC 8520, Manufacturer Usage Description Specification, Mar 2019,
https://tools.ietf.org/html/rfc8520

oneM2M Release 3 Specifications, http://www.onem2m.org/technical/published-drafts

OpenAPI specification, aka Swagger RESTful APl Documentation Specification, Version 2.0

https://g

ithub.com/OAI/OpenAPI-Specification/blob/master/versions/2.0.md
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 30118-1 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing plattorm: available at htips://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

3.1.1
Access Management Service (AMS)
service that dynamically constructs ACL Resources in response to a DevicerResource request

Note 1 to entry:  An AMS can evaluate access policies remotely and supply the résult to a Server whigh allows
r denies a pending access request. An AMS is authorised to provision ACL-Réesources.

o

1.2

redential Management Service (CMS)
ame and Resource Type ("oic.sec.cms") given to a Devige\that is authorized to provision cfedential
esources

3 QO W

1.3
evice Class
FTF RFC 7228 defined device class

el o B4+ )

1.4
evice Ownership Transfer Service (DOTS)
pgical entity that establishes deviceg ownership

=l o (%)

3.1.5
Bnd-Entity
any certificate holder which’is not a Root or Intermediate Certificate Authority

Note 1 to entry: Typieally, a device certificate.

3.1.6

Intermediary

Device that implements both Client and Server roles and may perform protocol translatior, virtual
device-{o physical device mapping or Resource translation

OCF Cipher Suite
set of algorithms and parameters that define the cryptographic functionality of a Device. The OCF

Cipher Suite includes the definition of the public key group operations, signatures, and specific hashing
and encoding used to support the public key.

3.1.8

OCF Rooted Certificate Chain

collection of X.509 v3 certificates in which each certificate chains to a trust anchor certificate which
has been issued by a certificate authority under the direction, authority, and approval of the Open
Connectivity Foundation Board of Directors as a trusted root for the OCF ecosystem.
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3.1.9

Onboarding Tool (OBT)

tool that

3.1.10

implements DOTS(3.1.4), AMS(3.1.1), and CMS(3.1.2) functionality

Out of Band Communication Channel
any mechanism for delivery of a secret from one party to another, not specified by OCF

3.1.11

Owner

credenti
OBT(3.1
Owner |

3.1.12
Role (N
stereoty

3.1.13

Credential (OC)

al, provisioned to a Device, for the purposes of mutual authentication of the Devicean
.9) during subsequent interactions, identified by having a Subject UUID matching the Resourc
j of the Device Ownership Transfer Resource hosted by a Device that has the credential

btwork context)
ped behavior of a Device; one of [Client, Server or Intermediary]

Role Identifier

Property

that a Sgrver Device associates with a Client Device for the purposes’ of making authorization decision

when th

3.1.14

Secure
module
Resourd

3.1.15
Security
Resourd

Note 1 tg

3.1.16

Trust A
well-def
Device 4

3.1.17
Device
Resourd

e Client Device requests access to Device Resources.

Resource Manager (SRM)
n the OCF Core that implements security functionality that includes management of securit
es such as ACLs, credentials and Device owner transfer state.

y Virtual Resource (SVR)
e supporting security features.

entry: For a list of all the SVRs please see clause 13.

hchor
ned, shared authority, within a trust hierarchy, by which two cryptographic entities (e.g.
nd an OBT(3.1.9)) can assume trust

Configuration Resource (DCR)
e thatyis any of the following:

a) a Did

of an OCF credentials Resource or element in a role certificate:that identifies a privileged rolg

9]

4

[

[V

cavery Core Resource, or

b) a Se

c) aWi

curity Virtual Resource, or

-Fi Easy Setup Resource ("oic.r.easysetup”, "oic.r.wificonf", "oic.r.devconf"), or

d) a CoAP Cloud Configuration Resource ("oic.r.coapcloudconf"), or

e) a Software Update Resource ("oic.r.softwareupdate"), or

f) a Maintenance Resource ("oic.wk.mnt").
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3.1.18
Non-Configuration Resource (NCR)
Resource that is not a Device Configuration Resource (3.1.17)

3.1.19
OCF Security Domain

set of onboarded OCF Devices that are provisioned with credentialing information for confidential

communication with one another

.1.20
wned (or "in Owned State")
aving the "owned" Property of the "/oic/sec/doxm" Resource equal to "TRUE"

1.21
nowned (or "in Unowned State")
aving the "owned" Property of the "/oic/sec/doxm" Resource equal to "FALSE"

.1.22

CF Onboarding

initial establishment of ownership over a Device, and initial previsioning of the Device fo
peration

.1.23
uditable Event
stem activity that may be indicative of a violation efisécurity policy

.1.24
uditable Event Entry
bcord of the details of an Auditable Event

—

.1.25
nd User
person using the [particular] product

m

3.2 Symbols and abbreviated terms

AC Access-Control

ACE Access Control Entry

ACL Access Control List

AEE Auditable Event Entry

AES Advanced Encryption Standard
AMS Access Management Service
CMS Credential Management Service
CRUDN CREATE, RETREIVE, UPDATE, DELETE, NOTIFY
CSR Certificate Signing Request
cvcC Code Verification Certificate
ECC Elliptic Curve Cryptography

© ISO/IEC 2021 - All rights reserved
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ECDSA

EKU

DOTS

ID

JSON

Elliptic Curve Digital Signature Algorithm
Extended Key Usage

Device Ownership Transfer Service
Identity/Identifier

JavaScript Object Notation.

JWS

KDF

MAC

MITM

NVRAM

ocC

OCsP

OBT

OoID

OTM

OWASP

PE

PIN

PPSK

PRF

PSI

PSK

RBAC

RM

RNG

JSONWeb Signature.

Key Derivation Function

Message Authentication Code
Man-in-the-Middle

Non-Volatile Random-Access Memory
Owner Credential

Online Certificate Status Protocol
Onboarding Tool

Object Identifier

Owner Transfer Method

Open Web Application Security Project.
Policy Engine

Personal Identification Number
PIN-authenticated pre-shared key
Pseudo Random Ranetion

Persistent Storage Interface

Pre Shared, Key

Role Based Access Control

Resource Manager

Random Number Generator

RFNOP

RFOTM

RFPRO

SBAC

SEE

SRESET

Ready for Normal Operation
Ready for OTM

Ready for Provisioning

Subject Based Access Control
Secure Execution Environment

Soft Reset
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SRM Secure Resource Manager

SVR Security Virtual Resource

SW Software

URI Uniform Resource Identifier

VOD Virtual OCF Device

4 Document conventions and organization

4.1 Conventions

Tlhis document defines Resources, protocols and conventions used to implement'security for Q
amework and applications.

—h

-

or the purposes of this document, the terms and definitions given in ISO/IEC 30118-1 apply.

n this document, to be consistent with the IETF usages for RESTfuloperations, the RESTful o
ords CRUDN, CREATE, RETRIVE, UPDATE, DELETE, and NOTIFY will have all letters cag
ny lowercase uses of these words have the normal technical English meaning.

> <

-n

igure 1 depicts interaction between OCF Devices.

CF core

peration
italized.

Device Device

Server Client A Server Client
Access Control Request Access Control
|

Figure 1 — OCF interaction

evices may implement a Client role that performs Actions on Servers. Actions access R¢g
nanaged by Servers. The OCF stack enforces access policies on Resources. End-to-end
mteraction cansbe’protected using session protection protocol (e.g. DTLS) or with data en
nethods.

3 =3 -0

D

2 Notation

sources
Device
cryption

TED as

n (this document, features are described as required, recommended, allowed or DEPRECA

follows:

Required (or shall or mandatory).

These basic features shall be implemented to comply with OCF Core Architecture. The phrases "shall
not", and "PROHIBITED" indicate behaviour that is prohibited, i.e. that if performed means the

implementation is not in compliance.
Recommended (or should).

These features add functionality supported by OCF Core Architecture and should be imple
Recommended features take advantage of the capabilities OCF Core Architecture, usually

© ISO/IEC 2021 - All rights reserved
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imposing major increase of complexity. Notice that for compliance testing, if a recommended feature
is implemented, it shall meet the specified requirements to be in compliance with these guidelines.
Some recommended features could become requirements in the future. The phrase "should not"
indicates behaviour that is permitted but not recommended.

Allowed (may or allowed).

These features are neither required nor recommended by OCF Core Architecture, but if the feature is
implemented, it shall meet the specified requirements to be in compliance with these guidelines.

Conditipnally allowed (CA)

The defipition or behaviour depends on a condition. If the specified condition is met, then the definition
or behayiour is allowed, otherwise it is not allowed.

Conditipnally required (CR)

=

The defipition or behaviour depends on a condition. If the specified condition is met, then the definitio
or behayiour is required. Otherwise the definition or behaviour is allowed as default unless specifically
defined ps not allowed.

DEPRECATED

Although these features are still described in this document, they-should not be implemented exceq
for backward compatibility. The occurrence of a deprecated./feature during operation of a
implemgntation compliant with the current document has no effect on the implementation’s operatio
and dogs not produce any error conditions. Backward caempatibility may require that a feature i
implemgnted and functions as specified but it shall neverbe used by implementations compliant wit
this document.

oD 0 D I ~

Strings that are to be taken literally are enclosed in‘Ydouble quotes".

Words that are emphasized are printed in italic.

4.3 Data types

See ISQ/IEC 30118-1.

4.4 Document structure

=

Informafive clauses may-be found in the Overview clauses, while normative clauses fall outside ¢
those clauses.

The Sequrity Specification may use the OpenAPI specification as the API definition language. Th
mapping of the.XCRUDN actions is specified in ISO/IEC 30118-1.

]

5 Security overview

5.1 Preamble

The goal of OCF's security architecture is to protect the data and device states represented by the
OCF Resources. From the OCF perspective, a Device is a certifiable logical entity that participates in
an OCF ecosystem. During interactions between Devices, the Device acting as the Server holds and
controls the Resources and provides the Device acting as a Client access to those Resources, subject
to a set of security mechanisms and conforming to the policies configured by the OCF Security Domain
Owner. The Platform hosting the Device may provide security hardening to ensure robustness of the
variety of operations described in this document. Multiple Devices may be hosted by the same Platform.
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The security model is depicted in Figure 2 and described in the following steps:

Device acting as Client

Device acting as Server

b)

c)

d)

a)

App Logic App Logic
SVRs Resource A A Resource SVRs (74
Model Model oic.sec.acl2
| ___SRM Access |
| Q Control ‘ { oic.sec.roles
(2) '| “Enforcement ! (24

T/oic.sec.cred ‘ ’ Msg Model

Session Layer

{ oic.sec.cred ]

L

Connectivity Abstraction

©

777777 1 I
Transport Security ‘—I

Session Layer

a) The "/oic/sec/cred"

4y The<Server receives the request.

)

Connectivity Abstraction

Figure 2 — OCF layers

3) The Clientisubmits a request to the Server.

2) The Devices (Server and Client) exchange messages either via a mutually-authenticateq
channel between the two Devices or via an unsecure connection.

Resource on each” Device holds the credentials used for
authentication and credentials used.for, role authorization.

Messages received over a secured channel are associated with a "deviceUUID". In the
a certificate credential, the "deviceUUID" is part of the certificate received from the othe]
In the case of a symmetric-key credential, the "deviceUUID" is associated with the cred
the "/oic/sec/cred" Resource.

The Client may present its role certificate to request association with a role i
("roleid").The Server may associate the Client with any number of role identifiers.

Requests received by a Server over an unsecured channel are treated as anonymous
not associated with any "deviceUUID" or "roleid".

If the request is received over an unsecured channel, the Server treats the req

1) The Client establishes a network connection to the Sefver (Device holding the Resources).

| secure

mutual

case of
r Device.
ential in

dentifier

and are

uest as

b)

i)
i)
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The requested Resource matches a Resource reference in the ACE

anonymous and no “deviceUUID™ or "roleid” are assoclated with the request.

The requested operation is permitted by the "permissions" of the ACE, and

If the request is received over a secured channel, then the Server associates the request with
the "deviceUUID" of the Client and all valid "roleid" values of the Client by default.

The Server then consults the Access Control List (ACL), and looks for an Access Control Entry
(ACE) matching the following criteria:
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iii) The "subjectUUID" contains either one of a special set of wildcard values or, if the Device
is not anonymous, the subject matches the Client "deviceUUID" associated with the request
or a valid "roleid" associated with the request. The special wildcard values authorize all
Devices communicating over either authenticated and encrypted sessions or unsecured
sessions to interact according to the ACE.

If there is a matching ACE, then access to the Resource is permitted; otherwise access is
denied. Access is enforced by the Server’'s Secure Resource Manager (SRM).

5) The Server sends a response back to the Client.

Resourd
control

of Reso
of data

Data in
supports

NOTE: O

instance,
already 4

Figure 3

depicts OCF Security Enforcement Points.

Application Layer

Clients

Servers

Intermediaries

Application Resources

Resource Layer

Secure Resource-Manager (

Secure Resources

SRM)

Connectivity Abstraction Layer

COAP, COAPS, etc

Session Protection (e.g. DTLS)

UDP/IP

BLE 8

02.15.4

e protection includes protection of data both while at rest and during transit. Aside from a¢ces
echanisms, the OCF Security Specification does not include specification of securersterag
rces. Secure storage may be accomplished through the use of hardware security or éncryptio
at rest. The exact implementation of secure storage is subject to a set of hardenin

requirements that are specified in clause 14 and may be subject to certification guidelines.

transit protection is specified fully as a normative part of this document,~This document only
in transit data protection at the transport layer through use of mechanisms such as DTLS.

TLS will provide packet by packet protection, rather than protection for_the payload as whole. Fd
if the integrity of the entire payload as a whole is required, separate signature mechanisms must have
een in place before passing the packet down to the transport layer.

" Access Control (ACL,

Q S5 DO D

-

Platform hardening

@rest Enc, Payload
encryption)

Platform Hardening,
In transmit protection of
packets

Figure 3 — OCF security enforcement points

5.2 Access control

5.2.1

Access control general

The OCF framework assumes that Resources are hosted by a Server and are made available to Clients
subject to access control and authorization mechanisms. The Resources at the Server are protected

10
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through implementation of access control, authentication and confidentiality protection. This clause
provides an overview of access control through the use of Access Control Lists. However, access
control in OCF is agnostic regarding transport and connectivity abstraction layers.

Implementation of access control relies on a-priori definition of a set of access policies for the Resource.
The policies are stored locally in an ACL Resource provisioned by an Access Management Service
(AMS) in the form of Access Control Entries (ACE). The lack of such an associated ACE results in the
Resource being inaccessible. Multiple types of access control mechanisms may be applied:

— Subject-based access control (SBAC), where the ACE matches the identity of the Client against
the subject included in the policy defined for the Resource. Asserting the identity of,the Client
requires an authentication process.

-4 Role-based Access Control (RBAC), where the ACE matches a role identifier inclGded in the policy
for the Resource to a role identifier associated with the Client.

-{ Wildcard-based Access Control, where the ACE matches a connection type, used to acgess the
Resource (i.e. any mutually-authenticated connection).

he ACE only applies if the ACE matches both the subject (i.e. Client)»and the requested R¢source.
here are multiple ways a subject could be matched, (1) Device UU}D,.(2) Role Identifier or (3) wildcard.
he way in which the Client connects to the Server may be relevantfoer making access control decisions.
Vildcard matching on authenticated vs. unauthenticated and eficrypted vs. unencrypted connection
dllows an access policy to be broadly applied to subject classes.

1
1
1
V

Hxample Wildcard Matching Policy:
"aclist2": [

"subject": {"conntype" : "anon-clear" },
"resources":[

{ "wc":"*" }
1,
"permission”: 31
b
{
"subject": {"conntype" : "auth-crypt" },
"resources":[

{"wc":"*" }
I8
"permission": 31
}
]

Details ‘©f'the format for ACL are defined in clause 12. The ACL is composed of one or more ACEs.

Jome Resources, such as Collections, generate requests to linked Resources when appropriate
Interfaces are used. Tn such cases, additional access control considerations are necessary. Additional
access control considerations for Collections when using the batch OCF Interface are found in
clause 12.2.7.3. ACL Resource requires the same security protection as other sensitive Resources
when it comes to both storage and handling by the SRM.

5.2.2 ACL architecture

The Server examines the Resource(s) requested by the client before processing the request. The
access control Resource is searched to find one or more ACE entries that match the Client and the
requested Resources. If a match is found, then permission and period constraints are applied. If more
than one match is found, then each ACE entry is evaluated for a match independently.
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The Server uses the connection context to determine whether the subject has authenticated or not and
whether data confidentiality has been applied or not. If the user has authenticated, then subject
matching may happen at increased granularity based on role or device identity.

Each ACE contains the permission set that will be applied for a given Client. Permissions consist of a
combination of CREATE, RETREIVE, UPDATE, DELETE and NOTIFY (CRUDN) actions. Clients
authenticate as a Device and optionally operating with one or more roles. Devices may acquire
elevated access permissions when asserting a role. For example, an "oic.role.owner" role might expose
additional Resources and OCF Interfaces not normally accessible.

Servers|host ACL Resources locally. Local ACLs allow greater autonomy in access control processing.
The follpwing use cases describe the operation of access control:

Use Cage 1: As depicted in Figure 4, Server Device hosts 4 Resources (R1, R2, R3 and-R4). Clier
Device D1 requests access to Resource R1 hosted at Server Device 5. ACL[0] eorresponds t
Resourge R1 and includes D1 as an authorized subject. Thus, Device D1 receives access to Resourc
R1 becguse the local ACL "/oic/sec/acl2/0" matches the request.

O —~

[4%

Seqver
Device 5
[m] [Rz] [Rs] [R4]
Request:
Client »
Device aci2[0]

D1 )
Reply: Subject: D1

Resource: R1

-

Permission: R

Figure4 — Use case-1 showing simple ACL enforcement

5.3 Onboarding overview

5.3.1 Onboarding general

Before a Device hecomes operational in an OCF environment and is able to interact with other Devices,
it needs to be appropriately onboarded. The first step in onboarding a Device is to configure the
ownership where the legitimate user that owns/purchases the Device uses an Onboarding tool (OBT)
and using the OBT uses one of the Owner Transfer Methods (OTMs) to establish ownership. Once
ownership is established, the OBT provisions the Device, at the end of which the Device becomes
operational and is able to interact with other Devices in an OCF environment.

Figure 5 depicts an overview of Onboarding.
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Summary of Onboarding Process

OBT CMS Device AMS Device New Device
(UUID BOBwoow-...) (UUID CBomoo-...) (UUID ABS0o0m-...) (UUID AT1C3m0-...)
Discover New Devices A A A
Discover new devices (not owned) and find a suitable owner transfer method. Iﬁ
T T T T
. 1 Discover unowned devices. | o
:1 2 Return supported owner transfer methods. | |
T T T T
Execute Owner Transfer Method / A A
| 3 Select the owner trangfer method. A >:
] ] ] 1
i 4 Perform the owner transfer handshake. A ¢
I I I @ GRS :
Establish Device Identity ./ ! \ |
L 9 Establish device identifier and provision owner identity ol
Establish Owner Credential /: ! !
' 6 Request the type of credentials supported by the new device. o
! _ T Establish symmetric owner credential. ! <!
Configure Device Services /| i |
Define device and delegate management sernvices'such as AMS, CMS and DOTS. b]
T T T N T
| 8 Provision the DOTS sélvice by setting the |'esm;|'ce owner for /doxmnand /pstat \:
| 9 Provision the AMS sm:\rice by setting the I'ESDLII:CE owner foplaslZ _:
| 10 Provision the CMS sélvice by setting the |'esm:1|'ce ownel for /cred ‘:
' 11 Provision the AMS credential. ! o
112 Provision the CMS credential. : \:
' 13 Set the device's ownéd Property to TRUE. ! <!
i Prepare for Peer Device Interactions / |
X Provision the new device with peer credentials and access control policies. Iﬁ
| <7 i i
! 114 Change device state to ready-for-provisioning. o
E | 15 CMS provisions cred;antials to the new device and peer devices. ‘_:
! ! ' 16 AMS provisions access control entries to the new device and peer devices. !
: | Enable the device to operate normally. Iﬁ
! ! ! 17 Change device state to ready-for-normal-operation. <!
OBT CMS Device AMS Device New Device
(UUID BOBwoow-...) (UUID CBomoo-...) (UUID ABS0o0m-...) (UUID AT1C3mo- )

Figure 5 — Onboarding overview
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This clause explains the onboarding and security provisioning process but leaves the provisioning of
non-security aspects to other OCF documents. In the context of security, all Devices are required to
be provisioned with minimal security configuration that allows the Device to securely
interact/communicate with other Devices in an OCF environment. This minimal security configuration
is defined as the Onboarded Device "Ready for Normal Operation" and is specified in 8.

5.3.2 Onboarding steps

The flowchart in Figure 6 shows the typical steps that are involved during onboarding. Although
onboardirg—mayinctade—a—varety-efron-securityrelated—steps—the—diagramfoeus—is—maintyonth
security| related configuration to allow a new Device to function within an OCF environmeni.
Onboarding typically begins with the Device becoming an Owned Device followed by configuring/th
Device for the environment that it will operate in. This would include setting information such as wh
may acdess the Device and what actions may be performed as well as what permissions the Devic

has for interacting with other Devices.

O O

4%
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Device
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Provisioning”

Provisioning
Success ?

Yes

Device
“Ready for Normal
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Onboarding

Cleanup complete '\

>
51/.
D

Onboarding

Reset Event
(corrupt SVR, hardware reset etc)

Reset

Operation™

Figure 6 — OCF onboarding process

Establishing a Device Owner

The objective behind establishing Device ownership is to allow the OCF Security Domain Owner to
assert itself as the owner and manager of the Device and introduce the Device into the OCF Security
Domain. This is done through the use of a DOTS that includes the creation of an ownership context
between the new Device and the DOTS and asserts operational control and management of the Device.
The DOTS is hosted on an OBT.

© ISO/IEC 2021 - All rights reserved
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The DOTS uses one of the OTMs specified in 7.3 to securely establish Device ownership.

An OTM establishes a new owner (the operator of DOTS) that is authorized to manage the Device.
Ownership Transfer accomplishes the following:

— The DOTS provisions an Owner Credential (OC) to the "creds" Property in the "/oic/sec/cred"
Resource of the Device. This OC allows the Device and DOTS to mutually authenticate during
subsequent interactions. The OC associates the DOTS Device UUID with the "rowneruuid" Property
of the "/oic/sec/doxm" Resource establishing it as the Resource owner.

— The

— Proy

5.3.4

Once th
addition
various
Resourd
to this {
lifecycle]
happen
(RFNOH
or regar
provisio
mandatg

5.3.5

The OC
Certificd

The O(Q
https://w

The OB
https://w

The (
https://w
owner p

5.4

5.4.1

Pevice owner establishes trust in the Device through the OTM.

Provisioning for Normal Operation

e Device has the necessary information to initiate provisioning, the next step is to provisio
bl security configuration that allows the Device to become operational. This may include settin
parameters and may also involve multiple steps. Also provisioning of¢ACL’s for the variou
es hosted by the Server on the Device is done at this time. The provisjoning step is not limite
tage only. Device provisioning may happen at multiple stagesCtin the Device's operationa
. However specific security related provisioning of Resource and' Property state would likel
at this stage at the end of which, each Device reaches the“*Ready for Normal Operation
) State. The RFNOP State is consistent and well defined regardless of the specific OTM use
dless of the variability in what gets provisioned. Howeéyer individual OTM mechanisms an
ning steps may specify additional configuration of Resources and Property states. The minima3
ry configuration required for a Device to be in RFNOP state is specified in 8.

OCF Compliance Management System

F Compliance Management System (OCMS) is a service maintained by the OCF that provide
tion status and information for OCF Devices.
ww.openconnectivity.org/certification/ocms-cpl.json

T shall possess the Roobt Certificate needed to enable https connection to the UR
ww.openconnectivity.org/certification/ocms-cpl.json.

DBT  should periodically  refresh its copy of the CPL via the UR

ww.openconnectivity.org/certification/ocms-cpl.json, as appropriate to OCF Security Domai
blicy requirements.

Provisioning

isioning of appropriate credentials for the Device to be a member of the OCF Security Domain.

MS shall provide a JSON-formatted Certified Product List (CPL), hosted at the UR]:

< —O 0 Q S

= O O

[

D —

Provisioning general

OCF security provisioning includes processes during and after the ownership transfer like configuration
of credentials for interacting with provisioning services, configuration of any security related Resources
and credentials for interacting with any services or Devices that the provisioned Device needs to
contact later on.

The Device needs to engage with the CMS and AMS to be provisioned with:

— Security credentials through a CMS, which is currently assumed to be embedded in the same OBT

as th

16

e DOTS.
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— Access control policies and ACLs through an AMS, which is currently assumed to be embedded in
the same OBT as the DOTS.

To be able to support the use of distinct device management services, some Device Secure Virtual
Resources (SVRs) have an associated Resource owner identified in the Resource's rowneruuid
Property.

The "rowneruuid" Property of the "/oic/sec/doxm" and "/oic/sec/pstat" Resources identifies the DOTS.

The "rowneruuid" Property of the "/oic/sec/cred" Resource identifies the CMS.

The "rowneruuid" Property of the "/oic/sec/acl2" Resource identifies the AMS.

he DOTS provisions credentials that enable secure connections between OCF Services and|the new
evice. The DOTS initiates client-directed provisioning by signaling the OCF Service.

O -

5.4.2 Access control provisioning

>3

CL provisioning is performed over a secure connection between the AMS and its Devices. The AMS
provisions the ACL by updating the Device’s ACL Resource.

5.4.3 Credential provisioning

he CMS securely provisions credentials for Device-to-Dévice interactions using the CMS credential
rovisioned by the DOTS during the onboarding procedure. The CMS is also expected to proactively
honitor the credentials installed on the Device and update them when needed (e.g. closg to the
xpiration date).

O ST -

(3, ]

4.4 Role provisioning

Tlhe Servers, receiving requests for Resources they host, need to verify the role identifier(s) asserted
hy the Client requesting the Resource @and compare that role identifier(s) with the constraints described
im the Server's ACLs Thus, a Client.may need to be provisioned with one or more role cregentials.
Once provisioned, the Client can(assert the role it is using as described in 10.4.2, if it has a certificate
rple credential.

m

ach Device holds the assertable role(s) information as a Property within the Credential Re¢source.
ach Device holds the-asserted role(s) information as Properties within the Roles Resource.

m

>~

Il asserted roles-are’used in ACL enforcement. When a server has multiple roles asserted for p Client,
ccess to a Resoufrce is granted if it would be granted under any of the roles.

Q

8.5 Secure Resource Manager (SRM)

RM\plays a key role in the overall security operation. In short, SRM performs both management of
VR and access control for requests to access and manipulate Resources. SRM consists of 3 main
functional elements:

g
J
q
J

— A Resource manager (RM): responsible for 1) Loading SVRs from persistent storage (using PSI)
as needed. 2) Supplying the Policy Engine (PE) with Resources upon request. 3) Responding to
requests for SVRs. While the SVRs are in SRM memory, the SVRs are in a format that is consistent
with device-specific data store format. However, the RM will use JSON format to marshal SVR data
structures before being passed to PSI for storage, or travel off-device.

— A Policy Engine (PE) that takes requests for access to SVRs and based on access control policies
responds to the requests with either "ACCESS_GRANTED" or "ACCESS_DENIED". To make the
access decisions, the PE consults the appropriate ACL and looks for best Access Control Entry
(ACE) that can serve the request given the subject (Device or role) that was authenticated by DTLS.
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https://standardsiso.com/api/?name=29724adb2b34af6ec62be1159ff7862f

ISO/IEC 30118-2:2021(E)

— Persistent Storage Interface (PSI): PSI provides a set of APIs for the RM to manipulate files in its
own memory and storage. The SRM design is modular such that it may be implemented in the
Platform’s secure execution environment; if available.

Figure 7

depicts OCF's SRM Architecture.

Resource Introspection (RI) layer

5.6 (

Devices
commur
parts of
provisio
commur
session

The credential types available withinithis document include:

— Pair

— Cert

— Raw

Devices
Device i

Secure Resource Manager (SRM) Qb
PSI
. PlatformSecure
Resource Policy Engine Pgtr5|stent stp\F}‘ge
Manager (RM) (PE) orage (security Virtual

Interface (PSI) Respurce database)
\

Connectivity Abstraction (CA) layer

Figure 7 — OCF's SRM architecture

Credential overview

may use credentials to prove the identity and role(s) of the parties in the Client to Serve
ication. Credentials may be symmetric oriasymmetric. Each Device stores secret and publi
its own credentials where applicable, as,well as credentials for other Devices that have bee
hed by the DOTS or a CMS. These credentials may then be used in the establishment of secur
ication sessions (e.g. using DTLS): Role certificates may be used after an authenticate
is established to assert one or mare roles for a Device.

vise symmetric keys
ficates
asymmetricikeys

may not'support all of these credential types. The set of supported credential types for an
5 contained in its "sct" Property of the "/oic/sec/doxm" Resource.

5.7

5.7.1

Event logging

Event logging general

An OCF Platform can generate various kinds of Auditable Events. These Auditable Events can be used
for log analysis or for real-time understanding of a system condition. Usually multiple Auditable Events
are stored to backtrack problems that have occurred in the system. The storage capacity of loT devices

is typica

18

lly very limited, so a specific type of data structure such as a ring buffer is often used.
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An OCF Device logs Auditable Event Entries (AEE) for all Auditable Events that satisfy the
"categoryfilter" and "priorityfilter" Properties of the "/oic/sec/ael" Resource. The AEEs are stored in
local storage (see Figure 1). Due to the limited size of the local storage, OCF Security Domain Owner

is expected to adjust the filtering options.

OCF devices

Figure 8 — Store Events in local storage

6 Security for the discovery process

q.1 Preamble

—

he main function of a discovery mechanism is to provide Universal Resource Identifiers (URIE, called
inks) for the Resources hasted by the Server, complemented by attributes about those Resoufces and
possible further link relations. (in accordance to clause 10 in ISO/IEC 30118-1)

§.2 Security-considerations for discovery

When defining=discovery process, care must be taken that only a minimum set of Resoufces are
axposed tothe discovering entity without violating security of sensitive information or| privacy
requirements of the application at hand. This includes both data included in the Resources, as well as
the corresponding metadata.

Tloachisveextensibilibr and scalabilitythis document doesnot provide a-mandate on-discoderability
of each individual Resource. Instead, the Server holding the Resource will rely on ACLs for each

Resource to determine if the requester (the Client) is authorized to see/handle any of the Resources.

The "/oic/sec/acl2" Resource contains ACL entries governing access to the Server hosted Resources.
(See 13.5)

Aside from the privacy and discoverability of Resources from ACL point of view, the discovery process
itself needs to be secured. This document sets the following requirements for the discovery process:

1) Providing integrity protection for discovered Resources.

2) Providing confidentiality protection for discovered Resources that are considered sensitive.

© ISO/IEC 2021 - All rights reserved 19


https://standardsiso.com/api/?name=29724adb2b34af6ec62be1159ff7862f

ISO/IEC 30118-2:2021(E)

The discovery of Resources is done by doing a RETRIEVE operation (either unicast or multicast) on
the known "/oic/res" Resource.

The discovery request is sent over a non-secure channel (multicast or unicast without DTLS), a Server
cannot determine the identity of the requester. In such cases, a Server that wants to authenticate the
Client before responding can list the secure discovery URI (e.g. coaps://IP:PORT/oic/res ) in the
unsecured "/oic/res" Resource response. This means the secure discovery URI is by default
discoverable by any Client. The Client will then be required to send a separate unicast request using
DTLS to the secure discovery URI.

For example, a Client with Device UUID "d1" (UUID:"0685B960-736F-46F7-BEC0-9E6CBD61ADC1)
makes § RETRIEVE request on the "/door" Resource hosted on a Server with Device UUID "d3" wher
d3 has the ACL2s:

()

{
"aclistp": [
{
"subject": {"uuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"},
"redources": [{"href":"/door"}],
"pefmission": 2, // RETRIEVE
"aceid": 1

"subject": {"authority": "owner", "role": "owner"}
"redources": [{"href":"/door"}],

"pefmission": 2, // RETRIEVE

"aceid": 2

"subject": {"uuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"},
"redources": [{"href":"/door/lock"}],
"permission": 4, // UPDATE
"acegid": 3
}
]

}

The ACL indicates that Client."d41" has RETRIEVE permissions on the Resource. Hence when devic
"d1" dogs a discovery on the */door" Resource of the Server "d3", the response will include all the URI
in the "/gdoor" Resource. Client "d2" without a Role ID "owner" will get an error response that include
no URI.

rowngruuid": "0685B960-736F-46F7-BEC0-9E6CBD61ADC1"

(22BN

Discovely results.delivered to d1 regarding d3’s "/door" Resource from the secure interface:

[

{
"href":|"/door",
“rel”: “self”,
"rt": ["oic.wk.col"],
"if": ["oic.if.ll", “oic.if.b”, "oic.if.baseline"],
"eps":[{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]
b
{

"href": "/door/lock",
"rt": ["oic.r.lock.status "],

"if": ["oic.if.a", “oic.if.baseline”],
"eps":[{"ep": "coaps://[2001:db8:a::b1d4]:55555"}]
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7 Security provisioning
71 Device identity

711 General Device identity

A Device shall be identified by a Device UUID value that is established as part of the device onboarding
and contained in the "deviceuuid" Property of the "/oic/sec/doxm" Resource. Device UUIDs shall be
nique within the scaope of the carresponding OCFE Security Domain, and are expected to be randomly
dgenerated and provisioned by the OBT. The DOTS is expected to verify that the chosen new Device
JUID does not conflict with Device UUIDs previously introduced into the OCF Security Domain.

Qevices maintain an association of their Device UUIDs and their own cryptographic credential(s) via
oic/sec/cred" Resource. The identity is cryptographically bound in case of a certificate credential, or
i$ bound via internal mappings in the "/oic/sec/cred" Resource otherwise. The "/dic/sec/cred" Resource
maintains a list of a Device's own and other Device's credentials. Multiple credentials [may be
dssociated with the same Device UUID.A Device is expected to only present credentials associated
with its own Device UUID for peer authentication purposes. Devicé€s fegard the "/oic/sec/cred”
Resource as authoritative when verifying authentication credentials of apeer Device.

In case of an authenticated connection, the Device UUID is treated™as a Client’s identity for purposes
af the Access Control check for the target Resource. The Deyvice'UUID of a Client is matched against
the Subject UUIDs in the pre-provisioned entries of Servers "/oic/sec/acl2" Resource. The Server
determines Client's Device UUID based on the credentialused for the establishment of the sgssion.

An OCF Platform, which may host multiple Devices tisyidentified by a Platform ID. The Platfgrm ID is
dlobally unique and inserted in the device in an integrity protected manner (e.g. inside secure| storage
ar signed and verified).

An OCF Platform may have a secure execution environment, used to secure unique identifijers and
secrets. If a Platform hosts multiple Devices, some mechanism is needed to provide each Deyice with
e appropriate and separate security, context.

—

7.1.2 Device identity for devices with UAID [Deprecated]

Tlhis clause is intentionally-left blank.

7.2 Device ownership

Tlhis is an infopmative clause. Devices are logical entities that are security endpoints that have an
entity that iS.authenticable using cryptographic credentials. A Device is Unowned when |t is first
initialized. _Establishing device ownership is a process by which the device asserts its identity to the
OTS and the DOTS provisions an owner identity. This exchange results in the device changing its
wnership state, thereby preventing a different DOTS from asserting administrative control pver the
evice.

The ownership transfer process starts with the OBT discovering a new device that is in Unowned state
through examination of the "Owned" Property of the "/oic/sec/doxm" Resource of the new device. At
the end of ownership transfer, the following is accomplished:
1) The DOTS establishes a secure session with new device.
2) Optionally asserts any of the following:

a) Proximity (using PIN) of the OBT to the Platform.

b) Manufacturer’s certificate asserting Platform vendor, model and other Platform specific

attributes.
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3) Determines the device identifier.

4) Determines the device owner.

5) Specifies the device owner (e.g. Device UUID of the OBT).

6) Provisions the device with owner’s credentials.

7) Sets the "Owned" state of the new device to TRUE.

7.3

7.3.1

This dogument provides specifications for several methods for ownership transfer. Implementation g

each

implemgnt at least one of the ownership transfer methods not including vendor specific methods.

in

All OTM

implemgnt at least one of the OTMs specified in this document. The OCF,~does however, anticipat
vendor-gpecific approaches will exist. Should the vendor wish to hayveinteroperability between
vendor-gpecific OTM and OBTs from other vendors, the vendor must work directly with OBT vendor

to ensur

cases, d set of guidelines is provided in 7.3.7 to help vendors in-designing vendor-specific OTMs.

The "/oi
(OTM).

shall rejpresent the onboarding capabilities of thexDevice using the "oxms" Property of th
"loic/seq/doxm" Resource. The DOTS queries the _Device’s supported credential types using th
"credtyple" Property of the "/oic/sec/cred" Resource. The DOTS and CMS provision credential
accordirjg to the credential types supported.

Figure 9 depicts new Device discovery sequence.

Device Ownership Transfer Methods

OTM implementation requirements

= —h

dividual ownership transfer method is considered optional. However, each device sha|

s included in this document are considered optional. Each vendor jis\required to choose an

2> 0O L O

e interoperability. Notwithstanding, standardization of OTMs\s the preferred approach. In suc

C/sec/doxm" Resource is extensible to accommodate vendor-defined owner transfer method
The DOTS determines which OTM is most appropriate to onboard the new Device. All OTM

[ CECE 2R

Distover New Devices Sequence

(JUID BOBxoook-...) | (UUID AT1C300¢...)

DOTsS Mew Device

- \

Di

scover New Devices  /

Find newsdevices that are unowned. Device identifier may be obfuscated for privacy (not show). B]

=%

i 1 GET foic/sec/doxm?owned=FALSE >

2 RSP "oxms™[012,.], "owned":FALSE, "deviceuuid":"FATCExxx-...}

22

-
I
DOTS New Device
(UUID BOBxoook-...) (UUID AT1C300¢...)

Figure 9 — Discover new Device sequence
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Table 1 — Discover new Device details

Step Description
1 The DOTS queries to see if the new device is not yet
owned.
2 The new device returns the "/oic/sec/doxm" Resource

containing ownership status and supported OTMs. It
also contains a temporal Device UUID that may change
subsequent to successful owner transfer. The device
should supply a temporal ID to facilitate discovery as a
guest device.

The OCF Onboarding Tool Specification proyides
security considerations regarding selectingran/OTN!.

endor-specific device OTMs shall adhere to the "/oic/sec/doxm" Resource Specification for QCs that
bsults from vendor-specific device OTM. Vendor-specific OTM should Cinclude provis|ons for
stablishing trust in the new Device by the DOTS and optionally establishing@trust in the OB[l' by the
ew Device.

2 D = <L

—

he new device may have to perform some initialization steps at the Beginning of an OTM. For gxample,
f the Random PIN Based OTM is initiated, the new device may\generate a random PIN value. The
OTS updates the oxmsel property of "/oic/sec/doxm" to the value corresponding to the OTM being
sed, before performing other OTM steps. This update notifi€s the new device that ownership|transfer
$ starting.

— — =

he end state of a vendor-specific OTM shall allow thesnew Device to authenticate to the OBT|and the
BT to authenticate to the new device.

lan—|

>

dditional provisioning steps may be performed subsequent to owner transfer success leveralging the
stablished OTM session.

(0]

7.3.2 SharedKey credential calculation

he SharedKey credential is derived using a PRF that accepts the key_block value resulting from the
TLS handshake used for onboarding. The new Device shall use the following calculation t¢ ensure
mteroperability across vender\products (the DOTS performs the same calculation):

= 0O -

(0]

haredKey = PRF(Secret, Message);
Where:
- PRF shall use~TLS 1.2 PRF defined by IETF RFC 5246 clause 5.
Secret ig'the’key_block resulting from the DTLS handshake
= {/See IETF RFC 5246 clause 6.3
= " The length of key_block depends on cipher suite.

e (e.g. 96 bytes for TLS_ECDHE_ECDSA_WITH_AES_128_CBC|SHA256
40 bytes for TLS_PSK_WITH_AES_128_CCM_8)

-~ Message is a concatenation of the following:

imY xI F £ . + I~ P H +h oL " H 2l H ny
LUATITT ypc Olllllu IAANEYRA-IAVIV IR R R Ry UIIUUGIUIIIH LLLA~A1RAYA"] \U.y. UI\J-OUU-UUI\III-JVV }
e See clause 13.2.2 for specific DoxmTypes

= Owner ID is a UUID identifying the device owner identifier and the device that maintains
SharedKey.

e Use raw bytes as specified in IETF RFC 4122 clause 4.1.2
= Device UUID is new device’s UUID
e Use raw bytes as specified in IETF RFC 4122 clause 4.1.2
SharedKey Length will be 32 octets.

= |If subsequent DTLS sessions use 128 bit encryption cipher suites the left most 16 octets will be
used. DTLS sessions using 256-bit encryption cipher suites will use all 32 octets.
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7.3.3 Certificate credential generation

The Certificate Credential will be used by Devices for secure bidirectional communication. The
certificates will be issued by a CMS or an external certificate authority (CA). This CA will be used to
mutually establish the authenticity of the Device.

7.3.4 Just-Works OTM

7.3.4.1 Just-Works OTM general

Just-works OTM creates a symmetric key credential that is a pre-shared key used to establish a sécur|
connectfon through which a device should be provisioned for use within the owner's OCF Securit
Domain] Provisioning additional credentials and Resources is a typical step following ownershi
establishment. The pre-shared key is called SharedKey.

O

The DOJS selects the Just-works OTM using the "oxmsel" Property of the "/oic/secldoxm" Resource
and estgblishes a DTLS session using a cipher suite defined for the Just-works OTM.

Just Works OTM sequence is shown in Figure 10 and steps described in Table\2.

Parform Just-Works Owner Transfer Method

DOTS Mew Device
(UUID BOBOwoo-..) (UUID AT1C300-..)

Execute Just Works Owner Transfer Method ./

DOTS selects the oic.sec.oxm.jw own@Ep transfer method and executes it. I}]

—

1 POST foic/sec/doxm {... "oxmsel™0,...}

2 RSP 2.04

A

3 ClientHello(TLS_ECDHE_ANON_WITH_AES_ 128 CBC_SHA25E)

4 HelloWerifyReguest(cookis)

A

5 ClientHellgfTLS_ECDHE_ANON_WITH_AES_128_CBC_SHA256,cookie)

SeryerHello(TLS_ECDHE_AMOMN_WITH_AES 128 CBC_SHAZEE)
6.5erverkeyExchange(ECDH Publickey + ECC Curve Param)
ServerHelloDone()

.Y 1Y _ 1 X

L 5

ClientkeyExchange(ECDH Fublickey)
ChangeCipherSpec + Finish

-

8 ChangeCipherSpec + Finish

4y ]

s
]

DOTS New Device
(UUID BOBOw0oot-..) (UUID AT1C300¢...)

Figure 10 — A Just Works OTM
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Table 2 — A Just Works OTM details

021(E)

Step Description

1,2 The DOTS notifies the Device that it selected the "Just
Works" method.

3-8 A DTLS session is established using anonymous Diffie-
Hellman.?@

a This method assumes the operator is aware of the potential for man-in-the-middle attack and has taken
precautions to perform the method in a clean-room network.

7.3.4.2 Security considerations

Anonymous Diffie-Hellman key agreement is subject to a man-in-the-middle attacker. Usg
nethod presumes that both the DOTS and the new device perform the "just-warks™ method 3
nboarding happens in a relatively safe environment absent of an attack device.

O 3

his method doesn’t have a trustworthy way to prove the Device UUID’asserted is reliably |
ne device.

o

—

he new device should use a temporal Device UUID prior to transitioning to an owned device

ry

C D O

evice UUID that could differ from the temporal value during the secure session in which owner
xchange takes place. The DOTS verifies the asserted Device UUID does not conflict with 3
UID already in use. If it is already in use the existing<credentials are used to establish 3
fession.

n

>~

n un-owned Device that also has established device credentials might be an indication of a c
r compromised device.

@]

7.3.5 Random PIN based OTM

7.3.5.1 Random PIN based OTM general

Tlhe Random PIN method establishes physical proximity between the new device and the (
prevent man-in-the-middleattacks. The Device generates a random number that is communi
the DOTS over an Out,of Band Communication Channel. The definition of an Out
Gommunication Channel-is outside the scope of the definition of device OTMs. The DOTS
O
(o

wnership by having physical access to the new Device via the Out-of-Band Communication (

7.3.5.2 Random PIN based Owner Transfer sequence

Randaom>PIN-based OTM sequence is shown in Figure 11 and steps described in Table 3.

of this
ssumes

ound to

while it

considered a guest device to prevent privacy sensitive tracking. The device asserts a non-emporal

transfer
Device
secure

brrupted

DBT can
cated to
pf Band
hnd new

evice use the PIN~in a key exchange as evidence that an End User authorized the transfer of

Channel.
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Perform Random PIN based Device Owner Transfer Method

DOTS New Device
(UUID BOBioooc:-..) (UUID AT1C300-..)

Execute Manufacturer Certificate Owner Transfer Method  /

DOTS selects the oic.sec.oxm.rdp owner transfer method and executes it. Iﬁ

1 POST foic/sec/doxm {... "oxmsel”:1,...}

Y

2 RSP 2.04

A

3 ClientHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA25E)

Y

4 HelloWerifyRequest{cookie)

T

ClientHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256, cookie)

T, -5 DR O N b A

ServerHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA25E)
6 ServerkeyExchange(psk_identity_hint="UUID BOBxxxxx-...", ECDH Fublickey, ECC Cunm@ Param)
ServerHelloDaone()

-

Compute PPSK following IETF RFC 2898: PPSK = PEKDF2(PRF, PIN, NewDevice \D/ c, DkLen) Iﬁ

N 7

ClientkeyExchangeipsk_identity="oic.sec.doxm.rdp", ECDH Publickey)

7 ChangeCipherSpec + Finish

_ 8 ChangeCipherSpec + Finish

.y

I A S

DOTS New Device
(UUID BOBooc:-...) {UUID AT1C300x-..)

Figure 11 — Random,PIN-based OTM

Table 3 — Random PIN-based OTM details

Step Description

1,2 The DOTS notifies the Device that it selected the
"Random PIN" method.

3-8 A DTLS session is established using PSK-based Diffie-

Hellman cipher suite. The PIN is supplied as the PSK
parameter. The PIN is randomly generated by the new
device then communicated via an Out of Band
Communication Channel that establishes proximal
context between the new device and the DOTS. The
security principle is the attack device will be unable to
intercept the PIN due to a lack of proximity.

The follgwing requirements apply to the DTLS handshake messages for this OTM:

— The new Device shall set the "psk_identity _hint" field of the ServerKeyExchange message to the
"deviceuuid" Property of the "/oic/sec/doxm" Resource being sent in responses when the new
Device is in RFOTM and when a Device Onboarding Connection is not currently established.

— The new Device determines that the Random PIN-based OTM is being applied if that the
"psk_identity" field of the ClientKeyExchange message matches the string "oic.sec.doxm.rdp". If
the Random PIN-based OTM is being applied, then the new Device shall apply the key derivation
below.
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NOTE The string "oic.sec.doxm.rdp" is the URN defined for the Random PIN-based OTM in Table 18 and is
included to allow future OTMs to re-use the DTLS cipher suites without confusion about which OTM should be
applied.

This OTM uses a pseudo-random function (PBKDF2) defined by IETF RFC 2898 and a PIN exchanged
via an Out of Band Communication Channelto generate a pre-shared key. The PIN-authenticated pre-
shared key (PPSK) is supplied to TLS cipher suites that accept a PSK.

— PPSK = PBKDF2(PRF, PIN, Device UUID, c, dkLen)

[[he PBRKDFZ function has the following parameters:.

- PRF — Uses the TLS 1.2 PRF defined by IETF RFC 5246.
-{ PIN — obtained via Out of Band Communication Channel.
- Device UUID — the "deviceuuid" Property of the "/oic/sec/doxm" Resource ®eing sent in regponses

when the new Device is in RFOTM and when a Device Onboarding Connection is not ¢urrently
established.

—

se raw bytes as specified in IETF RFC 4122 clause 4.1.2

¢ — lteration count initialized to 1000

dkLen — Desired length of the derived PSK in octets.

7.3.5.3 Security considerations

Security of the Random PIN mechanism depénds on the entropy of the PIN. Using a RIN with
sufficient entropy may allow a man-in-thesmiddle attack to recover any long-term crgdentials
rovisioned as a part of onboarding. In particular, learning the provisioned symmetric key crgdentials
Ilows an attacker to masquerade as the-onboarded device.

I{ is recommended that the entropy.ofithe PIN be enough to withstand an online brute-force aftack, 40
its or more. For example, a 12¢digit numeric PIN, or an 8-character alphanumeric (0-9a-z)| or a 7-
haracter case-sensitive alphanumeric PIN (0-9a-zA-Z). A man-in-the-middle attack (MITM)|is when
the attacker is active on thespetwork and can intercept and modify messages between the DOTS and
evice. In the MITM attack,/the attacker must recover the PIN from the key exchange messgages in
eal time", i.e., before the/peer's time out and abort the connection attempt. Having recovered|the PIN,
e can complete the-authentication step of key exchange. The guidance given here calls for a rhinimum
f 40 bits of entropy;-however, the assurance this provides depends on the resources availabje to the
ttacker. Given-the parallelizable nature of a brute force guessing attack, the attack enjoys|a linear
sjpeedup as more cores/threads are added. A more conservative amount of entropy would be| 64 bits.
ince the Random PIN OTM requires using a DTLS cipher suite that includes an ECDHE key exchange,
the security of the Random PIN OTM is always at least equivalent to the security of the JustWorks
TM™,

he/-Random PIN OTM also has an option to use PBKDF2 to derive key material from the RIN. The
rationale is to increase the cost of a brute force attack, by increasing the cost of each guess in the
attack by a tuneable amount (the number of PBKDF2 iterations). In theory, this is an effective way to
reduce the entropy requirement of the PIN. Unfortunately, it is difficult to quantify the reduction, since
an X-fold increase in time spent by the honest peers does not directly translate to an X-fold increase
in time by the attacker. This asymmetry is because the attacker may use specialized implementations
and hardware not available to honest peers. For this reason, when deciding how much entropy to use
for a PIN, it is recommended that implementers assume PBKDF2 provides no security, and ensure the
PIN has sufficient entropy.

The Random PIN device OTM security depends on an assumption that a secure Out of Band
Communication Channel for communicating a randomly generated PIN from the new device to the OBT
exists. If the Out of Band Communication Channel leaks some or the entire PIN to an attacker, this
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reduces the entropy of the PIN, and the attacks described above apply. The Out of Band
Communication Channel should be chosen such that it requires proximity between the DOTS and the
new device. The attacker is assumed to not have compromised the Out of Band Communication
Channel. As an example Out of Band Communication Channel, the device may display a PIN to be
entered into the OBT software. Another example is for the device to encode the PIN as a 2D barcode
and display it for a camera on the DOTS device to capture and decode.

7.3.6

7.3.6.1

The mahnufacturer certificate-based OTM shall use a certificate embedded into the devicenby th
manufagturer and may use a signed OBT, which determines the Trust Anchor between the devite an
the DOT|S.

Manufagturer embedded certificates do not necessarily need to chain to an OCF Root €A trust anchof.

For somle environments, policies or administrators, additional information about'device characteristic
may be $ought. This list of additional attestations that OCF may or may not have tested (understandin

that so

unviablg) can be found under the OCF Security Claims x509.v3 extension described in 9.4.2.2.6.

When

certificafe data to authenticate their identities with the DOTS in_ the) process of bringing a new devic
into opefation on an OCF Security Domain. The onboarding process involves several discrete steps:

1) Pre-pn-board conditions

a)

b)

c)

d)

e)

2) The [DOTS authenticates the Device using ECDSA to verify the signature. Additionally, the Devic
may|authenticate the DOTS to verify the DOTS signature.

3) If authentication fails, the Device shall indicate the reason for failure and return to the Ready fd
OTM state. If authentication succeeds, the Device shall establish an encrypted link with the DOTS

Manufacturer Certificate Based OTM

Manufacturer Certificate Based OTM general

me attestations are incapable of testing or for which testing may be 'infeasible or economicall

dtilizing certificate-based ownership transfer, devices shall utilize asymmetric keys wit

Tlhe credential element of the Device’'s credential Resource ("/oic/sec/cred") containing th
manufacturer certificate shall be identified by the "credusage" Property containing the strin
"pic.sec.cred.mfgcert" to indicate that the credential contains a manufacturer certificate.

Tlhe manufacturer certificate chain sshall be contained in the identified credential element’
bublicdata" Property.

Tlhe device shall contain a unigue and immutable ECC asymmetric key pair.
I1 the device requires authentication of the DOTS as part of ownership transfer, it is presume

hat the DOTS has been registered and has obtained a certificate for its unique and immutabl
HCC asymmetric key pair signed by the predetermined Trust Anchor.

—

An End User has/configured the DOTS app with network access info and account info (if any)|

]

<KL O O

=

42

©

[

]

r

in accordance with the negotiated cipher suite.

7.3.6.2

Certificate Profiles

See 9.4.2 for details.

7.3.6.3

Certificate Owner Transfer sequence security considerations

The OBT shall authenticate the device during onboarding. The device will not authenticate the OBT.

During

28

the DTLS handshake the server shall not send a Certificate Request.
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Manufacturer Certificate Based OTM sequence is shown in Figure 12 and steps described in Table 4.

Perform Manufacturer Certificate Owner Transfer Method

(uuI

DOTS
D BOBooot-..)

Mew Device
(UUID AT1C30m-.)

Execute Manufacturer Certificate Owner Transfer Method

/

DOTS selects the oic.sec.oxm.mfgcert owner transfer method and executes it

1 POST Joic/sec/doxm {... "oxmsel™2 .}

@]

.

| 2RSP2.04
2

The Manufacturer cert private key is used to sign handshake hessages. Certificate

attests the device manufacturer and static device attributes

~N\

If device requires authentication of the on boardipgydevice, it will resolve the
on boarding device certificate to its embeddedWust anchor. Otherwise, it will

implicitly trust it.

N

| 3 ClientHello(TLS_ECDHE_ECDSA WITH_AES_128_CCM_)

:{ 4 HelloWerifyRequest{cookiz]

| 5 ClientHello(TLS_ECDHE_ECDSA_WITH_AES_128_CCM_B cookie)

ServerHello(TLS-ECDHE_ECDSA_WITH_AES_128_CCM_B)

Certificate™

SenverkieyExchange(ECDH Publickey + ECC Curve Param)

Zeificate™

I-ClientkeyExchange(ECDH Fublickey)

E{ SenerilelloDone()
|

ChangeCipherSpec + Finish

8 ChangeCipherSpec + Finish

LY Y _ 1 ¥ __

KN\

e
1

(UL

DOTS
D BOBxoocx- .. )

Mew Device

CUIUINEY AT O 300

© ISO/IEC 202

Figure 12 — Manufacturer Certificate Based OTM Sequence
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Table 4 — Manufacturer Certificate Based OTM Details

Step Description

1,2 The DOTS notifies the Device that it selected the
"Manufacturer Certificate" method.

3-8 A DTLS session is established using the device’s
manufacturer certificate and optional DOTS certificate.
The device’s manufacturer certificate may contain data
attesting to the Device hardening and security
properties.

7.3.6.5

The ma
assuran

The Pla
mechan

7.3.7

7.3.71

The OC
manufaq
Vendor-

— The
by q

— The
— The

— The
Dom

— The
be p

7.3.7.2

Vendor-

Security considerations

—h

hufacturer certificate private key is embedded in the Platform with a sufficient/degree g
ce that the private key cannot be compromised.

=)

form manufacturer issues the manufacturer certificate and attests the private key protectio
sm.

Vendor specific OTMs

Vendor specific OTM general
F anticipates situations where a vendor will need to implement an OTM that accommodatep
turing or Device constraints. The Device OTM Resource is extensible for this purpose.
specific OTMs must adhere to a set of conventions, that all OTMs follow.

DBT must determine which credential types are supported by the Device. This is accomplishefd
Lerying the Device’s "/oic/sec/doxm" Resource to identify supported credential types.

OBT provisions the Device with OC(s)x
OBT supplies the Device UUID and-credentials for subsequent access to the OBT.

OBT will supply second carrier settings sufficient for accessing the owner’'s OCF Security
ain subsequent to ownership establishment.

OBT may perform addjtional provisioning steps but must not invalidate provisioning tasks tp
brformed by a security service.

Vendor-specific Owner Transfer Sequence Example

specific'OTM sequence example is shown in Figure 13 and steps described in Table 5.

30
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Perform Vendor Specific Device Owner Transfer Method

DOTS Mew Device
(UUID BOBxxoox-_.) (UUID AT1C3xxx-_.)

Execute Vendor Specific Owner Transfer Method /

DOTS selects the oic_sec.oxm. <0xFFO0 - 0xFFFF= owner transfer method and executes it.%

. 1 POST Joic/sec/doxm {"oxmsel